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RIET 7 A NVOFEAH L(GET)/EZIAAPUT)ED Y T— hXRE LT, LFZHBELET,



F7.

RRT7 7 ANDY F— hRXA(AEFHEENR L)

aw R 77 LR | awy ROMWIT |19

X4 CONFIG |HRB77 AV YE— hXR FtHH L(GET) | EXIARPUT) | HEEZS)
running-config ?lf) (I\Il;tI)G 774 config o o -
CONFIG 7 7 A
config0 o o -
IV (.txt)
startup-config #0
~ L
T. COBE config0-all o o -
(zip)
CONFIG 7 7 A configl o o -
/b (txt)
startup-config #1
S B4
ﬁ_f\T@pX[E configl-all o ) -
(.zip)
CONFIG 7 7 A
configsd o o -
startup-config b (txt)
#SD . S
j—.f\f PEE configsd-all o o -
(.zip)

EBB L TCWDar 7 ZFPEHSR LR 7,
WG 7 7 ANDYE— hRA(HEHESH D)

RIET 7 A Ve EM%, HERICY AT LR SEZWEEE, UTo U= b 22 ELET,

i

%8 CONFIG BT 7 AN JE— RS2 M L(GET) | EX5ALPUT) | AEELEH
CONFIG 7 7 A
reconfig - o o
HERBM LT |V ()
% startup-config s .
TS ORIE reconfig-all - o o
(-zip)

RIE7 7 AN EEZIAHPUT)T H L &, x5 CONFIG, BL, KR7 7 A VOFERINELWT & &2fEE LT 72
él/\o
Mol 77 ANERETDHEIELI XM TEERHA,
AT a~r FOERIX. ZDORA RO OS(TFTP 7 74 7 2 MITEFLET, ROBICHERELTETLTLLES
AN
« SWR23I0DIP T FL A
o HEEE— NIE" A F VU E— F"TITVET,
e UE— FADHEAIZ"/PASSWORD" & WS JEXTEB AT — REBETHILENRH D £,
B NAT — RBYIHEREDIREETIX, REY 7 AV OFAH L/EXAALEZTH I LIFTEERA, Aibo TE
HANRAT — REELTHLERH Y FT,
o UE— FSR (T config" 5 E L T PUT(E XA T 254, BIEEMTOREICK LT, BMEIT EEXEL
EJc AN
WEZRZBMELIZIEFE LN DIZONTE, BEEHL CWDIREDETE LR £T,
Fo, REMIIRGFESNRNTZD, BRIFELEZWEAIT write 2~ 0 FETHREL T EEN,
o B b S 72/ A U — F(password 8 <° enable password 8 ® =~ > KJE))i%X, TFTP C running-config |Z PUT L
THREICKM I ER A,
Tz, B bESN AT — REE&Tea—H — O E(username 2~ > R)iX, = —HF —DOBFEHAEN T EH
Ho

23u A

SWR2310 DEENNFETTH L, v/ A VEEERRLET,

HE L= =AY = REANTHZ Tl A0 T5HZENTEET,

VIR E TR, PIHE B —Y =B EINTE Y, =2—¥—4%:admin, /XA 7Y — Radmin TR 7 A 352 L2
TEET,

. BJA
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Username:admin
Password:

s Bl AHBOaL Y —)VHE
SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>
PEH 2 ——Tu /A v LA, IROARNRAY — RERRBENFRINETOT, WAT—REEH LT
<TFEW,

o XAV — RZE [

Username:admin
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving

Succeeded to write configuration

¥, NAU— R 3 Rk TRIER 7256, 1 ol 74 U fIRS v E T, | ok, ELWASAT—Ra A
AL TLIZE N,

o B A BRI

Username: user
Password:

[o)

% Incorrect username or password, or login as user is restricted.
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[)

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

s Bl A UHIRESIa—F =0, BUVUSRT — K& fEZ 5 &HlIRRFEAEF S ET,

o HIREFRFGRZICIELWASAT =2 ANTHI L TR A TEH L5100 £,

24 a2 FAJIE— RIZ2oWC

241 2~ FAJIE— FOIEAK

SWR2310 OB ELEELRESR B AT HEE, WOz~ FANE—FRICEB L ThH, I~y REEITTALE
BHVET, I~ ROANE—RNILUTOL D BRI NTEY, HEA4DE— RN TASTEDa~vy RRE
e FET, 2—W—F, T NEMRTLHIET, BE, FOE—RICWDIONMRT LI ENTETET,




av R 77 LA avy RO[EWS |21

O I ¢
(JERD— R ADEm)

Dﬁ{yﬂml

#gi*ﬁ_%%f;) I SWR2310>

exit, logout

enable /administrator disable

FHEEXECE—R . SWR2310#
exit, logout
configure terminal
2J0-)0L
T IL—3 3 E—R SWR2310{config)#
interface’d &
&5 :
1~ T4 T— a3 S E— R SWR2310{config-if)#

o< FASTE— FOEBICEET AN a~ 2 N, UFERVES, Fa—larr74 71—y 3 F
— Rz 7 47— arE— OB a~ Ly FZOonTiE, ME=ary 74 71— arE = 2%
LTI,

+ exit AV R

* logout =~ K

» enable =~ > I /administrator =~ N

+ disable =¥ |

+ configure terminal =~ >

e end IR

242 AR 7 4 T L—Y g UF— R
fErla> 740 7 b—3 a3 F— RKEiE, LAN/SFP AR — FX° VLAN A > ¥ —7 =— R QoS 72 &, FrEDIEH (Zxtd
DEIRETIT O 2D DE— FORKETYT, a7 47— a3 rF— RICADIZIL, Fa—>Lar7 g
Jl—aryEt— RCTEE— NIIBH:TLHDDa~y REETLET,
SWR2310 Dfiflla 7 4 7 L— a3 U E— RIIEROLONRH D F3, a7 47— a2 — ROHIZ
FEBLENLTWA DL ET, FlziE. RV —~v P E—R >R —<v 7« 75 XE— RTT,

ERlay7 407 v—vareE—F |(BBavU R A=A
A F—T—AE—FR interface =~ K SWR2310(config-if)#
FA - K line con =¥ > | SWR2310(config-line)#
line vty =~ > N
VLAN £— F vlan database =~ > SWR2310(config-vlan)#
VLAN 77 B RA< v E— K vlan access-map =~ > K SWR2310(config-vlan-access-map)#
MST & — | s\ga}gnmg—tree mst configuration = < SWR2310(config-mst)#
I TGAR T E— R class-map =~ > SWR2310(config-cmap)#
RY)v—vy7E—F policy-map =~ > K SWR2310(config-pmap)#

RKIVv—<v7 I ITRE—N class =< K SWR2310(config-pmap-c)#




2|avr R 77 LyR | avy ROMFNT

BRlay 740 7 v—a v E—F

Ba<wr R

A=

RO Y Y—F—F

aggregate-police =~ > K

SWR2310(config-agg-policer)#

L2MS E—

I2ms configuration =~ >

SWR2310(config-12ms)#

LLDP =—Y = hE— K

lldp-agent =~ >

SWR2310(1ldp-agent)#

A—TFT o L— hE— R

mail template =~ > F

SWR2310(config-mailj#

AT a—NT T L— E— R

schedule template ==~ >

SWR2310(config-schedule)#

RADIUS v 7 4 /L — g »E—

radius-server local-profile =~ > |

SWR2310(config-radius)#

K

243 a2 R T v OV T 4T A

a<w R OT VT 4T AT, FAMEERLTOVET, PIHNRETIIARA M4 E LT, ET LT
7% [SWR2310] #FE L TWET, AFE T, hostname 2~ RN THRA NERET AL TEETXET,
SWR2310 Z# 8 L CWAHER Y, AL v F I A DL4RTERTELTEBL 2T, BHALOTLS AR F

—é—o
RA NG DIEHE

SWR2310 (config) # hostname Switch-012
Switch-012 (config) #

244 BRI AANTIE— RO~ REFT

SWR2310 Tix, T— R LI RER o~ RBRBRRDL7-0, EITARERE—RETEB L Ca~v 2 RE2ETL
ITFIER Y ERH A, FREMETAa< RELT, do a2~y RERMLLET,

do a~> FEEHTAE, T _RTHOary 74— arT— RO EHEEXEC E— NDa~vy REFE(TTH2 &
MNTEXFET, TNk, T R_RTOary 747 — 3 F— RO EXEC E— NICBEITAH 2 &7, 3BiE

a7 4 v—a rEERE LY RE

DIRFFBREE 720 £,

7212 L. do TIIMFEMRE TR TE Zanized, £DHKICHIK A~ R 7 VALV EITERR TAT T 2 L8N

HYFET,
o TNAAYULTANTHIBE

SWR2310 (config) #do show running-config

« BRI TANT 56
SWR2310 (config) #do sh ru

25 2 Y —NVERHEO X —FR— N#pE

2.5.1 oY — )V A O EAREE

SWR2310 TiZ., a2~ RF7 A4 v BT, U TFOERENFEETY,

o =Y ILOFKH)

F—AR— FHEfE B ES
- 1 CFAICBEN L ET
— | SCFEEICBE LT

Esc fi F#£IZ F

| BEEAICBEI L £ (0 — Y MLEBIC B D HEE D i
DXLFOWITHBE L 7))

Esc ## %12 B

| HEEAEICBE L £ (0 — Y NMLEICH 5 HGED JEEH
FICBE L ET)

Ctrl+ A TOSEEEICBEN L E1
Ctrl +E ITORRBICBEH LT

« AT OHIER




aw R 77 LR | 3wy ROMWTT |23

F—R— FEE B - =

Backspace

H—=INVDECH D LT wHIBRLET

Ctrl + H

H— I NMLEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETAREELZ L7256 1E, exit =
< RERUEMEE 720 £97,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AT O FEZETHIBRLET

. T
F R FHRE B - 5

B = NMLED LT & FDEFO LT 2 AN 2 F

Ctrl+T 7
H—VIVHBTORRBIZH D & &, BERIDLF & Z D]
DXFw AN FT,
JERFHE EXEC £ — R L 7 EXEC £=— R TlX, A
Da< RERFEL TROITIZE D £97,

Cirl + C MRz 747 v —3arE—RKTClE, AAFoa~

v RTZREEE L CRriE EXEC £— RICER L %7,
BEFEITHOa~y RO Z TR LE7, (ex: ping =2
< R)

sz 7 4 7 L—3 3 »F— RS Fi#E EXEC & —
Ctrl+Z NIZ#ER LET,
end 2~ FERIUEMESE 220 9,

252 a~vy R~ L7

av S RIA L ETP"EATTHIET, METEa~v RERFIANATA— X —EHRBTETET.
SWR2310#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWR2310#show vlan

253 Afia<r FofizE., ¥—V— RMEf—EDFR R

ayy—)b ETavwy FANBFIZ, "Tab"F—%f5 L, a~vr Faifiesngd, £z, ¥—U—RFAN%KI
"Tab"¥—Z 3 &, WICANFEERF—TU — RO —E 2R R LET, AREIEX, "Cul+I"F—%2# L TH Ak
REMEL 720 9,

o awr R DOREE

SWR2310#con"<Tab>¥ — & #fi4
l
SWR2310#configure
o F—U— NEi—EoFRR
SWR2310 (config) #vlan "<Tab>¥—Z&#fid "

access-map database filter
SWR2310 (config) #vlan




24| a~v> R Ty LR | avwy ROFEWS

254 < ROEEAS

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWR2310# sh run

2552~ REAXA Y —

av Re AN —kfea T 5L, WECANLEZa~vy REMHEAABETHET LY, BEICANLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— FEE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThhEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—ZBL, RERFERICNEZKD Z & TR HIZ

R <ERLET,
SWR2310 CTiZ, show 2~ RKOET 4 77 A7 L LT, RO 3IFEHEEAEMEL F7,
EFA4T7AT A
include
BE LI XTH Gt TR 295
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

SWR2310#show running-conf
interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 2 £~ 5,

< (B
SWR2310# show spanning-tr

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

ig

nl

e

show running-config C VLAN #1 % & el 2 FrnT 5,
grep vlanl

include Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 74 —av

3.1 R EMEDOEH
SWR2310 1%, U TFDar 7 4 V2R L CREHEEZEHL £,

av7 4 7O B! FAIRE7R . — P —HafE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

TRAF L 72iREMH, Flash ROM LoD 2
ODALT 47 & SDI—FRED]
DDaAY T 4 VT EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & [ startup-
config) config select =~ > K CTRET 5,
SDAA—RED1 207 4 713"
swr2310/startup-config" 7 + /L & CH&

ZH/HE/ =2 —

M5,
T 74/ b a7 47 (default- 77 F /v O ESE, FlashROM E |,
config) T B, PRAFAT

SWR2310 D> A7 AEEIRE, LLF Ol & 720 97,
1. startup-config select =~ NREMEZSZH L, AT LAF— T v T a7 4 72 RET D,
startup-config select =~ > R Tsd NREIANLTNWT, AF— T v 7 a7 0 ZPRRESNTNS SD 71— KA
FASNTWRNSTEHE, AX— T v T ar 7 ¢ 7 # B3R END,
20 WELIEAZ = NT v T ar7 4 FBRFEST D56, %87 — 4% RAM LIZT v =07 ar7 4 7 & LTEM
‘a_‘éO
startup-config select =~ > RXEMIZ L= > TRE LT AX — K7 v 727 ¢ 7} Flash ROM _EIZHFAE L
BRWES, T AN a7 4 7% RAM EICERT 5,
SWR2310 EAHICa~y R b TREZRETH L, BRLIZARITICT =T ar 74 JITR S E
T, Tr=rrary 7 o JEER LR, write £72iX copy 2~ REFEITTHILET, AX— T v Tarrgy
IWHEFHINET, RE - BRLIENELZRAFE LW THERNT 5 &, RE - EENAENKRDNLVET, THEELE
éb\o

32 F 74V MR EE
SWR2310 OF 7 # /)L bR EEIZHOWT, I FTOFRITRLET,

THHHAREEOFREIL, AEICGREHIN 2L~ 2 FOMYHENEH SN b Tid7el, LFOT 7 4 /L hi%E
Bz 72> TWET,

o VAT ARIKDT 7 )L FERIE

BESHE BREHHE F 7 NREME
CONFIG ECENREIZfE 3% CONFIG igﬁ;FW@x&~b7y7:y
Iy I—NVEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
IV HRE PR o — A — 2 —H—4admin, /XA T —
’ R:admin
= AV AT — _
INAT — ROKEZAL Wb L7 n
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BESE FEHHE F 7 )V MR EME
NN JST (UTC + 9.0H)
B 1) 4 T NTP #—/3— 2L
NTP 5578 # 1 FEfREC 1A
RMON EE %N
sFlow Fh1E 7
firmware-update url http://
47— K URL www.rtpro.yamaha.co.jp/firmware/
o revision-up/swr2310.bin
T I = T P
DRIV By N F | FERT L 720
HA LT TR 300 sec
"E F%h
LLDP - —
HENRE %N
#HiE H%h
L2MS
A z—Y =z b
debug L~Lm 7 H ) OFF
information L ~yL v 7 H ON
SYSLOG -
error L~y a 7 H A ON
SYSLOG H—/3— L
TELNET H— N—kfE EEh3 5
TELNET $—/_—7 7 & & VLAN #1 O L 3F7]
SSH #—/N—IKBE EEIL 7220
7 7 A TFTP Yr— /X —RfE EE LW
HTTP H—/N—fRRe 9%
HTTP #—1—7 7 X VLAN #1 O L ZF7]
Y% =7 HTTP Y —/S—iRKE EEhL 720
£R5F VLAN VLAN A » #—7 = — A VLAN #1
MAC 7 KL & { @58 H%h
S EPESH 30N
‘ MAC 7 RLAHEfE =— ) 300 sec
L2 AL v F R[]
ANR= T — B
MEL—T R H: 7))
DNS 7 Z 4 7> b BE %N
B ) QoS 2
N7 7 4 v 7 il ; —
7 v —iiill##l (IEEE 802.3x) =20
Web GUI SRR IE R
BHE i)
247 ID 1
2By 77
A2y 7B RTHD P T RVA g5 1682500124
&

« LAN/SFP 7R— NHALOT 7 4 )L FEETE
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RIESHH REHEHE 77 /v MR EM
RIS T — NERE auto
7 a A& b L— BB A%
MRU 1,522 Byte
FEARTRE A— b O L
EEE B3]
Port Mode Access
FiTJE VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 )L X — B3]
L2 AL v F o it ik
ME— TR A%
QoS F T A RE—F CoS
NS5 7 4 2 I 7 v —7fil{# (IEEE 802.3x) =20
A b= Al B3]
LLDP =— x> k EEEE—F EEBIUOEE

77 # /L b VLAN (VLAN #1) 1254 2 5%

RIEHH REHHE 77 4V MR EE
Layer3 #%6E IPv4 7 KL A DHCP 7 A4 7 |
L 239.192.128.250 (Y-UNOS
YNAF XY AT L— LD ) (
EUE(E %)
Querier Ei3)
Fast-Leave 2
Check TTL B%h
Eiii%aey
IGMP Snooping Check RA M2
Check ToS )
IP~v/LFFx A b
Report-Suppression VEES)
Report-Foward %)
Mrouter-Port Data- o
S : 7
uppression
ik T2
Querier 2
MLD Snooping
Fast-Leave )
Report-Suppression VEES)
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B4

PRST « B B RE

4.1 XA J— R

4.1.1 SRR T— RORFE
[EX]
enable password password
5 X —5—]
password BB AT — R
PAPETELIO" & L > &2 EEATFER AT S (G2 CTLUN)
BN D SCFAT A ST TRRT AUT DT e
[WIEARRE]
enable password admin
[ASTE— K]
sua—n)Narsr 4l —ya 'R
[BLFA]

et EXEC B — RABITT A0 DEEANRAT — RERET 5,
FITH NIRRT —RTHD admin [ICEFETHZ LIXTERU,
[/ —F]

password-encryption =21~ > | L7228 > T AL S NTZ/RA T — RDOEE, 2227 4 7 1 Cld"enable password 8

password"DIEAR TRR SN D,

=P —lFavr RIS b ar 7 4 FRETDHEE, ZOBRTANT DI LITTERN,
BENRFIC, IR ANA T — RRRE SN TORWGEIE, #IE N T — F(admin) & HEIFICRET 5.
[ E B

B RAT— K& LT adminl234 2 ET 5,

SWR2310 (config) #enable password adminl234

4.1.2 7RRA T — ROREEAL

[EX]
password-encryption switch
no password-encryption

S5 A =5
switch D NRAYU— RS 2080
REE B
enable ISR A B
disable a5k L7gwn
(AR 2]
password-encryption disable
[AF1E— F]

Jga—)aryz 4 lb—y g rEw—R



v RU 77 LA | RSF - EAKEE | 29
[FHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO/IA T — NI b b S iz ig=lic
EHEINDD, ARPLEMHIIER LI2SGEE, BRc Skt Tnd a7 4 ZHORZAT — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWR2310 (config) #password-encryption enable
NAY — OB S 2 BT D,

SWR2310 (config) #no password-encryption

42 22—V —Tho v NEHE

421 22— —DOHE
[EFX]

username username [privilege privilege] password password

no username username

[F—TU— K]
privilege =Y —DWHERERET S
password D 2=V =AU — RERET D
[/XT A—&F—]
username D a—Y—4
P (32 SUFLAN)
privilege D RRHER AT B D
X EME LA
FEHE EXEC E— RBATRFIIC N A T — RD A
o FIDRKD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off MRDEND
Guest #EfR T Web GUIIZT 7B ATX %
password D a—H—onr A RAT— R
PATHTEIO L b | &> 2 LR XTFERLS AT SG2 XFUWN)
WD LT AT T TRIT L OIT 720
[FIEIER E]
L
[AFTE— F]

Ja—\)nary7 4L —y g T — R
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[@iA]
a—F—EFRERET D,
TP ERII RT3 E TRETE D, 7L, privilege off D= —H— 3K 32 % T, privilege on D 1—
P X T I FREE R D,
UUTOHGETZ—F—2 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username 8 password password" DFE TR R I 5,

A—PF—Fav NI b ar T FRETDLEE, ZOBNTANT DI EIETTE R,

ELENEFIZ, privilege on D —H—73 1 D HERE I N TWRWIEA L, A& Bl = — ¥ —(admin/admin) & 1B 13 5,
BERFIZ, NAT— RBRRE SN TRV —Y =T 22— =4 L[E CFHNE2 /AT — RICHBERRET 5,
[BREH]

Z—W— userl234 Z R ET D,

SWR2310 (config) #username userl234 password user pass

¥t 2t 5 LTz — W — userl1234 /T T D,

SWR2310 (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege

[¥—TU— k]

privilege D a— DR EZIEET S

[73T7 A =4 —]

username D a—F—4

A G (32 SUTFLI)
privilege D FREER AT ET D0
B B
¥iHE EXEC E— FBATIFIC AN AT — RO A
on FIDIKD B 7N
Administrator HEFR T Web GUI (C 7 7 £ AT
EA)
FiHE EXEC ©— NBATRHZ/NA U — FDOA
off TRkHBND

Guest #E[E T Web GUILIZT 7 EAXATZ 5

[WIEIRRE]

L

[AJ1E— F]

sua—m\varz 4 b—va e —R

(A

IR H DA —YF —OHEREZEE T 5,

[/—}I]

FBERD 2 — P —TITRE T E R0,
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BRERFE D —F — user1234 |ZHEHEL T 54 5,

SWR2310 (config) #username userl234 privilege on

423 0 A v a—F —FEROER
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[AF1E— F]
FEFFHE EXEC E— N, ffMEEXEC E— R, Z/m— \var 7 4 7 L— a3 VE— K
[FFA]
7Aoo ——ERERTT D,
UTFOHEHENRERIND,
HAH B
n A FRERRT D,
con0 (X V7 /aryy—LiR— kb
Line vty N [L VTY "— b
stkNIZVUE—ha /AR —Fh
http N |& Web GUI
Own H & O AR — S OITIZ * 2R~ T D,
User 0y A RO a—YF—2EFKRT D,
Status BT A RBERRT S, 2P MEHF 05 G
Login &/~ 7 %,
Login time 07 A UK ERRT D,
IP address e —H—DIP 7 KL AZFRT D,
[ E ]

ALy JRRENER IR Ca— Y —Dn 7 A MR EFRT D,

SWR2310>show users

vty
vty
vty
http
http
http
http

ALy I RN AN RRE T —F—Du 7 A UEREFRT D,

WNhRFRPOJOUOU b WN P OO

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

userl234
(noname)

SWR2310>show users

Status

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

Login
Login
Login
Login

Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
01:12:25 192.168.100.4
00:18:04 192.168.100.102
Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
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vty
vty
vty
stk
stk
stk
stk
http
http
http
http

userl234 Login
(noname) Login

WNRFRPOWNRE OJoy U
|
|

4.2.4 N —DFRE

00:33:11

01:12:25
00:18:04

192.168.100.4
192.168.100.102

[EX]

banner motd word
no banner motd

[23F A —%—]
word DOEABEHIT R L UREA R E(256 STFELIA)

(AR E

no banner motd

[AS1E—F]
Jua—n)arz 4 —y g rE'w—NR

B

Ay —=nn A VRHIRRSNDNT—E2RET D,
Bl

NF—FoRm% [Hello World! ] IZEXET 5,

Username:
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)

Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>enable
SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2310 (config) #banner motd Hello World!
SWR2310 (config) #exit
SWR2310#exit

Username:
Password:

Hello World!

SWR2310>enable
SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2310 (config) #no banner motd
SWR2310 (config) #exit
SWR2310#exit

Username:
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)

Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>
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43 a7 4 T DOEH

431 =T a7 4 7TORE

EEN
copy running-config startup-config [config num)|
[NT A—=F—]
config_num = N A
RIEE B!
<0-1> AB—=NT v T a7 47 #0-#1
sd SD I—RHNAZ— R T v Far7 47
[AJ1E— K]
FikE EXEC E— R
[FH]

BEEATOBRE(T =7 ar 7 4 NEREIFOBREA T — T v T a7 40 7) LTRET 5,

config_num AW Lo GG 13, BUEORBIRHCHEH LA X — 7 v T ar 7 4 Z7ITRGFET 5,

[/—}]

Ty a7 4 VORI write 2 RSP save 2 RTHITH 2N TX D,

SD 1 — R~ 7 S TWRVREETIX, SD #— RN® Config #XIRIZL TARa~v L REETTLHET—L

%5,
AL T HIRFE, A A AL Fl(Active JRAE) D A FE1T AT HE,
[EX EH]

Fr=vrarv a4 rehkfE T 5,

SWR2310#copy running-config startup-config
Succeeded to write configuration
SWR2310#

43270 =07 a7 4 T DRLE
[EX

write [config_num]

save [config num]

[8F A—F—]
config_num LAy I rEs
REMHE B
<0-1> ABZ— KT v a7 4 T #0-#1
sd SD i—FKFHRAZ— T v Sarrq4 7
[AS1E— K]
Rt EXEC E— K, B2 7 4 7L —va v E—FR
[BiA)

BRIEEHPORET v =7 ar 7 4 NERBROREAR Y — T v 7ar7 4 7)e LTRFET 5,
config_num ZHWE LI2GE X, BUEORBIFRHIMEA L7 AZ— N7 v 7ar 7 4 JITRFT 5,
[/—}]

T = a7 4 7 ORI copy running-config startup-config =~ > R THITH Z LN TE 5,

SD I— R~ FSITWRUVIRAETIL, SD 71— FN® Config ZxRIZL TARa~vy REETTHEZT—L
2%,
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AH - T HIREL, A A AL w FTl(Active IRRE) D A ZEAT A HE,

[EXEH]

- TE K RE

Sv=uar g4 VR RET S,

SWR2310#write

Succeeded to write configuration.

SWR2310#

43370 =0 7T 4 T DRR

EEN
show running-config
show config

[section]

[/3T A —HF—]
section D BT HEI VA
REME B
access-list 77 EAY A EEE
http-server HTTP H— /N —[5
interface A H—T 2 — ABE
ip IP Bt
ipv6 IPv6 [
key FRRIE X — B
12ms L2MS (o
lidp LLDP B8
mail o — L RN B
radius-server RADIUS #—/3— 5
schedule ALy a— )V
sflow sFlow [3:8
snmp SNMP [
spanning-tree STP 8
ssh-server SSH H#—/3— [
telnet-sever TELNET #—/\—
[AJ1E— K]

HrfE EXEC E— R, iz 74/ L—32 g vF— R

[FAA]

BUEEATORE(T =T ar 74 NeERRT D,

section {ETEEBWEFI T R TORELF T D,

[EE B

Fom T arg 4 FEFRRT D,

SWR2310#show running-config

|

interface portl.1l
switchport

|

line con O
line vty 0 7
|
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end

SWR2310#

434 AFZ— T TS T 4 TOER
EEN

show startup-config [config num]

show config [config num]

[/XT A—F—]
config_num L a4 IR E
BEHE i
<0-1> AR — KT v T a7 4 7 #0-#1
sd SD #— FHAARZ— K NT v 7Tar7 47
[AJTE— K]
¥ikE EXEC £— 1
B

BRI T ORER Y — NT v T a7 4 NeERRT D,

config_num %6 L7283, LT 2 &1 5,

- show startup-config : BIEEA L CWA Iy T 4 FHBED AL — KT v Far 7 4 7 uFRT5
- show config : BUEEHAF O T v =T a7 4 FeH£rT5

[/— 1]

SD 71— R~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHET—L
5,

(B EH]
WEEENFOA X — T v T a7 4 T EERT D,

SWR2310#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
|

interface portl.l

switchport

switchport mode access

no shutdown
|

|

interface vlanl
no switchport
ip address 192.168.100.240/24

no shutdown
|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable

|

line con O
line vty 0 7
|

end

SWR2310#
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435 R F— T o FarT7 4 JDHEE

[ER
erase startup-config [config num]
[73T7 A= —]
config_num LAY T4 Ry
R B
<0-1> AP —RNT v T a7 1 7 #0-#1
sd SD i— FANRZ— T T a7
[AFIE—F]
F#HE EXEC £— K
[

BN T DR EAR Y — T v 7 ar 7 4 N EZHET DEREHEET D,
config_num B LT GE 1T, BUEORBIRICHEN LA X — T v T ar 7 4 72 HET 5,

[/—}]

SD 71— KRB~ S TWZRVREETIE, SD #— RIN® Config ZxRIZ L TARa~vy REETTHET—L
%,

[ E B

AR =T v Tarr 4 TEHET D,

SWR2310#erase startup-config
Succeeded to erase configuration.
SWR2310#

436 AFZ— T v TSar7 4 J0ar—

[EFX]
copy startup-config src_config num dst_config num
[/3F A —4F—]
src_config num . A —xDaAL T 4 TEKS
REMHE Gk
<0-1> AP — KT v T a7 4 7 #0-#1
sd SDH— RANRZ— T v T ar747
dst config num Coav—foar 4 rJEK 5
RIEE WA
<0-1> AE—= R T w7 a7 47 #0-#1
sd SD I — RNAZ = T v Tar7 47
[AS1E— ]
F¢bE EXEC £— R
[
BEREORE(A Y — T v T a7 4 NeZNICHET LERE 2 —T 2,
[/— "}
SD 1 — R~ hSILTWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REFETTH LT —L
2%,
[BXE B

AZ =K T oA T4 T #H BEAZ— T v a7 47 # ~abt—3 5,



SWR2310#copy startup-config 0 1
Succeeded to copy configuration
SWR2310#

43T AZ— T v Far 7 4 TOER
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E&

startup-config select config num
no startup-config select

[/XT A= —]
config_num o ArIT 4 Ry
REME Bl
<0-1> ABZ—NT v T AT 47 #0-#1
sd SD I — R KNAZ =R T v T ar747
(AR E]
startup-config select sd
[AS1E— F]
FiiE EXEC E— N
[@iA]

EEIFAE T T ORERARF— T v T ar 7 ¢ 7 aER L CTHEET S,

no B THEAT Lic & id, MIIRREIC R D,
[/—}

ELENRE, config num & LT sd DEEINTWNWT, AX— R T v a7 40 ZPRGFIINTNS SD 1— RRFHAX

NTCWRNoTZEE, A — T v 7ar 7 4 7 # DRSNS,

ALy TEREMN A NRFIC config IV B2 % LT A, AZ v IV NE LR TE R RD70HnellEs LT

Ei S D ERD D,
[ E B
AG—= T v T Ay T 4 7 # BB CHEST 2,

SWR2310#startup-config select 1
reboot system? (y/n): y

438 AFZ— T v a7 4 FOHMAXDERE

[EX]
startup-config description config_num line
no startup-config description config num

[73F A =4 —]

config_num : <0-1>
AT TEE

line DA ST LU AR (63 SUFLI)
HPAL— NT v T a7 4 JITHET DRI

AS1E— F)

¥t EXEC E— I

B

SBAR— T w7 a7 4 7 L CHRAXEZHRET 5,
no IR THEAT LI25A1E, A CEHIBRT 5,

#BH I show startup-config =~ > RO I THRER DO IAICE R I N D,
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[ EH]
AR = NT T a7 47 #l ITHAXERET 5,

SWR2310#startup-config description 1 TEST CONFIG 1

4.4 EEEFHROEH

4.4.1 EBFHR DR R

[E
show boot num
show boot all
show boot list

[%—T— K]
all DOEEEROBEAR R TS HFETERTD
list D EEMEROBEERKRCSHETCHSERTD
[73T A —&—]
num - <0-4>
BELICEBFDRBREZER TS
[AJ1E— K]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[
EENE R A KT D,
[/ —}]
cold start =~ K clear bootlist 2~ > R&FE/T3 5L, ZOEKEIEIVZ VT &b,
[ EH]
BUEDOEEE®REFRT D,

SWR2310>show boot 0

Running EXEC: SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Previous EXEC: SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Restart by reload command

EEEED —FE 2 £ R T 5,

SWR2310>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBVFGHRDO I VT

[#FX]
clear boot list
[AJ1E— K]
Fi#E EXEC £— R
B
EENME OB ZHIBRT 5,
[BREH]

EEEHRE227 V735,
SWR2310#clear boot list
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4.43SD 1— K7 — FDOFEE
B

boot prioritize sd switch

no boot prioritize sd

[T A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 71— K7 — M &M+ 5
(IR E]
boot prioritize sd enable
[AS1E— K]
HitE EXEC £— I
[FLBA]

77— =T DSDA— R7— MEROAZ - BAZTIV KR D,

a~ v RETR, VAT AOFHEBN TS,

VAT A THEORE TH D72, EE)H (startup-config #0 ~ strtup-config #1)E(ZFR T 1L TE 7200,
VIR EIX SD h— R 7 — " 3G TH D,

no 2~ NEITRHIMMIREIZR D,

[/—}]

SD 1 — N7 — MERED AL - H2hIL, show boot prioritize sd =~ > N THEFE FIHE,

[BREH]

77 —ALU =T DSDI— R7— MEREENTT D

SWR2310#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD H— K7 — b HEhEFAEEDORE

[F=
boot auto-apply switch

[/3T A—F—]

switch : SD A — F7— b HEhiE RE 2 AN T D050
BREE B!
enable SD 1 — N7 — b H#Ehw fkee 2 A0Ic 32
disable SD 41— 7 — I H & B RE 2 LN 2§ 2

[WIARRE ]

boot auto-apply enable

[AS1E—F]

F¢HE EXEC £— R

[BLFA]

SD #— K7 — ~ BEhi IR 2 A2 £ 713 E2hic 3 %,
AFEEEDIRAEIX, show environment =~ R CHER TX 5,
[ EH]

SD 1 — N7 —  HEhiE IfRE 2 T 5
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SWR2310#boot auto-apply disable

4.45SD 1— F7— FREBHROER

EEN

show boot prioritize sd
[AS1E—F]
FEFrHE EXEC E— N, %§# EXEC E— N
[REFA]
SD 71— N7 — MEREREFHRE RRT 2,
(B 2B

SD 71— R 7 — MEREREFHRE £ RT D,
SWR2310#show boot prioritize sd
SD boot configuration:

firmware : enable

4.5 EREHRFZT

4.5.1 "aiFHOFR

[ER]
show inventory
[AJ1E— K]
FEFFHE EXEC E— N, ¢t EXEC E—
[
ANEE L ONSFP £ 2 — L OB IER A TR+ 5,
UTOHEANRERSND,

HH B

NAME 4,

DESCR B

Vendor R4

PID 7u&7 1D

VID /§_:)3 v 1D, ﬁ;ﬁ]w%é\bio

SN YT NEE

[EEHl]
U E £ 5.

SWR2310>show inventory
NAME: L2 switch

DESCR: SWR2310-10G
Vendor: Yamaha

PID: SWR2310-10G

VID: 0000

SN: S00000000

SWR2310>

4.5.2 BEMEBMOFIR

E&y
show environment
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
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[FiFA]

VAT LOBEIEREFRRT D,
IFTOmEENFERIND,

o T—hFR—=Tgr

e Ty —AUxzTUETYar

. VUTNES

c MACT7 FL A

« CPU iz

o AEVUfEAZE

s Ty —AUx=T T 7 AN

o AX—KNTwTarg4 77 A
« SD &— K7 — | BEhiE HERE D% E
o VUTFTNAR—L—F

« CPLD /X—Y 3

o EBEEEZ

o BUERFZ

o EEID D OFRRIEIRFE

[BEH]
BEEMERTT D,

SWR2310>show environment
SWR2310-10G BootROM Ver.1.00
SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
main=SWR2310-10G ver=00 serial=S00000000 MAC-Address=ac44.£200.0000
CPU: 7% (5sec) 8% (1lmin) 8% (5min) Memory: 18% used
Startup firmware: execO
Startup Configuration file: configO
selected file: configO
Boot auto-apply: Enable
Serial Baudrate: 9600
CPLD version: 00
Boot time: 2020/01/01 11:13:44 +09:00
Current time: 2020/01/02 16:19:43 +09:00
Elapsed time from boot: ldays 05:06:04

SWR2310>

4.5.3 7 4 A 7 fE R
B

show disk-usage
[AJ1E— K]
FHFiHE EXEC £ — N, %54 EXEC £— N
[FAA]
VAT AT L TWDT 4 A7 ORI E R TT 5,
« System: VAT AFEHTY T
« Config: XEHHRT=Y 7
+  Temporary : —FfT U 7

[BREBH]

T4 A7 DFERRRERTT D,

SWR2310#show disk-usage
Category Total Used Free Used (%)
System 46.1M 2.2M 41.5M 5%
Config 103.4M 2.5M 96.2M 2%
Temporary 80.0M 152.0K 79.9M 0%
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4.54 ETHRO T v A DER

[EFX]

show process
[AS1E— F]
FikE EXEC E— R
[FLFA]
FAITh o Tt 2B —FEFERT 5,
[BREH]
FIThDOFuv R EFRT 5,

SWR2310#show process

4.5.5 A F U RN DOFR

[EX]

show memory
[ASTE— K]
et EXEC B— R
[FREA]
a2 EO AT IVFHEERTIT D,
ITOHEBZ2F 7T 5,

HHE A

PID =5 D)
NAME Fat A4
%MEM W AEY O R
SIZE WEE A = U O HEEIEM)
PEAK WA ) OFHE(Z IV E TORKIHE)
DATA AR A £ V) —pEE Y 1 X
STK AR TP AR
[ E R

Tut 2O AT VEMNEZTRT D,

SWR2310#show memory

4.5.6 HHi R— MMEROFER

[#FX]

show tech-support
[AFTE— K]
Kt EXEC £— R
[RLEA]

Hifr AR — MERERRT 5, HRHA— MERIZIE, LTFTOa~>r ROEITHERPIGEND,

AR THSREDNE N e, A X v 7 R L TWAT R TOMBBROEMN R — MESREFTT 5,

1P L. ALV AL FLAUNR—ZA, v FTEITENDSa~Y NIFERL, F#FMILLToOa~y F—EE2B BT
HT L,
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a< K

A HZ 7B

A HE 7 HEh

AA YA 9T

AUN=ZAL v F

show running-config

O

O

show startup-config

O

O

show stack

O (%1)

O (%1)

show environment

O

O

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

OlO[O]O1O0[O|O

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

O[O]O1O1O0[O]O1O0[O[O]OIOIO|OIOO[O|OIO0[O[O]1O0]O0[O[O1O0[O0[O0]O1010]010]0

O[O]O1O1O0[O]O1O0[O[O]OIOIO|OIOO[O|O1O0[O[O]1O0]1O0[O[O1O0[O0[O0]O1010]010]0
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a<w K RAH 7R

A HE 7 HEh

A AL 0T AUN=ZAL v F

show ip igmp snooping interface

O

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

O[O]O1O010[O|O|10[0|0O

show sflow sampling

OfO]O1O0|10[O]O]0

X1 AY v 7RIS ETNETICEEND,

(B E B
B AR — MEREFRTT D,

SWR2310#show tech-support
#
# Information for Yamaha Technical Support

#

*** show running-config ***

!

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO0O0O2

vlan 3 name VLANOOO3
|

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show stack **x*
*** show environment ***

*** show disk-usage ***

#
# End of Information for Yamaha Technical Support
#
SWR2310#
4.5.7 Bt R — MEROEE
[EX]

copy tech-support sd
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[ASTE—F)
et EXEC B— R

(R A
B R— MEHR A SD I — RIZRET 5,
SD H— RHNIZIZLL T D7 7 A M TR S D,

/swr2310/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 2+ Y REFTREOEH A K5 FD
[/— 1]
FHNC SD H— F AL TB LERH D,
[BREH]
Hefti bR — MME#H A SD B — RIZRFET 5,
SWR2310#copy tech-support sd

SWR2310#

4.6 AT AHDT2ZH

4.6.1 AT LHECEZWRREOER

E&y
show system-diagnostics
[ASTE—F]
FEHEHE EXEC £ — N, ke EXEC £— R
E)
TARTOYAT AHCBWHER (7= N7 v TBUHER, 427~ FBUHER, ~AT=4 ) v/ BIFER)
o S A
[BEHI]

VAT LAHEZWIERE R T D,

SWR2310#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 6 7 8 9 10 11 12

- Health monitoring

SFP Test:
Port 13 14 15 16
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4.62 AT = FEUDFET
[EFX]
system-diagnostics on-demand execute [no-confirm]
[FF—T— K]
no-confirm D ATy RR2EOETHGE (yorn) Z{THOTRINIATT S

[AJTE— K]

¥i#E EXEC £ — K

B

F T~ Righia E174 %,

LWL _TO LAN/SFP R— F &2 v v AT o35, W THEICIIE S 2R A2 E 7R L. A8y 27
LxFEET 5,

NI A=H—RBELRWERIE, AT~ F2BEFEITT 0 ) hoERERO BN D,
gélrﬁ%%ﬁ'fj—é%/ﬁ\@i "y” é’\ gﬁ%ﬁi Lfcﬁb\i}%é\gi """ %Aj}j—é%\gﬁlﬂbéo

[/—}I]
T v R Wik B OFEHN L FEE B#£ 12 show system-diagnostics =~ > K CHERTX 5,
[BREH]

FrT<r NgWE EITT 5,

SWR2310#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 7 < v R2WiREROHIFR

EEY

clear system-diagnostics on-demand

[AJ1E— K]

FitE EXEC £— R

B

F T R R AR 5,

[BREH]

FUT v FBWTHER A NI 5.

SWR2310#clear system-diagnostics on-demand

4.7 lr—7 )Vl

4.7.1 r— 7 VWD ELT
[ER]

cable-diagnostics tdr execute interface ifname

test cable-diagnostics tdr interface ifname

[RF A —%—]
ifname : LANFR— DA L F—T =— R4

RO H—T 2 — A
[AFTE—F]

¥:HE EXEC £— K
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B

=T Nl EFEITT 5, AiROBETHRE R show cable-diagnostics tdr =~ > R CTHERTZ 5,
[/— k]

WO FUXERTOFER DA RFF S, BESS —T7 VW& F AT LGRS EEE I D,
[ E B

portl.1 I[ZHft STV D LAN 7 —7 )L OBl & E1 74 5,

SWR2310#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

[o)

% To check result, enter "show cable-diagnostics tdr"

472 r—7 )Wk R0 7 ) T
[ER]

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AF1E— K]

FikE EXEC E— R

[&iFA)

Hii[a]0 cable-diagnostics tdr execute interface 2~ > RDFEITHEREZ 7 U 735,
[ EH]

Al D r —T VB O EITRERE 7 ) T35,

SWR2310#clear cable-diagnostics tdr
SWR2310#

413 r—T NEBWHRERDOFR
Ex

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AJTE— F]

JEHHE EXEC &— R, H# EXEC £— R

[FHA]

HilF D cable-diagnostics tdr execute interface =~ > ROFEITHRER 2 F T 5,
[BRE B

RO 7 — 7 VS W O FATHE R A R T D,

SWRZBlO#show cable—dlagnostlcs tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 Rzl B B

4.8.1 RO FEERE

EEN

clock set time month day year
[T A—=HF—]
time : hh:mm:ss

532
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month 1 <1-12> F£ 7213 Jan, Feb, Mar, ... , Dec
A E72id A4

day ¢ <131>
H

year D AR(FETE 4 47)

[AJ1E— K]

FikE EXEC E— R

[RLBA]

VAT LRI ERET D,

[BXE B

B2 201545 1 H 1 B ORF 04y 0 RDICERET 5.

SWR2310#clock set 00:00:00 Jan 1 2015

4.82 XA L) — 2 DERE

[ER]
clock timezone zone
clock timezone offset
no clock timezone

[73T A =4 —]
zone . UTC, JST
IEHERFE DS AT STV D & ZITRIRSIND Z A LY — 2 DA
offset . -12:00, -11:00, ..., -1:00, +1:00, ..., +13:00
UTC 726 D% AN T)
(AR E]
clock timezone UTC
[AJ1E— F]
Jsua—narz4 7 b—va e —R
B

BA LS —VERET D,

no JEATIATT 5 L. UTC T2 %,

[BREH]

HA LY =& ISTICRET D,

SWR2310 (config) #clock timezone JST
B A N — % UTCHI BICERET 5,
SWR2310 (config) #clock timezone +9:00

483 V~—F A LOREGEVIEL)

EEy

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T7 A —F—]

name D Y= A ADEITENTND & EWIRRT DA A LY — 2 DL4HIT

(T SCFLA)
week 1 <l-4> F£ 7213 first, last
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H oA B2 ET 5
wday . Sun, Mon, Tue, ..., Sat
e H
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ... , Dec
A £ A4
time : hh:mm
=
offset o <1-1440>

Y= A LOMITIBINT S8, 5 THRES 2, 774/ MiT 60,

[FIHAER %]

7L

[AF1E— ]

Ja—n_"pvary 74— g T — R

[BiA)

v —F A LERET D,

EREE LI EMA CRBB IO T T2 L0 I8 ~—F 1 2 &2RET D,
ROIOERG T~ —2 A LAOBIERIN A, 2 F O O TR TR AR ET 2.
no WA THEATT H &, HENHIBRSN D,

[/—}]

P~ —F A MFTEERE TE R,

REBH]

V=S A LPEEI HOFE _HRBO 2FHIMHED . 11 AOE—HBO 2FHIHKD D X5 ITHRET 2.
SWR2310 (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.84 ~—Z A LOFREBMNEE)
[EX

clock summer-time name date month day year time month day year time [offset]

no clock summer-time

[/3T A —HF—]
name Y= A LADRHATSNTWD L ZITRKIRT DX A LY — DA
e HHLT(T L)
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
H E£721x A4
day : <1-31>
H
year © AR(VETE 4 #7)
time : hh:mm
1537
offset o <1-1440>
Y~ — A LOMITEINY D, 53 THET 5, 7 7 4/L M 60,
[WIHIRRE]

mL
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[AS1E—F]
rua—)arz 4 L—va R
B
Y= A LERIET D,
FRE LI A CRMRB IR T T2 L0 I8 ~—H2 A LaRET D,
WD TH~—Z2 A 2O AT 2, 2FDOEH TR T A Z246ET 5,
no LA THEITT D L. REDHIBFRS D,
[/— k]
Y= A DMIEERETER,
[BREH]
Yv—FA L2021 3 14 HO2BHIAAE Y 2021 11 H 7 HO 2 BRI D LD L D ITHRET %,
SWR2310 (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIEEZ D FRR

[EX]
show clock [detail]

[F—T— R

detail ORISR S
[AJ1E— K]

FEHFHE EXEC = — R, ¥ EXEC £— K

(@]
BUEDRZ, A B EF£rd 5,
detail ZH5E L7255 E 13, FEMTEHMEEDRL LY~ —2 A D)2 FRRT D,

P —F A ATV K U (recurring) D565, R(FE TZIFBAEMEITH) DOV~ — % A AHIF O FEEEO Aft 2 E£R7T 5,

[BEH]
BUEDR A & 2R %,

SWR2310>show clock
Thu Jan 1 00:00:00 JST 2015

BUEDRZ DOFEER 2 TR T %, (M~ —2 1 LORENH L5H)

SWR2310>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRF A OFEME R E TR D, (V~—F A LORENROEGE)

SWR2310>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP H—/N— DR E

EEN
ntpdate server ipv4 ipv4_addr
ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server
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[F—TU—F]
ipv4 © NTP #—_—% IPv4 7 RL A THRET D
ipv6 : NTPH—"—%IPv6 7 RLATHHET D
name : NTP #— "—% KA M TIEET D
[/NT A —=F—]
ipv4_addr : NTP #—"—D IPv4 7 KL &
ipv6_addr © NTP #—/3—D IPv6 7 K L &
IPv6 U > 7 = NT RURAZIRET 25613, kA v =T == A bRETLLEN D
% (fe80::X%vlanN D)
fqdn : NTP h—"—DHKA
R L U CHETF(RILTINLT), BT (B VA R) -(0A 7 )0l ATee
[FIHR E]
7L
[AJ1E— K]
ra—\)vary7 47—y a rE— R
[FHA

NTP $—"—D7 R AE IR A N &8T5,

ARa<r FIIRKT2HOETHETE D,

no B TFATT 2 &, RENHIRES D,

NTP H—/3—% 2 O E LI2IRRE CREZI R 21T > 72354 . show ntpdate =~ > N TH/R X412 NTP server 1, NTP
server 2 DJIEF TRWEHLEEIT I,

NTP server 2 ~DOFW A H (X, NTP server 1 & ORIEICKIK L7=HEDORITHOND,

[ EH]

NTP H—/3—|Z 192.168.1.1 ZF%ET 5,

SWR2310 (config) #ntpdate server ipv4 192.168.1.1
NTP ¥ —/3—[Z £e80::2a0:deff:fe11:2233%vlanl Z5XET 5,

SWR2310 (config) #ntpdate server ipv6 fe80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com Z X ET 5,

SWR2310 (config) #ntpdate server name ntp.example.com

4.8.7 NTP % — _"—Z X ARZIEEI 2 3 v FFEHD)

E&

ntpdate oneshot
[AJI1E— ]
FiHE EXEC E— R
[@iHA]

BEE SN TWD NTP — =0 5 EAIE RO G2 3 5,
Ko< RETRIC L ERTIT O,

[EXEH]

NTP W — S —» S EZIE W 2 US4 5,

SWR2310#ntpdate oneshot
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4.8.8 NTP #— —Z L 2 Bl RS AHEHRE)

E&

ntpdate interval interval-time
no ntpdate interval

ST A—F—]
interval-time o <0-24>

BEZ & DY OB, 0 BFfA 2 57E LIS i, A 217h 720
[ E

ntpdate interval 1

[AS1E—F]

ryua—Sary7 4L —vgrE—R

[BLAA]

BRIk S AL TN D NTP H— =20 5 JE RIS REZ S R 2 BUAS3 2 iR 2 1 RFFIEAL CROET 2,
no JERTIATT 5 & WIHIREIZR D,

Ko< FIATHE, BUEICREZ OB 2470 LI, € LA TR 2179,

[BEH]

A OGO % 2 R B X 1217 9,

SWR2310 (config) #ntpdate interval 2
REZ D E AT 21T RN L 21275,

SWR2310 (config) #ntpdate interval 0

4.8.9 NTP ¥ — "—Z X 2 ZIRHR EFROFT

[ER]
show ntpdate
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— R
B
NTP $— "— 2 L B LRI T 2% EN R A E£RT D,
[ EH]
R R EERE TR T 5, XEHEH 1 R 0GE

SWR2310#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WA RIER E T e £ d 5, %AMERZR LOBE

SWR2310#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 SRR E

491 A VEF— K@ V=NV E—IF ) ~DBIT

[EX

line con port
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[73F A —%&—]
port . 0
YUT Ay —)LiR— N EE

[FIEIER E]

line con 0

[ATTE— K]

Ja—n)ary7 41— EF— R

B

A= NE =T NAVDOREETITEODT A E— RIZBITT 5,
[/—F]

FA =R b T u—rvar 7 47—y a T — RICED T exit 2~ FEEHA L, %4 EXEC £— NIZ
AT end 2~ REfEHAT 5,

[ 2B
A= N —IFNERETHIEDODTA T — NITBITT 5,

SWR2310 (config) #line con 0
SWR2310 (config-1line) #

492 VTY R— FDOREB LT A »E— F(VTY ;R— M) ~DBAT

EN
line vty portl [port2]

no line vty portl [port2]

[T A —=HF—]

portl . <0-7>
VTY "— &5

port2 . <0-7>
HPHFRERF ORAE VTY N— F &5

(AR E]

no line vty 0 7

ASE— K]

Jsa—x)ars 74—y g — R

B

HELEVIY R—h2ACLEE0b, VIY R— FOBREEITHIT2ODT A »E— RICBITT 5,

no I CTHAT L2 GEIE, FBE LT VIY R— M &2+ 5,

port2 IRE LT GEE, ®FEE & 72 0 L port] D25 port2 £ TOTRTOVIY R— hZHEELLZZ LI D, port2
X portl J//U:@%Féﬁ LT 6780,

[/—}]

TELNET 7 7 A 7 >t O KRFEIFREHEIL, A%)78 VIY N— F ORIKFT D,
TAE—RDbZa— a7 4 Jb—arE— RIRED I exit 2~ RE2@H L, $# EXEC £— RIiZ
EAHIZEend 2~ REFEHT 5,

[BR E ]

VIY R—bF#0 2B LD, T4 T — RIIBITT 5,

SWR2310 (config)#line vty 0
SWR2310 (config-line) #
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493 MR TA LV FA LT T MREHORE
[ER
exec-timeout min [sec]
no exec-timeout
85 A —&—]
min 1 <0-35791>
ZA LT U NEEEI(G))
sec 1 <0-2147483>
A LT D EFEED)
(AR RE]
exec-timeout 10
[AJTE— K]
I vk
B

A= E=IFTNEBLOVIY T, F—ANPRVEARICEBNICE 77D 5 TORHEZRET S,
sec ZAME LTEHETX, 0 BEREIND, min, sec & HIZ0ICRE LG AIL. BENICE 77 7 K LA,
no JETHEAT LGB B EICR 5,

[/— 1]

Kavwry RREHR, kO 7 A ARENLRENPEHN SN D,

[BEH]

AV —=NDZA LT T MR A 5 IR ET D,

SWR2310 (config)#line con 0

SWR2310 (config-line) #exec-timeout 5 0
SWR2310 (config-1line) #

494 AL TVAEEK 1 R—VHEY OFRFRITROLEE

[EX]

terminal length /ine
terminal no length

[R5 A—F—]
line . <0-512>

AR 1 _X—=T BT 0 DFRFITE
[AJ7E— K]
FERFME EXEC £ — N, ¢t EXEC E— I
[FHA

AL TWDIR 1 X—Y B ORFITRELET 5,

line |2 0 Z8E L=ty _—VH L THRRE —RHEIE L2,

terminal no length =~ > FZEIT L7 HE1X, RRITEHD U T v a Y — L O8a15 24, VTY OUE 13k
D YA RTYARERD,

[/—}]

Kawr Rk, 7. RBICEERKBSN D,

service terminal-length =~ > FOFREL Y, Ka~ o FOFTHEROTGPER L TEMA SN D,

[ E ]

FBEHL TV IR 1 =T H 720 ORTFITHE 100 TICEET D,
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SWR2310>terminal length 100
SWR2310>

4.9.5 ﬁ#-lﬁj{ 1 J\ob—j‘/‘\})‘f: D 0)§ﬁ<’/{?§0)§x{hi
[EX]

service terminal-length /ine

no service terminal-length

[/3T7 A —F—]
line ;o <0-512>
IR 1 R—Y b1 ) OFRITH
(AR E]
no service terminal-length
[AJ1E— K]
Jua—\)narz4 b —varE— R
[FHA]

MR 1 R_X—=U BT ORPITEEHRET S,

line % 0 \ZRE Lt ~_—VHALCRREZ —RHELL L,

no IR THEIT LB AR, BRITEN LY Tar Y —LORAIX 24, VIY OBAIIERKRO Y 4 Rud A4 X
L5,

[/—}]

Kavwy REEH, kOB T A CRENLERENEH SN D,

terminal length ==~ > R3E(T S 72354, terminal length =~ > ROSATRERO SN B L CHE M S b,

[ EH]

Ui AR 1 ~—=TH 72 ORFATEZ 100 TICRET D,

SWR2310 (config) #service terminal-length 100
SWR2310 (config) #

4.10 {&5F

4.10.1 {#5F VLAN OHE
[EF=]

management interface interface

no management interface
[/3T7 A= —]
interface : VLAN A VX —T = — R4

(IR E]

management interface vlanl

[AJ1E— F]

Ja—n"narz 4 —yarE'w—R

[RAA]

R5FCHI 9% VLAN 2% €T %,

Kavwr FeRETHIET, L2MS =— Y= FTEMET D & &, L2MS v R — V¥ —/Hi% 2 VLAN [ZH] Y 2
TOHNFEIPT RLAZRE - UGS T %,

no IR THEAT LG AE. b LUL VLAN ZHIBR L725A, Ao~ 2 RLUIHIRREICR D,
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[ EH]
f5F VLAN % VLAN #2 IZRET 5,

SWR2310 (config) #management interface vlan2

4.11 SYSLOG

4.11.1 2 7 DB F(SYSLOG P — "—)DFRE

&V
logging host /ost
no logging host /ost
[/3T A —HF—]
host : AB.CD
SYSLOG #—/S—®dD IPv4 7 R LA
X: XXX
SYSLOG #—/3—®dD IPv6 7 R L &
IPv6 U > 7 v =0T RUAZEET 25013, BHA V=T = —AbRETLLERD
5 (fe80::X%vlanN D)
(AR E
no logging host
ASE— K]
sa—s\)var7 4 b—3a E— R
B9

0 7 O TH S SYSLOG r—"—D P 7 RV AZRET 5,
R M) —$iFx2 TH D,

no FECHEAT LGS IFWHIREICREY . @A Th7eu,
[BREH]

SYSLOG #—/X—®D IPv4 7 KL A% 192.168.100.1 (ZFRET D,

SWR2310 (config) #logging host 192.168.100.1
SYSLOG % —/3—®D IPv6 7 KL A% fe80::2a0:deff:fel1:2233 IZRRET 5,

SWR2310 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4112 2 Z D@ T +—~ v FORE

[EFX]

logging format sype
no logging format

[/XT A —F—]
type DB rOT7x—~ v MEj

REME LA

R

Ny B (A DAL T RA N &

1
eeacy EGORVWME 7+ —~ v b

(R E]

no logging format

[AJ1E— K]
Jga—)aryz 4 l—y g rEw—NR
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[FHA]
SYSLOG H—"—~EHT HA v =V DTy —~v v NEEET D,
no TR CIFAT L7285 1E SYSLOG A v =N~y X =8 (XA LAX LT FRARNL) &5,
Bl
SYSLOG A v t—=Y DT —v v o~y X —72 LIZRET D,

SWR2310 (config) #logging format legacy

4aN3 D77 )T L fEDORE

[EX]
logging facility facility

no logging facility
[/3T7 A —F—]
facility D mso7r )T 4l
R EM A

0..23 facility fi
user 1
local0..local7 16..23

(AR E]

logging facility local0

[AS1E—F]

Ja—)ary 74—y g T — KR

B

SYSLOG #— "=~ T 5 A v —VD7 7V U T 4 HEEET D,

[/— "}

77 VT A EOEWRSTIE, % SYSLOG H—/S—THMHIZIT I,

(B E B

SYSLOG # v &=y D7 7+ U7 4% 10 IZRET D,
SWR2310 (config) #logging facility 10

4.11.4 7 7 DHA LY (debug) DFRE

E&
logging trap debug
no logging trap debug

[#IEIEXE]

no logging trap debug

[ASE— ]

Jsa—x)ary7 47—y g — R

[RLEA]

debug L~ L D w7 % SYSLOG IZH /19 %, no B THEAIT LIGAIEH I LR,
debug LIV EHHNZTH EREOR NI ENDT20, LEBRIGAEDOHZEMNT 5,
logging host =~ > N C SYSYLOG ¥ —/\—|ZIEHT 256, B A MIZIZ 077 « 27 szl L T 2 &
DEFE LV, T 74/ MREXHI LAV,

[B% 2 5]

debug L~)L D 7 % SYSLOG (ZH /19 %,
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SWR2310 (config) #logging trap debug

I

e
i

4.11.5 © 7 ® HJ) L~ L (informational) D

[EX
logging trap informational
no logging trap informational

(AR E

logging trap informational

[ASTE— F]

Ju—nm a7 b—va e —R

[BLFA]

informational L'~V 1 7 % SYSLOG |ZH /13 %,

no JEA THEAT LI & I3 H ) Lguy,

[/— 1]

logging stdout info =~ > K Ca >V — /L1 SED Z L BARETH B,
[BEH]

informational L' ~~/L® w7 % SYSLOG (219 %,

SWR2310 (config) #logging trap informational

!

4.11.6 © 7 O H I L~V (error) DX E

[EF=

logging trap error
no logging trap error

[FIHIRR 2]

logging trap error

[ASIE— K]
rsa—)ary 7 40— g F— R
[FLEA]

error L'~L D1 7 % SYSLOG IZH 13 %,
no R TEIT L2 AITH 1 Lz,

[ EHI]

error L'~V 7 % SYSLOG (ZH /19 5,

SWR2310 (config) #logging trap error

anTuerZoay ) —VHHERE

[FX
logging stdout info
no logging stdout info

[WIHIRRE]

no logging stdout info

[ASTE—F]

Jua—N\)narz4 g b—varE— R

B

informational L' ~L'® SYSLOG % =2 >V —/WIZH 13 5,
no JIER THEAT LI EITH ) L7guy,
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[ EH]
informational L' ~/L'® SYSLOG % = > YV —/LIZH 13 5,

SWR2310 (config) #logging stdout info

4.11.8 A X MEAN O FTHIDORE

&
logging event type
no logging fype
[$F A—&—]
type D n WA ERET DA R MER

REME B
lan-map LAN v v 7

[ E

no logging event lan-map

[AJIE— F]
ra—nN"\narz4 s b—varE—R

B

FBE LicA Ry MERO v 7 E AT 5,
no I THEAT LIl e idn ) 21778 b 7,
[BXEH)

LAN v v 70w 7N EHT %

SWR2310 (config) #logging event lan-map

49T DR I T v/
BN

save logging
[AJ1E— K]
FERFHE EXEC E— R, 54 EXEC E—
B
RAM RIZERi SN 7- 1 7 % 4T Flash ROM [ZIR 77T 5,
0 7 OERIT RAM ETirbil, ©HMICHEITFlashROM (23 7 7 v 7 L TWAR, Aa<wr Rickv, FH)
TR I T TTHIENTED,
logging backup sd enable =~ > R E I TE Y, 732 SD I — FRFHAZIN TV 54 Flash ROM IR FT 5
ERFFIZ, SD I— RRNIZHLLULTFTDO 7 7 A VA4 TIRGE SN S,

/swr2310/1og\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > REEfTRED4EH H

[B%E B
O g DNy IT T ERITH,

SWR2310#save logging

41110 2 7D SD I — KR 7T v FORGE

[EFR]
logging backup sd enable

logging backup sd disable
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no logging backup sd
[F—v— k]
enable D mIDSDH— KRNI T v T AT D
disable D BT DSDA— RNy I T TN D
(AR E
logging backup sd disable
[AJ1E— K]
sua—s\)var7 4 b—3a E— R
B

17D SDA— Ry 7Ty TORME - Wbz ET S,

AMb L7254 savelogging =~ > RAFEITLIZ L ZIZSD I — Rigr 7 &2 R{FT 5,
no FECHEAT LG & I3 WHIREICR 5,

SD 1 — RWNIZIZLL F D7 7 A W4 TIRIF S LD,

/swr2310/1og/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RZE{THFD4EH H
[EXRE )
BT DSDA— RNy 7T v T2 HT D
SWR2310 (config) #logging backup sd enable

4.11.11 v 7 OYIE
[

clear logging
[AJ3E— ]
FiHE EXEC £— R
B
m 7 aHIERT 2,
[BX )
17z IR %,

SWR2310#clear logging

4.11.12 v 7 D&M
[EFX]

show logging [reverse]
[F—U—F]
reverse AR WIEICERT D

[AF1E— K]
JEHME EXEC = — K, #5# EXEC £— K

(5]
RBBOBIERRE LI 0 7 £FRT 5, BHERARAOE b OND 0 7 LIUFRT B, roverse 154
& S AT A LI FoR T B

0 7 OB KRR 10,000 4 TH B, AR A 2HEI10E. BAERLAOTWEONLIEEENL TV, &FKX
Bl Eow 7w 73 555 121X, logging host =~ }\“Clﬂ 7 % SYSLOG H—/N—[Z#AE LT, A A MITTERIFET
LVEND D,

H19 % v 7O L1 logging trap =~ > R CTHEFRETH 5,
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[/ —}]

o 7 ORI RAM ETiTbiv, EHIMIZEEI T FlashROM Iy 7 7 v X L TW5, BIRAZY D RNy 7T v
STV RV a ZEREFESNRVOT, v 7 2R FELEVEREFEI Ty 7T v 7T 50ENDH D,

reload 2~ KT 7 =AU 2T D=V g 0T v RS 2FEEFHZIT-2HE81%, e 727 LT\ 5,
Batl]
0 s ERRNT D,

SWR2310#show logging

4.12 SNMP

W

4121 SNMP BH A v —DEEFBERA FOHRE
[EFX]

snmp-server host sost_address type version version community

snmp-server host rost_address type version version seclevel user
no snmp-server host host_address

no snmp-server host rost_address type version version community
no snmp-server host rost_address type version version seclevel user

[/3T A —HF—]
host_address DOEEA =V OR[ESE IPv4 £721EIPve 7 R L
IPv6 U > 7t —NT RURAZIRET 25613, kA v /=7 == A bEETLLEN D
% (fe80::X%vlanN DOFEZ)
type DA vE—Y
REE B
traps BC:RSY )‘ y%’z— Uk b7y TR E RS
L)CTEET D
i@ A v —T% inform U 7 = 2 MER(E
informs EHER S V) TEET D, version 132 E 7=
3oL EfRETED
version : SNMP N— 3
REME B
1 SNMPv1 % {#
2c SNMPv2c % fifi F
3 SNMPv3 %
community DA a=T 4 —432 LFUN)
version W 1'E 72132 D L EFFETE D
MSEAS, " E L CHENTWZ & & MO ", IESCTFHICE Eh e
seclevel DA B —VORIEIBWTRO NS EX 2 YT 4 —LL
version 33D & EDHIFETE D
REME B
noauth FARE7R L+ B 51k 72 L(noAuthNoPriv)
auth FRESH D« HF 5K 72 L (authNoPriv)
priv WAL U« B 5t & (authPriv)

user D a—P—4 32 JLFLN)
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version IN3'D L X DIHIEETE 5
M2, " FE T CTHERLTWEE &, RO ", " IEFEICE e n

[WIHIRRE]

L

[AS1E— F]

sa—s\)var 74 b—3a sE— R

B

SNMP I A v — Y DEFREHET D,

RT M) =T 8 TH D,

no JEATHEAT LIcHald, HBEFRELERA FORELHIRT 5,

[/— 1]

IPv6 V7 a—7 )7 RLATHRE L TWDHEHE, Fl—7 FLRIIX LERDEHA V7 —7 = — A2 fE L2
EERBMTDHE, TRVALEHA LV H—T 2= ADMABEDOENER SN LB L, ﬁwﬁAAbﬁ® RE D
FTRTHIBRINDZOTEET D2 &, BIZIE, "fe80:10%vlanl" ZH5E L - ENEE S 25612, Hifzlo
"fe80::10%vlan2" DF%E & BT 5 & "fe80::10%vlanl" OFEEILT X CHIBR S 4L, Bl "fe80 10%vlan2" D&
EDBDFED Z &7 5,

[BREH]

SNMPvl ZfEH L, b7 v 7 OEEEE 192.168.100.11 IZFXET H, b7 v 7D a I 2 =7 ¢ —4 % snmptrapname
(ZHRET %,

SWR2310 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Z L, @5 A v — Y DOREHEE 192.168.100.12 IZERET 5, @M K A 7% informs, WESED I =
=7 4 —4 % snmpinformsname (235 ET 5,

SWR2310 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 il L, A v —DOEENE 192.168.10.13 IZRET D, HBEF A 7% traps. KETIHHEOEF 2
UT 4 — L% privIZ, =—F—4% adminl \ZHET 5.

SWR2310 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4.12.2 VAT AREIRFICBRH A v — U R EET D F TORERR DORE
EN

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[R5 A— 4 —|
sec : <10-600>

PRI (7))
(IR E]
snmp-server startup-trap-delay 10
[AJ1E— F]
Jsua—nmNnarz 4 b—va e —R
(@]

VAT LMEEFIZ, SNMP EHIA vE—Y (hT v ) ZBET DHE TOMERMEZRET 5,

VAT NEENE, FHERESRGE D F TIZAMR S U SNMP @A A v — Uk, R RIRRERR ISR E S D,
no I THEAT LI LA, REZHIRT 2,

[/—}]

FERERFRI OFHAIBA A, K TIX, U TFor Rz Hhsniz2 147,
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[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[ EH)
AT LEENFIZ, SNMP B A v — U &R FT 5 F TORMER £ 30 BICRIET D,

SWR2310 (config) #snmp-server startup-trap-delay 30
4123 EETHBEHA v -V Z A TDORE

&3]
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap

[/RT A —F—]
trap _type N S AP) |
R EME B
coldstart IR OFF/ON, 77— = 7 Bk
warmstart reload =1~ o NI T
linkdown YIS/ Vg
linkup Uo7y 7
authentication FORIE SR IR
12ms L2MS Ox— = > MR KR
errdisable ErrorDisable #f [/ fift FRIRE
rmon RMON 1 > kST
termmonitor Uit A AL Jen Iy
S Y — RTINS
bridge ;%Eﬁ/ﬁ/) — bR bR e Y
loopdetect Jo— 7Kg /R I
all TRTO Ty TR, 20747 BT
LR RTO T THEENREIND,
[WIEIRRE]
no snmp-server enable trap
[AS1E— F]
Jua—m"narz4 7 b—va e —R
B

EETD N7y T OMEmMmE A T E2EET D,

no B CTEITLIZGEE. NI v 72T 5,
(B EH]

coldstart 7 v 7 H#H 4 5,

SWR2310 (config) #snmp-server enable trap coldstart
Ty TN D,
SWR2310 (config) #no snmp-server enable trap
4124 VAT LB T CORE
[#FX]

snmp-server contact contact
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no snmp-server contact
[NT A —=HF—]
contact VAT AT UH T N E LTERET D4 TRQRS5 LTFLIN)

[FIHEIERXE]

no snmp-server contact

[AS1E—F]

rsa—)ary 7 40— g F— R

B

MIB &%t sysContact %X ET 5,

sysContact (X —XAVIZ, FHE DA FTREK L L LA L TEBLEHTH D,
no A TIHAT L7 A3, REZHIFRT 5,

[BREH]

VAT ALK Y % swx_admin@sample.com ([ZFXET D,

SWR2310 (config) #snmp-server contact swx admin@sample.com

4125 VAT Ll — g VORE

E&

snmp-server location location
no snmp-server location

[/XT A—F—]
location VAT Aug—va b LTORET B4 RQS55 STTFLIN)

[WIERRE]

no snmp-server location

[AFTE— R]

Ja—N")aryz4JL— g F— R

[RLBA]

MIB 2544 sysLocation % 7% &3 5,

sysLocation [Z—#x1IZ, S ORELTTZ LA L TB LK TH S,
no B TIAT LG E L, REZHIRT 2,

[BREBH]

VAT Lnlr— 3 % MainOffice-1F IR ET 5,

SWR2310 (config) #snmp-server location MainOffice-1F

4126 SNMP 2 =2 =7 4 —DHRE

[EFX

snmp-server community community ro_rw

no snmp-server community community
[/NT A—=F—]
community DA a=T 4 —432 LFUN)
MEAS, " E L CHENRTWZ & & o ", IESCTFEICE Eh e
ro_rw T 2HIR



T RU 77 LA | RSF - SEIHRE | 65

REME WL
1o FEA U
™w EXIAH TR
[FIHIER E]
L
[AJTE— K]
ra—npvar 747 —va T — R
[

SNMP 22X =2 =7 4 —&FKiET D,
BERCEDLAI2=T 4 —DHRAREIT 16 TH D,

no B TIAT LI G, HBEa2I =7 1 —ZHIBRT 5,
[BREH]

A LEHDO I 2 =5 ¢ —4 public #RET 5,

SWR2310 (config) #snmp-server community public ro

public @ X = =7 4 —ZHIFRT 5,

SWR2310 (config) #no snmp-server community public

!

4.1277SNMP B =2 —DRE
[EX]

snmp-server view view oid type

no snmp-server view view

[78T7 A —=F—]
view DB a—4((32 LFELN)
oid : MIBA 7Y =7 FID
type D XA
BEME LA
include WEL-A7 V=7 FID ZFHGRIZTH
exclude BELIEAT7 Y7 b ID 2EEIS O
NI 5
(#1183 €]
L
[AFTE— F]
Ja—x\)vary7 4L — g E— KR
B

SNMPMIB ¥ 2 —%HET 5,

MIB B2 — &L, 77 B AMEEFFATHRICHRETAMIB A7V =7 NOELSTHD,

BEETE D MIB B2 — DR AEIX 16 TH D,

0id /3T A —H—L type /XT A —H —DHUT FREDA TP =7 MID UKD MIB V7Y U —&2EH%5 L4525/ L
W EEBEWT D, 0id /NT A —H—L type NTA—H—DlE 1 OO N —E LT, £2DMIB E2—I(Z
KLU TEROT L ) —ZIEETHENTE, TORREILI8 TH S,

WO ) —ZEELFEBIC, FNEREELEA 727 FID OFRTAZERICH A E DL, L FALOM
BETHRELEZAT Y27 MIDICKIGT D type 737 A—F =B SN 5,



66| 1~ NI 77 L X | {RAT - EHBERE
no R CTa~y REFETLELEAIE, MIB Ea—%HIRT 5, =2 b U —HLOHIBRIZTTE 7220,
[ E ]
internet / — R(1.3.6.DEL F & &7 most B = — %2R ET D,

SWR2310 (config) #snmp-server view most 1.3.6.1 include
mib-2 / — F(1.3.6.1.2.1)EL F 2 & standard &= —Z & ET 5,

SWR2310 (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7DERE
E=v

snmp-server group group seclevel read read view [write write_view)

snmp-server group group seclevel write write_view [read read view)
no snmp-server group group

[FF—T— K]
read LRI N—T TR T B — VG L FTREZR MIB B 2 — & FRET 5
write DRI N—=T IR T S — P =N EZ AL TR MIB B 2 —ZEET 5
[7SF A—F—]
group DT —T 432 SUTFLI)
seclevel DRI N—FICHBT A==l kbonsd X2 )T 4 — 1L
REME B
noauth FREEZR L -+ IF5{k 72 L (noAuthNoPriv)
auth FRES V- 572 L (authNoPriv)
priv PRED VD« B 5k & U (authPriv)
read_view ORI NV—TICE R T D 2 — =G L ATREZR MIB B = — D44 FiT(32 SCFLI)
write_view DRI N—TI R T b 2 — PR EXIALRAEEZR MIB B 2 — DA FI(32 SCFLAN)
[FIHIER E]
7L
[AFTE— R]
Ja—\)arz 4 —varE— R
[FLEA]

A=Y= TN T ERET D,
DAYy RTHREIND MIB B2 —IlHENRVMIB AT V=7 baDT 7 A IS,
MIB E = —[X snmp-server view 2~ > RiZ X > CTEFZIND,
AT M) =316 TH D,
no WA Ta~y REFITLEGAIE, BE/V—TORELHIRT 5,
[ EH]
2 —H— 27— admins Z1ER% L. admins Z v —7|ZFFEd A2 —V —iImost B2 —~DTNT 7k ARG 2
%

SWR2310 (config) #snmp-server group admins priv read most write most

a—H— 7 —7 users ZEAL L. users 7 /L— 7 DB T 5 —W —|% standard € 2 —~DFHEAH LT 7 & R EEE
2 Do

SWR2310 (config) #snmp-server group users auth read standard
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E

R

4.12.9 SNMP —H#F—D
[ER

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]|

no snmMp-server user user

[F—U—F]
auth DORGET VY R AERET D
priv DR LT LT RAERET D
[NT A—F—]
user Do a— Y432 LFELN)

WS, " ET T THEATW & X, mEo ", " ESCTFRICE £
group LU= 432 SCFEL)

MEAS, " E L CHER TV & & Mo ", IESCTEICE e
auth ORRRET VT U X L

RIEME B!

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DORRRE R AT — R(8 UFLA kL 32 SUFLIN)

MEAS, " E AL CHERTWZ & & o ", IESCTFHICE Eh e
priv RS ET LT Y XA

REME B!

des DES-CBC

aes AES128-CFB
priv_pass DB SA T — R LR B, 32 STFLI)

MY, " EIT T CTHENATW S X WEEO ", " IESCFRICE £
[WIERRE]
7L
[AFIE—F]
Ja—)ary 74—y g F— KR
[

=P —ERET D,
AKa~ o ROV N—741% snmp-server group 2~ > RCEFRLICATIEZIREL, ZV—TRETHEEL X2
T A= VNISE T, BENEORIEL R SETHENT 2713 ) XL ENRAT — Fagk E#é

B, BAEITOTRESLORZITH Z LIXTER,

Ak MY —¥ix16 TH D,

FRERCHF B L DOF M, T AABIOVIRAT— R, ®ta & 7225 SNMP ~ 3% — 2 ¥ — il —H —RE & —
SHEHTBIMLENRD 5,

no X Ta~vr FEFITLESAE, BE2——0OREEHIFRT 5,

[B%EH1)

2—H— L LT adminl Z21E&kT 5, AT NV—T7DRELFTB I NV—TTED LN X2 VT 4 — LU E
¥ T, FEFE - BEB{LTHHT 5 7' 12 k2 /L(SHA, AES) & /X2 U — R(passwd1234) 245 €T %,

SWR2310 (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234
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a—HF—L L Tuserl Z1ET 5, IR/ N—TDRELFIBIN—TTEDLNT-EXF 2T 4 —LULIZAD
BT, PR - B L T T 5 7 1 b 3 /L(SHA) & /XA U — R(passwd5678) & 45 &1 5,

SWR2310 (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP Y —NR—~T VR TEXBHI7IFA T FDOIP T FLURFHIR

[ER
snmp-server access action info [community community]
no snmp-server access [action info [community community]]

[F—T— ]
community Do Aala=T 4 —ERETD
[T A—F—]
action TR R T A EMEERRET D
REM A
permit a1 5
info D LT D EIT IPVAIPVE 7 R L AR AR ET D
REME S
AB.CD IPvd 7 R L A(AB.CD)EEET D
F7T Ry b~ A7 EMbiFZ D IPvd 7 K
A.B.C.DM L Z(ABCD)#I5ET %
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
o PT Xy b A7 BMbinffE D IPv6 7 K
XXX XM L AXXXX) BT %
any FTRXTDIPVA/IPV6 7 RLAZFRET D
community oA 2= 4 —4(32 UTFLW)
T AN EEAT a2 a=T 4 —
AI2=T 4 —OREEEWK LGS, 77 BAFHFTTRTOaI 2= ¢ —IZX LT
Haisd
MisEAS, "EIFTHENR TV L& WO, "IETRICE N2,
(IR E]
7L
[AF1E— ]
ra—m)var 74— g T — R
[BHA)

SNMP H— "= ~DT 7B AEHTTHT 74T Mik%Z IPv4/IPv6 7 K L A THIRET %,
AKawy NIERRKRUEETRENFARETH Y, LICHRESNTLONEE L TEHHA SN D,
RKa<wr FERE LTSS, BERLESHEmRIZS2WT 7 2R3 T _XTHEST 5,
7L, Ravwr FERELTWRWEEIE, T XTCOT 7 ERAZFHAT5,

no A TIAT LA, € LEREZHIRT 5,

no JEA.C community 2 L7286, 657E L72 info DT X TOREZHIFRT 2,

no B TTRTONRT A —=F =2 LI2HEG, TXTORELZHIRT 5,

[/—}]

Ko< RTOT 7 ADHIBRIL, SNMPv], SNMPv2c D7 7 & AD K S5,
SNMPv3 O 7 7 ¥ 2215 S,
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[ EH]
SNMP ¥ —/ R—~D7T 7 & A% 192.168.100.0/24 DT 7 A2 S IvB DRI 5,

SWR2310 (config) #snmp-server access permit 192.168.100.0/24

23 2=F 4 —4'public' T7 7 & ARRE/R AR A b % 192.168.100.0/24 DT, 2 I = =T 1 —4'private’ 7 7 & A A]
BEZ2 AR A N A& 192.168.100.12 DI ZHIRT 5,

SWR2310 (config) #snmp-server access permit 192.168.100.0/24 community public
SWR2310 (config) #snmp-server access permit 192.168.100.12 community private

41211 SNMP 2 X =2 =7 4 —DIEWRDOFER

[ER
show snmp community
[AJIE— K]
FEREME EXEC £ — N, FiHE EXEC £— F
[@iA]

SNMP = X = =7 4 =DM ERTT D,
AIa=T 4%, TIEAE—REERRT D,
[BXRE )

SNMP = X = =7 4 =Dl EETT D,
SWR2310#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP B = —DORENBE DI
[ER]
show snmp view
[AF1E— K]
FEFFHE EXEC £ — R, F#tE EXEC £— K
[BiA)
SNMP bt = —DORENRERRT D,
Ea—%, A7 V=7 NID, ¥4 T hFRT D,
[ EH]
SNMP t' = —DRENKERRT D,

SWR2310#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7' V—F DR ENBT DT
BN

show snmp group
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[AFTE— F]
FE4FHE EXEC £ — R, #5#E EXEC £— K

B
SNMP 7' L —7 D ENEE R RT 5,
TIN—T%, BxX 2V 74— GHrABLAE 22— FEXIALAE 2 —2FKRT D,

[RXEH]
SNMP 7' LV —7 DR ENEEFRT D,

SWR2310#show snmp group
SNMP Group information
Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP = —HP —DRENBE DR

[#FX
show snmp user
[AFIE—F]
FEFFHE EXEC £ — N, 454 EXEC £— K

BN
SNMP 2 —H— DR ENEEFRT D,
TP ID, a—Y—4 ., IRt 5V —74, RirGR, Bk iRE2F T 5,

(B EH]
SNMP = —HW—DHENE & ERT D,

SWR2310#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON

4.13.1 RMON HEREDRE

E&y

rmon switch
no rmon

[/XT A—F—]
switch : RMON HEREDENE
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RIEME SiEH
enable RMON #iEZ= BT 5
disable RMON #RE A X2 T 5
(IR E]
rmon enable
[AS1E— F]
ra—m\)varZ 47—y aryE—FR
[FFA]

T AT LAKD RMON #REDEIE AR E T 2,

no JEATIAT L7 A I3 EIZ R D,

[/—}]

AKawy RTUAT LAERO RMON HRENS R & L7-84 . LLFO RMON 7 /b— 7 OEEREEZY & 70 %,
o A —Wxy MNEEHER LV—T

- BEIN—T

o TI—LITN—T

s ARV INITN—T

ARKa~< R, 774 ~— |k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & W\ TR ET 5 Z & 2 FHE,
[ E ]

RMON #ae 2= AT %,

SWR2310 (config) #rmon enable
RMON #§8E A #2325,
SWR2310 (config) #rmon disable
4.13.2 RMON A —¥} % v MEEHER I NV— T ORE
[E

rmon statistics index [owner owner]

no rmon statistics index

[73F A —&—]
index 1 <1-65535>
A =Py MEFHER I V—T DA > F v 7 A(etherStatsIndex)
owner A=Yy MEEHEH SV — 7 D F—F—4 (etherStatsOwner)
127 L7 LI
(B L7=3%55 : RMON_SNMP)
(IR E]
L
[AJ1E— F]
A BF =Tz —AE—F
[BFA]

HRA L H—7 = — AT, RMON OA —Hh Ry MEFHER I V—T DREEZHNNT 5,

Ko<y RERELERE. HitEROINEI 1T, RMON MIB O etherStatsTable 23HfG & 5 L 91272 %,
f—A L Z—Tx2—AKT D, Ka~vy ROREHRD LRIZS TH D,

no JERCHEAT LI HA1E, BE &L Lo st M A HIbR T 5,
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[/—}]
RMON #EHECTA — % > MEFHERZ NV — T ORELZANIT D720, Ra~ 2 FITMA T, Y A7 LK T
 RMON BEREZ A RNC T 2 EN B D,
AKawy Re EEEX LSS, 2NECIE LIEAEHERZHIBR L2 9 2 C, HENELBRHBT 5,
VAT LARIRD RMON BEREZ M0 L7256, MaHEMOIEN T S D, TD%, v AT LA2KD RMON #
RBEANI L7eSa, JAvE CIE L7eRGEHEREZHIBR L7 5 2 C. BENEZBIET 5,
[ 2B
portl.1 TRMON DA —H x> MEFHER T NV —TDRELANZT D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #rmon statistics 1

E

e

4.13.3 RMON BREJ /L —7 D
(&R

rmon history index [buckets buckets] [interval interval] [owner owner]

no rmon history index

[/NT A —=HF—]
index 1 <1-65535>

J&RE 7 N—"TDA T 7 A(historyControlIndex)
buckets 1 <1-65535>

JEIRE 7 v — 7 D Jg FELR 45 (historyControlBucketsRequested)
(AW L7354 1 50)

interval 1 <1-3600>
JEIE 7 v — 7 D g FE A7 IR (7)) (historyControlInterval)
(AW L7=5%E 1 1800)

owner o BT V— 7 DA —TF —% (historyControlOwner)
127 3L LA
(B L 7= : RMON_SNMP)

(IR E]

7L

[AS1E— ]

VB —T 2—AF— R

[BLFA]

WRA VP —T 2— AT, RMON DR V—T DFRIEEFNT D,

Ko< REERE L84, RMON MIB O historyControlTable NG T& %5 L 912725, Ko~ NRER., &T
L7k <. JBIREEROIENTTHI, RMON MIB @ etherHistoryTable 23 f3 T& 5 Xk 912725,

fl—A L F =72k T 5, Ka~vry ROREHLD LRIZS TH D,

no I TIAT LI GId, B%E L WUE LI BIEIE A HIFRT 2.

[/—}]

RMON HERE CIBE 7 NV — 7 OREZ AT DD, Ka~» FITMA T, Y A7 ALK TH RMON e x A
MZTHMENRD D,

AKavy Fae EHEEZLESSG, ZNECIEELEBEEREZHIR L S 2T, HENELRKT D,

VAT LAIRD RMON HEREA HEZNIC L7256, BIEEMONEN TS D, TO%, ¥ A7 LA2KD RMON #
RBEANLeSE., JivE CINE L7CBEEMAZHIBR L7 5 2 C, BENEZBIET S,

[ E B

portl.1 C RMON DJERE 7' V—T7 O E % BT 5,

i

I
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #rmon history 1

4.13.4 RMON A X2 N T N—TFDRE
EN

rmon event index type community [description description] [owner owner]

no rmon event index

[T A—F—]
index 1 <1-65535>
AR NI N—T DA T v 7 A(eventIndex)
type i A X M (eventType)
REE B
log 0 JICELERT S
trap SNMP k7 v 7% k(7
log-trap 2 ZIZFEk L. SNMP 7 v S & E(E
community : 33 2 =7 1 —%(eventCommunity)
127 3T LI
type I3 "trap" F 721X "log-trap" D L FFEETE 5
description : A~k DFiH (eventDescription)
127 3L
(B L7=3%55 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)
127 L7 LI
(B L7235 : RMON_SNMP)
(IR E]
7L
[AJ1E— K]
rua—s\varz 47 b—va e — R
[FEEA]

RMON O A Xy s I N—T DR EEZ/INTT D,

AKa<r REFRE LS. RMONMIB @ eventTable NI TEX 5 K 51245, Ka~vr ROA XY NI —T7D
FZEIL, rmon alarm =~ > R THEHT 5,

no B THEITLZGEIE. REEZHIRT 5,

[/—}]

RMON EHETA Ry R PNV —TF ORELZHINZT H1-0I121F, Ao~ FI2Z T, ¥ A7 L 2KTH RMON HERE
RN TDMEND D,

RMON @ SNMP kT v 7F&#EETHHE. SNMP D F T v FEEORENTONTWALENS S,

[ EH]

SNMP k7 v 7 DEREEIT> T D, RMON OA X2 s T IV—TOREEFINT D, A2 SRR "log-trap",
N7 w7 Da =7 (4% Ipublic] £9%,

SWR2310 (config) #snmp-server host 192.168.100.3 traps version 2c public
SWR2310 (config) #snmp-server enable trap rmon
SWR2310 (config) #rmon event 1 log-trap public
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4.13.5 RMON 7 T — AL )L—TFDRE

&

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising_threshold event rising event-index [owner

owner)

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner]

no rmon alarm index

T A= —]

index

variable

interval

type

rising_threshold

rising_event _index :

falling_threshold

falling event inde
X

startup

owner

(AR E
L

<1-65535>

7T =T IN—T DA T v 7 A(alarmIndex)
EEAR 4 MIB 4% = 7 | (alarmVariable)
<1-2147483647>

W2 7Y 7 EIRR(FP) (alarmInterval)
7Y 7 FE ] (alarmSample Type)

REME B!
MBI L AL, o EE LEVWE
absolute T 5
ot RIS & % Hole, RO > 7 L & i

P T NEDZEE L EVE L LT 5

(AW L 7= : absolute)

<1-2147483647>

EFR U & v VE(alarmRisingThreshold)
<1-65535>

A X A T v 7 A(alarmRisingEventIndex)
<1-2147483647>

TBR L & VM (alarmFallingThreshold)
<1-65535>

A X~ T v 7 A(alarmFallingEventIndex)

<1-3>

7 T — LOERMOHE THEMT H L Z VM E(alarmStartupAlarm)

BEME e
1 BB L UMED A 5 (risingAlarm)
2 FIR L & U MEO 248 il 5 % (fallingAlarm)
; ERR L& VMEL FER L&V ME0D A

% (risingOrFallingAlarm)

(EWE L7355 1 3)

T T — AT N—"T7 DA —F—2% (alarmOwner)
127 SLFLAH

(B L7=3%55 : RMON_SNMP)
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[AFTE— F]
Jga—n~)aryz 4 b—y g rET—NR
B
RMON D7 T — L7 )V—T DR E &GN T D,
variable {Z1Z. RMON O7 7 — A7 NV —TOEMRMRMIB A7 V=7 NEFHET D, variable I3,
etherStatsEntry(.1.3.6.1.2.1.16.1.L1)YOMIB A7 ¥ =27 v D56, AT ZREZFFOMIB 47 Y =7 b DIHFEE THE,
LR D 3 SO THE D "l 6E,
» etherStatsEntry.X.Y

* (etherStatsEntry @ OID #).Y
e .13.6.1.2.1.16.1.1.1.X.Y

Bl 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5.1) 2R ET 2 HH. L FOWTNOIEATH R E THE,

B 234 B
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 4).Y etherStatsPkts. 1
1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising threshold £7-1%. falling threshold D &6 DI H R ET HIENEMHFHE, ZOHA. RENEME T
WDHNT A =2 ZF, AT OMERRE SN D,
e rising threshold D #fF H
* falling threshold : rising_threshold & [7] U{E
* falling event index : rising event index & [F] UfE
o startup : 1(E[R L EWEOAMEH T 2)
s falling threshold O #ffH

s rising threshold : falling threshold & 5] U{E
* rising event_index : falling event_index & 7] Uf
o startup : 2(FIRL EWEDOAMEHT 2)
Ko~y REBRELZHEA. RMON MIB O alarmTable A HUS T& 5 X 51272 5,
no JIEA CTHEAT LI E 1, sREMEEZHIFRT 5.
[/ —}]
RMON #HECT T — L Z N —T DR EE AT H720100E, Ra~vy RN T, ¥ A7 A41KTH RMON FéhE
BT DUERND D,
variable \Zf8ET 2 MIB A7 Y =7 ME, A —¥F v MtiHE#R 7 NV—7DOMIB A7V =7 b ThdH, HEDA
T I AEFFOA =Ry MEEHERZ LV — 7 DMER SN T RWESE, Ra~vr RiZ= I —L b,
A =YX v MEFHEHR 7 /L — 1L, rmon statistics =~ > FIZ TIERRATE, Ka~> RTHEHL WD A —Y % v b
MeHEmM I N—7RHIBR SN 5E., Ao~y FLElREn s,
AR RNDA T v 7 A, rmonevent 2 RCTHE LA VT v I AERET H, Aa~vr RCHEHALTWD
AR T N—TRHIBRES TGS, Aavr RLHIBRES LD,
rising threshold O U &\ MEIL., falling threshold D L & WMELL EDOE T/ITF XA 5720,
Kawr Fae EEELESS, INETOVR LTI I T—2E2HIBRLIEY 2T, BEV 7Y v 7 %2BET 5,
VAT LAERO RMON #§REA 22 L7356, o7 U v 7l Sigd, 20k, v A7 A4k RMON HhE
EENCLIESGE, ChETOH LTI 7T —2%HR LTS 2T, BEY 7Y v 7 2BET 5,
[REHI
LAFOZMT, RMON OT 77— L7 V—T DR EEGHT 5,
o BEEMXISMIB 47 ¥ =7 M, etherStatsPkts.1,
o YUY TRIRIE. 180 D,
o YTV TFERNL. delta,
o EPRUEUVMHEIZ 3000, ERLEVMER EES72E & DA X2 M,
o TFERUL XML 2000, FHRLEWEEZ FlE-72E DA M,

SWR2310 (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1
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4.13.6 RMON B¥REDIREBR R

[ER]

show rmon
[AJTE— R
FFeME EXEC £ — N, F#bE EXEC E— K
[FHA)
RMON #ERE DR EIRREZ TR T 5,
LT OHEBENFRREND,

o VAT LAE{KD RMON HERE DR E
+ RMONEEED /NN —T7 Z L ORRE
o A—VXRy MGEHERIV—T
. BRI NL—T
o TIT—ALITN—TF
s ARV NTN—T

[EEH]

SWR2310>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index =1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index =1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %R v MREHEBR 7 )V — 7 DIREFR

[EX]
show rmon statistics
[AJ1E— ]
HHrtE EXEC £— R, %M EXEC £— I
[

RMON A —H % v MEEEHR I L — T ORERIRIEEL ERT D,
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UToHEANERIND,
s AT VI A

s XMBALH—T 2 —R
s input /X7 v |

« output /X7 > b

(B E B

SWR2310>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

4.13.8 RMON B 7 )L — 7 DOIRBER R

[#FX]

show rmon history
[AJIE— K]
JEFrHE EXEC & — N, 454 EXEC E— N
[RiAA]
RMON JEE 7 V—T DR ECIREEZ R AT D,
UTOHEANERIND,

s AT VIR

. WBRALUH—Tx—2R
o JREEREH ORI

o JERIECRAFRIG
e

[ EH]

SWR2310>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON SNMP

4.13.9 RMON A X2 s 7 jL—TFDIRBER R

[ER]
show rmon event
[AFTE—F]
FEHFHE EXEC £— N, F#tE EXEC E— I
[FHA]
RMON A X K7 —T DR ECKRELZ R RT 5,
UTOHEANRERSIND,

s AT VIR

« A2 hOFHH

o A2 NFER

e FNIYTHREROaAIa=T 14
o AU NFETEE

« A—F—4%

[ EH]
SWR2310>show rmon event

event Index = 1
Description RMON_ SNMP
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Event type Log

Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 7 — A7 )L — 7 OIREER R

&y
show rmon alarm
[AJIE— F]
FHFiHE EXEC £ — K, %§#E EXEC £— N
B
RMON 7 T — LT )L—T DR EINEE FIRT 5,
UTOHEANFRESND,

s AT VI A

« T I—LDIREE

o EHNHEMIBATY 2/ k
o BTV I

o BrTY v TRER

o JEE

o EFRL Z VM

e« ERRUEVMEDA Nk
« TFRRLEWE

o FIRLEWEDA Xk
. BRMET T — 4

o
[BREH]
SWR2310>show rmon alarm
alarm Index = 1
alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event =1

alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥ X% v MEFERIN—T DI Z—D I VT

[EX]
rmon clear counters
[AFTE— R
AR =T 2—AF— K
[RRAA]
KRA o H—T 2 —AD, RMON A —H v MNEFHER I NV —TDOH 0 o2 —% 27 VT 5,
[BXEH]
portl.1 @ RMON O A —H %> MEiHER I N—T DI 2 —% 7 VT T 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #rmon clear counters
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4.14 sFlow

4.14.1 sFlow $$RE DR E
EE

sflow switch

no sflow
/3T A—&—]
switch . sFlow B¥REDEH1E
BEME B

enable sFlow #&REZ A ZNZT 5
disable sFlow F&RE 2 0129 %

[WIHRRE]

sflow disable

[A1E—F]

sa—\)varZ 4 S L—varE'— R

[

sFlow #§REDENMEZ X ET 5,
no B TEIT L2 AIIWEREICERE 5,

[ EH]
sFlow #48E & H T 5,

SWR2310 (config) #sflow enable

4.14.2 sFlow =— = > R D&RE
E=Y

sflow agent address

no sflow agent

[/XT A—F—]
address : AB.CD
IPvd 7 R LR
X:X:X:X
IPv6 7 R LA
(AR E]
L
[AFTE—F]
Ja—N\)arz 4 b—varE—FR
B

sFlow === D IP 7 RLAEZRET 5,

Ka< o RCTHRELZIP T KL AL sFlow T —# 77 LD sFlow ~v X —|ZfEH &5,
no R TEIT L2 AIIWER EICERE 5,

[/—}]

AH T RERENH NG E . TPv6 7 R L ATFRE T 20,

Bl

sFlow T—Y = FOIP 7 FL 2% [192.168.100.240] IZRET 5,

!
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SWR2310 (config) #sflow agent 192.168.100.240

4.14.3 sFlow 2 L 7 X —DRE

[EX]
sflow collector address [port]
no sflow collector

[73F A —5&—]
address : AB.CD
IPv4 7 KL A
XXX X
IPv6 7 F LA
port . <l-65535>
sFlow = L' 7 % — D% % UDP AR— &5
WIEME L, 6343
[#IEIEXE]
L
[AJIE—F]
ra—\)varz 4 b—va E— R
[FLBA]

sFlow 2L 7 % —®D 1P 7 KL A £%3% UDP A — N&EHZ X ET 5,
no B TEIT L2 AIIWEREICERE 5,

[/—}]

AH T RERENE NG E . TPv6 7 R L ATFRE T 20y,
Bl

sFlow 2L 7 Z—® P 7 RL 2% [192.168.100.240) 2% ET 5,

SWR2310 (config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 77 ADOBRKY A XD IE

[EX]
sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/3T A—HF—]

size 1 <512-1452>("A1 1)

[WIHIRRE]

sflow collector max-datagram-size 1400

[AS1E— F]

Ja—\)arz 4 b—varE— R

B

sFlow =—Y = o k)25 sFlow 2 L7 X —ZEESNDT —H# 7 7 ADRKRIA XERET D,
no IR CTFAT LI EI3HIMIER EICR 5

Bl

sFlow 7 — % 77 LD g KY A X% 1000 /31 MIERET D,

SWR2310 (config) #sflow collector max-datagram-size 1000
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4145 Xy h7a—Y YV U TV ) T L— FORE
[

sflow sampling-rate rate

no sflow sampling-rate
[T A—F—]
rate ;<256 - 1000000000>

[FIEIER E]

L

[AS1E— K]

Ao B —T 2 —AF— R

BN

MRR—MZT, ATy h7a—H o T YT ETIRO, Fr TV T — b ERET D,
Ka<wV RRREINTWRWESIT., X7y h7a—3 07 ) U3 ThivZeun,
LAN/SFP R — MZ72 1T 3% € I HE,

no JER TEIT LIS IR EICRE 5.

[RXEHI]

WKy h7a—Hr T oY 7Y 7 L— k% 10000 IZERET 5,

SWR2310 (config-if) #sflow sampling-rate 10000
4146 X7y b7 —Y T Y TDA =Y Ry F T L—DbDHER~Ny Z—H 4 AORE
[ER]

sflow max-header-size size

no sflow max-header-size

[/NT A—F—]

size T <14-256>(731 1)

(#1813 2]

sflow max-header-size 128

[ AJTE— K]

A H—T 2 —AE— R

[@i ]

KRR — M, Xy h7a—Hh o7V TETIED, Ho 7V 735644 =Ry b7 Lb—LD~y X —H
A ZXDFKBEEHET Do

no FEX . CHEAT LIRS ITWIIREIZRE 5,
LAN/SFP AR — M2 E T g,

(B EH]

NRry bh7a—H%o 7Y o TORRK~Ny X —H A X% 100 IZRET D,

SWR2310 (config-if) #sflow max-header-size 100

4147 B T B —Y oY o TOR—Y SRR ORE
[EFR]

sflow polling-interval interval

no sflow polling-interval
ST A—F —]
interval 1 <1 -86400>(F))
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[P E]

L

[AFTE— K]

B —Tz—AF— R

[FHA]

SBR—PMIT, BT EZ—F TV T HITHIED, "=V o THRERET S,
Ko<y %ﬁ)&“ﬁéhfb\fotb\ia/* X, B E—H ) I TR,
LAN/SFP AN — M 72 1T 8% E 7 HE,

no FER . CHEAT LB A ITWIIREIZRE 5,

[RXEH]

B B—=Y T TDR—Y TR E 100 B ISR ET S,

SWR2310 (config-if) #sflow polling-interval 100

4.14.8 sFlow DIRFED KR

[EX]
show sflow
[AFTE— F]
JEHME EXEC £ — R, %0 EXEC £— F
[@ ]
sFlow DIRREA KT D,
[B%E B
sFlow DIREZ TR T 5,

SWR2310#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : 0

4.14.9 sFlow OV > 7Y v FEROFIET

EEN!
show sflow sampling [ifname]
[R5 A —5—]
ifname : LAN/SFP R— hDA L H —T = — R4,
TR T DA H—T =2 —R
[ASTE—F]
FHHrE EXEC £ — R, %5 EXEC £— |
[FLEA]

ifname CHE LA ¥ —7 = —A®D sFlow DY 7V v THEREFR T D,
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ifname = EME LI2 551X, 2TOA ¥ —T7 = —ADIEREFRRT D,
[/—}]
AB TRERENEID L &, AL U TIERWVA L NR—=Z L v F TR~ RFFETTER,
A2y JEERENARND & X AA 0 AU AN—RITARIFHRIZFED S 720,
[ EH]
sFlow D> 7V v FiEZE FrT 5,

SWR2310#show sflow sampling
sFlow sampling information:

Interface portl.l:
Packet-Flow-Samping:
Samping count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Samping:
Samping count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Samping:
Samping count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Samping:
(NOT SET)

4.15 TELNET #—/X—

4.15.1 TELNET Y — R_—DEHB L O0Z R — FEFDOEE
B

telnet-server enable [port]

telnet-server disable
no telnet-server

[¥F—T—F]
enable : TELNET % ——Z G35
disable : TELNET % —/\—Z )23 %
[T A —&—]
port : <1-65535>

TELNET % — =D J A=V 7K — &5 (AW L7854 : 23)
[FIEIRRE]
telnet-server disable
[AS1E—F]
ra—rvar 747 —va e — R
[FLAA]

TELNET #——Z G202 T 5, 72, VA=V TCP R— MNEBEAIEETHENTE 5,
no FE TELT LGB ELhICT 5,

[ EH]

VA= 7 iR— +3&K 5% 12345 (2 L C TELNET — 3—% ild@ih4 5,

SWR2310 (config) #telnet-server enable 12345
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4.15.2 TELNET ¥ — —DZERBOET

[EX]

show telnet-server
[AFTE— F]
¥iHE EXEC £— F
[FEEA]

TELNET Y — \—DOERMZ R KT D, UTOHANEREND,

«  TELNET ¥— N—#&EE DA 20/ 15

e VA=V ITR—MDOF S

s TELNET —N—~D7T 7 A% T5 VLAN f V' F—T = — R
« TELNET ¥ ——~D7 7 v AZHIRT 57 4 L% —

(B E B
TELNET H— \— DO ERM &2 ForT 5,

SWR2310#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4153 TELNET —R—~T7 7 A TXBHHR A NORE

[EX]

telnet-server interface interface
no telnet-server interface interface

[73F A —5&—]
interface © VLAN A > ¥ —7 = —A%

[FIHIE% €]

L

AT E— K]

Ja—)ary 47—y g — R

B

TELNET H—_—~D7 7 A% T5H VLAN f VX —T = —AEFHET D,
n R TEITLIEGAIE, BE LA v X —7 =2 —AZHIRT 5,

Ra<wy FidgKk8MFE TRETE, RELLIBIZ#EHAT 5,

ARKa<wy FERELTHRWEAIL, RSF VLAN OLT 72 ATX 5,
[/—}]

telnet-server enable 2532 E SN TV WS, Ao~ RITHERE L7220,

(B EH]

VLAN #1, VLAN#2 12856t L TWAD B A )5 D TELNET —/"—~D 7T 7 B R EZFHF[T 5,

SWR2310 (config) #telnet-server interface vlanl
SWR2310 (config) #telnet-server interface wvlan?

4154 TELNET 4 —R_R—~T TV RATEBIFA T FDIP T KL RHIR

E&

telnet-server access action info
no telnet-server access [action info)
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[/XT7 A—=25—]
action D TR A IR T AEMERTRET D
REME FLH
deny SUEE"ER"T S
permit FMEEFRT S
info DR LT D RMEIC IPVA/IPVE T R L ATEH AR IET D,
REM B
A.B.C.D IPvd 7 R L A(AB.CD)&EEET D
BT Ry b A7 EMbit)ft & D IPv4 7 K
AB.CDM L A(AB.CD)ZIEET %
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
N BT Ry b~ AT EMbiHftE D IPve 7 K
XXX XM L A(X: XX X) &R ET D
any T RXTOIPV4/IPV6 7 RLAZIEET S
[FIHIER E]
7L
[AJIE— F]
Ja—paryz 47—y g rET— R
[

TELNET ¥ —/R—~D7 7 B A ZFFAT 57 747 Mk % IPv4/IPv6 7 K L A THIRT %,
AKavwy NIERRKSIFETRENARTHY , LRICRESNTZHONELE L THHIND,
Kavy REBRE LTS G. BE LRI EZIMTE S W T 78 23T X THER T 5,

722, Ravwry RERELTOWRWESRIT, $XTOT7 78 A&7 T %,

no B CTIAT LG AL, € LIERELHIRT 5,

no XTI A —F—2AME LIZGAE, T X TOREEHIRT D,

[/—}]

telnet-server enable 23i% E SN TCWWARWEE, Ko< RIFHERE LRV,

[BREH]

192.168.1.1 & 192.168.10.0/24 D& 7" A > k735 D TELNET Y—/N—~D 7T 7 ¥ 2D I % FFA[T 5,

SWR2310 (config) #telnet-server access permit 192.168.1.1
SWR2310 (config) ftelnet-server access permit 192.168.10.0/24

192.168.10.0/24 & 7' A > ~ 350 TELNET Y — _X—~D7T 7 B ADHH LT 5,

SWR2310 (config) #telnet-server access deny 192.168.10.0/24
SWR2310 (config) #telnet-server access permit any

416 TELNET 7 747 b

4.16.1 TELNET 7 74 7 > rDjEH)

[EX]
telnet host [port]

[T A—F—]
host © UE—RKRA RN, 70, IPvA T RLAABCD), £7201%, IPv6 7 KL A(X:X:X:X)
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IPv6 Vo7 a—JNT RURAERET D563, BHA V¥ —7 = —AbIEETHLERD
% (fe80::X%vlanN DOFE)
port ;. <1-65535>
AT 2R — FES (B LIZSE @ 23)

(IR E]

L

[AJTE— K]

et EXEC B— N

B

FEE L= A b~ TELNET TH#kiT 5,

[ E R

IPv4 7 R L A 192.168.100.1 DA MZ, &— h&E5 12345 T TELNET £5i9 5,
SWR2310#telnet 192.168.100.1 12345

IPv6 7 K L R fe80::2a0:deff:fe11:2233 DR A MM, "— h&HE 5 12345 T TELNET #5695,
SWR2310#telnet fe80::2al0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7>~ s DB

[EX]
telnet-client switch
no telnet-client

[73F A—F—]
switch : TELNET 27 74 7 v M &EHNTT D080
REME B
enable AT 5
disable F11379) N
(IR E]
telnet-client disable
[AS1E— F]
sra—\)varZ 47—y aryE—FR
[

TELNET 7 A4 7> h& LTtelnet 2~ REFEHA TS5 L9105,
no B TEIT LTI HAIX TELNET 7 54 7 > MBI+ 5,

[ E R

TELNET 7 94 7 > AT 5,

SWR2310 (config) #telnet-client enable

4.17 TFTP Y —/"—

4.17.1 TFTP Y —"—DEBB L OZ R — B EOER

[EF=

tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable : TFTP ——%FHHT 5
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disable : TFTP Y— — % E4h|2 9 5
[R5 A —& —]
port ;o <1-65535>

TETP H—_"—D J A= 7R — hEE (E LIRS : 69)
[F1EIER E]
tftp-server disable
[ASE— R
Ja—\)aryr7 4 —y g rEF—NR
[FHA]
TETP —R—%Z G T 5, /2, VA=V I R— I EEAEETLHLENTE S,
no I THELT LA 1L TFTP — —Z2 Wi+ 5,
(B EH]

VA= R— 5% 123452 L C TFTP H— —% E#7 5,
SWR2310 (config) #tftp-server enable 12345

4.17.2 TFTP Y —_R—DREREBOERTR

E&y

show tftp-server
[AJ3E— ]
FiHE EXEC E— R
B

TFTP Y — "— DO ERN 2 TR T 5, LFTOHEANFEREIND,

o TFTP $— " —H&EE DA 2N/ L)

o VA=V ITR—MDOFEE

s TFTP —"—~DT 7B A% TH VLANA X —T = —RA
[ E B

TFTP Y — " — DR AE KR T 5D,

SWR2310#show tftp-server

Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4.17.3 TFTP “]j-‘_‘/‘\‘—‘f\T 7 'IZXT% AFBA B @%E
EEN

tftp-server interface interface

no tftp-server interface interface
P95 X —5—|
interface : VLAN A & —T = — R4

[FIHIE% E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— K

B

TFTP Y —"—~DT 7B A% TDH VLAN A VX —T = — A5 HRTET D,
no R TEITLIZGAIE, BELI-A VX —7 = — A& HIBRT 5,
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Aoy NIRRSMHETRIETE, &ELIZIEICEMT %,
Kawy RERELTOARVWEASIE, B VLAN DRT 7B ATE 5,
[BXE B
VLAN #1. VLAN #2 |24 L TV B R A Ry D TETP H— S"— DT 7 & A &[T 5,

SWR2310 (config) #tftp-server interface vlanl
SWR2310 (config) #tftp-server interface vlan2

418 HTTP Y —/—

4.18.1 HTTP Y — N_—DEENRE L O R — FEFDOER

[EX]
http-server enable [port]
http-server disable
no http-server

[¥F—7U—F]
enable : HTTP — =% [T 5
disable : HTTP $—"—% T 2
[T A—&—]
port 1 <1-65535>
HTTP % —"—D ) A= 7K — b (Al LIZ54 : 80)
(WX E]
http-server disable
[AS1E— F]
ra—)var 74—y a T — R
[BLAA]

HTTP —_—Z2 G T 5, £72. VA=V T TCP R— "NEBAIEETH ENTE 5,
no X CHEAT L= E 13 ENIC T 5,

[ EH]

U A= 7 R— h&H% 8080 (Z L C HTTP V— —% KLH#j7T 5,

SWR2310 (config) #http-server enable 8080

4182 X =27 HTTP —"—DEHEB L2 R— I EEDOEE

E&N
http-server secure enable [port]

http-server secure disable
no http-server secure

[F—U—F]
enable o BFX 2T HTTP = =2 HNT 5
disable ©oBF 2T HTTP — =2 3 5
[/3T A—F—]
port : <1-65535>
TH 27 HTTP = =D U 2= 7 R— bR (B LI-HA : 443)
[HIHIRRE]

http-server secure disable
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,
no B CEIT L HAITEMNTT 5,
¥ 27 HTTP ' — "2 HZ LIEBE. e bIZY 7 b =TI L »TiThn b=, 774 v 7 BIZSET
CPU =R E L 725,
EFEHREBT D702, Xy aRfR—FRLLAN Y v 7R PHEITHEFT SN D Web R— 22— —T7 7
TATAEILET HONHFE LV,
(B EH]
VA= R— % E% 8080 12 L CTEXx o7 HITP — "—ZEHET 5,
SWR2310 (config) #http-server secure enable 8080

4.18.3 HTTP Y — "—DFJ‘ EREDOFH T

[F

show http-server
[AFIE—F]
¥t EXEC E— I
[@iHA]

HTTP — "—OERNE TR T D, LFTOHANERIND,
o HTTP ¥— N—H&EED A 2N/ )

« HTTP H—"—0DJ A= T HR— FDF

« HTTP —"—~D7 7 A%FAT5HVLANA L F—T = — R
o HTTP —R_—~D7 7 v 2%ZHIBT5H7 4 L7 —

s B =7 HTTP % — N—#¥RE DA 2h/fE%h

e Ol A UEA LT T MR

(B EHI]
HTTP % — "— DR ERNE T RT D,

SWR2310#show http-server

HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —NR—~T 7 EZATEXBEHRRX NOHRE
[EX]

http-server interface interface

no http-server interface interface
[/$5 A—%—]
interface : VLAN A & —T = — R4

[FIIRRE]

L

[AS1E— F]

ra—mvar 74—y g rE— R

B

HTTP Y —/"—=~D7 7 ¥ AZFF AT 5 VLAN A ' F—7 = —RAZRET D,
no IR TIAT LA L, FRE LA v ¥ —7 = — A& HIBRT 5,
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AKawy NIIRK8MHFTHRETE, &ELZIAICHEAT 5,

Ka<wr K%
(B EH]

SN

X [E

LTV WEA I,

R5F VLAN O BT 7B ATE 5,

VLAN #1, VLAN#2 1286 L TWADHRA NSO HTTP Y —R"—~D 7T 7 B R &[T 5,

SWR2310 (config) #http-server interface vlanl
SWR2310 (config) #http-server interface vlan2

4185 HTTP ¥y —R_R—~T IR TE BT FA T FDIP 7 KU RilfR

[EF=

http-server access action info

no http-server access [action info]

(%5 A —5—]

action

info

[FIEIER E]
L
[AJTE— K]

T 7R AR @R RET D

BREfE ek
deny FEHEST 5
permit FMEE"TRT 5
5t &+ B K(E T IPVA/IPVG 7 R L AERERET 5.
REM B
AB.CD IPvd 7 R L A(AB.CD)EFEET D
TRy b A7 BMbinftE D IPvd 7 K
AB.CDM L A(AB.CD)ZEET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
R BT Xy b~ A7 FEMbitf) & D IPv6 7 K
XX:XXM L AKX XX) B ET 5
any FTXTOIPVA/IPV6 7 KL AEFRET D

Ja—n\)aryz 41— g T — R

[@i ]

HTTP Y — /"= ~DT I AL T DT T4 T Mg K% IPv4/IPv6 7 KL A THIBET 5,
Ko<y RIIEKSMHFE TRENFARETHY ., HRICREESNTZHD)

Ka<wr K%

it~

Ax JE

L7=%6.
72770, Aa<w FERELTWRWEEAIE, I XTCOT 722 %

no JEATHEAIT LG AT, 188 LICREZHIFRT 5,
no B THRI A —Z —Z B M L6, TXTORELHIRT 2,

[/ — ]

MEEL TSNS,

Bk LTI 2l S 20T 7 AR R RS 5,
AT 5,

http-server enable %, L < |% http-server secure enable 73i% /& STV RWGE, Ao~ RIZEERE L7220,

(B E B

192.168.1.1 & 192.168.10.0/24 D& 7 A > "H 6D HTTP y— _R—~DT 7B ZADLH AT 5,

SWR2310 (config) #http-server access permit 192.168.1.1
SWR2310 (config) #http-server access permit 192.168.10.0/24

192.168.10.024 & 7 X > Rx60 HTTP —_"—~DT 7 B ADH LT 5,
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SWR2310 (config) #http-server access deny 192.168.10.0/24
SWR2310 (config) #http-server access permit any

4.18.6 Web GUI DEEHRTE
EN

http-server language lang

no http-server language

[/3T A—HF—]
lang SmEiRET D
REE SiHA
japanese HAGE
english BizE
[(WIHIRRE]
http-server language japanese
[AS1E— ]
Ja—)arz 4 b—vasE— R
[

Web GUI DEREZRET D,

no JERTEIT L EAIT. PIHIREICR S,
(B 2B

Web GUI O Sif% J5EI2 T 5,

SWR2310 (config) #http-server language english

4187 HTTP ¥ —R—pua A 2 A4 AT U MR ORE
ESN

http-server login-timeout min [sec]

no http-server login-timeout

S A=
min : <0-35791>

ZA LT T MR
sec 1 <0-2147483>

ZA LT 7 MEFHEED)
[FIHIRRE]
http-server login-timeout 5
[AF1E—F]
Ja—N")aryz4JL— g rF— R
[

HTTP h—/"—=~DT 7 B AR WEEICHBNICe 77 7 45 F TORMZHRET D,
sec #EME LA, 0 WEREIND,

no R CELT LA TR EITR D,

[/ —}]

BRE FIRE 7R e/ ML 1 43

Bt

HTTP $— =D X A L7 U MEMZ 2 53 30 FICERET D,
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SWR2310 (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy #REDH 3L

[F=

http-proxy switch
no http-proxy

[73F A —&—]
switch : HTTP Proxy B&RE 2 AT 2 D7
RIEE
enable HhZT 5
disable TS
[FIIRRE]
http-proxy disable
[AJIE— K]
sa—m\)varZ 47—y aryE—R
[BLAA]

HTTP #—/X—® HTTP Proxy #EREZ AN 5,
no X CIHAT L 7B I3 BT D,

[ EH]

HTTP #—/3—@ HTTP Proxy H¥HE & AN T D,
SWR2310 (config) #http-proxy enable

4.19.2 HTTP Proxy B6RED ¥ 4 L7 U MEEE D

e
it

[F=

http-proxy timeout time
no http-proxy timeout [fime]

[73F A —4&—]
time ;. <1-180>
ZA LT U N DHETORR (B)
[FIEIERE]
http-proxy timeout 60
[ASTE—F]
ra—varz 47 b—va e — R
[FLAA]
L2MS =— = > D Web GUI Z UG T2 L & DX A L7 U MM EZRET D,
no IR THEAT L2541 60 B2 5,
[BXEH]

HTTP Proxy #6ED % A4 L7 U MR % 2 53 ICRRET 5,
SWR2310 (config) #http-proxy timeout 120

4.19.3 HTTP Proxy 888 X EIRFED R

[FX]
show http-proxy
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[AS1E— K]
¥t EXEC £— I
[FHEA]
HTTP Proxy B8EEDORERM 2 F R T D, LTOHEANEKRIND,
« HTTP Proxy e DA %/ M%)
o XA LT U N
[BREH]
HTTP Proxy #RE D% ERILZ KRR T 5,

SWR2310#show http-proxy
Service:Enable
Timeout:60

4.20 SSH ¥ —/3—

4.20.1 SSH — "—DEREHB L OZftR— FBESOER
ESV

ssh-server enable [port]

ssh-server disable

no ssh-server

[F—YU— k]
enable : SSH #—"—ZFNZT 5
disable : SSH Hr—"—Z N T 5
[NT A —=F—]
port ;. <1-65535>

SSH #— =D A= KR— " EH (Al LIZ5GA 0 22)
[WIEARRE ]
ssh-server disable
[AJTE— K]
rua—marz 4 L—va sE—R
[BEFA]

SSH —_—%HMZT 5, F/-. VA= TCP R— "N EELXIEETHI LN TX S,
SSH H— "—%HZNZT D5A 1L, FRNSA A MEDIER (ssh-server host key generate) 217> TR LENH 5,
no TR CIFAT L7285A 1% SSH H— " — %2 )29 5.,

[/— 1]

SSHZ 547 v binbuaZA 3 5880F, FaNca—F—4 & 32U — RO %dk(username) % L TH L LER H
z)o

[BEH

VA= JR— "B % 1234512 LT SSH — _—a i@+ 5,

SWR2310#ssh-server host key generate
SWR2310#configure terminal
SWR2310 (config) #ssh-server enable 12345

4.20.2 SSH ¥ — N — DR EIRBED R
[EX]
show ssh-server
[AJTE— K]
¥t EXEC B— R
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B
SSH $— "— DR ERMNE TR T D,
UTOHEBNRERIND,

«  SSH H— " —#aE DA 2/ M%)

« VA= THR—FDOEE

e SSH #— R—7K & MDA I

o SSHH—R—~D7 7 BAZFHFTHVLAN A X —T = — A
e SSHH—N—~DT7 7 EAZHIBETELT 4 NE—

[BX EH]
SSH %— N—DRERNZ FKRT D,

SWR2310#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

e
el

4203 SSH ' —NN—~T7 J VA TEXLHRA D

[EX]

ssh-server interface ifname
no ssh-server interface ifname

[/3T A —F—]
ifname : VLAN A & —T = — R4

[FIEAER E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— R

[FREA]

SSH #r—/N—~D7T 7 A% T5H VLAN A V' FX—T = —AERTET D,
no WX TEITLIZGEIE, BELEA VX —7 =2 — R &HIRT 5,
ARa<wr FIIRKSHETHRETE, RELLIRICEAT %,

Ko<y REFRELTHRWESIE, R VLAN ODLT 7 ATE 5,

[ EH

VLAN #1, VLAN #2 (2855t L CWA R A R v B D SSH r—_R—~D7T 7 v A & 3Fa]1 5,

SWR2310 (config) #ssh-server interface vlanl
SWR2310 (config) #ssh-server interface vlan2

4204 SSH #—NR—~T I ERTCEXBRIS5AT L FORE

[EFX]

ssh-server access action info
no ssh-server access [action info]

[/XF A—&—]
action TR ARMICKT 2EMERRET D
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R EE B
deny SEEEE"T 5
permit FEE"FAT 5
info D& T D MEIT IPVA/IPVE T R L ATERARIET S,
REM B
AB.CD IPvd 7 R L A(AB.CD)EEET D
7Ry b A7 BEMDbinftE D IPvd 7 R
A.B.C.DM L Z(ABCD)EIEET S
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
o T xy bv A7 BMbifFED IPve 7 K
XXX XM L AXXXX) BT %
any FTRTDIPVAIPV6 7 RLAZFRET D
[FIIRR ]
7L
[AJ1E— K]
Jga—)aryz 4 l—y g rE'w—NR
[FHFA]

SSH CHft 3527 74 7 MK % IPv4/IPv6 7 R L A THIRET %,

AKavwy NIERRKSHFETRENARTHY , LBICREINTZHLONELE L THAIND,
RKa<wr FERE LGS, BERLESHEmRIZS 20T 72X 3T X THEST 5,
7L, Ravry RERELTWRWESIX, 3XTOT7 78 RAZFAT5,

no I THEAT LG EIE, & LIERELZHIBRT 5,

no XTI A —F—ZEBME LIZGE, T _XTOXREEHIRT D,

[/—}]
ssh-server enable =~ > RN EIN TV ARWES, Ko< RITHEEE L7220,
(B EH]

192.168.1.1 & 192.168.10.024 D& 7 X b bH D SSH —/N—=~D7T 7 B A DK ZF AT 5,

SWR2310 (config) #ssh-server access permit 192.168.1.1
SWR2310 (config) #ssh-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A B O SSH —_R— DT 7 B ADHEERT 5,

SWR2310 (config) #ssh-server access deny 192.168.10.0/24
SWR2310 (config) #ssh-server access permit any

4.20.5 SSH #— —7K 2 MEDOVERR
(&)

ssh-server host key generate [bit bif]

(/%5 A —5—]
bit : 1024, 2048

RSA DO E v MK
[FIEIERE]

L
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[ASTE—F)
et EXEC B— R
[FiEA)

SSH #—/"—®D7HR A s RSA§E L A A b DSA BEZHRTET D,

RSA 1% bit /NT A —ZIZEL S TEMTHE-OE Yy NMEEZFEETE 5, DSA#13 1024 £y FO#EZ AT 5,

[/ —}]

SSH — —#RE A R T 28551, FACARa~ Y REFITLTHRA MEEART DXLERD 5,

BEICAR A FEPREENTOVDRE TR~ FEFEIT LSS, 22—V —ICk L TRA MEZ T T 2060 %
BT 5,

RAMREOARKRICIZ, BOREOREBB N DGERH 5,

AKa< KL, SSH V= _"—DRNEHOPHITDBFEITTE D,

Bail]

2048 £ D RSA#EL | DSA % 4EKT 5,

SWR2310#ssh-server host key generate bit 2048

4.20.6 SSH ——HK X MO VT

EEN
clear ssh-server host key
[AJTE— K]
F¢HE EXEC £— R
[FAA]
SSH #—/3—®D 7R A k RSA #EL A A s DSA #AHIBRT 5,
[/— k]
Ao~y Rid, SSH = "—REHDLAITDOHFITTE D,
B!

RA K RSA #t L 7R A | DSA $#EEHIFRT 5,
SWR2310#clear ssh-server host key

4.20.7 SSH Y — \—/ABEEDF R

[EA]

show ssh-server host key [fingerprint]
[F—T— K]
fingerprint DR ERORT D

[AJ1E— F]

HiHE EXEC £— R

[RLBA]

SSH — "—ORfEE R =T D,

fingerprint % — U — RZ45/E L72a 13, AREORR LR, 7T AF =T — FaRTT 5,
[/—}]

PR DNy 2T A X AL, MD5 & SHA256 D )i &2 FKRxd 5,

[BREH]

NESEAEFTRT D,

SWR2310#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhFdmtoIJri+ujdAIfgrdhL/0w7J1vc50eXyg

sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1TIo0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
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9ySbomj06Y/0k81L5gqFhCHMGOGtgITKZsgb5VnPz8FYC8t1s6/tpyrUabaG2af/yTEaS5USBDYAucC88
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPJE0Jyeli+4c5qWSFE
PXUgrLf5SHAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDySuwD4DWBbRxsPKaX1sicJGCOaridnTthIGa8
ARypDjhpLl1a37SDezx8yCl1Q5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC41ial0n81tMxW/EPw4SqFP
77r7VVvCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt 7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAWVAZKI8JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWIMZEDAJR6OMx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/i210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s4Q0XRnUJphI1INrW278Dnvyry31liR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3YCIMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS 2pDXSEWrwb PXXXX XXX XX K==

NBREDRFEN 2 RRT D,

SWR2310#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+———[DSA 1024]————+
| 2 ¥ g |
|=*=+. o |
|E+X+ o) |
| o + = + |
.. ..0 X . |
|oo=.B.*.0o |
| o + S o |
| . o |
| E |
+————— [MDSIf===——= +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSriMhOfWoW0Bw7aA0XXXX
+———[DSA 1024]————+
| . +E. |
| o o |
| o X S |
| *Fo= |
| o B * |
| + o . |
| * ok 4+ |
|X+.Q@ +o= |
|[@*0.= o. |
=== [SERAZ256 ] ===== +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-——[RSA 2048]----+
| |
| oo0o® |
| *+. |
| |
| + |
| |
| E |
| . B.. |
| . 00 |
- [MD5] —————— +
2048 SHA256 : XXXXMkUuEbkJggPD68UOR+gobWPhgu7qqXzE81UXXXX
+-——[RSA 2048]----+
| *.== |
| *o+= |
| *=0. . S |
| ¥ 8 o |
| + B * o |
| == . . . |
| o |
| |
| o % % |
+----[SHA256] -—-—- +

420.8SSH 7 S5 AT v N DEBHEROHRTE
B

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
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no ssh-server client alive

[78T7 A —=F—]
interval 1 <1-2147483647>
7747 hOELFHEGERE (B AN L7258 £ 100)
count o <1-2147483647>
7 IAT > DEIFHERRKR T T M (B LI BE 2 3)
(AR E]
ssh-server client alive disable
[AJIE— F]
Ja—n"narz4 7 b—varE—F
B

I TAT v NDELFREREAT ) DO ERET D,
7547 v MZinterval TRRE LT-BREIBCREEERT LA vE—T %155, count THE L7272 1) L T
WNER 2o Teb, ZDOI7IF3A T MeDEREDID, By a a2k T35,

no FECHEAT LGS I3WIHIREICR 5,

421SSH 27 ZA4 7 ~ b

4211SSH 7 A4 7~ b DOiLHE)

EN
ssh [user@] host [port]

[/XF A—&—]
user D UE—MRA NIRRT A T HBIERT 2 ——4
host D UE— AR M, 7203, IPvd 7 RV A(AB.C.D), £72i%, IPv6 7 F L A(X:X:X:X)

IPv6 Uo7 ma—R 7 RLUAZET 25E1E, BHA V2 —T = — AL HETLILELH
% (fe80::X%vlanN DJE)
port o <1-65535>

A 2R— hET (BIELIZES - 22)

[FIHIER E]

7L

[ASE— )

¥iHE EXEC £ — K

[RAA]

FEE L7 A b~ SSH THifi T %,

user Z AWM LI2G, v /A v hOa—YF—L &ML TSSH Y —"—~D7 72 %T 5,
A 2 — W — T 7 A P user AW L7255 A1 root" 2+ 5,

[/—}]

TR —TLFNIT VL (~) T 5D, DA —TLFIITHEICATI SN LTS5,
TEEDN O T A — 7 7% 2 [alEeld CTAD LA, = A —7 3R — O A& LTHERA S,
TR —7LRIRT T U A OB AT S 86, smfilrc B2 L 5,

TR =T LFIRNT T 2 AF a OB ANSNTEGE, 2 A= ANO—EhFRIND,
[BREH]

IPv4 7 R LA 192.168.100.1 DR A NI, —H—%4 uname, A — M5 12345 T SSH #fii 2.

SWR2310#ssh uname@192.168.100.1 12345
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[Pv6 7 R L & fe80::2a0:deff:fe11:2233 DR A FZ, =—H—4 uname, ~— F&ES 12345 T SSH #5575,

SWR2310#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4212SSH 7 54 7~ N OFEE
BN

ssh-client switch

no ssh-client

[PRF R — & —]

switch : SSHZ 747 v FEFIIT D0ED
REE A
enable AT D
disable HEINZT D

[WIHRRE]

ssh-client disable

[AJ1E— F]

ra—m\)varyJ 47—y aryE—F

[FHA]

SSHZ 547 heLTsshavwy FEFEHTEAS X 91215,
no JTERTEIT LI AILSSH 7 54 7 > M E T 5.

[ E B

SSHZ 47 v FEHEMMIT 5,

SWR2310 (config) #ssh-client enable

4213 SSH R & MEBRDOZ VT
BN

clear ssh host sost
[/XF A—&F—]
host : UE—FHRR NG, E£70E, IPvd 7 R A(AB.C.D), 7213, IPv6 7 F L A(X:X:X:X)

[ASTE— R

et EXEC B— N

B

SSHZ F A4 7 b & LU THE L7= SSH Y — S — DN B Z HIR3 5.
(B EH]

SSH /R A MEHRZZ VT3 5,

SWR2310#clear ssh host 192.168.100.1

4,22 A — LA

4.22.1 SMTP A — L — —DHE
EEN

mail server smtp id host sost [port port] [encrypt method] [auth username password]

no mail server smtp id
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[F—TU—F]
port DAY= R—DR— "N EEEEET D
encrypt WA kO ERET S
auth : SMTPRERETHES 7T H v v MEBRAHET S
[73T7 A= —]
id c <1-10>
A — )L —,X— 1D
host DAY= N=T L X ET0E, RA M
IPv4 7 KL A(AB.C.D), IPv6 7 F L A(X:X:X:X)
IPv6 U7 a—7 RLAZIRET D2HEIE, BHHA v 2 —T7 = — A b EETDILELD
% (fe80::X%vlanN D)
BA BA(64 SCFLAN, PEASET L)
port 1 <1-65535>
A =LY — R =D 7R — FFE B (B WEEEL 25, method & LT over-ssl 2MEE SN TV 256
465)
method N X APV
REM Bl
over-ssl H{E 2 M5k 3 % (over SSL)
starttls BE #m551b7 5 (STARTTLS)
username © SMTP #FECHEHTH2—%—4
(64 SCFLAA, 2" | > LA A=A Z RS AT - AR T)
password © SMTPRBFECTHIMT 532U — K
(64 LU, 2" | > LA A=A Z R EAIET - AR
[FIEIEXE]
7L
[ASIE—F]
sua—\varz 4 b—varsrE' =R
[FLEA]
A= VEEIMERT 2 — " —1FRERET D,
[/— k]

SMTP #BFEZ1T 9 B, AUTHLOGIN =2~ > K% fli o TREREZ1T 9,
SSL/TLS ®/3—< = 1% TLSv1, TLSv1.1, TLSv1.2 IZxHiG L TV %,
A= NP —=R"—=D7 KL AL LTIPv6 7 FLAZFKET H%E . SSLITLS IZ X DK SALITFIH TE 220,
Bl
A —)LIE(E Y —/3—[Z, smtp-server-test.com % X ET D,
SWR2310 (config) #mail server smtp 1 host smtp-server-test.com
A —)VikfEH— 3= & LT smtp-server-test2.com Z+57E L. W5{t & SMTP @GR 2R EEXIT 2.

SWR2310 (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — VP —RR—Z DOHRE

E&

mail server smtp id name server_name
no mail server smtp id
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[T A —4&—]
id : <1-10>
A — )P —,3— 1D
server name A N4
(64 SLFLAN, 2Z bR < AT - FATLD)
[FIHIERE]
7L
[AS1E— F]
ra—mpvar 747 b—va e — R
[BLFA]
A= NVEEIHERT 20— = DARTERET D,
[ E ]

A= VIEFY— =D 4 AT E LT test_ mail server ZiX €T D,
SWR2310 (config) #mail server smtp 1 name test mail server
4.22.3 A —)LBHID ) T —RE

E&
mail notify temp-id trigger lan-map [#ype [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify femp-id trigger lan-map
no mail notify femp-id trigger terminal

no mail notify temp-id trigger stack

[F—TU—F]
lan-map : LAN vy FIZET 54X M Edmmd 5
terminal D OUmAREEARBEREICEA T O A N F Rl S
stack DAYy JHEBRICBIT DA X AR EAT D
[/XT A —F—]
temp-id o <1-10>
A=) 77 L— K ID
AN MBS 27 7V — b EEET D
type : LAN v v 72T 514~ hOFEH
R EE B
hardware ENZN ¥
loop J— 7 fE
sfp-power SFP %t L~V B E
queue-usage EE X o —H
poe PoE #A 7
snapshot AFwFva v b
12ms L2MS v % — ¥ v —DHEH
[WIERR E]

L
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[AJ1E— K]
ra—r)var 74— g rE— R
[FHA)
FEE LToHBED A X MERE A — VBT D120 DK EEIT I,
lan-map Z R E L C yype 25 ET D &, FRELIZ LAN v v FIZHT 54 R0 bR EMEN D,
type HEME LTIZHE1E. LAN = v AT 5T _XTOA X hBS@EmESn D,

[/ — ]
APy JHEREICBE T DA N h@RIE, A v ZHEREISHIE LT DR TED 72,
[ B

A=NT T L= #LIZ LAN = v TRERHOA N2 b M) H—2RET D,
SWR2310 (config)#mail notify 1 trigger lan-map

4024 A—NVEEOT T — FREE— R

EEN
mail template temp-id
no template

[/3F A —&—]
temp-id c<1-10>
A—)L 77 L — K ID
[FIEAE E]
L
[AJTE— K]
Ja—x\)ary7 4L —y g E— R
B
A— VL ERRICEAT AT S L — FERETHE— NIIBITT 5,
TUT L= E—RIBITTAZECIREOEHERET DI ENTE S, 77 b— MI&gKk 10 BB ATEE,
o A—JLEEDFEET KA
e A—LEEDOEETLT L2
o A—JLEREOMH4L
o A VR ERHBLREMORE N MEHOAFER)
(B2 EHI]
A—)LT T L— K #l OFREE— FICBITT 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #

4.22.5 A —)LVEEDY— 1 —ID OFE

[EX]
send server server-id
no send server

[T A—=F—]

server-id ¢ <1-10>
A—=NT 7 L— ] ID

(AR E]

no send server

[AJ1E— K]

A—)LT T L— hE— R
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[FHA]
HHT 2 A =P —"—D ID ZHET 5,

(% EH]
A—NF oS L—F#l THERTAA NP —R— |2 —R_R—ID#l #EET S,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send server 1

4.22.6 A — VI EDEETA —NT FURADRE
[F

send from address

no send from address
[T A—=HF—]
address DOEETA—ALT FL X
(256 LFUN, EAEET L @)

[FIH1ER 2]

no send from

[AJIE— K]

A—)T T L—hE—F

[FHA]

EFETLA—NLT RLAERET D,

[ EH

A =T T L— K #1 OEETLA—/VT KL AT sample@test.com Z 45 ET 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send from sample@test.com

42277 A —)VIEE DI A —NLT FUADERE
[EX]

send to address

no send to
85 =5 —]
address DOSESEA—LT KL R
(256 LFLIH, FAEKT L - @)

[N E]

no send to

[AF1E— K]

A=) T T L—hE—F

[RiAA]

A —NT RURERET Do (K4 1)

[/—}]

KRRENTA N M@ oOgis & UTHEH S 4L, FEFORARLECHmL L LTI 2,
[BEH

A—)LT T L— h #l DI A—/LT L AT user@test.com % F5ET 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send to user@test.com
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422.8 2 —VEE DL DR

[EFX]

send subject subject
no send subject

[RT A—F—]
temp-id A= VIR ERF D4
(128 STFLAN, N> bR < AT - ML)

Tl

[FIHIRRE]

no send subject

[AF1E— R

A—=NT T b—hhE—R

[iHA)

A —)VIRE DI ZTRET D,

[/—}]

RREDHEIZLL T O & 725,

s A X2 NBZA : Notification from SWR2310
« AFBAEECA : Certification publishment
REPBIESEAN : Certification expiration

[ E B

AT T L= b # O A= VIEEREOIFAIT "TestMail" Z & ET 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send subject TestMail

4.22.9 A — LV IXEFLRF DORE

[ER]
send notify wait-time time
no send notify wait-time

[73F A —F—]
time 1 <1-86400>
HER DR ()
(R E]
send notify wait-time 30
[AFIE—F]
A—=NT T L—FE—F
[FAA]
AN REERO A — VPN FEERTEE SN D £ TORERH 2R ET 5,
[/—F]
ARRENIA N2 MBEO A — /LR EFHERR & L THER SN D,
[ EH]

A =T T L— b #l DA = LEEFHREEIC 60 B ERET D,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send notify wait-time 60

4.22.10 FEAAERARFD X — VL TE

E&N
mail send certificate temp-id
no mail send certificate
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[NT A —=HF—]
temp-id :<1-10>

A—)T 7L — K ID
(AR E]
no mail send certificate
[AJ1E— ]
RADIUS 27 4 L—varE—FR
B
RADIUS == 7 747 > bFEHAELZEMNT L5 & EIHAT D7 7L — b ID Z2HET 5,

RADIUS ¥—_X—0D 7 T A 7 > FFEAEIL, RADIUS — N —fERED user 2~ RTHRELTZA—/LT FL A~k
45,

[/ — ]

RADIUS %—X—D 7 5 A 7 o FEERAEDETD A — LA S

Certification is published.

Name : [£ (] % user 2~ > RO NAME # 7°v 3 » O EME
Account : [ —H'—4] % user =~ > K USERID

MAC address : XX:XX: XX XX:XX:XX

Expire : YYYY/MM/DD

[RXEH]
RADIUS % — =D 7 T4 7 v FEAEEZ A —NVEMT D EEIEHT L7 7L — N IDIZ#1 ZHET D,
SWR2310 (config-radius) #mail send certificate 1
4.22.11 FEAEBRARED X — VB E
[#EX]

mail send certificate-notify temp-id

no mail send certificate-notify
[/XT A —=HF—]
temp-id : <1-10>
A—=NT 7L —hKID
(AR E
no mail send certificate-notify
[AJ1E— ]
RADIUS 27 4 L—v g »E—F

[REEA)
RADIUS ¥ —R—D 7 T A 7 FEHEERZ A —/LIBHT D LS IHHT LT 7L — F2RET 5,

[/ — ]

RADIUS $—/X—D 7 T A 7 > FEAEOF AU FRTHEE D A — VAR

Your certificate will expire in [X] days.

Name : [£Al]] % user 2~ > RO NAME 4 7> 3 > O EE
Account : [ — W —44] % user =~ > K USERID f&

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD
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4.22.

[ EH]
RADIUS % —_—=0D 27 T A4 T > FiEAEEZ A — Vil T 2 L SIEHT L7 7 b— MO 246581 5,
SWR2310 (config-radius) #mail send certificate-notify 2

12 FEEREDBRHIREIVEI X A X VT ORE

m

4.22

E&

mail certificate expire-notify day [day] [day]
no mail certificate expire-notify

[T A—HF—]

day : <1-90>
ARG Z 18 509 2 7% A7 H K

[(WIHRRE]

mail certificate expire-notify 30

[A1E— ]

RADIUS 27 4 7 L—3 a3 E— R

[

RADIUS #—/—0D 7 74 7 > bk EOAZHGIREIN &2 ST @95 A& faET 5,
WHIABIL 3 L THRETE 2,

[/—H

day IZANNEFIZBEDL BT, BIETR RSN D,

(B

RADIUS #—/—=0D 7 74 7 > FEREOAZHIREIN O Sai@k 2 50 HATE 10 AANZEET 5.
SWR2310 (config-radius) #mail certificate expire-notify 50 10

A3 A —VEEBEROFR
EEV
show mail information [temp-id]
[/3T A =5 —]
temp-id ¢ <1-10>
A—=NT 7 L—hKID
Af1E— K]
F¢bE EXEC £— R
(@]

FBELET L —FID DA —LVEEEREFRRT 5,
T L—NID I LIS E1R. 2 TOA— IUEREFRT D,
[ E Bl

A= T T L— k #]l DA —NEREFRT D,

SWR2310#show mail information 1

Template ID 3 A

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com
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4.23 Yamaha Unified Network Operation Service (Y-UNOS)

4.23.1 Y-UNOS ¥EREDR T
[

y-unos enable

y-unos disable

no y-unos
[F—TU—F]
enable : Y-UNOS #rEZ A 20ic 4 5%
disable © Y-UNOS t¥REZ T 5
[WIERRE]
y-unos enable
[ASIE—F]
sa—\)varZ 4 S L—varE— R
[FH]

Y-UNOS (Yamaha Unified Network Operation Service: & b 7 —2 %41 L CT A ARl L2 HEET 5V — B 2) g%
AN ETITENS D,

no A THAT L7 B I3 EIC R 6

[/— "}

Y-UNOS #HEIZIRF VLAN OH TEIET 5, f5F VLANIZ IPv4 7 R L ADRGEE STV WNGAR, f5F VLAN
WY 7 27 LT HIRRETIE Y-UNOS HgEZ =135,

R5F VLAN 228 L 7235513, Y-UNOS OAH A HERSHEHEEEH O~ /L F F v A b 7 L — AfEIERRE (12-mcast flood
239.192.128.250) % {&~F VLAN ([Zi@EH 5 Z &,

Y-UNOS #RED A MBI LIZITER K 1 256036 5,

ALy VDA S, Aa~r NI TE 20,

[EXRE B

Y-UNOS #fe & 203 %,

SWR2310 (config) #y-unos enable

Y-UNOS FERE 2 #0295,

SWR2310 (config) #y-unos disable

4.23.2 Y-UNOS [E# DO FE TR
[EX]

show y-unos
[A1E— ]
FiHE EXEC E— R

[RiAA]
Y-UNOS |ZFHT B ERCAT — X ZADERE R RT 5,
FTRAEIILTO LB,
+  Y-UNOS H£HE D% & (Y-UNOS)
«  Y-UNOS B&RE D IR HE(Status)
+  Y-UNOS HEHRED IPv4 7 K L A (IPv4-Address)
« ASFVLAN O IPv4 7 KL AL ID £ -9 5
. RO —%E
s BT L4 (Model)
s U 7V E(Serial)
o 77 —AvU=xT 3= 3 (Version)
+ MAC 7 K L A(MAC-Address)
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« IPv4 77 F L A (IPv4-Address)
+ 7R A N4 (HostName)
Y-UNOS HERE O IR RE(Status) TIZLA FOWT A2 FRT 5,

Status A

Active Y-UNOS #EBREZSEE L T B fRKE

Y-UNOS FEREASEIE L TRV VIREE(R & v 7 BfES A
BT 72 > TND) % AH v 7 it TR D 7x

Inactive(stack enable)

Y-UNOS FEREDSENE L T2 W RBE(RST VLAN (2 IPv4

Inactive(no ipv4 address) T RUADERIE S TR, 72T/ VLAN 28 Y
I E T LTND)

Disable Y-UNOS #§RED L) 2 iR AR

[ E ]

Y-UNOS 12 &= 7 %,

SWR2310>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 Vv2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.24 LLDP

4.24.1 LLDP #8E DA S

[EX]
Ildp run
no lidp run

(AR E
L

[AS1E—F]

Ja—\)aryr 4l r—g L — R

B

VAT LART LLDP #REEZ AT 5,

no IR CIAT L7 A 1E,. v AT ALK T LLDP #6E %2 Jshic+ %,

[/— "}

R— MIX LT LLDP #REZ AN T DT T O A~y RERET 2 LERH D,
set Ildp enable =~ > KD fype (LLDP T— = > hF— R TMEIZIE U C txrx, txonly, rxonly Z % &3 5,
e ldprun(Za— a7 4 7 L—3 3 F—R)

e lldp-agent (f % —7 = —ZXE—R)

+ set lldp enable fype (LLDP ——3 = > FE— R)

[EE B

LAN 7R— b #1 @ LLDP B(RED A5 2 A0 T %,

SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1l

(
SWR2310 (config-if) #11ldp-agent
SWR2310 (11dp-agent) #set 1ldp enable txrx
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4242 VAT DDA DRE
[EX]

1ldp system-description /ine

no lldp system-description
[T A—F—]
line DV AT LD O SCFAN255 SCFLAN)

[WIHARRE ]

no 1ldp system-description

[AS1E—F]

ryua—Nnary7 4L —vgarE—R

]

LLDP BRECHEM T2, VAT L OMHAXEZRET 5,

no TR THAT L 723 A I3 EITR 5,

MR EDEIL, A+ 77— =7 VY] ThHhD,

REHI
AT AOFEB LA SWITCHI POINT A (27 %,

SWR2310 (config) #11dp system-description SWITCH1 POINT A

4.24.3 VAT LADBFRDERE
B

lldp system-name name

no lldp system-name
[/3T A= —]
name LV AT AOAFROILTFNRSS5 STT-LIN)

[FIHIRR 2]

no 1ldp system-name

[ASIE— K]
Ja—N)naryz4JL— g3 F— R
(R

LLDP #RE TIE 4%, Y AT LADLHEHRTET D,
no B CEIT LIRS IR EIZR D,
PR EDOEIT HEL ) Th b,

SR EME I LLDP System Name TLV (Z5%E S5,
[REEH]

VAT LDLLFE SWITCHL (1275,

SWR2310 (config) #1lldp system—-name SWITCH1

4244 LLDP =— = > N DYERR

EEN
Ildp-agent
no lldp-agent

(AR E
L
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[AFTE— F]
A H—T 2 —AE— R
B

LLDP =— = F&2ERK L., LLDP =—2 = > b E— NICEBRT 5,

no B TEIT L HA1E, LLDP =— = > M &2 HI&T %,

[/ —F]

LIDP = — = F2HIET 2L LLDP = —Y 2 P E— R TCRELZa~ >y FHEIBREN S,
(B EH]

portl.] CTLLDP =— =¥ F&{EK L, LLDP =— = > hE— RIIBITT 5,

SWR2310 (config) #interface portl.l

SWR2310 (config-if) #11ldp-agent
SWR2310 (11ldp-agent) #

4.245 LLDP |2 X % B &% EHEAE DR E

[EA]
1ldp auto-setting switch
no lldp auto-setting

[T A =5 —]
switch : LLDP (T X % HEEREKRE DR E
B B!
enable LLDP |2 & %5 HEREWREZ AT 5
disable LLDP (Z & % HEha EEE 2 s 9%
(MR RE]
1ldp auto-setting disable
[AS1E—F]
Ja—)ar 74—y g F— KR
B

BEDY~ N EETDHLLDP 7L —AIZ kD AL v FOREE HEICE T+ HHEE2 G005
E72. power-inline disable delay =~ > NIZ X5 #5EAFIEZ A I 0 7 O@EEREZ AT 5

LLDP 7 L — A TIELL T OBERED R E SN D,

o 7l

* QoS

« IGMP AX—t 7

. EEE

+ RADIUS #— 38— Z k

. BEoRESIH

no IR CTHEIT LB AWM EICRE D,

WA B —T 2 — ADIRIHRETE b,

[/—}]

AEREE M % 729IC1E, setldp enable =1~ > FC, LLDP 7 L' — A% Z[E C&E ZREICT HLERD 5.,
B

LLDP |Z & % BB EREREZ AT D,

SWR2310 (config) #1lldp auto-setting enable
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[ER
set lldp enable #ype
set lldp disable
no set lldp enable

[/3T A —HF—]
type DOREfEE—FR
REME BT
rxonly ZEHHICHET S
txonly EEHEHICHRET D
txrx EEBLOZEICRET D
[WIHRRE]
set lldp disable
[AS1E—F]
LLDP =—Y = hE— K
[RLBA]
RIBA B —T 2 —ATOLLDP 7 L —LDEZEE— NERET D,

set lldp disable D4 (%, LLDP 7 L — A& 25515 L7220V,
no FEXTEIT LG E L. MIHIRTEIZE S,
[ EH]

LAN 7"— | #1 @ LLDP #=%{5E— N2 ZEHEHIIHKET 5,

SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1

SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #set 1lldp enable rxonly

(]

4247 FHET7 L AOBEHEDOHRE

[EF2

set management-address-tlv fype
no set management-address-tlv

[/XT A —=HF—]
type COEET N L RO
REME S
ip-address BT FLAZIPT RLALTS
mac-address BHY RLAZMACT FLALT 5
(IR E]
set management-address-tlv ip-address
[AS1E— F]
LLDP =—Y = FE— R
[FAA]

LLDP THEHAT 2, "—FOEFHT FL 2OFEZRET 5,

no TR CTFAT L =B AI3IWIR EITRE S,
F% 7EMEIE LLDP Management Address TLV (Z5%E 415,

| 111
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[ EH]

LAN &R— h #1 OFHT KL 2ADfEHZ MAC 7 KL RIZERIET 5,
SWR2310
SWR2310

SWR2310
SWR2310

config) #11ldp run

config)#interface portl.l
config-if)#lldp-agent

lldp-agent) #set management-address mac-address

4.24.8 AEH TLV OFRE

EEN
tlv-select basic-mgmt
no tlv-select basic-mgmt

[FIIRRE]

7L

[AS1E— R

LLDP =—Y =¥ fE— R
B

BE7 L= LEAEE TLV 2187 %,

no B CELT LG GIE, BRET L— 20 bEREH TLV ZR<,
DA<y RTLLF® TLV 28 LLDP 7 L— A TEME N5,
<FAEH TLV>

(1) Port Description TLV : 78— R DFHA ST

(2) System Name TLV : > X7 LD

(3) System Description TLV : 3/ A7 A D@L L

(4) Syatem Capabilities TLV : & A7 A DHES]

(5) Management Address TLV : AR— R DEF T RL A (MAC 7 RLAEZIXIP 7 R LX)
[ E ]

LAN R— |k #1 T&{§9 % LLDP 7 L — AICHAFH TLV &89 5,

SWR2310 (config)#11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #tlv-select basic-mgmt

4.24.9 IEEE-802.1 TLV D& E

[EA
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHAR ]

L

[ASIE—F]

LLDP =—Vx v hE— R
(LA

P57 L— A2 IEEE-802.1 TLV # B3 5%,

no JERTHEAT LA, %57 L — 2705 IEEE-802.1 TLV %<,
DA<y RTLLF® TLV 28 LLDP 7 L — A TEME N5,
<IEEE-802.1 TLV>

(1) Port VLANID : ;"— k VLAN ID

(2) Port and Protocol VLANID : & | =2V VLAN ID

(3) Protocol Identity : AR — r9 257w h=a,Ld U X |k

(4) Link Aggregation: U > 7 7 7'V i —3 = UEHR
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(5) VLAN Name : 78— b VLAN O4 i
[BXEH]
LAN R— | #1 T3 % LLDP 7 L-— A|Z IEEE-802.1 TLV %:Bi14 %,

SWR2310 (config)#11dp run

SWR2310 (config) #interface portl.l

SWR2310 (config-if) #1ldp-agent

SWR2310 (11ldp-agent) #tlv-select ieee-8021-org-specific

4.24.10 IEEE-802.3 TLV O E
EEN

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

e

[(WIHIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FEA]

%15 7 L— AT IEEE-802.3 TLV ZiBN3 %,

no IR THEIT L7/ 1E,. 2415 7 L— A0 5 IEEE-802.3 TLV &<,
ZMa~<y RTLUFO TLV 73 LLDP 7 L— AIBI S D,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h rR T > = —3 3 > OH R — ME#H
(2) Power Via MDI : PoE 15 ¥ (PoE #%HE D &> 2 BEFE D 7x)

(3) Link Aggregation: U > 7 7 7'V /' —3 = UAE#H

(4) Maximum Frame Size : fx K7 L' — A% A X

[BRE B

LAN 7R— k #1 T%{E4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #tlv-select ieee-8023-org-specific

4.24.11 LLDP-MED TLV DX E
[EFX

tlv-select med

no tlv-select med

[FIHAE ]

mL

[AF1E— K]

LLDP =—Yx v hE— R
[FLHA]

%{§ 7 L— A2 LLDP-MED TLV % B4 5,

no IR CIFAT L7 HA X, 257 L— 2405 LLDP-MED TLV # &<,
ZDa<y RTLUUF®O TLV A LLDP 7 L—ABIME 5,

<LLDP-MED TLV>

(1) Media Capabilities : {5 9% LLDP-MED TLV D%

(2) Network Policy : Voice VLAN 1% ##(Voice VLAN 23FEE STV D AR — kD)
(3) Extended Power-via-MDI : §i.3 PoE 1 #(PoE ¥§RE D & 2 il o )
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[/ —}]

Location Identification TLV M "Location" iR /E I T 5,

[BXE B

LAN R— k #1 T&#{E7 5 LLDP 7 L — A2 LLDP-MED TLV % 3B014 %,
SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #11dp-agent

SWR2310 (11ldp-agent) #tlv-select med

42412 LLDP 7 L — A DXEERBORE

[EFX]

set timer msg-tx-interval &x_interval
no set timer msg-tx-interval

ST A—5—]
tx_interval 1 <5-3600>

LLDP 7 L — A E(E D)
[FIHARR E]

set timer msg-tx-interval 30

[AJIE— F]

LLDP =—Y =¥ hE—F

B

LLDP 7 L — L DX[ERIME 2 ET 5.,

no B CTHEIT LB B3I EICR 5,

[

LAN R— k #1 TEET 5 LLDP 7 L — A D EERIFEE 60 BIZFRET 5,

SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #1lldp-agent

SWR2310 (1ldp-agent) #set timer msg-tx-interval 60

4.24.13 EEEEHIR O LLDP 7 L — AREERBORE

[E=]
set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[T A—F—]
fast_tx : <1-3600>
R E IR O LLDP 7 L — A 2515 MR ()
[FIHIRR E]
set timer msg-fast-tx 1
[AJ1E— K]
LLDP =— V= hE— K
[FAA]

EREEHIE O LLDP 7 L— AR Z & ET 5,

no T THEAT L =G A ITUMRR EIZ R 5.

FEEEE AR & 3R — N OB HT L < Ron o mEZ OB T, mEAEHMREHOUTOa~y Rigit
WLLDP 7 L—ANREE SN D,

*  set timerx msg-fast-tx fast tx : @SS W O X EMBE) 2% ET 5,

«  set tx-fast-init value : FHEEHIMICIEET 5 LLDP 7 L — A DB EZ R ET 5,
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[ EH]
LAN &A— k #] TEHEEEMM O LLDP 7 L— AEERELY 2 IcRTET 5.

SWR2310
SWR2310
SWR2310
SWR2310

42414 LLDP 7 L — AXEELEN O B TORER ORE
[

set timer reinit-delay reinit_delay

config) #11dp run

config)#interface portl.l
config-if)#lldp-agent
lldp-agent) #fset timer msg-fast-tx 2

no set timer reinit-delay
[/$F A—4—]
reinit_delay ¢ <1-10>
LLDP 7 L — AEE15 1R & BRI £ T oK)

(AR E

set timer reinit-delay 2

[AJTE— K]

LIDP=—Y ¥ hE—F

B

LLDP 7 L — AXGEEIENLEYHLE COMRRZRET 5,

no TERTEAT LTSIV EIZR 5,

[EXEHI]

LAN ;R— k #1 TLLDP 7 L — AEEEIE S EHOM L £ TORE %2 10 BICRET 5,

SWR2310
SWR2310
SWR2310
SWR2310

4.24.15 BERFBOREREATTL 2 BN T 322D OREDORE
[#FX]

set msg-tx-hold value

config)#1ldp run

config) #interface portl.1l

config-if) #11ldp-agent

lldp-agent) #set timer reinit-delay 10

no set msg-tx-hold

[/3T A= —]
value : <1-100>
AR MO (TTL) O 2 F T 5 720 O Fesk
[WIHRRE]
set msg-tx-hold 4
[AFIE— F]
LLDP =— x> hE—
[

B M ORI (TTL) 2 /5T 2720 OB EHET D,

no JER TEAT LA IR EICR 5,

Z OFBGEMEIY LLDP 7 L — A 2415 I lE(msg-tx-interval IC B S, S5+ 1 LCTTLEE) & 725,
TTL fEI%. Time To Live TLV IZE%E S5,

TTL = msg-tx-interval x msg-tx-hold + 1 ()

[ EHI]
LAN R— b #1 THEHEHROMRRRER (TTL) 2/ H T 27200 E 2 ITRET 5,
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SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #1lldp-agent

SWR2310 (11dp-agent) #set msg-tx-hold 2

4.24.16 EHEEEHIRI O LLDP 7 L — AREEWMBORE

E&

set tx-fast-init value
no set tx-fast-init

[T A—HF—]
value ;o <1-8>

EEEE R O LLDP 7 L — A5 1H %K
(WX E]

set tx-fast-init 4

[ASTE— R

LLDP=—Y x> hE— R

BN

B EMIRIO LLDP 7 L — AEEE AR ET 5,

no IR CTHAT L7288 I3 EICE D,

(B EH]

LAN F— | #1 TEBEEHMO LLDP 7 L — A& EHEE 2 IR ET S,

SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #11ldp-agent

SWR2310 (1lldp-agent) #set tx-fast-init 2

I

e
el

4.24.17 " — FEN. CTEE TX DR KER B D

[EFX

set too-many-neighbors limit max value
no set too-many-neighbors limit

[/$F A—4—]
max_value : <1-1000>
N— b HALTE LT & D& O Rk e
[WIHAER E
set too-many-neighbors limit 5
[AJIE— F]
LLDP =—Y =¥ FE— R
(@]

R— NN CTEHE TEX 2BBRORKERERTET 5,
no JEX CTHEAT LG E TR EICH R D,
R— M ORRKEREEREB 56, I LD 5265 S 72 LLDP 7 b — AR 5,

[/—F]

awL RERETDELE, IBR—FCHRAIDOLLDP 7L — A5 ZE L L XI0—F, U E— MEREEHT — T LN
7T EIN5,

[ EH]

LAN R— b #] THR— FMHEI CEH TX 2MIORERKEEE 10 ITRET 5.

SWR2310 (config)#11dp run
SWR2310 (config) #interface portl.1
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SWR2310 (config-if) #1lldp-agent
SWR2310 (11ldp-agent) #set too-many-neighbors limit 10

42418 LLDP #EED A ¥ — T = — A —FERE

EEN!
lldp interface enable #ype

Ildp interface disable

[F—T— K]

enable : LLDPHEREZ A2NICT %

disable : LLDP HREZ 224 %

[/3T A—&—]

type DOEEfEE—FR

REME A

rxonly ZEHEMIHRET D
txonly FEHAICHET D
txrx FEBLOZEICRET D

[ASIE—F]

sa—ms\)ar7 47—y aryE—R

[

LLDP #6E DA %0/ 5 A 42 C D LAN/SFP AR — MZ—#ERET 5,

BB EDEAIL, FHE L7 LLDP 7 L —ADEZEE— REHRET S,

[/ —F]

Ka<wro RKiZZae—~\var7 47— g r%F— KORFEITAEE,

BB, AAT L NEIHA U F =T =2—ADLLDP RELX T H72HODH D TH Y . running-config (ZITFEIR IR0,
[B%E B

4C?D LAN/SFP 7"— h @ LLDP #§8EZ A NC L, LLDP 7 L — A& X5 G AlRE7RE — RIZERIET 5,

SWR2310 (config) #1lldp interface enable txrx

4.24.19 4 7 —7 = — ADIREFI/R

&3]
show lldp interface ifname [neighbor]
[FF—TU— ]
neighbor DOEER L TV OBRER OB IR A RRT D,
[T A—=F—]
ifname : LAN/SFP R— F DA LV H —T = — A4,
FRTDHA L H—T 2 —RA
[AJ1E— F]
it EXEC E— R, %M EXEC £—
B

ifname CHE LA ¥ —7 = —AD LLDP §l &R r~7T 5,

neighbor Z 45 E L72AEA v ¥ —7 = — A TH L TV DS OB # 2 For1 5,
LFOBEBENRREND,

show lldp interface ifname D5

o A H =T 2= ARVEDREEHER



18| 2~ KU 77 Ly A | R5F - EAEE

Agent Mode

7'V w U — R(Nearest bridge [ 7E)

Enable (tx/rx)

BAEE— F/ZAFE—F (Y : WTHE, N AAD)

Message fast transmit time

EHEE IO LLDP 7 L — L EERIRR (D)

Message transmission interval

LLDP 7 L — A 15 RIFE ()

Reinitialisation delay

EEIFIEER D & PRI & T ORFHI(F)

MED Enabled

LLDP-MED TLV %18 DA %h/4E%)

Device Type

T8 AH A 7 (NETWORK_CONNECTIVITY [& )

Total frames transmitted

LLDP 7 L — A DEEK

Total entries aged

TTL UL EZER 72 HHET — 70 L HIBR S L7
ax DL

Total frames received

LLDP 7 L — A DZEH

Total frames received in error

LLDP 7 L — A DZET T —#

Total frames discarded

FE S L7- LLDP 7 L— A D%k

Total discarded TLVs

EE S 7= TLV D%

Total unrecognised TLVs

R CTE o= TLV O

show lldp interface ifiame neighbor DG &
o R PG R
Interface Name ZELIEA VH—T = — R4
System Name AT LAFR
System Description AT MDA
Port Description AR— ~ O
System Capabilities VAT LDRES

Interface Numbering

AR —T2—ABBDEAS

Interface Number

AR —T 2 —AEK=

OID Number

OID %=

Management Address

MAC7 RLAE7ZIXIP T RL A

Mandatory TLV D%

CHASSIS ID TYPE

CHASSISID TLV O % A 7 & il

PORT ID TYPE PORT ID TLV D % A 7 & fl
TTL (Time To Live) P15 R O PR FFIRF [ (D)

8021 ORIGIN SPECIFIC TLV D1

Port Vlan id A—F VLAN @ ID

PP Vlan id Z'1 k=L VLAN @ ID
VLAN ID R— K VLAN @ ID
VLAN Name A— F VLAN O£ Fr

Remote Protocols Advertised

YR—FrTB7m harol Xk

Remote VID Usage Digestt

VID Usage Digestt i

Remote Management Vlan

EHH VLAN O£ FR

Link Aggregation Status

Vo7 7V r5—ar ORNES)

Link Aggregation Port ID

Vo277 )=y g ViR— D ID
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AutoNego Support

F— b x I — g UHERE DG /R

AutoNego Capability F— hxI v — 3 UAREAREIE T
Operational MAU Type BERELET 2Ly 7 AE—R

MDI power support PoE H¥BEH AR — F O F M

PSE power pair PSE N\ —~7 —

Power class

PoE #5787 7 A

Type/source/priority

PoE#EX A 7, V—A, BEE

PD requested power value

PD #2232k 587 (0.1mW Hifr)

PSE allocated power value

PSE = 25AEC & 2% /7 (0.1mW HAA7)

Link Aggregation Status

Vo7 7= g v OFR/ER

Link Aggregation Port ID

Vo277 ) A=y g UiR— D ID

Max Frame Size

KR7L—b% A X

« LLDP-MED TLV Of§# (LLDP-MED TLV Z32{2 L 7= 3AICEREN D)

MED Capabilities

LLDP-MED TLV Of&EfED 1 A b

MED Capabilities Dev Type

LLDP-MED A5 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID

MED Tag/Untag VLAN % 7 O 47 i

MED L2 Priority L2 O

MED DSCP Val DSCP flE DG EE

MED Location Data Format

MEFHRDO 7 +—~ v b

Latitude Res L D FERE(A 2072 AL E > M)
Latitude TG4 B M)
Longitude Res TEEE D REEA 72 B E Y M)
Longitude G4 B R
AT RS AT

LA—4—

2:vro7ur
Altitude Res FEOSRRE(E N EAL e > M)
Altitude FEGO By R
Datum T b FE v

0K [E ot S H R (WGS 84)

1AL A U ISR (NAD 83)

2467 A VU Jp I HISR(NAD 83) 0 14 BELE i AR AT

LCI length

MEFHRT —F DR S
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What Bl D 2 PR
0:DHCP #— X — D35
17747 Mlgbiinwet&E2bND Xy NI —/ 3
A DNLIE
2:7 4T NONLE
Country Code a— R
CA type CA (Civic Address) ¥ A 7
MED Inventory Inventory f&# U A b

AEE TS HRIC RS L CIL RFC 3825 # & 1@

[EEHI]

LAN AR— k #1 @ LLDP [E# & F T 5,

SWR2310#show 1lldp interface portl 1

Agent Mode
Enable (tx/rx)
Message fast transmit time

Message transmission interval

Reinitialisation delay
MED Enabled
Device Type

LLDP Agent traffic statistics

Total frames transmitted
Total entries aged
Total frames received

Total frames received in error

Total frames discarded

Total discarded TLVs

Total unrecognised TLVs
SWR2310#

Nearest bridge

Y/Y

1

30

2

Y

NETWORK CONNECTIVITY

oNoloNoNoNeoNe)

42420 2 THDOA V2 —7 = — R BT A KR DOERFR

&3]
show lldp neighbors
[AFTE—F]

JEHHE EXEC &— R, 4 EXEC £— R

(B8]

ETDA U H—T = — R BT DA
(FEREUT show lldp interface ifiiame neighbor =1~ > K % &)

[ EH]

et L TV D BEEROIF A R+ 5,
SWR2310#show 1ldp nelghbors

Interface Name
System Name
System Description
Port Description
System Capabilities
Interface Numbering
Interface Number
OID Number
Management MAC Address
Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS
PORT ID TYPE
INTERFACE NAME
TTL (Time To Live) 3
8021 ORIGIN SPECIFIC TLVs
Port Vlan id
PP Vlan id
Remote VLANs Configured

DIEHE FTT D,

portl.1l

SWR2310-10G

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
portl.3

L2 Switching

2
5003

acd4.

£230.0000

0.0.0.0

portl.3

41

=
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VLAN ID 1

VLAN Name : default
Remote Protocols Advertised

Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID

8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0xO0
PSE allocated power value : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

ololoNololNoNoloNeNoNe]

SWR2310#

42421 LILDP 7V —2L O X —D I VT
[EX]
clear lldp counters
[ASE— R
¥t EXEC B— N
[FREA]
ETDOR—FDLLDP 7V —L B X —% 7 )V TT 5,
(B EHI]
LLDP 7 L — AN A —% 7 )T 9 5,

SWR2310>clear 1lldp counters
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4.25 L2MS (Layer 2 management service)(

2
il

4

4.25.1 L2MS &— R~DO8{T

[EX]
I2ms configuration
[ASTE— K]
Ja—x\)ary7 41—y g T — R
[FRHA]
L2MS OB EZIT 9 125D L2MS E— RIZBITT %,
[/ —F]
L2MS E— R/ a—bar 74 7 b—3 g 08— RIED DT exit 2~ 2 REHEH L, %M EXEC £— KIZ
AT end 2~ REfEHT 5,
[RXEH]
L2MS E&— RIZBITT 5,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #

4.25.2 L2MS H#BEDORE

[ER]
12ms enable
12ms disable
no 12ms

[F—T— K]
enable © L2MS BreE T 5
disable : L2MS BErEE A L

[FIHAEX E]

12ms enable

[AJT1E— K]

L2MS E— K

[FRHA]

L2MS #REZ E AT 2 B0 ERET D,
no IR CEIT LIS ITVHREITR D,
[ EH]

L2MS FrE & 3%,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

4.25.3 L2MS BEBED R EI DR E

[F=

12ms role role
no 12ms role

[7XT A —%F—]
role : L2MS BERE D& E
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BEE B
Be FIc#se L7- SWX 2 U — X WLX302
manager VU —XDOFE A EITH L2ZMS < R —

¥—& LTEMET S

N—B— Ty A —T f—)L, MMSv*
— V¥ —IIRE SN SWX v — X%
L2MS <= f— Vv — &LT@@#%%VA
MR DEHEIND L OEET D

agent

[WIERRE]

12ms role agent

[AJ1E— K]

L2MS E— F

[BEFA]

L2MS #RE 2 ] T~ D BR ORI 2R ET D,
no B THAT L7255 13 agent & L CTENVMET 5,
[/— 1]

ﬁ**y%? 7 NIZ L2MS (A A v FHlEHE) BEEZ AN L~ I —F =7 7 A ¥ —7 3 —/L, L2MS =
F =T ¥ —ITERE SN2 SWX v U — AN EBGFE LTZGEA. L2MS BERENS IERICEEL 8 A,

Fl—Fy FT =272, L2MS v 3 — Vv — L DHEEEN 1 B ERD X I LT 7E &,
[ EH]
L2MS #§fEx ~ % —V v — & L TIHERHT 5,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable
SWR2310 (config-12ms) #12ms role manager

4254 L2MS =— = Vv N OBEEARERE BB O R E
E&N|

agent-watch interval time

no agent-watch interval
85 =5 —]
time o <2-10>

B AR ] P B (D)
[N E]

agent-watch interval 3

[ASTE— K]

L2MS E— R

[REBA]

L2MS D= — = AR T H 7 L — AOEERMBRERET 5,

no IR CTHEAT L7245 i@%&ﬁ 2R 5,

time & RERMEIZHRE LT2HH., BB 7 L— L OBEHEE TS5, L2MS D= —2 = > b &k LT 5 L2MS <
=Ty — #Mﬁﬁéifwﬁﬁwﬁ<@éoMw%méﬁﬁ_mﬁbt BITFO LY BRI L — LD
BRI Z 50, L2MS D= — = & LT D L2MS v~ 32—V v — 038k 2 £ TCORNEL 12 5,

[/ —}]

L2MS D =—V = v hOEFUL L2MS B~ —T ¥ — & LTEEL TWAIHEDHIT I,

[BXEH]

AR bR 2 5 RIS RRET 5,
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SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #agent-watch interval 5

R
il

4255 1L2MS =—2 = v N O X T UK 2 W A RO
E

agent-watch down-count count

no agent-watch down-count
[T A—5—]
count ;o <2-10>
A I]L: o REIEIE
(AR RE)

agent-watch down-count 3

AT E— K]

L2MS E— K

B

I2MS =— Y x B DA T L — L2 E2ZEET LA T Lzt T2 F TORR T L — L EEREERET 5,
no TC K THEAT L =GB ITUIMRR EIC R 5.

BEHRT L — 5% count TRELTEFEEELTHLLMS =—V 2 0 M OISE T L—LAEZELRWES., 4%
L2MS =— Y x> MMIF U v L= LT 5,

[/—F]

I2MS =— V= " EEHR L TWAR— IRV 7 X7 LEGAEE, Ya~vr FORELV LRWE A I T T
L2MS ==V = IR X T L EHET 5 Z LR d 5,

I2MS D= — = FOBEHIZI2MS v % —V v — & LTEWEL TWAIRBEDOHRITH,

[B%EH)

2o e AT A el 8 B ET D,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #agent-watch down-count 8

4.25.6 VAR DB EHERE DR E

[EFX]

terminal-watch enable
terminal-watch disable
no terminal-watch

[F—TU— ]

enable DR OEHEERE A AT D

disable D IR OEERERE A AN LR

[FIHIER 2]

terminal-watch disable

[AFTE— F]

L2MS £— K

B

SR DOEPREREE H T D, BT D EEMICH Yy T — 7 NIFET DA EROTISGZ1T 9,
no JECTHEAIT LGB IE. WROEHMEREN B LD,
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[/ —}]
AR DEHILL2ZMS v 12— % — & LTENEL TW DA DORT I,
[BREHI
UK DEPRERE Z B N T D,
SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

(
SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #terminal-watch enable

4.25.7 S AR e 0D B4 ey ] 1] 8 DB E
E=M

terminal-watch interval time

no terminal-watch interval
ST A—F—]
time : <1800-86400>
IS ] PRl B (D)

[FIEIER E]

terminal-watch interval 1800

[AF1E— F]
L2MS E— K
[FLHA]

Xy MU —7 ORGSR E TS 2 REMEREZERET D, time ICRE LTERFENRIERT D & Ry MU —Z7ICfFE
T HUAROEHRE BIFT 2,

no B CEIT LA TR TEITE S,

[/— 1]

AR DE BN AR TIERWIGE, Ra~xr FOREICHADL LT, mWmAERO G IITHR,

[BEH]

Ui ANE D U IR 2 3600 FHIZRRET D,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager

(

( )
SWR2310 (config-12ms) #terminal-watch enable
SWR2310 (config-12ms) #terminal-watch interval 3600

4.25.8 L2MS §fHl 7 L— A DEZIEHE
[

12ms filter enable
12ms filter disable
no 12ms filter

[FF—Y—F]
enable : L2MS O 7 L— b B EZETE RN
disable : L2MS OHIEI 7 L — A B IEZ(ETX D

[#IEIEXE]

12ms filter disable

[ASTE—F]

A B =Tz —AFE— R

[RLBA]

L2MS Ofilffl 7 L — L% EZET 2 ENERET D,

no I THAT LI A IE, L2MS Ol 7 L — L 2 X ZETE 5 L 92D,
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[/ —}]
Ka<w R, LFDOA ¥ —7 2 —RIIRETE 20,
e VLANA U F—T x—2R
o FElA LH—T =R NESNTWDOYEA L F—T 2 — R
A L H =T 2= AN EBE SN TWDIWERA o H—T7 = — A%, WHRIEDOARa~ > ROREIHKE> TEET 5,
B, WHA L E—T 2= ABmMEA A —T 2= RNET HHEEIT, WA F— T = — 2O EITHIHIEIC
R,
Kawy ROFEICEHDL T, LTFTOWTNNDOFRMELZRTZ L T D5EEIEL, L2MS Ofilill 7 L — AW EZ(E Sz
W2 EnB D,
o STP 7213V —7RHMEREIC L - TA > ¥ —7 = — A Blocking IRREIZ72 > T D
« switchport trunk native vlan none =~ > R3G%E S 41TV 5
o BB VA —T 2 —RIMEENTNS
[ EH]
portl.5 T L2MS O 7 L — L2 EZFE LRV E 51215,

SWR2310 (config) #interface portl.5
SWR2310 (config-if) #12ms filter enable

425912MS =— V= FOFEEDO Y &> b
[EF=

12ms reset
[AJ1E— R
¥iHE EXEC £ — K
B!
L2MS ¥ % — % —WNEH L TWVWALTOLMS T—V = FEEH TALA LT L2MS = — 2 = N OEREZ0
DIET,
[/ — ]
L2MS N~ R =V v —& L TEIEL TWAIEEDHRFETTE 5,
Ka<wr FEFTTHE EHENTWEZILMS ==Y 2> b HE % L2MS < % — ¥ ¥ — O & FRIREE) B4,
AKav s REFATLIERZRICHOLMS =— Y = > M RET 5% A I 71X, agent-watch interval =~ > N Ti%iE
[BYliSaril et g s e
B!
I2MS =— V= hOEHEHEZ Y T 5,
SWR2310#12ms reset

4.25.10 L2MS DfEFR DO TR

EN

show 12ms [detail]
[F—TU— K]
detail G e
[AF1E— K]
FEHFHE EXEC B — I, 43 EXEC £— N
[F ]

L2MS OBIERIEICIE LT, B RO #E #5775,
« L2MS B3 —TY vy —L LTEEL TV A 5E
o BELTWVWDLIMS =—V = h D%

o HELTVD LIMS =—Y = L OIEHR
« MACT7 RL X

. PR
. B4




o R
o TV IHR—F
s WHINTWARE

« L2MS /3~ F—

o L2MS ¥ x—
o L2MS ¥ 3%—
« MACT7 RL XA

avy R 77 LA | RSF - EAIERE

Ty —L LTEELTWT, detail Z467E L7-85d
o L2MS v 3x— ¥ v —DOE#

¥ T STV DR O3

Y — I S LTV DR OTE

o PERESNTVDAR— K

« ImARZFER LR

e BFWHLTWALIMS =T—Y = MO
o BHLTWALIMS =— = FOEHR

« MAC7 RL X
. PEFEA

. B

T

e VI 7y LTNHAR—F

o T oYL IHR—F
e KXY IR—b

s BWHINTWARE

o L2MS =— ¥ = v MIERm I N TV DIARDE
e IDMS T—Vx )y MIBEREENTWDAHRDOBER (AL v FOEE)

e MAC7 RL XA

s HEFEINTWVWAR—F

© TR ZFE R LR

o L2MS =— V=¥ MIEHR SN TV DIEmKEDEFER (AP DLE)
. SN TV 5 SSID
Bigt STV B JEI

© TR ZFE R LI

e IZMSHAT—Y v hELTEHEL TV DS

o« L2MS ¥ % —
o L2MS ¥ x—

[/ — ]
L2MS 2N E L TV R WA
detail DFFEIL. L2MS 2~ % —

(B EH]
L2MS 723~ % —

SWR2310>show 12ms detail
Role : Manager

[Manager]
Number of Terminals

[Agent]

Number of Agents
[ac44.£f230.00a5]
Model name
Device name
Route
LinkUp

Uplink
Downlink
Config
Appear
Number
[bcae.
Port

time
of Terminals
cbhad.7fb3]

Vx—E LTEMEL TV DA

: 3
: None
: Tue Mar 13 18:43:18 2018

—IZEBL STV D ED
X —DMACT RLAEHENTHLEE

BHHITIRREN 20,
Yy —¢ LTEEL CTH%HE

DIREHTH D,

D L2MS THHROFEM A2 £~ T D,

)

: SWX2100-24G
: SWX2100-24G_7Z5301050WX
: port2.1

1, 3, 9
1

1

9

1127
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: Wed Mar 14 14:01:18 2018

Appear time

[00a0.deae.b8bf]
Model name
Device name

SWX2300-24G

: port2.1-3

SWX2300-24G_S4L000401

Route
LinkUp H
Uplink 3 A
Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 0

42511 I2MS D=—V x> ha v 7 4 TEROFERR

E&N

show 12ms agent-config [agent]
85 2 —5—]

agent

MAC 7 R L A(HHHH.HHHH.HHHH), F721%, ##(portD.D-D.D)

SEDIL2IMS T— x> MR D MAC 7 RL A F-IIRIK 2 F5ET 5, AIEEITIA L2MS

T—Vxr MRRENRET D,

[AFTE— K]
JEHHE EXEC & — R, H# EXEC £— R

[FiFA]

L2MS = —¥ = hHEAR(SWX2200)D =1 > 7 4 THEH A FoRvT 5,

FIRNEITLUTO LB TH D,

HH

B

system-name name

Wz DA T DR E

energy-saving mode

HERIERELMEN T 2SN ORIE

led-brightness mode

LED DD FRFE

port-speed port speed

AN—FOBEFRER L OEEE— FORTE

e

port-use port mode

RN— b & RT 20BN DORE

port-auto-crossover port mode

F— b7 v AF— N—HEREZ T D G ORGE

port-speed-downshift port mode

HWEX T T MERREM T B0 ENORE

port-flow-control port mode

7 v —HlEEZER T 2 0B ORE

vlan-id vlan_register num vid

VLAN ID DR E

vlan-port-mode port mode

A— ~® VLAN 8{EE€— FORE

vlan-access port vlan_register num

T U AR— N DOERIE

vlan-trunk port vlan_register num mode

77 R— FDOFRGE

vlan-multiple-use mode

~)LF 7L VLAN T 2 BN O E

vlan-multiple port group num mode

~/)LF 7 )L VLAN O 7 )L — T DX E

qos-dscp-remark-type port type

DSCP V~—F 7 DExXHZ FROFE

qos-dscp-remark-class port class

ZAENT Y bDT T AT ORRE

qos-speed-unit unit

BRI R 21T 5 B oD B2 BAZ DR E

qos-policing-use port mode

ZIERNT T4 T DORY T ELTI DEDPDOHRE

qos-policing-speed port level

2B NT 7 4w 7 ORHIE DR E

qos-shaping-use port mode

EERNT T4 I DY =2 — L TEITINEDNDEE
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EHH G|
NI T4 v OWIIRORE
— U v IHREEAE T 2 D E D ORRE
F=UV TNy MEEHT DR — FORGE

ri—{i
Il

qos-shaping-speed port level

141
il

mirroring-use mode

141

mirroring-dest port

mirroring-src-rx port mode ZELEATy b eI T7—) I D0 ENORE
mirroring-sre-tx port mode EETOHITry VeI TV v I TH0ENOHRE
A= L . R . _ ;
counter-frame-rx-type port counter type ngv bHG L ETHY L o7 L= hORR
DEXTE
v . R . — ¥
counter-frame-tx-type port counter type %QZV PAYLZTAY 2 27 L= b DR
DEXTE
loopdetect-count count 1 720 ON—T" 3584 Uiz &Il 2 BIE O E
loopdetect-linkdown action N— T3 ERE OEME DR E
N— U2 Sy 155 N S
loopdetect-recovery-timer time T%,L L &) Ay LT RRS L R TORT
DEXTE
loopdetect-port-use port mode N— TR BERE & S 2 R ORRE
poe-class port class K AR— N THAEWRER 7 T A D LIROFRE

[EE B
ETOLMS =—V = MgRO a7 4 TIEREFRT D,
SWR2310>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlian-trunk 8 3 join

[00a0.de00.0002]

system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 K L Z72% 0020.de00.0001 O L2MS =— = > RO 2 v 7 ¢ Z1ERE T 5,
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SWR2310>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

PREM 1.23-123-8 D L2MS =— Y = > bR D a7 4 TG & FKRT D,
SWR2310>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

4.25.12 &R AP B T DR IF RO BASHRE DR
[EX]

wireless-terminal-watch interval time

i
i

no wireless-terminal-watch interval
[/RT A —F—]
time ;. <10-86400>
H A5 I3 1 T R ()

(R E]

wireless-terminal-watch interval 60

[AFIE—F]
L2MS E— R
[@iA]
AR AP B T OMRIEHREZ BT T 2R EZRET D, time I[ZFRE LIZREM ST 2 & MR AP B FICAF(ET Dl
ROEHRZ BGT 5,
no A TIFAT L7 B I3 EIC R D,
[/— k]
IARDERBEEL TORWES, Ra~r FOREICHEDL LT, WmAREFROBSIIITDR,
Bl
Ui AR R O UG 2 3600 B ET D
SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable
SWR2310 (config-12ms) #12ms role manager
(
(

)
SWR2310 (config-12ms) #terminal-watch enable
SWR2310 (config-12ms) #wireless-terminal-watch interval 3600

4.25.13 4 X FEHBREDRE
[EX]

event-watch enable

event-watch disable
no event-watch
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[F—7—F]

enable DoAY MRS AT D
disable DoAY MEERBRE AT LR
[WIERRE]

event-watch enable

[AJTE—F]

L2MS E— F

[

A X2 MESEREZ AN T 2B ERIET D, AROLEITEMIIC R Yy b U =7 NIFET D L2MS =—
= hOA N MEROEGEIT I,
no JEATHEAT LI BIE, AN MEREREN AR E 2D,

[/ —}]
AR FOEHUIL2MS N~ 32—V v — L L TEIEL TWAIBAEDRIT I,
[ E R

A X NEREE T D,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #event-watch disable

4.25.14 A N> M MEER O BAG IR ] ] R DB E
[E=

event-watch interval time

no event-watch interval
[T A—=HF—]
time : <60-1800>
H AT ] I B (7))

(AR E]

event-watch interval 300

[AFTE— K]
L2MS E— K
[FAA]

Iy NI —JIZHFETDHIL2MS ==V = hDOA XY MERERET 2R ERET D, time (3% E L 72 R
PRETHE, Ry NI —JIZFETALIMS =— Vx> DA Xy MERETET 5,

no JE A THEAT LB A IIMHIBUEICR 5.

[/— ]

A X MEEEENAD T RWSEE, A<y FOREICHED LT, A X2 MEROTIRIITOR Y,
[BXE B

B ARLRF T R B 22 60 BV ISR TE %,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #event-watch interval 60

42515 12MS =— V= v OB uar 7 4 JTEEEFERT ANENDORE
[

config-auto-set cnable

config-auto-set disable
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no config-auto-set
[F—T— ]
enable D LMS =—Y v hDE¥rar T o SHEREAEHT S
disable D ILMS =—Y v bV r a7 o SEERERE L2
(IR E]
config-auto-set enable
[AF1E— K]
L2MS £— K
[FiHA)
L2MS =— Y = & MESRRED B r a7 ¢ FHRR AT 20 &0 2R ET 5,
Yuar 7 g FJERENER D, L2MS T—2 =0 b DY NAA v F LTI AP O E(2 > 7 4 D)DMEIFES
TV DG, THIHAPREO L2MS = — Y = FBAR y MU — 7 IZTHHE SRS, (REFEN TV D RIE(Z
T4 N HBEITHRET Do
no JEATIAT L2 B I3 EIZ R D,

[/—F]
T— > h SWX2200 125 A EDREIMIL. AZE L ITEZR2 < IThivs,
(B EH]

I2MS =—Y x> b uar 7 ¢ JHRERHHET S,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #config-auto-set enable

426 A F v Fra v b

&2

snapshot enable

snapshot disable
no snapshot

[FF—7—F]

enable D AF v va vy MERZADCT D
disable DR F T va sy MERREBRIZ LW
[FIEIE E]

snapshot disable

[AS7E— K]

Jua—\)aryz 4 l—yarsEw—NR

B!

AF v Fay MEREANZT S,

no R TEITLIZEAIL. AT v 7Y a v MERENES L 25,
[/ — ]

Aa<wr RiE, LMS Bv3—V ¥ —L LTEEL CWABADHRETH D,
[ EH]

AF v Fay MEREANZT S,

SWR2310 (config) #snapshot enable
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4.262 2 F v 7 a v b DHBHRICHARZE 0 D DENPORE
[EX]

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U— k]
except-wireless  :  MESREHG S NI RIEHRE 2T > 7Y 3 v FOREBSRSRNHERNAT D,
(AR E
no snapshot trap terminal
IASE— K
sa—s\var 74 b—va e —R
[RA]
IARNE A AT v T gy FORBHRICED D,

except-wireless 47 3 a Y AHRE LI GAIE, BERT 7 B AR A 0 M P ICEREE N SN R EHRIZ, ATy 7
3 v FOLEBSHRN ORI SN D,

no R CEAT LA L, MREWIZIAT v 7V a v OGS L7 D,

[/ —}]

AKa<wr R, ~x—Yv¥—& LTEMEL. 7> terminal-watch enable =~ > R & snapshot enable =~ > R)EE
SNTWDLIGEDAHRFAMTH S,

[ EH]

ARTEWME 2Ty gy FOHBREIZIED 5,

SWR2310 (config) #snapshot trap terminal

4263 2+ v 7 a v b OERR
[#EX]
snapshot save [after-update]
[F—T—F]
after-update DRy N7 OBRREE RS Lk, Afy T vay bELTRET S

[AFTE— ]

FiHE EXEC E— R

[BLAA]

LAN~ Y7 DAFT T gy MERRTR—RALR ATy T vay N7 7 A NVERET D,

after-update 47" > 3 UNEENLRWGE, BUEY R —V ¥y — DR L TSRy MU —27 OFERIRIEE AT 7o
avy 774V E LTRTET D,

after-update 77" > a URNEENDLEE, Xy VT —7 OBFRIREOIEFRESEHCEHR LcHk, ATy Tvay b7
7ANE LTRIFT %,

[/— ]

after-update 47> a VNG END LA, Ky MU — 7 OERKEDOE @x WCHEFTT DRy U — 27 ORI
Ko TIEFDE T T 5 F TR B5E8 085 5,

[ EH

Xy MU =7 OFRREEFEHF LR, ATy T vay M7 7 A VERIFT D,
SWR2310#snapshot save after-update
4264 A} > a v FOBIR
[EX]
snapshot delete

[AJTE— K]
HetE EXEC B— N
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B
A F v TFay NI ANEHIRT D,
[ E B

AFyTvay N7 ANVERIRT D,
SWR2310#snapshot delete

427 77— LU =T EH

4271 77— U =T EHYV A FORE

&

firmware-update url ur/
no firmware-update url

[/XT A —F—]
url PP TR KON ARL (255 TR
Ty —AU =T NEPILTVSD URL

(MR E]

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2310.bin

[AS1E—F]

ryua—Naryz 4L —vgrE—R

B
WEB = N"—(ZEPNTND T 7 =LV =2T 77 AN T T 7 =0 =7 EHf§HLE0F T u— NED

URL X ET 5,

AR T http://—X—DIP 7 R L AHDHWIEHR A M/ AL” Lo et 725,

IPv6 7 KL ADEFAIIIPV6 7 KL A]"D L HIZ"[]"CTH 5 %ENH 5,

IPv6 V> 7 a—NT RUAEZRET DAL, EHA ¥ —T7 = — A HLIFET D LER B 5 (fe80::X%vlanN DI
2o

P X—=D R — FFEEN 80 LA DLGEIL, “http://—/S—=D P T KL ABH DN R A MR — FEE/A4”E
WH BT, URL OHICIRET B HERH 5,

[ EH]

Ty =AU =T OX T m— K URL % http://192.168.100.1/swr2310.bin |Z5%E T 5,

SWR2310 (config) #firmware-update url http://192.168.100.1/swr2310.bin
SWR2310 (config) #

4272 77— U =T EETHHT S HTTP o X —H——DRE

E&

firmware-update http-proxy server port
no firmware-update http-proxy

[/$5 A —&—]
server : AB.CD

HTTP 7 m % ¥ —H—"—D IPvd 7 F L A
server [ XXnXX]

HTTP 711 % v —H——D [Pv6 7 L A
[X:X:X:X]D K 5[ TH 5 BB B D

IPv6 V> 7 a—NT RUAEZIRET LA, A V2 —T7 = — AL IEET HLERH
5 (fe80::X%vlanN D)

S BT KO A B (255 SCRBAP)
HTTP a3 —H—/—D FQDN
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port o <1-65535>
HTTP 7u x> —H%—NR—DJ A= T R— &K=

(AR E

no firmware-update http-proxy

[AJIE— F]
Ja—n"narz4 7 b—varE—F
B

WEB = —(ZEIPNTND T 7 =LV =T T 7 A NVEE>TT7 7 — L0 =7 BEHT25LEDHITP 7'k —
P N—ZRIET D,

HTTP 7’0 & ¥ —H—N—RNREINTORNWEA, HTTP 72 X U — P — =2 RHE I 7 7 — 20 = 7T HHN
fThid,

A= FEFLHROICRET DILEND D,

no B THEIT LI-HA1E. HITP e %o —H—_R—DRELHIRT 5,

Bl

HTTP 7' 10 % o —H—/3—% 192.168.100.1(7F— h &5 8080) % ET 5.,

SWR2310 (config) #firmware-update http-proxy 192.168.100.1 8080
SWR2310 (config) #

4273 77— AU =T BHDELT

[EX]

firmware-update execute [no-confirm] [no-reboot]
[e—D— K]
no-confirm Ty — AU T B OMERE L
no-reboot D7y — AU T EHBICHEER LR
[A1E—F]
F#HE EXEC £— R
[RLBA]

WEB #h— _—(ZEIPNTND T 7 — LU =T 77 A NVEBUEEITHO 7 7 — L= 7DV EVa v aF =y L,
HEEMAARETONE T 77— 0 =7 DIV T a T v T2 FTT 5,

HEMA RV ETa D77 — AU =T BFET DL, HREZROLNDDT, THT L5683y 2. BH
L2WGAIE " Z AT 0P H D,

no-confirm Zf5ET 5 &, WEREETICI Y a v T v I EFETT D,

no-reboot ZFET H L, VBT a 7 v 7IEITHRICHET L, KREEEHRFICEGZO 7 7 —L 0 =7 TEET
D

[/ —h]

firmware-updateurl =~ R CH¥ 7o — K URL #AHTX 5,

firmware-update revision-down enable =~ > RAHET H L HENWI BV ar~D) BV a X7 U725 L 91C

2%,
no-reboot & EW; (X, firmware-update revision-time =~ > KR E SN TCW=HATYH, FBERZICHESE L,
B!

WEB #— R — 2B TNBE 77— AT 2T 77 A NVT 77— LT =T BT 5,

SWR2310#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.04.01

New Revision: Rev.2.04.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWR2310#
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4274 77— by =zTEra—RKEAL LT U B O
[ER]

firmware-update timeout time

e
i

no firmware-update timeout

[XT A —=F—]
time 1 <100-86400>

ZA LT U NEERHEI(FD)
(A% E
firmware-update timeout 300
[AJIE— K]
Ja—n"narz4 7 b—va e —NF
[@iA]

WEB H—"N—In5 77— AT 2 X 7 ua—RT5L&0X A LT Y NEEERET D,
no JERCTEIT LB ITVIHIRTEICR S,
B&l|

Tr—AhU =T AU ru— ROSA LT MEEZ 120 BICRET D,

SWR2310 (config) #firmware-update timeout 120
SWR2310 (config) #

4275 VYV a U E T U OEF]
[ER]

firmware-update revision-down enable
no firmware-update revision-down

(AR E

no firmware-update revision-down

[AJ1E— ]

Jua—nN\)aryz 4 b—varE'—FR

B

WEB = A_—ZEINTNDE 77— LV =T 77 AN EfoTT7 7 =027 HHTL5L &, BUEOY BV a &

DHEHEWI EY g //\@77 AT =T DI a XAy aiFad b,
XK TEITLESEAIZI B a U X T U ZFFr L7,

[ EH]

Veva s wifad b,

SWR2310 (config) #firmware-update revision-down enable
SWR2310 (config) #

4.27.6 7 7 — AU = T EHRERER EDFER

[
show firmware-update
[AJIE— ]
FiHE EXEC E— R
B
77 —hU =T BRI BT D BEOR TR E R T D,
LIFOEANFR S :I/Léo

e XUl u— 4D URL
« u¥i—H——@ URL
e Xvuru—RDOXA LT NEER
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s YBETVarH Ty O
o WKEEBERFOY 7y—Ly=TJEYa
o EHROFEBRZ
o RH MR OB T 1A
[ E B
77— L7 EHIERE ORI A R T D,
SWR2310#show firmware-update
url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2310.bin
http-proxy: -
timeout: 300 (seconds)
revision-down: Disable
firmware revision for next boot: -
reload-time: -

reload-method: Normal
SWR2310#

4277SD I— Ko D7 7 —b0 = T BEHDOELT

EEN
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—YU— k]
no-confirm D 77— AU =T HHE SD h— RO~ U Mk OMER A L7z
no-reboot 7 =AU = T ERICEES L R0
sd-unmount D7y AU =T EHHNCHER A E T SD h—FNET v TS
[AS1E— ]
F¢HE EXEC £— R
(@]

SD 71— FRIZHEMENTND 77— AU =T 77 ANV TT 7 — LU =T BH%EFATT 2,

NI A= —%FRELRWGEIE, SD W — RNICEEWMZ AR 7 7 — LV = T NFIET H L HH & SD H— KD
~ U MREEZKET 50 OffR a2 RO LD,

Ty =AU =T HBETLGEIE Y 2. THLRVGEIT M AT LILERD D,

SD 1 — RO~ v v MREBAkET 2581y &, 7o~v Uy M 258IE " 2 AT H20ERH D,
no-confirm Z4§E 9 5 &, MEREZETITSD H— KD~y MRIEEZMGE L 7 7 — L U = T B2 £ 5,
no-reboot ZRETH L, VBT a U7y FEITHRICHER L2, RIEEEIRICEFREDO 7 77— L7 =7 TEET
D,

sd-unmount # {5 ET 5 &, MBREZETICSD I—ROT >~ T 2 M&(T9,

[/—}]

Ty =L xT 77 AL, SD I — KD"/swr2310/firmware/swr2310.bin" 7 7 A L EZ BT 5,

SD H—FHNDT 7 =L 0 =T 77 A NVEBIEFATHO7 7 — L0 =T DY BV a rF =y 73 TR0,

SD 1 — K&V A S 7 a1d, FEBIREZ boot prioritize sd =~ > ROIFEIZHEWVSD H— FAD 7 7 — LU =
7 ClEEEhD,

TUvwUyRLTSDA—RERVALTH 7 7 —L 0 = 7 NIk T D,

no-reboot & EHFIL, firmware-update revision-time =~ > R3RE SN CWZHATYH, FEERZNCHEE) L 72u,
[ EH]

SDA—FRHNDT 7 =L 0 =T 77 ANTT 7 =L =T BT D,

SWR2310#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.04.01

New Revision: Rev.2.04.03

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...
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Finish
SWR2310#

4278 7 7 — AU = T BH OBEEIRZ DR E
B

firmware-update reload-time hour [min]
no firmware-update reload-time

[/3F A—&—]
hour . <0-23>

77— AT = 7 B O R E R ()
min : <0-59>

77— AT =7 B OEEEIRZ(5))
[AFTE—F]
sa—m\)varZ 4 L—varE—FR
B

Ty =AU =T WG OFEMIL LT 7 — AU = T AR ERET D,

no B CEIT LG E R 77— AU = 7T HHERICHESH L CH Y 7y —L2 v =T 2HEHT 5,
[ EH]

Ty — AU =T HHOEEEIRZZ AM 1:30 IR ET D,

SWR2310 (config) #firmware-update reload-time 1 30
SWR2310 (config) #

42719 A Z vy VR D7 7 — bV = T HEH L D HEBHHEDORE
[
firmware-update reload-method method
no firmware-update reload-method
[/XT A= —]
method DAy IO T 7 — AT = 7 BN K B Tk
BREE B
normal %‘b/f VAL T e A=Ay FlAlRF R
sequential gh/" VAL T A=Ay FIER R
[WIHIRRE]
firmware-update reload-method normal
[AS1E—F]
Ja—N)naryz4JL— g rF— R
[

ABy JRERRED 7 7 — A0 = T HHIC K 5B REEEZRET 5,

normal DFH, AA VAL vF « AUN—=ZAA v FHZFERHZHEEIT 5, sequential DIGH. A A VAL v F & il
FE TR, A=A, v FEHEHTLZE THEAFOR Y NT—7 - RCEBEN WL IICH T 7 — LT
=T EEAT 5,

no IR CHFEAT LIS & I3 HIEIZ R 5

[/ —h]

Ko< RIEAZ v 7 ¥EED A NI O B 45 7E AT HE,

[ EH]

Ty — AU = T BN LD R IR AR RN ET S,
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SWR2310 (config) #firmware-update reload-method sequential

SWR2310 (config) #

428 A Z v 7

4.28.1 A ¥ v JHEEEDRE

[EFX

stack switch
no stack

ST A—F—]

switch

(AR E

stack disable

[AS1E— F]

ALy 7 FEREDENE

e LA
enable R B T IRREE AN T B
disable AH s T KEREE TN T B

ryua—Nary7 4L —varE—R

[@iA]

ALy 7 HERE AN F I IT NI B,
no JEATHEAT LIS B BHIHIREICR %,

[/ — P}

Ka< s REAZ v 7 RIS TORIATTE D,
SD 71— RIZf_TF L7z Config CTEENL, ZD% SD W —K&T7 o~U v h LToREETCARa~Y REFETTHLEZT—

LD,
[BAEBI]

AL I EREE AT D,
SWR2310 (config) #stack enable
ALy IR E AT B,
SWR2310 (config) #stack disable

4282 A& v 7 ID DER

EEy

stack stack id renumber new stack id

[PNT A —=F—]

stack_id

new_stack_id

(AR 2]
L
[ASTE— ]

<1-2>
BEXMBDOA L N—ZA A, v FDAZ v 7 1D,
<1-2>

EEHDAZ 7 1D

Jua—\)varyz 4 l—y g rEw—NR

[FiRA]

BELFEA VA=A v FDAL v 7 ID LR 5,

FHELRWID ZBE LB /IT= T —ICk b



140 | 2~ RU 77 L2 X | fRSF - AR
[/—}]
AKav s REAZ v 7S TORIATTE 5,
Kavy NERAY v VB EZENICHRE LG E DARETTE D,
HOoBHEDAZ v 7 ID DHRERTE S,
SD 71— RIZf#fF L 7= Config THE) L, D% SD I— KET7 o~V hLTRETARa~ L FE2FETTH LT —
LB,
[ EH]
ALy 7 ID: DA IIN—=AAL v F & ID2ICEELT 5,
SWR2310 (config) #stack 1 renumber 2

4283 A X v JIEROFER
[EX]

show stack

[AJTE— K]
FEHEME EXEC £ — N, ke EXEC £— R

[FAA]
AH s JICHTERERCAT —H ADIFEREFRTT 5,
TRARITLTD LB,
o AKX v U FEREDERE (Stack)
« HEDOAY 7 ID[FZEE](Configured ID)
« HEHDOA% v 7 ID[#EME](Running ID)
s BHDRAT—H Z(Status)
« HEDOAZ v 7 R— KT 9 IP T KL AD#iPH(Subnet on stack port)
o ARZ v UKD MAC 7 R L A(Virtual MAC-Address)
o AUN=ZA v FRHOHER
« A% v 7 ID[IEMHE](ID)
« ET7 /L4 (Model)
e AT — /4 A(Status)
+ 1—/(Role)
« U T LF5(Serial)
. WF MAC 7 F L A(MAC-Address)
o AH v IR— I EOER
o A H—7 = — A% F(Interface)
¢ AT — X A(Status)
AU N—=AA  FHD AT —H A(Status) TITLL FOWT N EFRRT D,

Status 2085
Settin AUIN—=AA TR TAY v 7 BERT D7D
§ R BT T BV,
Active AUN—=AAL v FMTAY v 7 PHER I LTV DHARTE,
Inacive E;i;:%;ﬁ%\éib\ REIL SN AL v T DLEERL LTV 5

AL TREREMNARNTEN, AU R—Z A v F L praL T
Standalone —varynENnT, 1 BTEHLTWDIREE, ZE)L T
MH—EH AL v 7 PRI TWRNWD & ERT,

AH ) FHEREINHNIEN, AV N—AAf v F L xaTLx

Standalone(separated) —varyPENT, 1 B TEHLTWAIREE, EEIL T
MHAS 7RIS TWEZ & 2R,

Disable ALy 7 BEHEDN B IR E,

[/—}]

Rawy NFRY 7 SIS TORIATTE 5,
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AL VG REFITT D,

SWR2310#show stack
Stack: Enable

Configured ID H

Running ID H

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial

1 SWR2310-28GT Active Main S000000000
2 SWR2310-28GT Active Member 5000000000
Interface Status

portl.27 up

portl.28 up

port2.27 up

port2.28 up

4.284 A% 7R —FTHES IP 7 KL AOHFHRE
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MAC-Address

00a0.de00.0000
00a0.de00.0000

E&
stack subnet NETWORK ADDR

stack subnet auto-ip
no stack subnet

ST A—F—]

NETWORK ADD : A.B.CD
R

IP 7 KL AZEfH] (A.B.C.0)
[WIERRE]
stack subnet auto-ip
A= F]
sua—nNarsr 4l —ya 'R
[BLAA]
Kavwy RIFAZ » 7R TOREITTE 5,

RKa<wy FIZAZ v 7HEGRHCHERATDIP 7 RV AZEMERET D,

NETWORK_ADDR (Zi%, %71 v |k 255.255.255.0 23 [EE CT#EH S D, auto-ip DEe. A F v 7 BT Auto IP

HEENFEH S5,
no FECHEAT LGS I3WIHIREICR 5,

Ra<wr FIZEoTHRESINTZIP 7 RV RZERMIE, A¥ v 7R — bPAOR— FTEERATE 220,

Ka<y FORECEFEICKMISEL7-DIITHEHNLETH D,

AR THEZRDIP 7 R AZERIIML TR U AR T A—F— %R ET D, BIRDINRTA—Z—RE LGS, A X

7 BRI CIE LUWBIE AT 2 720,
[BXE B

2By JR—=FOIPT KL AOHFPH & L T"192.168.101.0" % 5 E

SWR2310 (config) #stack subnet 192.168.101.0

4285 AU N—ZRAf v F~DIYE— bl

EEy

remote-login stack id
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[T A —4&—]
stack_id o <1-2>
AHZ 7 1D
[FIHEIERXE]
7L
[AF1E— K]
¥i#E EXEC £— K
[BLFA]
AL THERLT, AA VAL YT POIRESNTEA LU NAN—AL v F~NE—br T AT 5,
VEe—ha A T 5 L AT a7 Mo v 7 ID M5 S TEREND,
[BEH
AA AL I FMNHAN=AAL vy FAD2)~NVE— bR Z A T 5,

SWR2310#remote-login 2

SWR2310-2>

429 ATV 2 —)b

4291 A7V 2 — /L D/E

e

[EX]
schedule id time date time template_id
schedule id event event template id
no schedule id

[/XT A= —]
id o <1-10>
ATV a— )V
date D <1-12> F721F */<1-12> £ 7213 sun, mon, ..., sat E£721F *
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event

A R 77 LA RSE - EHBEEE | 143

H/R

R DR EH] RENE

1 1 H

1,2 1AHE2H

2- 2APB 12 AET
2-7 2AHMBLTHET
-7 1LHM™HTAHET
* A

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HMLI2AET
2-7 2HMBTHET
-7 IAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANS&RAET
-fri HIEH 2 ORREAET
* (!
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 F) (B D FEE 1374 W& 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FRF

12- 12 Bg 5 23 K E T
10-20 10 R§ 5 20 RFE T
-20 0 BE/N D 20 BEE T
* I

5y DFREH] RENE

30 30 47

15,45 1545 & 454y

30- 30 3705 59 N E T
15-45 1553725 4553 % T
-45 05375 4553 % T

(Z3)
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REMHE B

startup EE Lz L X

sd-attached microSD I — RZT Z v F L& &
template_id ¢ <1-10>

A a— VT L— NRE
(18I E]
L
[ASTE— K]
Ja—x)aryz 4L —y g T — R
[FREA]
time AL CAZr P a— L ERELILEGE, HBE LA o L EIHBESNTATF YV a—nNT T L—h
IR ENTWAT 7o a v 2FE(TT 5,
event L CAZ P a— L aBRELTEBEE. BBELIEARY IRRBELXICEEIN-AFVa—LT T L—
MIEERENTWDET 7 v a v &2 ET4 D,
no R TEIT LA, BELZID DR Y a— LV EHIERT 5,
[/ —F]
BEED Ay ¥ 2 — VRRIFFZNCFEITEINDHA. ID O/NSWENSIEICEITEIND,
HOBECHTLEAZRBEIETRET D Z EITTERN,
BWOREZEAM LIZSGE., 00 ERE L-HA LR UHREICRD,
A H LR OBE T & O REPIEE R IC L 2 RAEEE T 5 L8 TE 5, 727 LIS -0, % ]
WFFRESC" I LD B EE T D Z LIETE vy,
Bal]
AR D 0,12,1221,2223 6 & 9 PICAF P a— LT L—h# 2FTTHRAT Va2 — L #l ZRET 5.

SWR2310 (config) #schedule time */mon -2,12-14,21-:0 1

4292 AV a— T L — FDOMBASTDORE
B

description /ine

no description
[73F A =4 —]
line DB AEHTER L O ATES(64 XTFLN)
R a—)VT 7 L— OB
(AR E]
no description
[AFIE—F]
Ay a—NT S —hE—FR
[RLBA]
AV a—NT T L— FOBRALERET D,
no R TEITLESAIE., A7 P a—nAT 7 L— OB EHIERT 5,
[BX )
AV a—NT T b= #LICHAERET D,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #description Get tech-support
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4293 27T a—NT T L— NOFENESHORE
[ER
action switch
no action
[XT A —=HF—]
switch DAY a— VT T L— NORE
RIEE B!
enable A a— T L— NEANIT D
disable ATV a—NT T L= NERINIT S
(IR E
action enable
[AS1E—F]
A a— VT T L— =R
B

AT a— VT T — N EAEITESCT D,

Ko< RTdisable ZH5ETH2L T, NI HT—DEICL DT 73 arDETEHIEDDHZENTE D,

R TET LEEAIZ. AP a—nAT o L— N2 BNCT 5,

[ EH]
A a— )T L— N # RN T A,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #action disable

424 2V a—NT T L— FDORE

EEN
schedule template template id
no schedule template

[NT A —=F—]
template_id ¢ <1-10>
Ay a— VT T L—  NEE
(AR E
mL

[AS1E—F]

sra—nar 74— g rE— R

[@iHH]

R am T T U NERIET HE FIBATT 5.

R TETLEEAIE, BELEAF P a— LT L— N2k T 5,

[EE B

AP a—)VT T L— kN #l BERET HE— NIIBITT 5,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #
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4295 AP a— LTS L— hDawy REFTFD
[EF=

cli-command id command

e
i

no cli-command id

[/3T A —HF—]

id : <1-20>
avy NES

command = A= N

[ E

2L

[AJIE— K]

AV a—NT T L—hE—F

B

AV a—/VHERED U T—plEE L7 & EICFATEIN S a vy RERET D,
no B TIAT LG, HBELIE SO a~r REHIRT 5,

[/— 1]

FICAZr Y 2—nT 7 L— M cli-command 2+ 2 R & script 2~ 2 ROW TR E SN TWDHEE, script 2+
v RIREELT & . cli-command =< > RIZEIE L 720>,
BHEDa~y FERELESG., a2~y RESHN/NSWINBIRICETIND,
BEOa~ FERELERS, 2~ RRBRPTETZ I —Ilhoc LTHEY oa~y NIFTEN D,

N U =B L2 T, F#ME EXEC £ — R Ca~ v RRETESND D, avr FIZX - T et — N2
EBRTL00av s bbby TRETDILNENRD D,

REERGT HHEIIRED write 2~ > REFEITTHLERD D,
BWMECa~y RERETDHZ LT &, Plzidf v —7x—2L LTPortl.l DASE— RIZADEE, int
portl.1 Ti%72< | interface portl.l & FLilk 32NN H 5,

UToa~<y RIXFEITTE R0,
backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock T#iFE 5 2~ > F, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T#iE %5 =~ 7 I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show

ThhE D 2~ K, ssh, ssh-server host key generate, stack ThfiE 5 =1~ > N, no stack CThiE % =1~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(* 1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[BREH]
AT a—)T T L— K~ #l O3~ RE S #1 (T copy tech-support sd =~ > R&B T 5,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #cli-command 1 copy tech-support sd

4296 Ay Va—NTF T L= DAY T N RITORE

[EF
script ref’
no script
[/XT A —=HF—]
ref DRV T R T A NDSIR

BEE i
sd microSD 51—
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(AR E]

no script

[AJ1E— ]

A a—=NT T —E—R

B

U A —EERFO R 7 Y T FEATOR R R ET D,

no W CTHFEAT LI GEIE. A2 V7 NETEENZLET,

[/ — ]

AV a—/VKERED b U A —3EE) L7 & X microSD #— RN O/FE4: /schedule/script.txt (ZFal & 40TV 2 305
BI% I 100 47 E Tavy e LTETT 5,

RIUCAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2+ 2 RO NERE STV DA, seript 2+
¥ RMRFELTEN, cli-command =< > RIFEIE L7220,

cli-command =~ RCEITNEIESN TWD o~y NIZFETTLZ LITTE R0,
[B%EH1)
AT a—=T T L—h#l TAZ YT NFETEENT D,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #script sd

4.30 PRSFEH M

430.1 ;R A NG DERE
B

hostname hostname

no hostname [hostname]
[NT A —=HF—]
hostname DB AERTER LA E(63 XFUW)
RA N
(IR E]
hostname SWR2310
[AF1E—F]
Ja—n)ar 47—y g T — R
(@]
WA M ERET D,

Ko< RCHRELEFRA MiZa~vr R7ar 7 e LCHERT S, SNMP 77 & ZA[REZR AT, MIB 2%
sysName Dffi & L CEHT %,

no B TIHAT L 725 B I3aE 2 MIHMEIC R T,
[BREH]
KA N4 % "yamaha"IZRXET D,

SWR2310 (config) #hostname yamaha
yamaha (config) #

4.30.2 2 A5 ADOHILH)
BN

reload [stack-member ID]
restart [stack-member ID]
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[F—TU— K]
stack_member DA Z Yy IR, BREISELAZ v I AU NR—ZIREAR LTSS, BAF v T A
N—NEEET S
[73F A—HF—]
ID -<1-2>
A E 7 1D
[AFIE— K]
¥ibE EXEC E— R
B
VAT LAEEEET S,
[/ —F]

FATHORET =7 a7 4 7YPEBKEOFRERZ — T v a7 4 )b ERINTWHEE, Fid)
X O EFENENZ /2 D720, LB T T, reload 2~ 2 R restart 2~ > KEITHIIZ, copy running-config
startup-config =~ > F<C write =2~ R, F£7idsave 2~ REFETTH T L,

stack-member 47 L = NI A X U BERE DN ZhIF D A kR E R RE,
[BXEHI]
VAT A FREERT 5,

SWR2310#reload
reboot system? (y/n): y

4.30.3 %X EDFIHAL
BN

cold start
[ASE— K]
¥iHE EXEC £— K
[FEA]
TH RO E CHEB)IT 5, SYSLOG bAIHkd %,
[/ —}]
o=y RETRHCE AR R — REANTEILERSH B,
B NSAY — RRPIEREORETIX, Kavr FEFITTLHZENTEETA, Aibo TEHEANRY — REEHT
TOHVERDY T,
[BREH]
WE Z WY %,

SWR2310#cold start
Password:

4304SD I—FD= |k
[

mount sd
[ASE— R
FEHFHE EXEC £ — K, FifE EXEC £— K
(B
SD 1— KD~ v MLUEZETT D,
SD 71— FFARFZIZEEINIC T > P SN L T2OFTT 2 L4EIT2Y, unmountsd =~ R TT o~ U2 FER
TWDGEICETTOLERD D,
[/—}]
SD B — NiZ7 v~ v v MREDSEE, A TE R0,




[ EB]
SDI—Rz~v» b2,

SWR2310>mount sd

4305SD W —FDT7 ~U v b
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[EFX]
unmount sd
[AFTE— R
JEHHE EXEC £ — R, F#KE EXEC £— R
B
SD 1— RO7 v~ MU EFEITT 5,

RKa<w REETLR0-720, Web GUL Enb 7 o~or MU AZETLARWTSD A— K% SD A2y bbbk

WiE, —i# 0S ETBEEOEENH AR B 5,

[/ —F]
SD I—RKiZ7 vr~vy MREDOSGEA. HTEZR,

[BE B
SDA—F&T o~y b5,

SWR2310>unmount sd

4.30.6 1] LED £— ROFRE

&N

led-mode default mode
no led-mode default

[/XT A —=HF—]
mode © MIMILED £—F
REME B
link-act LINK/ACT €— F
poe PoE E— K
vlan VLAN E— K
off OFF £— K
(IR E]
led-mode default link-act
[AF1E—F]
su—s\var7 47 b—varE—R
[@i ]

W LED £— REZRET 5,

Kavr REFATT 5L ELIE— RTLED AT 2,
HTH, =7 —fHH%IIRE L7z LED £— FITR D,

no B TIATT 5 & WIHIREIZR D,

[ EH]

W LED &— K% OFF £— RIZHET D,

SWR2310 (config) #led-mode default off

. =7 =M% L STATUS £— R

(AT LTS
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4.30.7 LED E— RDORR

[ER]
show led-mode
[AF1E— K]
FEFFHE EXEC £ — R, F#tE EXEC E— K
[FHA)
LED E— FORERIREBEZRRT 5,
UTOHEHEZERRT D,
o I LED & — FORE
« HI/ED LED E&— FDIRkE
[ EH]
LED &— ROFRERIREEZ L RT D,

SWR2310>show led-mode
default mode : off
current mode : link-act

4.30.8 I"— b= F — LED JREEDOFET

EEN
show error port-led
[AFTE— ]
FEFEHE EXEC £ — N, k€ EXEC ©— F
[FAH]

TT—MBEELTVWAR—FDOID LU TOT T —HEHRFNEF T 5,

HH

ALl

loop-detected (blocking)

=L T T ey %o s

loop-detected (shutdown)

JL—7 K L T shutdown

sfp rx-power error (low)

SFP Z M L~UL N IEHE#iPH L W KT

sfp rx-power error (high)

SFP Z L ~ULNIEF&FH LV L5

poe error (port limit)

PoE R— U I v MZ LV #aElFIE

poe error (system limit)

PoE v AT AU I v MZXVREEIL F/213 F— KA
v R X BHEEMmIE

poe error (PD error)

PD =7 —fH L CTHEE IR

[BEH]
N— O T —RELERT D,
SWR2310>show error port-led

ID error
portl.1l poe error (PD error)
portl.2 loop-detected (blocking)
4309 [ZDORA v F &S| BEREBLS
[ER]
find switch start sec method
85 =5 —]
sec : <5-3600>

[Z DAL v FZHT ) BEFED)
method o
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INTG A —H — B
led FE{4 TR — b LED Z iR SHF£9,

[AJ1E— K]

et EXEC B— N

B

BELEPDHEE HET 1202, v F 28T WRELX FEITT 5,

[/ —H]

HIAED LED E— R2 OFF E— RiZ/2 > TWASE., LED Z#ARTX EH A,
(B EHI]

LEDIZX Y 10 BRI T TR v F 28T e BT 5,

SWR2310#find switch start 10 led

4.30.10 [ZDAA »F 5T BBl
[ER]
find switch stop
[AJTE— K]
b EXEC E— K
B
(DAL v T HHT | WEEZEILT 5,
[B%E B
[ZDAAL v T BT HELEIET S,

SWR2310#find switch stop

4.30.11 AT AERONN I T oS

EEN

backup system
[AJ1E— F]
F¢HE EXEC £— R
[FAA]

AEDLLTF & E% SD 1— F~a v’ —1 3%,

« RE =T wTarT 4 JH0-#1 &EZNOITAEET DR

+ startup-config select =~ > K D% EMH

* boot prioritize sd =~ > K D% EH

+ boot auto-apply =~ > RO EFH

SD 51— R "/swr2310/firmware" 7 4 /L 212 "swr2310.bin" NIFELTZ5GE. Ny I T v 77 4 A FlZae—F 5,

SD I— RR~U v FINTWDLEHHIZIRY EITTE D,

[/ —F]
SD 1 — RN I T v 7 E3NTET7 7 A VIHREB LOHIBRZITHRWnWT &,
[EXEH]

VAT MERDONR Y I T T EFETT B,

SWR2310#backup system
Succeeded to backup system files and firmware file.
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43012 VAT MEROY A LT

[EFX]

restore system
[ASIE—F]
F¢HE EXEC E— R
(@]

SD H— RNy 7T v 7 LIV AT MMERERE~Y 2 T 5,

SDA— ROy I T 9T THNELT 7 =LY =T 77 ANDPIHELIZGE, EO7 7 A VN TT7 7 =40
=T OEFHHIT O,

VA NT#%, BEEN TOND,

SD #— FB<=T Y FSNTWALEEIZRY FEITTX 5,

[/—}]

2By JRERRPAN GG, Aa~r FIdfEHTE 20,

[ E B

VAT DMEREAREASNY X NT T D,

SWR2310# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.04.01

New Revision: 2.04.03

Update to this firmware? (y/n) y
Unmounted the SD card. Pull out the SD card.

Updating. ..

Finish

Succeeded to restore system files.

SWR2310#

4.30.13 ProAV 71 7 7 A VEERIDRE
[F=
proav profile-type #ype
no proav profile-type
S5 A —&—]
type © ProAV 7'u 7 7 A LI
REME B!

dante-primary Dante 774~ U —
dante-primary Dante E 1> 4 Y —
ndi NDI
sdvoe SDVoE

[WIHIRRE]

mL

[AS1E—F]

A B —T2—AE—F

B

ProAV 711 7 7 A )VFER AR ET 5,

Ko< KX, Web GUI @ ProAV iR E<—T VLAN & ProAV 7’12 7 7 A L OX[ skl D 7= DI AW S 5,
[/—}]

Ko< K& CLI THEITL TS, ProAV 7’1 7 7 A VOREITEH I 72y,
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2By JHERENA NG G, Ra~r FIIEHTE 20,
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R

A V¥ —T = — R

il

5.1.1 FEASC DX

[EX]
description /ine
no description

[73T7 A =4 —]
line DA ST LU R (80 SLFLI)
KR B —T = — ATKT DA
(AR E
no description
[AJ1E— F]
AH—=T7=2—AF—F
B
HRA 2 —7 == AT L TR EZRET D, no JEARTIIT LI2GEIR, S CZHIRT 5,
B!

LAN R— R #1 [ZEBACERET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #description Connected to rtxl2l0-router

512V %y hE TV

EEN
shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy N L TER LWL 1295,

RKavw RIRREINTA U F—T 2 — AL, #EfInTb I 77 v 7 Lelkd,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 125D,

[/—}]

A~ RIiX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D HG% iE FhE,

B VA — T 2 — ARG L L TR RERELTESGAIX, TOA ¥ —T7 =R IR THETO
LAN/SFP /R — DR ENEHE I D,

[ E 5]

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #shutdown
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BEHE L BET— RERET D,
no R TEIT L2 AIIWEIR EICERE 5,
[/ —F]
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5.1.3 BEHE - BEET— NORE
[
speed-duplex type
no speed-duplex
[R5 R —5—]
tpe L OB{EHE - BfEE— KA T
BEEE - BEE—FFA T B!
auto F—hxI>z— g
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
[AJ1E— ]
A HF =T z—AE—F
B

Kavy RIZRDORELEEZITI & UEA v H—T = —AR—KWICY v 7 X0 T 5,

ARz~ RIX LAN/SFP 7R — R 2D A% 7E I HE,
LAN R— ~Z typel0000-full (5% E T 7200,

I URAR— MIRETE D pype I$ auto & 1000-full DA TH 5,
SFP+74R— MIFRETZ 5 type IF auto & 10000-full DA TH 5,
SFP+7R— I SFP £ = — /L& #pi L. 10000-full Zf5E L7-%

[BREB]
LAN /R — | #1 O{5 3%/ 815 — & 100Mbps/Full 123 7E

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #speed-duplex 100-full

E

B

21X 1000-full & L CTEMET 2,

[E]
mru mru
no mru

[2XF A—&—]
mru T <64-10240>

ZAEFRE IR 7 L — LA ARETHEIIBEHTHDHZ &)

[F1313% 2]
mru 1522

[AJ1E— K]
A E =Tz —RAE—F
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[@iA]
ZAETRER IR T L — LY A R ET D,
no WA CTHFEAT LI & IR EICK b,

[/ —}]
AR =<2 FIZ LAN/SFP R — NT D B35 E Al BE,
[RXEH]

LAN R— k #1 ® mru % 9000 XA MIFRET 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #mru 9000

50570 R/ A kL — HERHBIERE

[EX]
mdix auto action
no mdix auto

[/NT A —HF—]
type w2 b— A OEE
REME B!
enable 7 ua XA N Lb— BB Z AT D
disable 7 u A/ A~ — b BB Z BT D
(AR E]
mdix auto enable
[AS1E— ]
B =Tz —RAE—F
[@iH]

JaA/ANL— NEEPHBIZBENCT D, BT D E IO EBERr—T N2 A (A L — hERIZY

B AR L. B e @ISR ET D,

no B TIAT L7 A3, BEPHIBIAMENIZ /2 Y MDI & 72 5,

[/—}]

A< Rid LAN AR— M2 D% E IhE,

RKa<wy RICEARELEXITO &, YA v Z—T = —AR—FRIZ) v 7 X o5,
[ EH]

LANAR— F #1 © 27 vB AZX N L— O BEPHRIERE & 2035

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #mdix auto disable

5.1.6 EEE 3&7E

[EX]
eee action
no eee

[/3T7 A =4 —]
type :  EEE O#fE

REME B

enable EEE ZHZT 2

disable EEE % #Zhiz 3 5
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[ E]

eee disable

[AS1E— K]

A H—T2—AE—F

B

4% JJ¥4HE Energy Efficient Ethernet(EEE) % A 3275,
no TG CTHAT L7=8& 1%, EEE N EZNZ/ 5,

[/ —h]

A< Rid LAN AR— M2 D% E I HE,

Ka<wy FICEDRELFEZITI &, UM v A —T = — AR v o7 X045,
[ EH]

LAN 7R— k #1 ® EEE ZHT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #feee enable

5.1.7 EEE {5 Al B2 RRT D

EEv
show eee capabilities interface ifname
[NT A —=F—]
ifname : LANKR—hDA v F—Tx—R%
RRT DA H—Tx—A
[AFIE—F]
FEREHE EXEC £— N, ik EXEC £— I
(@]
FRELIZA V2 =7 2= AP EEE KR L TV DN E I nEFERT D,
UTOHANERSND,
HH B
interface A B =T 2 — A%
EEE(efficient-ethernet) H & 7 EEE [Tk his LTV 5 237
Link Partner XFIAEEAY EEE IZRATIS LTV i)
[/ =}
xR S LTV WEATE, EEBICRHE L T RREh b,
[BX B

LAN R— b #1 @ EEE xHi Al & R T 5,
[ #4623 EEE 12k LTV 55547
SWR2310#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): vyes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)
[XFE#%2Y EEE (2R L TV 720N EA]

SWR2310#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

51.8 EEE AT — ¥ A fEREFRT 5D
B

show eee status interface ifname
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[T A —4&—]
ifname : LANR— DA L F—T =— R4

FRTDHA LV H—T = —A

[AF1E— F]
JEFFME EXEC £— N, Fp#E EXEC £— |
[FFA]
ELIEA L H—T 2—ADEEE AT — X% A% FK Rt 5,
LFOEBENRREND,

HH B!

g&

interface AU H—T 2 — R

EEE(efficient-ethernet) EEE A ZhE )

Rx LPI Status ZEMDEES)T— FOIRRE

Tx LPI Status EEMOEEET— RORRE

Wake Error Count TT—H Tk

Bl

LAN 7R— k #1 ® EEE A7 — % 2% £ 5,

[EEE 2SN D54

SWR2310#show eee status interface portl.l

interface:portl.1l
EEE (efficient-ethernet): Disabled

Rx LPI Status :  None
Tx LPI Status :  None
Wake Error Count : 0

[EEE B H I OHE]
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE N B N 2EES)E— R~BAITHDOGE
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE BNHENN OB EIE— R~BITL TV HEA]
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 " — X573 —V U TOHRE

[EX]
mirror interface ifname direction direct
no mirror interface ifname [direction direct]

[F—TU— K]
direction L NI T4y DERERERET D
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[78T7 A —=F—]
ifname : LAN/SFP R— DA  Z—T = — A4,
NG T4 BTV TTHAL L E—Tz—A
direct NI T4 v 7 OBAERTTIN
FF 74 v 7 DERGH B!
both ZARM & RAF A D 1 T7
receive ZAEM
transmit KA
[WIHIRRE]
7L
[AS1E— F]
A F—=T2—AE—F
[FLFA]
RWRA LV H—T 2—RAE A=T 7—7R— b ifname & T =4 —R—hr & LT, direct CRREINTZ T T4 v 7%
T—=U 7T 5,
no B TIAT L2 AIE. 27—V v 7 OREZHIRT 2,
[/— 1]

AK=za< > Rl LAN/SFP R — F O L3 E T HE,
AT 7—HR—=PMNIBRETEDA X —T =T 1 DDH,

[BX EH]
IANR—F#l Z#RA=T77—R—FL LT LANR—F#4 OFEZET L —LE LANR— M #5 OFEETL—L0 %3
AU

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #mirror interface portl.4 direction both
SWR2310 (config-if) #mirror interface portl.5 direction transmit

5110 R— h I F—1 VT DIREER

[ER
show mirror [interface ifname]
[F—TU—F]
interface O RRTLERA— N EEET D
[/XT A—&—]
ifname : LAN/SFP R— sDA vV H—T = — A4,
FRT DA —
[AF1E— F]
FHHrHE EXEC E— R, %§# EXEC E— N
B

R—=hrIT7—=V VT ORELFR T D, interface ZEHME L72BEIL. ETOERR— MIHTIRERRRIND,
1 OOBEMREFR— T L2, LFOHEERFRRIND,

HE B
Monitored Port AR — "D A o H—T =2 — R4
Sniffer Port A=T 7 —R—= DA H—T 2— R4
Direction N7 74y 7 OEERTTM
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[XEH]
27—V IR - FOREEERTT D,

SWR2310#show mirror
Sniffer Port Monitored Port Direction

portl.l portl.4 both
portl.1l portl.5 transmit

5011 A v F—7 = — ADIREER

[EX]
show interface [ type [ index ] |
[XT A—F—]
type DA HE =T 2= RAE AT
AVB—Tz2—REAT B
port MELA v H—T = — R
vlan VLAN AV Z—T = — A
sa AT 4y TP A —T = — R
po LACP A v ¥ —T = — R
index ATy AR
A F—Tz—ZID B
WA B —T = —AD AKX v 7 ID(S),
S.X BRIZEITF SR ZX)EEET D, X
SWR2310-10G,18G (X, A% » 7 ID=1 [HE,
<1—4094> VLANID Z$5E T %,
B ABT 4 v ViR, v H—T == AF T
<o feET 5.
127> I%)ACP MBS A —T 2= AT S EIRET
[AF1E— ]
FEHFHE EXEC £— R, F¥fHE EXEC E— R
[
ifname THRE LTA 2 —7 = — ZADREZ R RT D, ifname ZEWE LT HEIX, 2TOA ¥ —T7 = —ZADIKEE
BRATD,
DIFToHBENEREIND,
HH BB
Interface A H—T 2 — A4
U7 AT —H A %2 (shutdown I
ITER A ERTT D)
Link is + shutdown % EFF : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H —7 = — AFE)I(Ethernet,
VLAN 72 &)
HW addr PELMAC)T RL R %1
Description A B =T = — ZADFRC

iflndex A HB—=Tz2—AA T v I AEKE
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HE B!
MRU Maximum Receive Unit %4
ARP aseine fi . ARP % A L7 7 NRE(ARP =2 K
ageing tmeod Y — (R %3
Speed-Duplex WEEE, BET— NOREME L B)
i BN
Auto MDI/MDIX Auto MDI/MDIX A %h/8E5) %1
SR/ A X3 (IP N
IPv4 address 1P zl / IEX3AP TR

ARERFDOHRFRIND)

IP7Hr— Xy AT R %3 (1P
7 RUVAREROAHARRIND)

broadcast

AA v FHR—FDE—R
Switchport mode e access: ¥ 77 L
o trunk: ¥ 7 fF&

ANZ 420 7 DOIRKE
Ingress filter + enable : A%
+ disable : #E%)

ZAETRER T L— L H AT
Al BTDOTL—LEZFE T
Acceptable frame types HIERRZ: L)

+ vlan-tagged only : VLAN % 7 Dff
W27 L— ADREZLE

B2 77 L7 L —A%5 VLANID

o XTI LA— FDOGA:
switchport access vlan =~ > I C
A€ L7z VLAN

Default Vlan o UM EFR—IOLE XA T 4
7 VLAN

o ZUER—FTEITHENRT Y

b~ D HEZAGERE D5 - None

o RIFERF: vianl

WA K —T 2 — ANEE LT

Configured Vlans % VLAN ID O
packets ZAE Ny M2
bytes ZAE A M %2
input multicast packets ZE~ AT F v A MRy MEK2
ZENY TR LTy MRO%
drop packets
2,%5
packets EEANT Y M2
bytes EIEASA MEox2
multicast packets EESVTF v A STy MIx2
output N . o N
P BET B — FE v A by M
broadcast packets 5
dron packets T Ra w7 UIEE T v MK
PP %2,%5

X1 YA B —T 2 — ADIHFIR
X2WBEA B —T 2 — A FWBEA U — T = — ADHEIR
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X3 VLAN A > ¥ —7 = — AD I

MAFHBA L H—T 2 —ABLOVLANA v H —T 2 —2ADEAIE, TOA v H—T 2 —RAB LTV HYHEA
H—7 = — AD/IMEE R R

%57 — )V Fuy TRHENRIGEICEEORE R, EHRGAIIIZEOHEROAERINET,

[EE B

LAN 7R— k #1 DAREEZ FRT D,

SWR2310# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description: Connected to router
ifIndex 5001, MRU 1522
Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 3 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets : 0

VLAN #1 ORREZFRT B,

SWR2310#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3(u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)

5112 4/ VH—T7 = —ADIREDOHE R
[EX]
show interface brief
[AFTE— F]
FEFRFME EXEC *£— K, §5#E EXEC E— K, fEpl=a> 747 L —ra »E—FK
B
A B =T 2 —ADIRBEHGRRT 5,
DTFTOHEENERIND,

EHH B!
Interface AH—T xz—RA%

Type A B —T = — AT %2

PVID i; L7 L —2u%4%% 5 VLANID
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e B
AA wFR—FDE—F %2
Mode e access: X772 L
o trunk: ¥ ZfI&
Status Vo ATF—H R
Voo X2y DR
Reason » AD: shutdown 3% &
e ED: A— h= 7 —ft
« PD: EFELISt
Speed BAEHE OEMEIREE %2
BT BIEA > 5 —7 = —ADFE
Bl %1
. . = N 24 N -
Port Ch S): AXT 4 v VimEA H—T
= —A
e (P):LACPFH¥iAf v X —T xz— A
FrE 3 2imBiA v X —7 = —AD ID
Description B —T = — A DAL

X1 B A L H—T 2 — ADIHEKR

X2WPRA LV H—T 2 — A @B VH — T = — ADHBFIR
[BREH

A H =T 2= ADREEE S ERT D,

SWR2310#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up == 1g == ==
portl.3 ETH 1 access down PD auto -- --
portl.4 ETH 1 access down AD auto -- --
portl.5 ETH 1 access up == 1g == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up = 1g = =
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up == ==

vlan?2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1lg ==

5013 A FZ—T=z—AD Vv |k
EEy

interface reset ifname
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[78T7 A —=F—]

ifname LAN/SFP A"— M7 idGmBilf v 4 —T = — X
Uy hFBA 28— 2

[AF1E— F]

K#HE EXEC &— R

[# ]

BELEA 2 —T7c—R% Uty N5,
[/ —F]

MRA B =T =2—ZADY 7 REEZ VY FL, V7 2BilELT D,

BB, Uy MIHEOD—BEICY 7 X U BRRAET D,

FRELA v H — 7 = — R ZFTE LT D LAN/SFP AR — R 2

[BREBH]
LANFA—hr#l 2V t> bT5
SWR2310#interface reset portl.l

5114 7V — LV —FRmR

FFEITTE RN,

&3]
show frame-counter [ifname]
[T A—F—]
ifname LAN/SFP R— DA > ¥ —T = — A4
BRTHA A —T =z —A
[A1E—F]
FHFFHE EXEC £ — N, ¥7HE EXEC £— F
B
ifname TIRELTcA LV F—T =2 —ADT L—LA T —IEWREFRTT D, ifname ZEME LIZHEIX. &2TOA
S =7 = — ADEFERERTT D,
IFOHEANRERIND,
HAE A
Packets BIE/ZEANT Y MK
Octets EE/ ZEL T T MK

Broadcast packets

Tr— Ry A F Ay BRI

Multicast packets

VAT Ry ATy MREEZE

Unicast packets

2=k R oSy MR R

Undersize packets

T U= A RNy NEARE(64 AT T BARTE DN
7 )

Oversize packets

A=A RNy FERARH(1523 A7 T ML ED
/3y X

T T RA "Ry NEAEH(64 A7 T > AR T CRC

Fragments MEETHDT v )

Jabbers DNy FRARH(1523 47 T PLLET CRC
DEFETH D/ v FX%1)

FCS errors FCS =7 — 7w M5

RX errors ZETI7—H

TX etrors EETI—HK

Collisions Y v a R
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HE B

Drop packets *_71: Fay F LTk EA Ty ML Ny 7 7z &
DZAGTE D o7 » MK %2

64octet packets 64 427 v NREOD/NT v MEZER

65-1270ctet packets 65~127 427 7 v MRO/NT v bEREH

128-2550ctet packets 128~255 427 7 v bRO/XT v MEZERK

256-511octet packets 256~511 A7 T v MRONRT v MEZER

512-10230ctet packets 512~1023 427 7 v FRO/NT » MEZERK

1024-MAXoctet packets 1024~ KA 7 7 v MROEKD)DST v FEZEK

X1 KA Z—72—AD MRU IZIETE L CEET A,

X2 7 —)V Fu vy IRENLGEICEREOFEHR,. BHRGE T2 EOHEROAFRREINET,
B&il]

LIANR—F#1 DT L —A BT X —%FmT 5,

SWR2310#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets : 84
Octets : 6721
Broadcast packets : 8
Multicast packets : 76
Unicast packets : 0
Undersize packets : 0
Oversize packets : 0
Fragments 3 0
Jabbers : 0
FCS errors 0
RX errors 0

Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors 3 0
Collisions : 0
Drop packets : 0

Received and Transmitted:
6d4octet packets : 1
65-127octet packets 1
128-2550ctet packets : 7
256-51loctet packets : 1
512-10230octet packets : 0
1024-MAXoctet packets 0

50157 V—b A/ Z—D7 )T
[EX]

clear counters ifname

clear counters all

[F—T— K]

all TR TCOA AT 2= ADT =LA A% )T T 5
[T A—F—]

ifname : LAN/SFP A — N E/ TGS v ¥ — T 2 —ADA VX —T = — A4

XNRBDOA R —T 2 — A
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[AJ1E— F]

et EXEC B— R

[FAA]

A HE—T 2 —ADT L —AH T E—% T VTT 5,

ifname I E LT2GEIE. TDOA X —T =2—AD T L—L IO X —% 7 )T T 5,

ifname \ZFRELA 2 B — 7 = — AEHRE LIHAIE, TOA v ¥ —T7 = — AR T 54 TD LAN/SFP R— h D7 L
— LI E— T VT T D,

[BREH]

LANAR—bM#l DT L—L A2 —% 7 VT T 5,

SWR2310#clear counters portl.l

5.1.16 SFP £ ¥ = — )V DIKEER TR

[EF=

show ddm status
[AS1E—F]
FERFHE EXEC E— . %5 EXEC E— F
[FLFA]
SFP £ 2 — /L DIREZFIRT D,
1 SOEBIZH LT SFP AN— b T & ZHIfEE, EIRBIE, TREIESZ RSN D,

HE i

Temperature EY o — LINERIRE(°C)
Voltage (V)
Current B fE(mA)
TX-Power F O 5EFE (dBm)
RX-Power 5% Y D% FE(dBm)
[BREB]

SFP & ¥ 2 — L ORIER FART 5.,

SWR2310#show ddm status

Temperature High Alarm High Warning Low Warning Low Alarm
Interface (Celsius) Threshold Threshold Threshold Threshold
portl.25 42.7 100.0 85.0 -40.0 -55.0
portl.26 = = = = =
portl.27 40.7 95.0 90.0 -20.0 -25.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Voltage High Alarm High Warning Low Warning Low Alarm
Interface (V) Threshold Threshold Threshold Threshold
portl.25 3.37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Current High Alarm High Warning Low Warning Low Alarm
Interface (mA) Threshold Threshold Threshold Threshold
portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
TX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184

portl.26
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portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
RX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = = =
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

W

5117 SFP £V 2 — VDS L~ )VEEH DR E
E&

sfp-monitor rx-power action

no sfp-monitor rx-power

[2XT A—&—]
action : SFP & = — /LD L ~ULEEH O EfE
REME B
R - =7, N2 ~ ﬁ": Vs e
enable SFP E ¥ = — /LD L~ VB & AT
15
s . AN > [ AL Ash )~
disable SFP E ¥ 2 — /LD L~ VEE L A fE 51
15
[FIIRR E]
sfp-monitor rx-power enable
[AFTE— F]
Ja—n)aryz 4 b—y g rETw—NR
[FEEA]
SFP E ¥ 2 — /L O L~IVEER AR ET D,
B!

SFP & 2 — /LD L~V 2 24 5,

SWR2310 (config) #sfp-monitor rx-power disable
5.1.18 R[5 ¥ = —DEARERDOREC AT L)

[EX]

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[73T A =4 —]
action D VAT AREROEEF 2 — O RO E
Bl P
VAT LBRROREF 2 — O EER A
enable I
, VAT DREDOREF 2 — O ARELR &
disable W5
(AR E]
tx-queue-monitor usage-rate enable
[AJ1E— F]

Ja—x\)ary7 41—y T — R
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[@iA]
VAT DEEDOFEEF 2 — O ARER LG E T ITEICT D,
no JE A THRAT LI & 3HIHIBE ISR T,
[/ —F
PR 2 — OB RBRE AT B0, Aav s FIOMRT, A28 —7 2 — 2 ThHREF 2 —OfiE
Bt a AN T 2RENDH D,
[BXRE )
VAT LR TEEF 2 — O RER A ERICT D,
SWR2310 (config) #tx-queue-monitor usage-rate disable

5.1.19 KEF 2 —DFEHREHOBREA v ¥ —T = —X)

E&

tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate

[T A—F—]
action DORBA A —T 2 — ADEEF 2 — DFHAREHORE
BREE BL
enable XA B —T 2= ZADEEF 2 — D
FEARE AT D
. B o —T = — ADELEF 2 — O
disable R NS
[FIHIRRE]
tx-queue-monitor usage-rate enable
ASE— )
A H—Tz—AEF—FR
[

RGA VB —T 2 — ADKEF 2 —OEHRERZH D E 23N T 5,

no FECHEAT LGS I3 WHIREICRE T,

[/ —}]

A< Rid LAN/SFP 7R — NI D AR E AlHE,

PEEX 2 —OFERAREEEENCTH-0100F, Ka~<r R T, VAT AR THEES 2 — O FIRER
EHINCT DHERH D,

[ EH]

LAN R— | #1 O%[FF = — O HRER %2 BT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #tx-queue-monitor usage-rate disable

5.1.20 £fE ¥ = —DFEFHRERDORERT

[EX]
show tx-queue-monitor
[ASTE— K]
FEFrHE EXEC E— N, %54 EXEC E— N
B

EEX 2 —OFEHEEHORELRTT D,
RANEITLTOLEEY,

o VAT AEROEEF 2 — O HEEH O E
« LAN/SFP R— h T & DT
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o A UH—T x— AL (port)
« LAN/SFP R— R DE[E F = — O FHREL DO E (usage-rate),
[ E B
EEF 2 —OFEREROREERRT D,

SWR2310>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

S22V 0770V F—ayv

K
&l

B2 AT 4 v 7B A VI —T=2—AD
[EX]

static-channel-group link-id

no static-channel-group

[/NT A—F—]
link-id o <1-96>
AET 4y Vi v H—T = — A
[ASTE—F]
A F—T 2 —AE—F
[BFA]

SRA B —T 22— A% link-id CERELIZAAT 4 v VA v 2 —7 2 — A B S8 5,

o FERTET LSS, B A v E—T 2 —REART 4 v IBA L —T 2 —ANLHIBEE 5,

[/ —F]

AR =<2 FIZ LAN/SFP R — N D&% E Al RE,

ART 4 VEPRA B — T = — ADEE L2 link-id \[Z%f L C. LAN/SFP R— N FTE S H A4, Hi-ic A
BT 4 VBB —T 2 —ADRERES NS,

ABT 4y iAo H— T 2 — AN GRS E AR, FTB T %5 LAN/SFP AR — N ELS 72 o 235818, A4 T+
o TR A —T = — ARYIBRENS,

1 ODART 4 VA v Z—T 2 — R THK 8 DOD LAN/SFP R— F 2B S5 2 LN TX 5,

BEIZIFE L TCWAD R T 4 v Vi VX — 7 = — XX L CATR S 55A1E,. LAN/SSFPR—hERET 4 v 7
A H—T 2= AT, UTOREELET—HIEDHI L, REVBRRDIGEITIZT L7725,

« VLAN DO 5E

¢« QoSDFTAME—RRET 74V bk CoS i, N— MELEZET)

o —THRHEOFREL—TREOA/ER, RN— T v % T OH /L)

TN ART 4 VB,V H— T = — AR EN D5 E1E. LAN/SFP R — F D EFREN A Y T 4 v 7 imfliA
VHE—T 2 — ADOHWERE LR D,

LAN/SFP iIR— "2 A X T 4 v Vi v 2 —T7 =2 — AR &5 & . MSTP OFREDNVIHHREMICR S, 7.
ABT A4 DA =T 2 — AP BE L7856 MSTP O ENHIHIRR EMEIZRE S5,

1 >® LAN/SFP "R — s ZEEOFERA v X —7 2 — RZFTR S5 Z LTk, no B THIBSHTHH R
IRAREA LA —T 2 — AR EED L,

[ EH]

LAN R — M #1 ZRAEZT 4 v Viglf VX —T = — R #5 IZATE S 5,
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #static-channel-group 5

522 AZT 4 v VA F—T = — ADRERR

&3]

show static-channel-group
[AF1E—F]
HHrHE EXEC £ — F, FrbE EXEC £— F
[FiA]

ABT 4 ViR A A —T 2 — ADREE R T D,

TFHETDHDAAT 4 v VBB A v A —T =2 —AZ LI TOHEANEREIND,

o ARET 4 v IEEA LV E—T 2 — R

« B— AT U RHRED L —V

« FTELTWVWD LAN/SFP R— h DA V¥ —T =— A%,

01— RXNT v ZERED L— 2OV T, port-channel load-balance 1~ > KD type /3T A —H —LMD = L

[BREH]

ABT 4 VA B —T = — ADWREERTRT D,

SWR2310#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

SN

523LACP R A L ¥ —T = —ADHRE

[EFR
channel-group /ink-id mode mode
no channel-group

[7%F A —H&—]
link-id o <1-127>
LACP A v 2 — T = — A&
mode D BEE— R
mode e
LACP % ACTIVE £ — R CHSRES ¥ 5,
active ACTIVE &— R CIL, *Hafesioxt L THHR
MJIIZ LACP 7 L— A5 EET 5,
LACP % PASSIVE £— R CHRESH¥ 5,
assive PASSIVE &— R T, %tz LACP
P T —LEZELEHEEICDOHLACP 7 L
— AL EEET D,
[AJ1E— K]
A B —T 2 —AF— R
[FEHA]

SIEA v H—T = — A% link-id THRELT7Z LACP @Bl v ¥ — 7 = — XA B & ¥ 5,

no B TCEITLIZHEAIE, B A v X —T =2 — A% LACP ig¥iaA v X — 7 =2 — AN LR EE 5,
[/ —F]

AKza< 2 R LAN/SFP AR — MMZ DL 3% E Al HE,
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LACP @A % —7 = — AIZ LAN/SFP AR — F Z @ S B 7o 5513, 2% LAN/SFP /R — KT lacp timeout long 737%
EIND,

F72. LACP #BiA v 4 —7 = — AN ORI E 7285815, %% LAN/SFP /R — K @ lacp timeout =~ > R DX EMN
Hilrsh 2,

LACP i@HEA X — 7 = — ADELE L2\ link-id 1Z%F L C, LAN/SFP A —  ZFf)@ ¥ 258 1%., #7212 LACP #&
BALE—T 2 —ADRERIND,

LACP #GHEA v X — 7 = — A BRI -5 R. FTE T 5 LAN/SFP AR — F IS 72 > 7285613, LACP #RBl1
H—7 x—ANHIREN S,

1 OO LACP#HIEA v X — 7 = —AITHE K12 D LAN/SFP R— FETRB S E A2 LR TX 5,

FTE 3% LAN/SFP iR — %723, 8 O F TlX LACP iAo ¥ — 7 = — ACHIFFIC R LI, 8§ DEBEZ 725320
TIHREEREIEZ TOMMER— N 5D,
HEE— R "E D LAN/SFP ;" — NI LACP UV > 7 7 7V 7 — 3 Zxbi Lew, (FTBIXFTHE7Z 28 LACP Y
V?TﬁU%%VﬁV&LT%WiL&V)

SE1E B A B 72 B LAN/SFP 75— b 28[A— LACP #BRA o % — 7 = — 22T L T D 554 O BEIT Sdie ) o
TV 3 Y OBREHEIFT D, FAIE lacp multi-speed v RO L,

BEL ﬁELTwéme AR X — T = — A% LT LAN/SFP R— M 2B S & 58541, LAN/SFP R— |k &
LACP#HEA v X —T =2 — AT, UTOREEZET—HIEHZ kcﬁﬁwﬁﬁéﬁAii7 LB,

« VLAN O T

« QoSD LT AFE—RRET 74/ b CoS ., N— MEFEEET)

o N—TRRHOREV—TREOEE, A— 71y ® T O

T2 LACP Bl A v X — 7 = — ADREREIN DA 1L, LAN/SFP AR — h D e M LACP faBl A v ¥ — 7 =—
ADYERE & 72 %,

LAN/SFP R— % LACP #iBl A o % — 7 = — AICFTB & 5 & . MSTP DORRE MW EfEIZ
FE72. LACPiBlA v 2 —7 = — AN BB L7256 & MSTP O E D) HIE% el

1 ©>® LAN/SFP R — M 2 EEOFHEA L F —T = —RAIFEIEDH Z kim%kw

no B CHIE ST O R0 EA V¥ —T7 = —RIZHTR ST D Z &,

[ EH]

LAN 7R— k #1 % ACTIVE £— R T LACP iflA v ¥ —7 = — 2 #10 [T @ S ¥ 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #channel-group 10 mode active

524 LACP iaB A v ¥ — 7 = — ADIREER

E=Y

show etherchannel [ifname)
[/3F A —5&—]
ifname : LAN/SFP R— hDA v H—T = — R4,

LACP f@#liA v # =7 = — A &R L TWVDHA U F—T = — A

[AF1E— K]
FEFME EXEC E— I, ##4 EXEC £— R
[P

ifname &AW LT85, LACP Gl X — 7 = — ADIREEZ KR T 5,
TFET A LACP #HiHiA v ¥ — T 2 — AL IZU TOHENRE RSN,

- LACP A v % —7 = — 2

o m— RXRT U AEED L—L

« FTELTWVWD LAN/SFP R— h DA V¥ —T =— A%,

10— RNT 2 ZERED L — V2OV T X, port-channel load-balance 2~ > KD type /3T A —H —LMDZ L

ifname ZH4RE LT84 . LACP swBll A v ¥ —7 = — A&k LT\ 5, LAN/SFP iR— h DIRIER £ 5,
IFOHEANERRIND,
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HHE B
Etherchannel portN.N LAN/SFP 7R — 44
) . Y ER Y 70 R % 351 97 B #(bandwidth,duplex,mru, VLAN
Physical admin key

HERL N B AERR)

Receive machine state

LACP 7' b 21/1 Receive machine 38 £ D4R RE
e "Invalid"

* "Initialize"

e "Port disabled"

* "LACP disabled"

* "Expired"

e "Defaulted"

* "Current"

Periodic Transmission machine state

LACP 7’12 |k =1/L Periodic Transmission 222845 DR HE
e "Invalid"

*  "No periodic"

* "Fast periodic" (1 F>[H@ TE(E)

+ "Slow periodic" (30 F>fE TiE1E)

* "Periodic"

LACP 7 & b =1/l Receive machine 3B DR HE
e "Detached"

Mux machine state +  "Waiting"
» "Attached"
* "Collecting/Distributing"
fift AR 8
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LIFDF % ZM(Actor H%y H &, Partner xf[f4HT)
Aggregator ID LACP L D5 ID

Information CIZLUL FOEHERRREIN D,

HE B

LAG LACP Y AT L ID(F'7AF VT 4, MACT KL R)
Admin Key LACP D7t & 72 % IDGRHEER — & =)
Port priority LACP 7" — MBS

Ifindex B =T == AFE

Timeout Timeout fiE("Long"=90 >, "Short"=3 #})
Active LACP #i{EE— R("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[ E B

LACPi#HEA v X — T = — ADNREEEZERT 5,

SWR2310#show etherchannel

Q

% Lacp Aggregator: polO0




Load balancing: src-dst-mac
Member:
portl.
portl.
portl.

portl.

LACP 3

SWR2310#show etherchannel portl.1l
Etherchannel portl.l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

S
°
%

SN

Selection
Information Actor
LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001
Port Priority 32768
Ifindex 5001
Timeout Long
Active 1
Synchronized 1
Collecting 1
Distributing 1
Defaulted 0
Expired 0

525LACP ' 2T MEBLEDHRE
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GHLA X — T = — A& LT 5, LAN/SFP AR— R DIREER FoRvd 5,

3
Current
Slow periodic
Collecting/Distributing
Selected
Partner
0x8000,
0001
32768
5001
Long

00-a0-de-11-11-11

COR P

E&
lacp system-priority priority
no lacp system-priority

[/XT A —F—]

priority <1-65535>
LACP ¥ A5 MBS
INEWE EEIREE A E W

[FI3ER %]

lacp system-priority 32768

[AS1E— K]

Jua—\)aryz 4 l—yarETw—NR

B!

LACP v AT MEREZHET D,

no B CHEAT LG A IR E 2 MHMEIZR T,

[/—F]

LACP 3

5 z2615,

Bl

LACP ¥ A7 MBS %A 100 IZRRET D,
SWR2310 (config) #lacp system-priority 100

5.2.6 LACP > AT LMBEELEEDOFRR

WA o F— T == ADKF RS & R S TS AT LB A LR LT, SR EE AN @O T IS HE DS

[EX]
show lacp sys-id
[AS1E— F]

JEHEHE EXEC B — R, K7k EXEC E— R
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[FHA]
LACP v AT MEHE L LACP > A7 AL 1ID 2 FRd 5,
UTOEANERIND,
« LACP ¥ 27 LMEJEEE(0x ThaE 5 16 D)
« LACP ¥ 25 A ID
[/ —}]
LACP ¥ A7 LMESEEIT, lacp system-priority =~ > R CRETZX 5,
LACP v A7 A ID L, MAC 7 FL AWML AREINS,
[ EH]
LACP DY AT LMEFREZRTT D,

SWR2310>show lacp sys-id
% System 0x8000, 00-a0-de-e0-e0-e0

527LACP BFEEY LI T7 7V F— a VORE
(&

lacp multi-speed switch

no lacp multi-speed

[/NT A—F—]
switch s BSEEY o T ) A=y a VERRED RS « BRI E
BEME B!
bl %EEUV77ﬁUE—VaV%ﬁ@K¢
disable %ﬁﬁuyy7fvf—yay%ﬁﬁmﬁ
(#1813 2]
lacp multi-speed disable
[AS1E— K]
Jga—)aryz 4 b—y g rET—NR
[ﬁ%l

LACP IZBIJDBEHEY 7 T 7V F— a UISREDRR) « Wz ET 5,

no B CEAT LG A IR EL VMR T,

[/— 1]

FWRE) o T Y= a VINERI DA OEE

s BRREE@FA— N ETOTRTOFBA— MElBEHEICEDLLTT 77 4 7127 5,

« B— RRATURAFTRTCOFIRAR— N &R,

o KRR R DEEREEZZ T ANRWGS, B L xtrgeR s THTBA— FO—EAMHAICZH L, BT
NMERRRERFTEB R — N2 T 7T 4 7 35,

FOREY o T 7 =g N O OEME

o FRA—NATRINCY 7T v 7 LR — R CBREHEOKR— NOLET 77 4 72T 5,
o BEHEENRRLIMOR—NMNIAZ A DEELT D,
s A= FhRIVZ—TaVIIHEINTWAEA FTER— MNNTRIICR I — 3 v LIziER &R CiEfE

WEDR—NOBRET 7T 4 72T 5,

o NV I T o F LR — MERETY v XA Liml &, LACP#HEA v A —T =— A b Y v X7
Do

[ EH]

HWREY o7 SN A= g VERENCGRET S,

SWR2310 (config) #lacp multi-speed enable
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52.8 LACP ¥ A4 A7 7 b DFRE

[EX]
lacp timeout duration
(85 A—%—]
duration DAL LT NERETD
duration B!

short FALTUNE3IHETS
long A LT RNEIETD

[AS1E— K]

A HE—T 2 —AF— R

(R A

LACP # A L7 7 NERET 5,

[/—}]

Az FILLACP iwlA % —7 = —Z T8 L T % LAN/SFP 38— M D HERE W HE,
LACP @A % —7 = — A2 LAN/SFP AR — F Z @ S 7255513, 24#% LAN/SFP /R — R IZ lacp timeout long 737%

EIND,
F7-. LACP##liA v ¥ —7 = — AL PR S B2 85515, %4i% LAN/SFP 7R — h @ lacp timeout =~ > K D& E N
HikRE 5,

LACP Z A A7 w7 k&iE. SN S D LACP 7 L — A5 S ETCEX o B AT LI R Ol
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOREREILLACP 7 L — LKA S U CTRIAEERIZIE DL, 3218 Lo xR i3 S
7Z-LACP ZA L7 7 FD 13 DB TLACP 7L — L2 EETH LR D,

HE D LACP 7 L — A DXL, XHEERNH%E 5T D LACP 7 L— AWK E N TS LACP Z A A
T MRS D,

[ EH]

LAN /R— |k #1 ® LACP ¥ A A7 U b % short [IZ5RET 5.

SWR2310 (config) #interface portl.1l
SWR2310 (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 VT

[#FX]

clear lacp [/ink-id] counters
[NT A —=HF—]
link-id ;o <1-127>

LACP A v ¥ —7 = — A& E

ASE— K]
Kt EXEC £— R
[BLFA]

LACPO 7 L—L T2 —%7 )71 5,

link-id 80 L7256, GETDIETOLACP#HEA v ¥ —T =2—ADT L —L AT ¥ —% 7 VT T 5,
[ EH]

ETOLACP#HFIA v X —T 2 —ADT L —AI I B —% 7 )Tt 5,

SWR2310#clear lacp counters
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5210 LACP 7 L — A U U A —DFR

[EX]

show lacp-counter [/ink-id]
[NT A —=F—]
link-id o <1-127>

LACP B A & —7 = —AFK =

[AJIE— K]
HHrtE EXEC £ — R, Fr#E EXEC £— F
[BFA]

LACP D7 L — LB T H—%FKRT D,

link-id %W LT=561%, FETHETO LACP A v X —T7 2 —ADT L — LB U U X —%FKRrT 5,
FrJE LT % LAN/SFP AR — h T 22, LFOHENRRRIND,

o EZIEENTZLACP 7 L— A

o EZEENTZ Marker 71 h LT L— A

- EZEINETT—TL—LA

[BREH]

ATOLACPHFA L F—T 2 —AD T L —A BT E—5FmpRmT A,

SWR2310#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.1l 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

e
[l

5.2.11 @ — K5 o ZBEBED )L — )LD

E&
port-channel load-balance #ype
no port-channel load-balance

[73T A—F—]
type DRI VAT 2= A B RO DD DIV
type B
dst-ip 50 5% IPv4/IPv6 7 R L &
dst-mac 55 MAC 7 R LA
dst-port 565 TCP/UDP 7R — h &5
sre-dst-ip E(F 08 L O%ESE IPv4/IPv6 7 K LA
src-dst-mac EEILR L U%E%E MAC 7 R L%
src-dst-port E(FI0E L O%ES5E TCP/UDP AR — &=
src-ip &{E 7T IPV4/IPv6 7 KL A
src-mac EEILMAC 7 KL A
src-port 1%={5 70 TCP/UDP R — F &=
[FIEIEE]

port-channel load-balance src-dst-mac
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[AJTE— K]

Ja—x\)aryz 41—y g T — R

[FRHA]

02— RNT  ZMEFEDREIEN A v X — T 2 — A ERD DD DON— LV EERET D,

ZELIE 7 L—ANO L2/L3/LAEREHH L, BREENIREIND,

no BN CHEAT LG & I3 WHIREICR 5,

[/—F]

Ka<wy FIZV AT ALEOREL 25,

IPv4/IPv6 /377w R TlE72W\W 7 L—ADEAIE, SREINTWAA—LZBEb LT, #ETB L 0% MAC 7 KL
A& TCICHRES A X —T 2 — ADRET D,

[ E R

0— RS AEBE T, HETLH L UGELE IPVA/IPV6 7 R L A Z JCITHEE A v ¥ — T = — AR IET A L) ICEE
1%,

SWR2310 (config) #port-channel load-balance src-dst-ip

5212 LACP A LV X —T7 = —AD 71 b a/LRERR

E&v

show etherchannel status [/ink-id] [summary | detail
[F—U— k]
summary DB
detail = I E N
[T A—=HF—]
link-id 1 <1-127>

LACP fa#iA v & — 7 = — A3

[AS1E— K]
FEFFHE EXEC & — N, Kt EXEC £ — I
B

link-id THRE L7= LACP #w#liA v ¥ — 7 = — ZADIREE £ TRT D,

link-id %80 L= & 21X, £7TO LACP faPiA v ¥ — 7 = — RREEFRRT D,
summary Z§7E€ L7235E 3SR /R L, detail 248 E L2 G B 135EMFE T 5,
summary ., detail H40E L7c & X1, summary BIEEINTZH D LT D,

UTOHEENRERIND,
HH G
Aggregator LACP iHiAf v H—T7 = — A
ID LACP g#liA > % —7 = —Z L5 ID
Actor LAG iﬁi?@LM}yx%AHx7?4¢U%AAMC?
Admin Key B4y H & O LACP #0D5t & 72 5 IDGRELR — R &)
Status Vo7 70— a AT —HF Z("Not
ready"/"Ready")
Partner LAG ﬁ@ff@mevx%AHx7?4fv%4mMC?
Partner Key SHEFIFD LACP # DIt & 725 ID
Link count T — X @G AR — ME/AEE ATRE e AR — Mk
Link 795 LAN/SFP 7R — b —EGEEIZLL T D %)
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Link [ZIZULFOHEENER SN D,

£ KRR B
"Unselected" LACP #il# 7 = ~ = )VifE i,
"Selected" LACP B E#h7z, LAN/SFP AR— h & LTI L 7=,
"Standby" 17;ACP MDA, LAN/SSFP R— k& L, FfR—h & L
Synchronization 7 5 7 A
"no" Synchronization 77 7 27 7335 TUNR U,
"yes" Synchronization 7 7 7 233> T\ 5,

fEFIRAE & | Synchronization 7 7 7226, U > 2 7 w7 L7z LAN/SFP /R — R OIREEMNR DD,

V> 27 7 v 7 L7 LAN/SFP &"— k

b7 3 Synchronizati
i AR 8 ynchronization e

Unselected no LACP #ilfl~7" 2 b = /L@,
LACP NE%h72. LAN/SFP AR— k &
LCEBIRLEZ, Voo 77—

Selected 0 )7

eeee no S L LTHRAHD. Ry

— g

Standby o LACP 234 %72, LAN/SFP R— K &

LCEIRL, AR — hERE LT,

LACP 2847%h72. LAN/SFP R— k &

LTI LTz, Uo7 27 e

Selected ves a2k LTHR LA TF— 2 ilfE
REL 72 o7,

B

LACP iHEE A ¥ — 7 = — ADREEXZ X RT B,

SWR2310#show etherchannel status summary

Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWR2310#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized

yes




Aggregator po?2

ID 4
Status

Actor LAG
Admin Key

Partner LAG
Partner Key
Link count
Link
portl.2
portl.3
Aggregator pol
ID 4
Status
Actor LAG
Admin Key
Partner LAG
Partner Key
Link count
Link
portl.4

602
Ready

0x8000, 00-

0002

0x8000, 00-

0001
0/ 1

Selected
Unselected
27

727

Ready

0x8000, 00-

0127

0x8000, 00-

0001
0/ 1

Selected

al0-de-e0-e0-e0

al0-de-11-11-11

Synchronized
Synchronized

al0-de-e0-e0-e0

a0=de=11=-11=11

Synchronized

5.2.13 LACP R— MEEEDORE

no
no

no
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EEy

lacp port-priority priority
no lacp port-priority

[NT A —=HF—]

priority <1-65535>
LACP 7R — hMEJEE
INEVIE EEEE D EOD

[FIHER ]

lacp port-priority 32768

[A1E— ]

A H =T 2—AE— N

B

LACP A — MBI ZRET 5,
no B CTEIT LG A TR EZ MR,
[/ —H]

LACP ¥ A v ¥ —7 = — AT D & & D LAN/SFP AR — A 8 O F TIX LACP fBil A v ¥ — 7 = — AR
WG, 8§ ODEBZ =D oW TIIEER LI A TR R— ks & 72 5,

Z DX H 7pEE, LAN/SFP 78— b [ CESCIEAL S S T, BRIEMOBE WL ONbERRALND,

EESENENL OFHM 5L, LR o@ Y Th b,
1) LACP R — MEZEEN/ NS WEREL IS,

2)LACP AR— MEEERFE U THIUE, 4 v ¥ —T7 =2 — ARG/ NI OVEREBREIND,
SFP A" — F 2B SE 5 5A813. LACP A — MELEZMOFR— MLV /NSBRETIHILERD D,

(B EH]
LACP R— MERE % 1024 ITRTET 5,

SWR2310 (config-if) #channel-group 1 mode active

SWR2310 (config-if) #lacp port-priority 1024
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5.3 R— EREE

53.1 VAT AL TO IEEE 802.1X SR REDR E
B

aaa authentication dotlx
no aaa authentication dotlx

[FIHIER 2]

no aaa authentication dotlx

[AFTE— F]

Jua—n"pyar7 4 J—y g rET—NR

[RHEA]

AT A4 IEEE 802.1X RFF 2 AT 5,

no IR TEITL-8A1E. & AT AR T IEEE 802.1X ik B+ 5,
FREEIZ. radius-server host =~ K Ci%E L7z RADIUS — _—%2HHT 5,
[/ —h]

FEBRIZ IEEE 802.1X RAF A4 5 7-0121%, ®HA X —7 =— AT IEEE 802.1X RiE%& AT DM ENH
%, (dotlx port-control =~ > )

[ EH]

AT 54K IEEE 802.1X #RiF & A b4 %,

SWR2310 (config) #aaa authentication dotlx

!

5.3.2 VAT LK TD MAC REFEBEDR E
[EF=

aaa authentication auth-mac

no aaa authentication auth-mac

(IR RE]

no aaa authentication auth-mac

[AFTE— R]
Ja—\)arz7 4 b—va rE— R
[

VAT AERT MAC BREE H NI

no TE K THEAT L7245 i /7\7‘A£MKT MAC uunﬁjﬁﬁyﬁ 2T 5,

FRZEIX. radius-server host =~ K Ci% i€ L 72 RADIUS H— —%{H3 5,

[/ —}]

EFRZ MAC FBFEE AT 5 720121%, WA v X —7 =2—ATH MAC RFEE2 HNC T 20813 H 5,  (auth-mac
enable =~ > )

[BREBH]

VAT LAERT MAC @ik E Aok 1 5,

SWR2310 (config) #aaa authentication auth-mac

533 AT AR TOD Web REFHERED R E
B

aaa authentication auth-web
no aaa authentication auth-web

(AR E]

no aaa authentication auth-web
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[AFTE— F]
Jga—n~)aryz 4 b—y g rET—NR
B
‘\/7\7‘.5\/\{1(/(‘ Web & uﬁ%ﬁfj jﬂéo
no ﬂ:/_t( %’T? 1/7’:_ i AT I 12'5:"( Web [Ew QE%EXJJ '?‘%.’)
FRFEIX. radius-server host =~ K TR L 72 RADIUS h— _—%{FHT 5,
[/ —h]
55[%3&1 Web TN uE%fﬁﬁH?é 7:_ \ i¢%4 :/&‘_‘7 I_XT%) Web [FN nE%ﬁ)‘jJ #5%‘%75;&)50 (auth-web
enable =~ > )
[ EH]
VAT LAERT Web iRFEE A ML T 5,
SWR2310 (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FBFEHEEEDBMEE — FRE
[EFX]
dotlx port-control mode
no dotlx port-control
ST A—F —]
mode : IEEE 802.1X FBREOEMEE— F
B{EE— K 24 B
IEEE 802.1X #FED Authenticator & L CENE
auto
15
B B
force-authorized IEEE 802.1X RBFEDREFEHT 24— b I FHTE
ET D
2y = LR — MNMCBEERE
force—unauthorized IEEE 8021X nAL‘\nJ‘_EO)an»LA\pJ‘_Ej‘ }‘ & JE R B
T %
[FIHIRR 2]
no dotlx port-control
[AFTE— ]
A H—=T 2 —AEF—FR
[FEA]

KA v #—7 = — A% LC, IEEE 802.1X REFEREDEIEE— REH/ET 5,

o BERTavr FEET LSS, Jd% A v #—7 =—AD [EEE 802.1X FIFEREITER & 72 5,
[/—}]

Ko< RIiZLAN/SFP R— B L OGHELA v ¥ — 7 = — AT DHFHE [ HE,

[ E B

LAN 7R— k #1 . IEEE 802.1X FXFFEREDENET — K% auto IZ3RET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FRFEDARFRIER — b TOERERIEORE
[

dotlx control-direction direction

no dotlx control-direction
[/NT A—F—]
direction COREGER— b TONr y MEEEIEE R IE
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X BE B
both B L bHEET D,
in ZAE DHIEHES D,
[WIEIRRE]
dotlx control-direction both
[AS1E— R
A EF—T 2 —AE—F
[RLEA]

KRA o H—7 = — A% LT, IEEE 802.1X FRGEDRFRGERF D /7 MNREENEEZ LA E T 5,

no JERCTHEAT LA 13, VIR EICE S,

both ZHEE L CWAEHA., 7V D "L ZELE Ny FEFEL, OB — 0D 7V 0 o Sh
TWNWABA L H—Tz—A~DT B— X v X NV TFx X b3y FOHIEET S,

inZHELTWDIEAE, TV PN ORELERNTY Yy FOREFHEL, MOKR— 0D 70 B b O S
NTNA v H =T 2= A~DTB— X ¥ X NTLTFTFr 2 Ty MNIEET D,

[/—F]

ARz RIZLAN/SFP iR — M B L OGHERA v X — 7 = — AT D% E W HE,

SNHBA v H—=T 2= AT, FAME—FRE2LFV T D bE— NIZHRTE LIZHE° MAC FBiEE R L=
X, BEIMSIZ in & 72 B,

WGA v H—T 2 —ATH AN VLAN DR E % LTI/\Z)iE'A ;t\ AKa~v s FOREBERPENE D,

AKawr RoF E%ﬁﬁﬁé& FRREIRBEI IR R

Kavwy REEHT H7-012iE. /A /5’~7:—~7\Tﬂ<~ NRREHEREZ AN T DML H D, (dotlx port-
control =~ )

[BRE B

LAN R— b #1 ORRFER— R TO/RT > MEEENWEE ZE O MEFIZT 5

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #dotlx control-direction in

5.3.6 EAPOL /X7 v N OXFREIFDERE
[

dotlx max-auth-req count

no dotlx max-auth-req
[73T A =4 —]
count ¢ <1-10>
EAPOL /37 v b D RiA(R A%
(AR E]

dotlx max-auth-req 2

[AJ1E— K]

AHF—Tz—AE—NK

[FHA)

WRA VB —T =— A 2% LT, EAPOL /N7 v FOREE R ORKEEZRET D,

no X Ca~r FEETLELAIE, MIHREIZRED,

[/—}]

A=z RILLAN/SFP R — M B L OGREHA ¥ — 7 = — AT D HGHIE e,

Ka<wr REERTH7-0120%, B, v F—T 2 —ATHR— FiHEEEZ AT A2 HENH 5, (dotlx port-

control =< > )
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[ EH]
LAN 7R— k #1 T, EAPOL /~X%7 v b DX E 3 IR ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #dotlx max-auth-req 3

5.3.7 MAC FFFREBED X E
[EFX]

auth-mac enable
auth-mac disable
no auth-mac

[F—U—F]
enable : MAC B RE A BT 5
disable : MAC FBRFHRE 2 TN IC 35

(18I E]

auth-mac disable

[AS1E— K]

A H—T 2 —AE— R

[REHA]

WMRA L H—T = —RZx LT, MAC Bk AT %,

no FERXCTHEIT LA, £721%, disable Z45E L7288 1. MAC F8iE% RN 5,
[/—F]

A< RKIZLAN/SFP iR — F B L OGHEEA v X — 7 = — AT D HiR E W HE,

B MAC FRREZFEFH 27201213, VAT ALRKRTH MACFRREZ AN T 245N H %, (aaa authentication
auth-mac =~ > R)

[BXEH]

LAN 7R— k #1 ® MAC R3HERE 2 AT 5

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #auth-mac enable

5.3.8 MAC IR D MAC 7 RL AR DOERE
[EX]

auth-mac auth-user fype case

no auth-mac auth-user

[/XF A—&—]
type s B EfEE
R EME K
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case ORXT - NFEREE
BREM B
lower-case /N (a~ 1)
upper-case KILF(A~F)
[F1HIER %]

auth-mac auth-user hyphen lower-case
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[ AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

MAC HLIJ G }ab\f utquH# 'fﬁﬁﬁjﬂél‘—‘ﬁ:b‘% « INA J— }‘@}%iﬁ%ﬁﬁjﬂéo

MACZBFETIE, 77U FOMACT FL A2 a—W—4 « XAU— K& L TfEH L RADIUS V— " —~GH3E%
Bk 5,

no JER . CTHEAT LA 13, WIHIEREICRE S,

[/—F]

Ko<y REMHHTH720121F, 68 A X —7 = — AT MAC RS REZ AN T DL ENH S, (auth-mac
enable =~ > )

(B EH]

MAC FEREIZHEHT 5 MAC 7 RLRATEREANA 707 L, KRXTFICEFRT D,

SWR2310 (config) #auth-mac auth-user unformatted upper-case

E

R

53.9 MAC SHEED R Z T 4 v 7 BED
(&=

auth-mac static enable
auth-mac static disable

no auth-mac static
[¥F—U—F]
enable DORET 4y I RBEANCT D
disable DORET oy BB EERNTT D
(BN E]

auth-mac static disable

[AFTE— K]

B —T 2 —AF— R

B

MAC FRFHERE T, RIEZ RA LY T U B FOMAC T RVAZFDBILAAT 4 v 72 ) — & L TEET
60

no JE K THEAT L7=5A. E£7203. disable 2 E LT2B AL, AXT 4 v 7 BEGE B4 5,

[/ — 1]

Az RILLAN/SFP R — F B L OGREA o Z — 7 = — RZDHFRIE "l e,

AKa~v s ROREEXERTH L, RARRREIIWIHRE

SN MthtﬂmB_&4+:y&l/h)~kbf§ﬁ¢ékwiw9y7&4A7ﬁ%@ﬂ%&ﬁéﬁ\
Kawy REGRHIAZ T v 72 h)— L LTRET L2089 e s,

clear auth state =~ > K, F72(%. auth clear-state time =~ > KT, A&7 1 v 7 HEFEREERE7 VT THZ &
MNTXD,

Ko<y REFEHT L2020, 681 v ¥ —7 2 — AT MAC RiHEREEZ AN T 20N H 5, (auth-mac

enable =~ > R)
[ EH]
LAN 7R— |k #1 O MAC FRFED A X T (v 7 Bk & BT

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #auth-mac static enable

5.3.10 Web FRFFRERE DR E
[E=X]

auth-web enable
auth-web disable
no auth-web
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[F—7—F]

enable © Web RAEHEREZ AT D
disable © Web iBAFRERE 2 NI D
[FIHIERE]

auth-web disable

[AJIE— K]

AP =T z—AF— R

[BLFA]

ﬂ%% \/57*‘7:1:*‘;( ;(ATLVC Web ntuuﬁ%;ﬁ‘)‘j —gﬂé

no JE K THEAT LA, 7213, disable ZF8E L7=35A 1L, Web iRFEZ #Ehicd 5
[/ —h]

$:7/kiumEWﬁ‘%%iO AHLA L H— T = — AT D IR E FTHE,

FEBRIT Web REEAEH T 2720121%, AT AR TH Web iiE 2 AN T H 0465038 5, (aaa authentication
auth-web =~ > )

< VFH T B b E— KU Tl Web iiiFHERRE 2 BN T 5 2 LT T EH A,
7 A N VLAN & OfFRIZTE £H A,

[B%E B

LAN 7R— |k #1 @ Web iBiEHEEEZ AT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth-web enable

53.11 A FE— FOEE
B

auth host-mode mode

no auth host-mode

[8F A—F—]
mode : 7J_\9“_‘ }\ RN HE@@J(E%V— v
BiEE—F B!
LR—=hHED 1T T YD FOBEEE
single-host PPl 5E— R T, mUNIFRAEZ /S A LTz
FFV I NDOREFATH
| R=FbHEEY 7 B FOdEE%
FFAT5EF— T, OO I FAR
multi-host E{J\?E’%/\Q’Xﬁ‘é L. RUAR—FMEFD Y
U7 MIFEREZ T/ < THBE N rhe
A
1 R= BTV EHY 7Y I FOdfE%
multi-supplicant AT A5E—RNTH7Y I MEIZHEED
Al - S ERIRET D
(IR E]
auth host-mode single-host
[AJ1E—F]
A H =T 2—AFE— K
[RLBA]

KRA L H—T 2 — AWK LT, R— FRAFOENEE— REZLET 5,
no JERTEIT L EAIT. PIHIREICR S,
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[/—}]
AK=a<> RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AZDO AR E HE,
Ka<wy ROBREEXZERT L L. RILRETWIHIREE
~NFH T A hE— RTHAF 7 VLAN %%IJ)?HT%S B, V) B FHEALT VLAN 258895 2 & 28]

HEo
VIVTHRANE— RTHAFT I v 7 VLAN 2FIHT 256, 2FBLUBEOY TV by MIKRAIOY 7V T2 kH3E
HA L7 VLANID N &S5,

RKavy REFEHT L7013, W5 A v F—7 2 —ATHR— MNEGHERRE AN T 20N H 5, (dotlx port-
control =~ N, auth-mac enable ==~ > | auth-web enable =~ >~ )

[BREH]

LANKR—F#l 2~ TH 7V H hE— RIZEET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth host-mode multi-supplicant

5.3.12 FRFENERF DR E
(&

2

auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[F—TU— K]

dotlx : IEEE 802.1X #&GE /720
auth-mac © MAC #FEA
(IR E]

auth order dotlx auth-mac

[AFIE—F]

A H =T x2—RAE—F

[‘%‘Fﬁﬁﬂl

M ERRERERE . RGES XA OH L7e GG, RGEZ 1T O IRER 2R ET D,
no FECTEAT LG E IR, VIR EIZE S,
[/—H]
AR=a<> RIZLAN/SFP iR — F B L UGHEEA ¥ — 7 = — AT DO HFXE I HE,
Web FBREIL, ARFXEIZBIFR 72 < Web FBGEME i C ID/Password & AJ) L7 & ZITREAEETT 9,
IEEE 802.1X F¥iE, MAC ik, Web Rk DRE NN 25 G £ ORBGEST L FEh S 7wy,
AKa<r REFHATH72020F, SR A v H—7 2 —ATHR— NBIHEREE AN T D2HENH S, (dotlx port-
control =~ > R, auth-mac enable =~ > [, auth-web enable =~ > R)
[ EH
LAN R — b #1 OFBFESF X DNEZE %, MAC FR3E -> [EEE 802.1X FREDNETE TI1T 9 L 2 ITRET 5.

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #auth order auth-mac dotlx

5.3.13 HERIEDOHRTE
[EX]

auth reauthentication

no auth reauthentication
[#I3#3% 2]
no auth reauthentication

[AJ1E— K]
A E =Tz —RAE—F
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B
xT%/f VH—T 2 —RAZXR LT, Al Vg ]\mﬁ:umﬂ}%ﬁ)‘j
no ﬂ:/JCT %?? Lf: i ﬁ:wu DE%ﬁij jﬂ 5

AREEAMNZ LIZGE FRECERE L7270 B b &2 @R ERGET 5,
FRREDO[MEIL, auth timeout reauth-period =~ R TEHE TX 5,
[/—}]

ARza<> RKIZ LAN/SFP R — B L OGHHELA v Z— 7 = — RIZDO AR EFHE,

IEEE 802.1X FBAER X, HRGEDO X A 2 v 71272 b L, 7V 2 M EAPOL X7 v F&24E L C 22— —1EH %
FHUS L. RADIUS $— N—|ZFRREE R 24T 5,

MAC ZaEERIT. FEREED XA I v Wb e, YU B FOMAC T RL Ak a—H—4 BLO, N2 TU—F
& R72 LT RADIUS H— —{ZFRREER 1T 9,

Web FRGERF T, ﬁmwﬁ@&/]’ YWD E YU N ORGEREAE RRGHIER S D,

RKa<wy REFHATHDI2F, MRA L H—T =2— A TH— NEGEHERZ AN T HXLE N H S, (dotlx port-
control =~ R auth-mac enable 2+ R, auth-web enable =~ > )

[ EH]

LAN 7R— b #1 OFBIEEZADTT 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #auth reauthentication

53.14 # A4} X v 7 VLAN OFKE
B

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

(AR E]

no auth dynamic-vlan-creation
[AJIE— F]

A B =T z—AF—FR
[@iA]

HRA =T == AT LT, A4 F v 7 VLAN 2 GENCT D

no B TIAT LG AIX. A7 I v 7 VLAN 20295,

XA F I w7 VLAN BERNRA ¥ —7 = —ATiX, RADIUS %— \—Mn L I5E S 7z BMAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN ZEhiIC AR T 5,

[/—}]

Az~ R LAN/SFP R — MBS X OGREEA ¥ — 7 = — A2 D Hg% iE 7 HE,

ARa< FOREEZELT D &, BABREBIIPHIREICRE S,

~AFY TV hE— RTHAF I v 7 VLAN 2RI 256, 70 U2 FHALT VLAN 28T 5 2 L 23]
HEo

~IVFIRA NE—RTHAF v 7 VLAN ZFHT 285456, 2FEHUROY T U b2 MIRNOY 7V 2k aviE
L7 VLANID 28 S b,

Ko<y REMHHAT 57201203, A8 A v X —7 2 — A THR— NRGHEREEZ AN T DLENH S, (dotlx port-
control =< > R, auth-mac enable =~ > . auth-web enable =~ > )

[ E B

LAN R— k #1 TH¥ A F X v 7 VLAN 22T %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
B

auth guest-vlan vian-id

no auth guest-vlan
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[T A —4&—]
vian-id o <1-4094>
7*Z ~ VLAN ™ VLAN ID

(AR E]

no auth guest-vlan

[AJIE— F]

AV H =T 2 —RAEF—FR

[

KIGA B2 —T 2= AR I T WD T 7Y o FSRRRE, & 2 WId, GRAERR D & ZIZFTET 57 A k VLAN
EIEET D,

no JER THEIT LB AL, 7 A b VLAN OREZHIFRT 5,

[/ —}]

Az~ RIXLAN/SFP A— h B X OGREES v ¥ — 7 = — R |Z @#%Eﬁ%o

Kavwy ROBREEXZERT L L. RILRETWIHIREE

RKa=wy REMFHAT L7202, HRAHF— 7:*‘2“C‘J‘ NRREHEREZ AN T DL N H D, (dotlx port-

control =~ | auth-mac enable =~ > )

21:3 ~ }‘bi\ Web [T nEiiVﬁijis? CE % EQH/IE‘VC% i’&/\/o
[BREH]

LAN K— | #1 TH 2 b VLAN #10 ZH57E3 %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth guest-vlan 10

5.3.16 FRFEREE OMIEHAB DR E
EN

auth timeout quiet-period time

»L

no auth timeout quiet-period

[/NT A —=HF—]
time 1 <1-65535>
AR, 7 v b & OIE RS T 2 B
(AR E
auth timeout quiet-period 60
[AJIE— F]
B =T z—AEF— R
[@i ]

XBRA o F—7 2= AR LT, RAERE ORBEMIE I 2 30E T %,

no JEXCTHEAT L7126 1E. FIHIERTEIZE S,

PGERN AR P2 LTy MIET R ChE#E T %,

[/—}]

A~ FIZLAN/SFP AR — M B X OGRBEA » F — 7 = — AT D HG& iE I hE,

Ra<r REFEHT L2012, SR A v F—7 2 —ATHR— MRIHEREEH T 2 0E N H D, (dotlx port-
control =~ K| auth-mac enable 2= R, auth-web enable =~ > )

(=]

LAN AN— b #1 OIEHFE OFRE 2 300 (ZET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout quiet-period 300
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53jr7$@ uﬂEﬁﬁ&ﬁa)g%
[EX]

auth timeout reauth-period time

no auth timeout reauth-period

[T A—F—]
time : <300-86400>
BTV D b OFERRAERFRED)
(A% E
auth timeout reauth-period 3600
AA1%E— F)
A B =T z—AEF— R
B

;@%4 ?/5‘7*‘7:1:*‘;( ;(ATL/VC '3‘7 )ﬁ/b@ﬁmunﬁﬁﬁﬁl"ﬂ%ﬁﬁﬁgj«éo

no JIERCHEAT LI A1, W EICR 5,

[/— 1]

ARza< > FIXLAN/SFP A" — FEB X OGHELA ¥ — 7 = — AT D B E W HE,

Ko<y REMATH720ICE, FRA ¥ —7 2 —ATHR— MRiHEhE. 2o, FRIHEIEZ AT 5 LEH
5%, (dotlx port-control =~ > | auth-mac enable =~ > N auth-web enable =~ >~ . auth reauthentication =
< R)

[BREH

LAN AN— b #1 OFEBRERFR O E 2 1200 IS5 ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ —/ N\—2{kD|5ERE B R O E
E=N

auth timeout server-timeout time

Il

no auth timeout server-timeout

[XTA—=H—]
time ;. <1-65535>
RBREZL RIS D REREY — =72 b DISERF H AR (F))
[FIHEE]
auth timeout server-timeout 30
[AF1E— F]
A VB —=T 2= RE— R
[FLHA]

KRA B —T 2 — A THR— NRAEEIT 9 & D, RADIUS — "—2{K0 5 DISERF LR 2 3% ET 5,

no JBERCHEAT LI=HA 1%, WHIRTEIZR S,

[/— ]

A< RIXLAN/SFP R— h B L UGRERA ¥ — 7 = — AT DB IE Al e,

NG Y]

(radius-server timeout =< > RDFREMH) x (radius-server retransmit =~ > KO EME + 1) x (RADIUS ¥—/3—%%)
PLEIZT 2R H 5,

Ka<wr REERTH0120E, B, v F—T 2 —ATHR— MliHEEEZ AN T2 LENH 5, (dotlx port-

control =~ > | auth-mac enable =~ > N, auth-web enable ==~ >~ )
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[ EH]
LAN R— b #1 OFEFAFERIZHKT D RADIUS Y — S —2 KD B 4 LI 2 180 MR ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout server-timeout 180

5319 37U B v MR LR DORRE

E&

auth timeout supp-timeout time
no auth timeout supp-timeout

[T A—=HF—]
time : <1-65535>
BTV RS DINERE BRI (R)
(AR E]
auth timeout supp-timeout 30
[AJ1E— ]
A HF =T z—AE—F
B

KRA L F—T7 ==K LT, A= FRREZAT O L EDOY T U I 2 R 9 b DISERF B 23R ET D,

no JIEITIAT L2 GA 13, WIHIREITR D,

[/—}]

A3~ FIXLAN/SFP A"— B X OGREEA ¥ — 7 = — AT D Bk iE I hE,

ARa<r REFEHT L2000, SR A v ¥ —7 2 —ATHR— MNRIHERRE F N T 20N H D, (dotlx port-
control =< > R, auth-mac enable =~ > [, auth-web enable =~ > R)

Bl

LAN R— M #1 DY 7V 2 b6 OISEFF B A 180 FMICERET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—K X s DFRE

EN
radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]
no radius-server host

[F—TU—F]
auth-port : RADIUS $— N—DF8FEH UDP A — hEEARET D
timeout : RADIUS $— 3=~ DERIT S 5 BRI 2 5E %
retransmit : RADIUS $— R —~DESKRFEREEZRET D
key © RADIUS —/N— & OfERIZMEHA T 52T — RERTET S
[NT A—=F—]
host : IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 R L A(X:X::X:X)
IPV6 U 2/ — AT KU AREET HE O, WA v ¥ — 7 = — A BISET 2 LB S
% (fe80::X%vlanN DJEZF)
port 1 <0-65535>
FORIEA UDP A8 — M &5 (A SRR I WIME D 1812 2T 5)
time : <1-1000>

BRI (FD) (48 WS I 1. radius-server timeout =2~ > RE%E I 5 FIHZHE D)

count ;. <0-100>
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BESR P4 120 (E WS IR 1T radius-server retransmit =~ > RE% & (FIHAME 3 [E)I2HE H)
secret DOCEARERT R IO, 7. A= R 2R EATE (128 LTFLIN)
HEHRAT — FEE MR radius-server key 1< > REETEIZHE D)

(IR E]

L

[AJTE— K]

Ja—\)ary7 4L — g E— R

[FREA]

utqu“ﬁ-‘—/\—) A ]\ ﬁ'_/*\“—%iﬁﬂlﬁ—éo

RT M) —iI8 TH D,

no B TCa~r REETLIEGAIE, BE LY — =% — =1 X s G HIERT 5,
[/ —}]

X EMEIT. (radius-server timeout =~ > KO EMH) x (radius-server retransmit =~ > KO EE + 1) x (RADIUS
—/X—%0) OfEEiA3, auth timeout server-timeout =~ > KOFREMENIZ/2 5 L ) ICHHETI2XLERNH 5,

LLDP H #7% EREHE TR S N7 radius-server host 7~ ROKREICIL, —MARHRETHDL Z L2 #
F"dynamic"A 7' Y 3 UMTE &S, "dynamic"A 7 Y a UM E STV A A write 2~ REFITLTH A
A=K T v Tar7 4 JITRFES AR,

[BREH]

IP 7 R LA 192.168.100.100, J&EFFHEIFR] 10 B, BEOREFEREELS Bl & U CRRREY— 3 — U X MZIBINT 5,
SWR2310 (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP7 Rl A 192.168.100.101, FEFEH UDP AN— K 1645, L6 /3A U — R abede" & 7BFEY —/S— VU X MZBMNT 2,
SWR2310 (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

12 —77 /L RADIUS #— =% G8GEH—/N— VU 2 MIBINT %,

SWR2310 (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS ¥ — 13— 1 BH - 0 OEEE LR ORE
[#EX]

radius-server timeout time

no radius-server timeout

(/%5 A—F—]

time : <1-1000>
SORIGE R R] (7))

(AR E

radius-server timeout 5

[AS1E—F]

Jua—n"narz4 s b—varE —NF

[RLA]

RADIUS #—— 1 BH 7= OJSBE LI 2% ET 5,
n B Tavr FEEITLEZEAIL. VIHHREIIES,

[/ —F]

radius-server host =~ > R CH — R —[HH OERIGEFHEIF AR E STV SES . radius-server host =~ > N
DFREIHED

X EMIT

(radius-server timeout =~ > K DR EfH) x (radius-server retransmit =~ > KOREME + 1) x (RADIUS H—/3—%%)
D73, auth timeout server-timeout =~ > RO TEMENIC/2 S L 9 ICTHBTAINERH S,
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[ EH]
RADIUS r—/3— 1 BdH 720 OB HRMNZ 10 IR TET 5,
SWR2310 (config) #radius-server timeout 10
5.3.22 RADIUS ¥ — N—~DEREFERIEORE
[#FX]

radius-server retransmit count

no radius-server retransmit
[T A—F—]
count : <0-100>

SRR

(AR E)
radius-server retransmit 3
[AS1E— ]
Jua—m\)arz74 g b—varE— R
[FAA]
RADIUS #— =~ O ERF L & R ET 2,
no A Ta~y N FETLIELEIE. WIHREIZR D,
[/ =}
radius-server host =~ > N TH— S —[HF DOERBREEFDRE SN TV DHEE, radius-server host =~ > R D%
FEWHE D,
[ AEBI]
RADIUS #— 3 —=~OZRFEEEZ 5 [FIZET D,

SWR2310 (config) #radius-server retransmit 5

5.3.23 RADIUS ¥ —N—IF AT — RORIE
[EFX

radius-server key secret

no radius-server key

[73T7 A =4 —]
secret o HEHERZT— R
AEHT B L, . AR— 2B LA (128 STFELA)
(AR E]
no radius-server key
[AJTE— K]
Jsua—nmnarz 4 b—va e —R
B

RADIUS H—/3— L O@GIFICHEHT 2 G AT — REFRET D,

no R Ta~ o FEFETLEEEIL. VIHREICRES,

[/—F]

radius-server host =~ R CH— R_—[FHHFOILF AT — FNRFBREIN TV DHEE . radius-server host =2~ KD
BREICHED o

[BXEH]

RADIUS #—/ "— Lt OHF /AT — KL LT abede" # % ET 5,

SWR2310 (config) #radius-server key abcde
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5.3.24 RADIUS ¥ — X —fit F{ | RE ] D% &
B

radius-server deadtime time

no radius-server deadtime
[/3T A —F—]
time o <0-1440>
RADIUS # —/N— o f FMHI R (5)

(AR E

radius-server deadtime 0

[AJ1E— K]

Jsa—n"narz4 7 b—varsE —NF

B

RADIUS #—/R—=~DERNZ A L7 7 h Lo L &, &Y — S — O 2 i 9~ 2 R 2 50E T 5,
no JERTa~r REFATLIEGEIE. WIHREICRK D,

[BRE B

RADIUS H—/X—fli ISR 2 1 2R ET Do
SWR2310 (config) #radius-server deadtime 1

5.3.25 RADIUS % — 3—|Z#H19 5 NAS-Identifier DR E
ESN

auth radius attribute nas-identifier /ine

no auth radius attribute nas-identifier

[73F A —%F—]
line CORRBISCE (253 SUFLIN)
NAS-Identifier JEM: & L CER T T DEE DO LFH
[FIH1ER 2]
no auth radius attribute nas-identifier
[AHE— K]
Jua—n"ppar7 4 J—yarE—FK
[ﬁ%]

FSRAEREREIZ B\ T, RADIUS H—/3—|Z NAS-Identifier B & L Tl 21EE O LA 2R ET 5,
Kﬁﬁ%bkﬁﬁi\mmws%wﬂﬂiMﬁMmﬁaEﬁkbf BENL ., BREEHIBR LIS TEma =R
Do
no B Ca~r REEITLELAEIE. PIHREIIED,

[ EH)

RADIUS Y —/N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] &> F9d 5,
SWR2310 (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 A — FEREEIFB DR

E&y
show auth status [interface ifname]
[F—TU—F]
interface D BEDA L E—T 2= ADERDO B EFTRT D
[/3F A =4 —]

ifname LA —T 2 — AL
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BRTAEA LB —T 2 —RA

N ABRERERE DR EIRTE, B L OBUEDRIEIREBEZ R RT D,

[AJ1E— K]

FEHFHE EXEC £— N, F§#E EXEC E— R
[

;j—f_

[ E B

N— MR AR T D,

SWR2310#show auth status
[System information]
802.1X Port-Based Authentication : Enabled

MAC-Based Authentication
WEB-Based Authentication

Disabled
Enabled

Clear-state time : Not configured

Redirect URL
Not configured

Auth-web custom-file

There is no custom-file

RADIUS server address

192.168.100.101 (port:1812)

[Interface information]

Interface portl.1l (up)
802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication

Reauthentication period

MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Authentication status
Clear-state time

Interface portl.4 (down)
802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication

Reauthentication period

MAX request
Supplicant timeout
Server timeout

Quiet period
Controlled directions
Protocol version
Clear-state time

5327 %7V b v MEBROFRTR

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

Authorized

Not configured

Force Authorized (configured:-)
Disabled (configured:disable)
Enabled (configured:enable)
Multi-supplicant

Disabled

Disabled

Disabled

3600 sec

2 times

30 sec

30 sec

60 sec

In (configured:both)

2

Not configured

[EX]

show auth supplicant [interface ifname]

[ZF—TU—F]

interface

BEDA v H—T 2 —ADEFERO LA FRT S
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[7XT A—&—]
ifname DA HE—T 2 — R4

BRT DAV H—T 2—R
[AF1E— K]
¥i#E EXEC £— K
[FHA)
R— FRINCIT DY 7Y B> MERERTT D,
[ EH]
LAN AR— R~ #1 OV 7V > MEHRERTT D,

SWR2310#show auth supplicant interface portl.1l

Port MAC address User name Status VLAN Method
portl.l 0011.2233.4455  user Authorized 1 802.1X
5.3.28 FEHEBMDOET
EEy
show auth statistics [interface ifname]
[¥F—TU—F]
interface BEDA v B —T7 2= ADHAERO I E FRT 5
B
ifname LA H—T 2 — AL
BERTHA L HZ—T =z —R
[AFTE—F]
FERFHE EXEC £— . %5 EXEC £— F
[
N— FRREICEB T 537 v P ORMEHERERTT 5,
(BB

LAN " — | #1 OFFHEREZFRRT 5,

SWR2310#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version 1
Last EAPOL source 0011.2233.4455

Transmitted frames 11
EAP Request ID 1
EAP Request 9
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets 10
Access Request 0
Access Challenge 9
Access Accept 1
Access Reject 0

Transmitted packets 10
Access Request 10
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5.3.29 HEHEHRDOZ VT

[EX]

clear auth statistics [interface ifname]
[F—TU—F]
interface D REDA L E—T 2= ADKEHERO A E T VT T
ST A—F—]
ifname DA E—T =4

BRI DA H—T =—R

[ASE— K]
FiHE EXEC £— R
B
A— FEREICBIT 537 v hOREHEHREZ 7 UV T35,
[BREH]

LAN 7R— b #1 OfaHEwE 7 V73 5%,
SWR2310#clear auth statistics interface portl.1l

5.3.30 RADIUS ¥ — N\—REFMDE R

[ER]

show radius-server
[AJ1E— K]
¥iHE EXEC £ — K
B

RADIUS % ——ZBF 2 REFHRERTT D,
FRRET— 83— R MZEER L Th 5D RADIUS — "— DR EFHR(P—/S—H R b,

it uﬂﬁfﬁ UDP T"— }‘ﬁ ‘j

PNAT— R ZORIGERHER T, BORFEEEE, Y — " — MR 2 257 %,

[BXEH]
RADIUS $— —{ZT 3R EHFHRE T TRT D,

SWR2310#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 2 3

Deadtime : 0 min

5.3.31 Web RFERRIhE DU ¥4 L7 b5 URL ORE

[EX]
auth-web redirect-url ur/
no auth-web redirect-url

[/3F A —&—]
url DOPARET B IONEATRE (BOK 256 X
U XA L7 o URL
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[FIEIERE]
no auth-web redirect-url
[AF1E—F]
Ja—)ar7 47—y g F— R
[RLBA]
Web BRERKEIIZY 44 V7 N3 2% URL #f5ET 5,
no JEE TEIT LB AT D ) XA L7 MERRZEENICT S
[/— 1]
"M &G NAUIEURL ZHET D Z LIXTEEE A,
[BEH
Web FBRERR IR D U XA L7 AT http://192.168.100.200 Z 5 ET 5.

SWR2310 (config) #fauth-web redirect-url http://192.168.100.200

5.3.32 BIEKRED 7 VT

[FX]
clear auth state [all] [interface ifname] [supplicant mac-addr]
[¥F—TU— k]
all D BRTOV TV FORFEREEZ 2 U TS
interface CREDA L E =T 2= AR STV DT I FORGEREEZ 7 VT TS
supplicant D BEOY U NORFEREE S VT T3
[73F A =4 —]
ifname DA E—T 2 — R
VTS HA 0 H—Tz—R
mac-addr : hhhh.hhhh.hhhh (h (% 16 #£%)
KD MAC 7 R L&
[AFTE—F]
¥ EXEC E— I
B
V7Y bOBRERIEEZ 7 VT D,
[EXE B

LAN R — M #1 IZHERE STV DT 7Y 1 b OFRGERIER 7 U T3 5,
SWR2310#clear auth state interface portl.1l

5333 RELRED 7 UV T T HRADEE(T AT L)
EY

auth clear-state time time

no auth clear-state time

ST A—F—]
time 1 <0-23>
POREREEZ 7 U T D IR
(IR E
no auth clear-state time
[AS1E— R

Jua—nN\)narz 41—y arsE— R
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[@iA]
VAT LRI TV N P ORBGERIEE 7 U T O 2 RET D,
no BN THAT LG AL, RGERIEAE 7 U T 3 5L O EZHIFRT 5,
[/—}I]
A H =T == ACFERERREE 7 U 7T ORANRES N TV D HE. A ¥ —7 = — ATHRE SN TREGE
KEDOZ VT %179,
[BXRE B
VAT LERTY T B b ORBREREEZ 7 U TS DR & 12 BRIRIET D,
SWR2310 (config) #auth clear-state time 12

5.3.34 FBAEREED 7 V) T I BRI DR EA  H—T = —R)
(&R

auth clear-state time time

no auth clear-state time

[T A—F—]
time 1 <0-23>
REREZ 7 U T D R
(AR E
no auth clear-state time
[AJ1E— ]
A =Tz —AE—F
B

RIGA B —T oA RZH TV B FORIEIRIEE 7 V) 7T DA 23R ET D,

no A TIAT L7, BARREEL 7 U 7§ DRI O E 2 HIBRT 5.

[/—}]

ARza< > RIZLAN/SFP AR — hEB X OGHELAS ¥ — T = — AT DB E A HE,

HRA L H—T 2 A ATV AT ARRICEIEREE 7 U T T 0RABRESNLTNTH, KRa~vy RTREIN
T-REZ CREGEIREED 7 U T &#4T 5,

[ 2B

LAN R— b #lLiZERc SN 7 U > b ORREREEEZ 7 U 7§ 2054 % 12 FRZERET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth clear-state time 12

5.3.35 Web SRFEEIE A A X ~A ZAA 7 7 A VORRE
E

copy auth-web custom-file all src_config num dst_config num

copy auth-web custom-file filename src_config_num dst_config_num

[F—T—F]

all D E2TO Web BAERH I AL~ A A7 7 AV EaE—T 5
[/3T A—HF—]

filename DA L ONEARL

Web ZEEHE I AZ~A AHATZ 7 ANDT 7 A4 NVE
src_config_num D ab—gnar T 4 JEE
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R EME A
0-1 AH— N NT v Tarr 4 7R
sd SD 7—F

dst_config num . av—Seoar T IEE
R EE P
0-1 AB—= T v TarT 4 IS
sd SD 1— R

[AJ1E— K]

¥iHE EXEC £— F

ﬁ%]

Web #2 AN ﬁﬁx&74z\‘ﬁﬁo)77/{/1/%3to*"§—éo

[/ — D}

SD 51— FMMBAA v F~ Web BAEEEI I A X~ A AT 7 A VEab —F 25513, SD 1— RN /FfE4/
startup-config/web-auth/ |24 7 7 A L EFHE L T 72 X0,

SD 1 — RB~< 7 2 F S TWRUVREETIX, SD #— RN® Config # X RIZL TARa~v L REETTHE=T—L
%,

[EXEH]
TO Web iRFFEE A AL ~A A7 7 A NVESD H—FKNWHAX— R T v a7 4 7 # ~abt—3 5,

SWR2310#copy auth-web startup-config all sd 0

5.3.36 Web BFFEE I A X~ A X7 7 A4 L OHIER
[EF=R]

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[¥—U—F]
all D 2T Web iRAEETE A A X <A AT 7 A VEHIBRT 5
[73F A —&—]
filename DA LONEARL S
Webuuu ﬁﬁx§’\74’f‘ﬁﬁ77/})/lx@774}/b%
config num Do ar I 4 IEE
REE A
0-1 AR—= N NT v T a7 4 V&S
sd SD #— K
[AF1E— ]
¥iHE EXEC £— F
[RiAA]
Web FBREH [ A A X~ A XA O 7 7 A NVEHIRT 5,
[/—}]
SD 71— KRB~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHEZT—L
25,
[ EH]

logopng # A% — N7 v a7 4 7J# O HIBRT 5
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SWR2310#erase auth-web startup-config logo.png 0O

5.3.37 EAP /X2 R )L— DR E
BN

pass-through eap switch

no pass-through eap

[8F A—F—]
switch : EAP /XA A L—D#EIE
REME A

enable EAP /N A Z )L —Z 2T 5
disable EAP /XA A )L— % 523 %

[WIHIRRE]

pass-through eap enable

[AS1E—F]

Ja—\)ary74JL—y g T — R

[REFA]

EAP /XA A )L— DN BN 280 2 . EAPOL 7 L — ADERE AR &2 & ET 5,
disable #f58E L728%5H 1%, EAP 7 L — A2 WET 5,
no BN CTHEAT L7285 G. £721E, enable Z2$57E L7841, EAPOL 7 L — A% #5157 5,

[/—}]
802. 1X FRFEMEENH RN 72 A v ¥ — 7 = — AT DWW TIFRFEEEE A B/ L, EAP N A X)L —OREIT#EH S,
[ EH)

EAP /XA Z)L—Z 5T 5,
SWR2310 (config) #pass-through eap disable

54K —bEF2UT 44—

541 R—bEF=2) T 0 —BEEORE
B

port-security enable
port-security disable
no port-security

[F—TU—F]

enable D A= hEX2 VT s —HREEAEDICTD

disable DR —bhEX2 VT A NS

(IR 2]

port-security disable

[AFTE— ]

A H—T 2 —RAF— R

B

HRA L H—T 22— AZKH LT, "= beX2U T —HEELHNTT D,
no B CHEAT L7=HA. F2id, disable 2 E L7-HAIE. FHBA X —T =2—ATHR— X2V T 4 —HHE%
4 5,

[/ —h]

A~ RIXLAN/SFP R — M X OGREEA v ¥ — 7 = — RO HG% E v hE,
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R—btFa T —HREEADNC LIERERT, BRINTORVEERITEFESND,
[BREH]
LAN R—h #1 OFR— b X2 VT ¢ —HEEZHENT D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #port-security enable

5.4.2 ZFF] MAC 7 R L A &b
EEN|

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—VU—F]

vlan : VLANID #4587

[T A—F—]

mac-addr : hhhh.hhhh.hhhh (h 1% 16 %K)
D MAC 7 KL A

action : mac-addr 56D 7 L — LI B EE
REE Bk
forward LTS B

ifname : LAN/SFP AR— M EiFfmdA v ¥ —7 = — X
XHHEDA X —T 2 — R4

vian-id  <1-4094>
%52 VLAN ID

(¥R E]

7L

[AJ1E— K]

Ja—)ary 74—y g rEF— R

[RLBA]

R=btxa T4 —ZAMNLIAR— P THRIEZFAT D MAC T FLRAEREKT 5,

no A TIAT L7213, BERZHIFRT 5,

[BEH

MAC 7 R L & 00:A0:DE:00:00:01 2, LAN AR— k #1 OFF A7 KL R & LTRERT 5,

SWR2310 (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543X =2 VT 4 —BEXFEOBVEDORE
[

port-security violation action

no port-security violation

[T A —&—]
action DA — b EX 2T —EKEOENE
B{EE— K A
discard VAV RN &

shutdown Nl N S N AV
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(AR E]

port-security violation discard
[AJ1E— ]

A HF =T z—AE—F
B

RGA A —T 2 — R ZH LT, R—bexa VT ¢ —EXFEOBET 7 v a VERET D,

no FECHEAIT LG AR, WIHIEREIZKE S,

[/—}]

shutdown E— R Ty ¥ v M U Iizdh— F&EHIES5E1E, noshutdown 2~ REHWS,
A~ FIZLAN/SFP A" — M B X OGRBEA » F — 7 = — AT D Ha& iE W hE,

[ 2B

LAN R — b #1 OEXFOEELR— M F T NIEET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #port-security violation shutdown

544 R — FEX 22U T 4 —BEROKT

[ER]

show port-security status
[AFTE—F]
F#kE EXEC £— R
[FiA]
R—hEX=2 T 4 —lFREETT D,
Bl
R—hEx2l 70 —HREETT D,
SWR2310#show port-security status

Port Security Action Status Last violation
portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
5.5 = 7 —fRiikEee
5.5.1 errdisable JREED> & D B B)1E IHEEBE DEX TE
[

errdisable auto-recovery function [interval interval]
no errdisable auto-recovery function

[F—U—F]

interval © BEVME IR O E
[/XT7 A =& —]

function : errdisable DJRK & 72 5 H e
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BRIEME i
bpduguard BPDU 7/ — RE&RE
loop-detect J— TR B RE

interval : <10-1000000>
HENME IR % £ TORBE)
[(WIHIRRE]
no errdisable auto-recovery bpduguard (BPDU # — RE&HE

errdisable auto-recovery loop-detect interval 300 (/b — 7" # HHF&BE

[AJ1E— F]

Ja—r\)varz 4 —yarE'w—R

[RiAA]

T T — R HHEREIC K o T errdisable IRREIZ 72 o 72 & S ICHBIRIICE IR T 28884 AN LT, AEMEIRT 2 £ CTORE
MaERET D,

interval 28 L725613. 300 BPOVERE S 415,

no JEATHEAT LG G13, HEVEIRMEED BRI L 72 5,

[/—H]

Ko< Ra&FEITT HA1C BPDU #'— REEREIC X - T errdisable tRA&IZ 72 > 72 LAN/SFP AK— h Cld, ¥[a] BPDU %
M L7z & SITREDEEN RSN D,

[BEH]

BPDU 7/ — KT errdisable JKE&IZ 72 > 7 & SO HEEIRZ AR L, EIFKFEHZ 600 #1235,

SWR2310 (config) #errdisable auto-recovery bpduguard interval 600

JL— 7R T errdisable IRREIZ 72 o 72 & O BENE B & ENICT 5,

SWR2310 (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHEEDBRKT

[EX]
show errdisable

[AFTE— F]
FERFHE EXEC *£— K, F##E EXEC £— K
B
=T —RHEBEREDEREFTRT D,
UTFOHEENERIND,
o errdisable JREED & O HENVE H DA DG D
o errdisable JRAED A  H — 7 = — AR L O T —Z R L7-HfE
[ EH]
=T —RRHEREDIE R A2 FKRT D,
SWR2310>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason
portl.1l BPDU guard
portl.7 Loop detect

sal Loop detect
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6.1FDB(Z + U —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 ERED
BN

mac-address-table learning enable
mac-address-table learning disable

no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAEEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
(R

mac-address-table learning enable

[AJ1E—F]

rua—\varz4 7 b—va e —R

[FAA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

(BB

MAC 7 N L 2 EEEREZ AT D,

SWR2310 (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI & I3 EICK 5,

[/—F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWR2310 (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR
[ER]

clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id

clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T FLAZIRET D
vlan : VLANID #f8ET %
interface DA E—T 2 —AERET D
instance D MST AV AF L AZFRETD
[78T7 A —=F—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[AIE—F]
¥EHE EXEC E— K
[BLFA]

MAC 7 RLAT =T Vinb B A F Iy 7w M) —&HIRT 5,

F—U— RFEEELLHEE. HERMHC—B Lz b =R EHIRT 5,
XF—U—RERELRWEEIEL, &2 TOXAF Iy 72 N —%HIBRT 5,
B!

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWR2310#clear mac-address-table dynamic address 00a0.dell.2233

614 REZT 4 v 7 N —DRE
[

mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/3T A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 KL A
action : mac-addr 56D 7 L — A% A ENME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 41— — R

[FREA]

MAC 7 VAT —TNVIZAZT 4 v 72 b)) —%5E5kT 5,

action \Z forward R E LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZBELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — A%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7238 1L. VLAN#l DR ESND,

[/—F]

action \Z discard Z 3R E LT, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A BETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.FFFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 35 & 9 Békd 5,
SWR2310 (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

[#F]
show mac-address-table
[AJ1E— K]
JEHME EXEC & — R, 5+ EXEC £— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o TV MNU—OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWR2310>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR
[EX]

show mac-address-table count
show mac-address-table count interface ifname

show mac-address-table count vlan vian-id

[F—TU—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—H&—]
ifname DRI HA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaE A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9% VLAN ID
[AJ1E— K]
FERFME EXEC £ — N, ¢ EXEC E— I
[FHA]

FDB = F VIZHHFINTWS MAC 7 RL A AEFRT D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
S,

[B%E B

FDB = F V2B SN TWS MAC 7 RL A A F T 5D,

SWR2310>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN E— R~DOB1T
[EFX]
vlan database
[AS1E— K]
Ja—)ary 47—y g s — R
[
VLAN A % —7 = — ZADFEFEZIT 9 128D VLAN E— RIZEITT 2,
[/ —}]

VLAN E— b7 a—\var 7 4 7 b—v g — NIZRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWR2310 (config) #vlan database
SWR2310 (config-vlan) #

6.22 VLAN A V' Z—7 = — A DX E
BN

vlan vian-id [name name] [state state]

no vlan vian-id

[FF—TU—F]
name : VLAN OA4HIZRET S
state : VLAN OIREEZFRET D
[T A—F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ORNEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REMHE B
enable T U— LERET D
disable 7 L —AEEEE LR
[FIHIERE]
mL
[AJTE— K]
VLAN &— K
[BLBA]

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT L2 EIL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 #70 VLAN ID)DSE%E S 5,
state M L7-855 1%, enable BERE I NS,

disable Z45E L7285 A1%, Mi% VLAN A V¥ — 7 = — A~OREIXETHIBRE L E T,
[/—}]

BEIZ name i€ I TCUWAD VLANID IZ%F LT, name ZAME L TR~ RERELT-HEIE. BRICERESI LT
5 name DE FEE I,

vian-id \Z#3D VLAN ID Z#$8E e, 7277 L., #H3 D VLANID 2T L7-8451%. name ZFEETH N TE 2
AN

BERET HE. UTFTO LI, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ T EIRT 5585 2-4

« VLAN#2 & VLAN#4 23R 5586: 24

[ EHi]

VLAN #1000 % Sales &\ 9 4RI CiXET 5,

SWR2310 (config-vlan) #vlan 1000 name Sales

6.2.3 77 A X— | VLAN OF&E
B

private-vlan vian-id type

no private-vlan vian-id type
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55 A — 5]
vian-id o <2-4094>
vlan =~ R CRE S 41TV % VLAN ID
type i 774 ~— | VLAN O]
REME A
primary 774~ Y — VLAN
communit EHUH Y —VLAN(Z S 2 =F ¢ —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHIRRE]
L
[ASE— K]
VLAN &— K
[BA)

vian-id % 77 A4 X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 14— VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —H]

O32=2FT 4—VLAN ¢ LCRETDHE, 7794~V —=VLANDOD a2 I AHAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB L7 A Y L — k VLAN
WATBT AL v X —T 2 — AL ILRECTE 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDLBETLHIENTES
N, AI2=F A —VLANBLORT A YL — | VLANIZFTBTAMDA v 2 —T = —RA LI TBETE L5,

B!

UFD7Z A4 ~_X— K VLAN Z&ET D,

+ VLAN#100: 77 A~ U — VLAN

« VLAN#101:® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#102: ® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#103: 5> % U — VLAN(7T 4 Y L— b VLAN)

SWR2310 (config-vlan) #vlan 100

SWR2310 (config-vlan) #vlan 101

SWR2310 (config-vlan) #vlan 102

SWR2310 (config-vlan) #vlan 103

SWR2310 (config-vlan) #private-vlan 100 primary
SWR2310 (config-vlan) #private-vlan 101 community
SWR2310 (config-vlan) #private-vlan 102 community
SWR2310 (config-vlan) #private-vlan 103 isolated

624 774~ — VLAN IZX$BEH % U — VLAN OFERE
BN

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vian-id association

[F—U—F]

add © fEE L7 VLAN % B#AHT %

remove © fRE L7 VLAN OB T & HIBR$ 5
[/3T A —F—]

vian-id o <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET2HE. UToX oz, """ "2 fH+sZ L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FEA]

FFIAX—=FVLANDZ T A<V —VLANIZX LT, B XU —=VLAN(T A YL —K VLAN, 23 =2=7 (—
VLAN)D BEAF T &2 3 ET 5.

add ZF8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTHEIT LeHalE. 774~ Y — VLAN ~O B 1T 2 X THIFRT 5,

(B EHI]
UFDOTZI7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U—VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: %5 >4 U — VLAN(7 A Y L — k VLAN)

SWR2310 (config-vlan) #vlan 100

SWR2310 (config-vlan) #vlan 101

SWR2310 (config-vlan) #vlan 102

SWR2310 (config-vlan) #vlan 103

SWR2310 (config-vlan) #private-vlan 100 primary

SWR2310 (config-vlan) #private-vlan 101 community

SWR2310 (config-vlan) #private-vlan 102 community

SWR2310 (config-vlan) #private-vlan 103 isolated

SWR2310 (config-vlan) #private-vlan 100 association add 101
SWR2310 (config-vlan) #private-vlan 100 association add 102
SWR2310 (config-vlan) #private-vlan 100 association add 103

6257 JEAR— METRLA— NDFRE

[ER
switchport mode access
(AR E
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
WA Z =T 2= ZAOR— M EZT 7 E AR — MTRET D,
[/— ]

Kz~ FIE LAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N— F DRENER SN D,

A—RNERE T 7 R— 067 78 AR— MIEE LA 1L, switchport trunk allowed vlan =~ > KO E
k & O switchport trunk native vlan =~ > K D% E S #I IR E )qué

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
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[ EH]
LANR— M #1 27 7B ZAR— MNMCERET S,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LAR— bM)DFTE VLAN DORE
EEN|

switchport access vlan vian-id

no switchport access vlan

[T A—=HF—]
vian-id 1 <1-4094>
FTJE 9% VLAN ID
(AR E
switchport access vlan 1
[AJIE— ]
A HF =T z—AE—F
B

KRAH—T 2 —ANT JEAR—hE LTHIET S VLANID 2% ET 5,

no B CTHIT LI BB ITIR EICR 5,

[/—}]

Az~ R switchport mode access =~ > R23FRE S 4L TV 5 LAN/SFP AR — B L OGRELA ¥ —7 = — R 2D
IR E W] e,

FRERA VA — T 2= ARG L L TR RERE LTSI, TOA ¥ —T7 =R BT HETO
LAN/SFP 7R — R OBRENEL D,

N— b ERZ b7 7 R—MIEFLIZBAIF, Ao~y ROREDUIHRTITRD,

[ EH]

LAN R—hF#1 37 78 AR — 1 & LTHET S VLAN & VLAN #10 I[ZERET 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #switchport access vlan 10

627 b7 I R— MNETFER— NDORE

EEv
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter AN T A —OEEERET D

[78T7 A —=F—]

action D AT v —0EE
BEE B
enable AT AN =TT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

mL

[AS1E—F]

AH—T2—AE— R
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[FHA]

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
LEDH, TL—hElEET 5,

AN T 4 VB =BG EIE, TTOT L—AZiRET 5,

[/— 1]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA L H =T 2= AR E LTRAY Y FERELILSGAE, O =7 2= RAICFBRT22TO
LAN/SFP /R — M DR ENEHE I D,

R— MR ZET 78 AR— 5 T 7 A — MIERE L7z5ATL., switchport access vlan =~ > K O3 E 23 A%
EINZR D,

FZ > 7R — k& LTHET S VLANID |4, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[ E ]

LAN KR—hF#1 % b7 7 KR— MIRET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode trunk

628 NTF U AR— MNE TFHEER— F)DPTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all ¢ ovlan a7 FTHREIINLTWAHTNTO VLAN IZATE S5
none : 2TOVLAN OS5
add  FREL VLAN IZFTE S H 5
except © HEE L7 VLAN LSO, vian 22 RTREINTNDHTXTO VLAN IZFTE S5
remove : FBE L7 VLAN O iEXE 5
[3F A—F—]
vlan-ids o <1-4094>
vlan 2~ R TREIN TS VLANID
BERET 256, LT Loic, "R "2 HTHZ &
« VLAN#2 7»5 VLAN #4 £ CTH®RIRT 5545 2-4
+ VLAN#2 & VLAN #4 % RIRT 5355 2,4
[#IEIEXE]
7L
[AF1E— F]
A B =Tz —RAE—F
[RLBA]

SNBA LV HE—T 2—AN TR —FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID DN T X CHIBRS IV CAR— MNERINT 7 B AR — MIEFEIND,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
Fr R E W] e,
WA B =T 2= A AR L LTRaAT Yy RERE LEGAIE. TOA ¥ —T7 =— AR TH52TO
LAN/SFP 7R— F DR ENEL S5,
R— MER 2T 7 £ AR — MIER LEGEIE, Ra~y FOBRESYIHIREICR D,
all £721F except #FHE L TRE LIZGAIL, ZORICEE Lz vlan 2 v RONENFICKBEND,
all £7213 except ZH57E L TikiE L7 A3, LLTOREEITI &, %0 OFfE L T\ % VLANID % add THEL
TEREICEEIND,
* remove ZFHE L CHT/E L T\ 2% VLANID ZHIfR L7 %E
« switchport trunk native vlan =~ > R CHT/E L T\ % VLANID #f5& L 7= 56
except ZHHE L CaRE & 1T - 7%, add 257 L TR L Cu 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE LTEREICEE S LD,
remove & F5E L72&IZFTE L TV VLANID Z48E T 5 &L =7 —I272 2,
Az~ R & switchport trunk native vlan =~ > ROREIL, BEELLE 2D,
« ARa<r RTHTE I ®7 VLANID ##5E L T switchport trunk native vlan =~ K25 E L725&. fHE L
VLANID 25k ESH 545,
« switchport trunk native vlan =~ > R CEE ST\ 5 VLANID Z#457& L CHTIR S ¥ 72354, switchport trunk
native vlan none 23i%/E S 115,
switchport trunk allowed vlan add =~ > RC, vian-ids |Z"-"°" " & A G DOETHRE LIZGE, W —Ya v
(Rev.2.00.08 LAFNIZIR T & aa~ o RRREICKRT 5, R e L TIIEFICHBETE R R WRErd 5, FERF:
switchport trunk allowed vlan add 101,103-105)
[BEH]
LAN R— K #1 & F 7 7 A— MIFERE LT VLAN# [ZFTE S H 2,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode trunk
SWR2310 (config-if) #switchport trunk allowed vlan add 2

629 FT IR — MNFTHRER— M)DERAT 47 VLAN ORIE
B

switchport trunk native vlan vian-id

switchport trunk native vlan none
no switchport trunk native vlan

[¥—TU—F]
none : AT 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLAN ID
(AR E]
switchport trunk native vlan 1
[AJIE— F]
A B =T z—AEF— R
B

RRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZEE L72HAIE. XA T 4 7 VLAN BRENT/2 5, ZHICK VR A 2 —T =2—2ATIE, ZIELI=X V7%
L7 L —A5TET 5,

no B CHAT L7258 I3 EICE D,
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[/—}]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
TR TE AT HE,
WA B =T 2= A AR L LTRaAT Yy RERE LEGAIE. TOA ¥ —T7 =— AR TH52TO
LAN/SFP 7R— F DR ENEL S5,
N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~vr FORENPVIHIREIZR S,
Az~ R & switchport trunk allowed vlan =1~ > ROREIL, %GB LD,

+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #f8E L TR~ RERE LHEG, BELL
VLANID 726 RS ¥ 65,

« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHJE X ¥ 7244, switchport trunk
native vlan none 235X S 5,

[ E B

LANAR—bF#1 %2 T 7 HR— MIEELTRAT 47 VLAN IZ VLAN 2 2% ET H.

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #switchport mode trunk
SWR2310 (config-if) #switchport trunk native vlan 2

6.2.10 77 A4 X—  VLAN O 7R— NERIDORE

Wl

[EA]
switchport mode private-vlan port-type
no switchport mode private-vlan port-type

[/3T A—HF—]
port-type © AR— hOBEME
R B
promiscuous 7' I AN AR— |
host RA RR—
[WIHIRRE]
L
[AJ1E— K]
A B =T 2—AE— R
(@]

WRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZ R ET D,

no R TEIT LA, MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN OREEHIFRT 5,
[/ —H]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z D AR E Al HE,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e FIFUIR—FPELTEIEL TS U F—T =2 — A

[B%E R

LANR—F#l 2702 I 2D AR— K, LANAR— F#2 KA FAR— MIRET D,

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #switchport mode private-vlan promiscuous
SWR2310 (config-if) #exit

SWR2310 (config) #interface portl.2

SWR2310 (config-if) #switchport mode private-vlan host

E&

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—7—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN 2% ET H
[78T7 A =5 —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TRREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L CREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE—FR
[BLEA]

MNPA L HE—T 2 —ANT T4 _X—=K VLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
&Y — VLAN ZBEfTT 5,

no WK TEIT LGS, JBA L H—T =2 —ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB LNk
H & Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— k& LT E I TV 5 LAN/SFP AR — M2 D&
B E PR,

pri-vian-id & 2nd-vian-id X, private-vlan association =~ > R CEHEfT T LN TV HMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N 5,

[F% 2 5]

HA B =T 2= AZLNTFDT 7 A4 ~X— |k VLAN 2R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &7 > % U — VLAN #103

SWR2310 (config)# interface portl.l

SWR2310 (config-if)# switchport mode private-vlan host

SWR2310 (config-if)# switchport private-vlan host-association 100 add 101
SWR2310 (config-if)# interface portl.2

SWR2310 (config-if) # switchport mode private-vlan host

SWR2310 (config-if) # switchport private-vlan host-association 100 add 102
SWR2310 (config-if) # interface portl.3

SWR2310 (config-if)# switchport mode private-vlan host

SWR2310 (config-if)# switchport private-vlan host-association 100 add 103

6212 5 A4 _X— K VLAN D712 I A H A R— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F—TU—F]

add 774~V —VLANIZxT HEH &Y — VLAN 2% ET 5
remove : 774~V —VLANIZxT D&l &Y — VLAN ZHIkRT %
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE I TW% VLAN ID
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2nd-vlan-ids : <2-4094>
v h &Y — VLAN IZEEE STV 5 VLAN ID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254: 2,4

[FIEIER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN Z%E LT, EH % U— VLAN
& BT B,

R TCET LEES. MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X &Y — VLAN OBBEN T 28R 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — bk & LTHE I TS LAN/SFP 77— b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBIHEAT T SN TWAMENRD S,

B VH— T 2 — AR B L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TOH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > K CR— hOFERIN 7 1 I AN AR — NUAMIRE S NTHE, KRa<wr Fo
BOEITHIBRE D,

2Ia2=F7 4—VLAN L, B 7 I 2B AR— MU THEEMNITAZ ENTE S,
1OD7 7 A4~V —VLANIZX LT, HEDOTaIADAR— FERETE D,

TA YL —FVLANINDOA L HZ—T 2 —ZF. 1 O0 70 I AN AR~ EDBBENTRERT-D. 1 ODT A VL
— k VLAN ICBHESIT B D 71 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. BH % U — VLAN
#101, #102, #103 Z BEEfHT 5,

SWR2310 (config)# interface portl.l

SWR2310 (config-if)# switchport mode private-vlan promiscuous
SWR2310 (config-if)# switchport private-vlan mapping 100 add 101
SWR2310 (config-if)# switchport private-vlan mapping 100 add 102
SWR2310 (config-if) # switchport private-vlan mapping 100 add 103

H

6.2.13 "A A VLAN D& E
[E=]

switchport voice vlan #ype

no switchport voice vlan

[T A—=HF—]
type AT
R EME B!
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged 2T LT L—LEMHT S
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[FIEIERE]
L
[AJIE— F]
AL H =T z2—AF—F
[RiAA]
RAAVLAN OREET D, 77 EAR— MIRELTZHEA L F—T 2 —ADHRETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANVLANID (20 T, CoS ENFEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— k #1 7R A A VLAN & LC VLAN #100 [Z3%ET 5.,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS {EDHE
EEN

switchport voice cos value

no switchport voice cos
8T R =5
value 1 <0-7>

BRI CRR ET 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLF® & &2 LLDP-MED CHEEGias (Z5% & 2 4 5,

o HWIR— FTARA A VLAN BEEIN TS,

o F4WR— [T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7"— k #1 THA A VLAN & LT XE CoSE%E 6 (IR ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E
(&R

switchport voice dscp value

no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7V VLAN 7 /L—7 1D
BEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[FIEIEE]

7L

[AS1E—F]

A H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI N—TZIRE LB, #8A v ¥ —7 =—ATiE, v F 7V VLAN 7L —7 730
CA v H—T 2 —AMORTEETE S, [M L VLAN ThH, w/LF 7L VLAN 7 —T7R3E S 45, @B T/
|

MBS L =T 2= A VI TN — v a Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no G THEAT LI2GEG . PIMIRREICR S,

[/—HI]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V —va w2 —T7 2 — AR S5 R — O~ /LF 7L VLAN 7 —F 3R —I2 T D0 E
Nd 5,

~/WVF TV VLAN Z N —7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y MIwALF 7L
VLAN 7 )V— T RIE DB Z T IR0,

~IVF TV VLAN 3 E L TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—0T a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ E B

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \IZ3&ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport multiple-vlan group 10
SWR2310 (config-if) #exit
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6.2.17 <)L F 7 )L VLAN 7 )L — 7 DL RIDERE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T7 A =4 —]
group-id ¢ <1-256>
~/VF 7V VLAN 7 /v—7' ID
name D OPRAEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 /7D 7 /L —7" ID
[AJ1E— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 V—T 4R &R ET D,

no JZTHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4Hi1lZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHNCHRET S,
SWR2310 (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 /L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch ;. ¥/VF TV VLAN ZERED YMPL 7 L — A GiEHRE O B
REME B!
enable IR EEZ AN T D
disable TR 2 3 5
[WIHIRRE]
multiple-vlan transfer ympi enable
[AS1E—F]
srua—arr 4 L—va E—R
B
~NVF TV VLAN RERFI, ¥~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ A NERT 7B ARA L BN EL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E 7~
ITHRRLAN = b — T — A FIH L7-WIEA, ANCT 08’5 5,

no I CTHFAT LGB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 Mshic 5,
SWR2310 (config) #multiple-vlan transfer ympi disable
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6.2.19 VLAN [E# D FE R

E&N

show vlan vian-id
show vlan brief

[FF—U—F]
brief : A& TOVLAN [E# & #1725
[73F A —4—]
vilan-id - <1-4094>

#"4 % VLAN ID
[AJ1E— K]
FFrHE EXEC E— R, %M EXEC £—
[RLBA]
fEE L7 VLAN ID DIEHM A R7T 5,
UTOHEBEBREREND,

HAE B

VLAN ID VLAN ID
Name VLAN D4, i

VLAN OIRFE (7 L — LA HEET 5 200
State « ACTIVE: #5157 %
« SUSPEND : fizit L 72\

VLANID IZFTB L TWAHA » H—T = — %
Member ports c (): T EAR—MNETIRLAE—])
c ): hTUIHR—NETHFER—])

[ E B
2 VLAN 1§ £ T 5,

SWR2310>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fF#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
UTOHEANRERIND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID

SECONDARY &4 %Y — VLAN @ VLAN ID
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HAH G
tH 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS VH—T = —R
[BXEH]

7'Z A X— k VLAN Oz &R 5,
SWR2310>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 ¥ /VF )L VLAN 7 /L —FREBROET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v —T DR E KRR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %7# EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWEL IV —TFTRTEFRRT D
YMPI 7 L — A BBEEE DR EIRRE b £ T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWR2310>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUP0O001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(A =27V U —7u1a Fa)l)

E

e

631 AT LDANN= TV —D
BN

spanning-tree shutdown
no spanning-tree shutdown

[WIEIRRE]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4L —yg T — R
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B
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—H]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
HILENRD 5,
[ E ]
VAT AR TAR= I ) —E ST D,
SWR2310 (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E

E&

spanning-tree forward-time time
no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (FD)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[FiA]

RSB IERF R 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/— k]
Ko~y ROREZFORMEIZ§LEDR D D,
2x (NE—H A L+]) S RRT— VU T = 2 x (IRRIRERFRH - 1)
AT — 7 HE#IZ, spanning-tree max-age =~ R CHETX 5,
A=A DIFIZ 2T, BET D LITTERY,
[FAE B
HR IR AR 2 10 ICERET D,
SWR2310 (config) #spanning-tree forward-time 10

633 KT — VT DORE

[EFX]
spanning-tree max-age time
no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR RE]
spanning-tree max-age 20
[AJ1E— F]
Ju—nmnarz 4 b—va e —R
B

RRT—V U TRHERET D,
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no T CEIT LB A ITWHIREICRE S,
[/—}]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VhEZEETIRHET 2R TH D,
Kavy ROBREFTUTORMEERMIZTLERD D,
2x (N —=H A h+1) = RRT—V 0 ZHEEE = 2 x (EREELERRE - 1)

A=

HRGEAERFf# X, spanning-tree forward-time =~ K CEHETZ 35,
NE—H A DT 2T, BRI LI LI TERNY,

B!

WRT— U TR % 25 ISR ET D,

SWR2310 (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRIE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(WIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—F

[FHA

TV PTIAF VT A ZRET Do BEN/NSWIE EBREDRm,
no I CTFAT LGB EICR 5,

[/—HI]

MSTP DAL CIST(A > A X v A #OWIK T HRIE & 72D,

Bl

TV TTTAFYT 4 & 4096 (Z&IET D

SWR2310 (config) #spanning-tree priority 4096

635 AV E—T 2 —ADAR=V TV Y —DORE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y U —OENE
R EE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BHZT D

[FIHIRRE]

spanning-tree enable

[AF1E—F]

AU H—T2—AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no X TEIT L2 GA W EICR 5,
[/ —F]
Ko< RKIZLAN/SFP R— F B LI OGHEA v X — 7 = — R IZDOHFRIE " THE,
PR L H — T 2 — AZHTE L TWA LAN/SFP R— MIxt L TAa<w L RERETH I LI TEX A0,
(B EH]
LAN R— k #] TAR= Y U —H BT D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree disable

636 A FZ—Tx—ADY T EATORE

[EX)
spanning-tree link-type type
no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV WY —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB =T 2= ADY) I B TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZD AR E HE,

B X — 7 = — RZFTE LTS LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &Galli A % — 7 = — R S AT1E. M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
PR EITR D,

[ 2B

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree link-type shared

(1

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DOHRE

[EX

spanning-tree bpdu-filter filter
no spanning-tree bpdu-filter

[3F A—F—]
filter : BPDU 7 4 V% U > 7 OEME
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REMHE B
enable BPDU 7 A V&2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—}]

A~ RIX LAN/SFP R — M L OGRERA ¥ — 7 = — AT D Ha& & I hE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— b ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR~ ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7x—AD BPDU H— KOH®E

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —=HF—]
guard : BPDU #— FO#EE
RIEME B
enable BPDU — & {5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FBA]

WA VA —T = —AD BPDU H— RERET D,

no FECEAT LG A& IIWIHIRR EITR 5,

[/—F]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T7 2 —AZHTB L CWA LAN/SFP iIR— M L TARa~ L RERETH Z LT TE 2R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S B 725613. Hi% LAN/SFP A — NIt AR~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & > T shutdown S 1L7285E1%, HUi% A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TITDHZ L THIATE 5,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&SLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,
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[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree bpdu-guard enable

639 AL F—T—AD/INAITA FMDERE

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/NT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—ADY 7 HEIE T T, LTOEEFEHT 5,
YT S 3 RA= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

WHBA L —T =— AD/NRAAR N ERET D,

no TR THEAT L= A IR EIC R 5,

[/—}]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A~ RIXLAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hf% iE W HE,

FELA X —T7 = — R LTS LAN/SFP AR — MIXf L TR~ RERET D Z LIETE 220,

LAN/SFP R — b &gl A % —7 = — Z|ZFTE S H 2 A81%. 7% LAN/SFP R — MIXT 2K a3~ RORED,
PR EITR D,

R EH]

LAN R— b #1 O3 2 21 2 ;% 100000 (2R ET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree path-cost 100000

RIE

(1]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX)
spanning-tree priority priority
no spanning-tree priority

[P35 A =& —]

priority 1 <0-240> (16 DfE%R)
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R
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B
MGBA B =T 2—=ADTITAF VT 4 ZRET D,
no I CHEAT LGB I3 EICR 5,
BAEN/ NSV EERENE L, A v F—T 2 — AW )b— hR— M5 REEREL 72D,
[/— 1]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
A~ RIZLAN/SFP A" — B K OGREEA ¥ — 7 = — AT D Bk iE P HE,
AL X — T = — AR LTV D LAN/SFP AR — MIXf L TR~ RERET D Z EIXTERUY,
LAN/SFP R — b Ziw#l o % —7 = — Z|ZFTE S E 2 A1E. 5% LAN/SFP R— MIXT 2K a3~ RORED,
WIHIEREIZR D,
R E B
LAN R — N #l OTTAF VT 4% 64 1ZRETH

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree priority 64

6311 f V2 —T 2 —ADT vy TR— FDHEE
[EX]

spanning-tree edgeport

no spanning-tree edgeport

(AR E]

no spanning-tree edgeport
[AJIE—F]
B =T z—AEF—FR
[@i ]

MHBA VA —T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg& iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlilA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktT AR a~ 2 ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l > UR— MIT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGm A ¥ — 7 = — ADA R
FRT DALV H—T 2 —RA
[A1E—F]

FEHHE EXEC B — I, 454 EXEC £— N
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B
AN=Z I ) =D FIRT D,
interface Z M L725H1E. 2TCHOA X —T7 = — ADIRERELERIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y Y —7a k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AKE,

Root Port N—hrT Vo TDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFEFTERRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERJERE ] R EE

Hello Time N— TV DO m—HF A LREM

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHER SN D

Bridee Id TV VA, TV v T T A AT T ¢ (16 EHEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu 7z BPDU Otz =)

last topology change

BRIC MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A NREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EECTE 4 M) & MAC 7 RLATHERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL AT S D

Message Age Ayt — Ut

Hello Time Na—F A LNFEE

Forward Delay His 15 AL PR [ AR fiE

Forward Timer

FEBROHRERIE X A ~—

Msg Age Timer

A v H—T = — AN BPDU DIFRAMWIEST 5 % 4 ~—,
WIHEARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—OFFIHENT 524~ —, 012725 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDK A
Ty VR — N O EM & BIEDIRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ Ny *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V v THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BiAE DR AR
. A B=T=2—=ADY 7 ZA T OREMEBHEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
[3% 2 5]

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWR2310>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27 I —® BPDU OFEEHEHR D ER
B

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH
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[T A —F—]

ifname : LAN/SFP AR— M E 721354 v ¥ — 7 = — ADATH]
FRTHA L H—T 2—A

[AFE— K]

FERpME EXEC £ — N, b EXEC E— K

B

A= 7 U —® BPDU OFEGHERDFE R T D,

interface Z 45 L =A%, BTOA 24 —7 = —ADRENER SN,
[ EHI]

LAN 7R— bk #1 ® BPDU O#atEH &2 Frd 5,

SWR2310>show spanning-tree statistics interface portl.l
Port number = 905 Interface = portl.l

o

BPDU Related Parameters

o\°

% Port Spanning Tree : Enable

% Spanning Tree Type : Multiple Spanning Tree Protocol
% Current Port State : Forwarding

% Port ID : 8389

% Port Number : 389

% Path Cost : 20000

% Message Age : 0

% Designated Root : ac:44:£2:30:01:10
% Designated Cost : 0

% Designated Bridge : ac:44:£2:30:01:10
% Designated Port Id : 0x8389

% Top Change Ack : FALSE

% Config Pending : FALSE

PORT Based Information & Statistics

o o o

Config Bpdu's xmitted 3
% Config Bpdu's received 0
% TCN Bpdu's xmitted 2
% TCN Bpdu's received 3
% Forward Trans Count 1
% STATUS of Port Timers
% Hello Time Configured 3 2
% Hello timer : ACTIVE
% Hello Time Value : 0
% Forward Delay Timer : INACTIVE
% Forward Delay Timer Value : 0
% Message Age Timer : INACTIVE
% Message Age Timer Value 3 O
% Topology Change Timer : INACTIVE
% Topology Change Timer Value : 0
% Hold Timer : INACTIVE
% Hold Timer Value : 0
% Other Port-Specific Info
% Max Age Transitions 1
% Msg Age Expiry 0
% Similar BPDUS Rcvd 0
% Src Mac Count 0
% Total Src Mac Rcvd 3
% Next State Discard/Blocking
% Topology Change Time 0

Other Bridge information & Statistics

o

% STP Multicast Address : 01:80:¢c2:00:00:00
% Bridge Priority : 32768
% Bridge Mac Address : ac:44:£f2:30:01:10

Bridge Hello Time : 2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KD VT
EEN

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRA BT o —AERETD

[/XT A —=HF—]
ifname : LAN/SFP AA— M E 70 idGimBlilA v ¥ — 7 = — A D4
IJIVTTHA B —Tz—A
[AS1E— F]
F¢HE EXEC E— R
[BiA)
STP AT — RTCTEIEL T\ A v ¥ — 7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA U HX—T7 =—ADREN T VT b,
[/—H]
STP ® BPDU %#%(5 L1=HA, ZIELicA v ¥ —7 = — AL STP AT — RCEIfET 5 L 91 b, L, £0D
#% STP ® BPDU 2%f5 L2 /oo Th, YA L X —7 =— AL STP AME— FTEMELKET 5, 2D X9 RGE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE S,
[BE)
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWR2310#clear spanning-tree detected protocols interface portl.l

6.3.15 MST &=— F~DIT
[ER]
spanning-tree mst configuration
[AJ1E— K]
ra—nmpvar 74— g e — R
[FA)
MST A A2 U AR MST U —2 a Y ORREEIT 5 128D MST £ — RIZBITT 5,
[/ — ]

MST E— R bl a—)Lary 74 7 Lb— g 0 — RIORAICIT exit 2~ 2 RE2fEH L. ¥ H#E EXEC E— FIZE
HiciTend =< REMFEHT 5,

[RXEHI]
MST &— RIZBITT D,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #

6.3.16 MST A ' A X ADAERR
BN

instance instance-id

no instance
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[2XT A—&—]
instance-id o <1-15>

A AL AID

[P E]

L

[AFTE— K]

MST E— R

[FHA]

MST A > AKXV ARERT A,

no X TEIT LA, MSTA v A X L A5 HIBRT 5,
[/ —F]

MST A AKX o ADARLE VLAN & ORHEfFFIL, instance vlan =~ > R TERET D,
[BX EH]

MST AV AZ A #]1 T 5,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—5—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
(AR E]
mL
[AJ3E— ]
MST &£— R
B

MST A A X 2 A|Z%F LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A AKX A2k % VLAN OREEAT T 2 HIRT 5, BIRL7-fE%E, MST A > %
B R xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &It 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A VA X ADAERKRBITHON S,
[/—F]

o> MST A > A% o AZBAEAHT 5 CuvD VLANID 25895 Z L IXTE /R0,

[ EH]

MST A > A& o Z #1 12 VLAN #2 % BIEfF T 5,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTLFAF VT 4D

[EFX]

instance instance-id priority priority
no instance instance-id priority
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[78T7 A —=F—]
instance-id ¢ <1-15>
A AL A ID
priority © o <0-61440> (4096 DE4R)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
[RA]

MST A VAR ADTZAF VT 4 HRET D,

BIED /NS WZEELRERE LS, MST AV AX U ANOIL— KT Y v DI272 5 alietE 3 m < 72 5,
no JER TFEAT LB A I3 HR EICRE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 |ZHET D,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 2
SWR2310 (config-mst) #instance 2 priority 4096

63.19MST J —T 3 VA DRE
[EFX]

region region-name

no region
[/3T A =5 —]
region-name DO ATEUT R L OVEMAEE (32 SUFEEAN)
V—Ta U4
(AR E
region Default
[AJIE— K]
MST £— I
[@i ]
MST V=Y a VA ERET Do
no FECHAT LG A IIWIHIR EICR 5,
[FRE B

MST U — 3 U4 % Testl IR ET D,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #region Testl

6320MST V — 3D EY g VBEORE

[EX]
revision revision
35 A—%—]
revision 1 <0-65535>
Veva & e
[WIHIRRE]

revision 0
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MST VUV —>a3 DV EY g VHEFERET D,

[ASTE—F)
MST &E— K

[FiEA)

no B CTEAT L7285
[ E R

BIIHHIREIZR 5,

MSTY =23 VeV &SR 21ICKRTET S,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #revision 2

6321 f VH—T7 =2 —RIZXT D MST A v AZ LV ADERE

[EX

spanning-tree instance instance-id

no spanning-tree instance

<1-15>
AERENTWS MST A VA Z 2 AP ID

KA B =T 2= A L TCMST AV AX L AERET D,

BT, MSTA Vv AZ L ADBREFYIRT 5,

[/NT A—F—]
instance-id

[FIHAER %]

L

[AS1E— K]

A H =T 2 —AF— R
B!

no ﬁ/qﬁ:’(%ﬁi Lﬁ_
[/ — D}

Ko< RIiZLAN/SFP AR — B L OGHELA v ¥ — 7 = — AT DA E Al HE,

FEEA v H — 7 = — AZFTE LT\ D LAN/SFP AR — MIxt L TRz~ K%

LAN/SFP iR— h Z e A v X — 7 = — R g &8 73
’Jﬁ)jﬁ;quX/E \—)7:'%60

R
LAN R— | #1 (2

CMST A VAR AW BHRET D,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree instance 2

6322MST A LV ABELVRIZBITABAALA L EZ—T2—RADT5AF VT £ DRTE

E&

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

(%5 A —5—]

instance-id

priority

(AR E

<1-15>
RIBA LV H—T 2= ATRESNTND MST A LV AX 2 AD ID
<0-240> (16 DfE%5%)
TIAF VT 1 fH

spanning-tree instance instance-id priority 128

ERETDHIEITTE 20,
A, %% LAN/SFP AR— MMZxtd o AR~ RODF
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

MST A VAR L AZBITDRBA LV Z—T 2 —ADTTA XV T 4 ZRET D,

no JER TFEAT LB A I3 EICE S,

[/—}]

A=z~ RILLAN/SFP R — M B L OGREA ¥ — 7 = — AT D HFRIE AT HE.

A v H— 7 = — AT LTV D LAN/SFP AR — MIxt L TR~ RERET H Z LIETE 720,

LAN/SFP "R— M & A ¥ — 7 = — R ZFTE S 5A 1, Y% LAN/SFP AR — NI4T 5 AKa~ 2 ROREDN,
MR EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT 4% 16 IZRTET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree instance 2
SWR2310 (config-if) #spanning-tree instance 2 priority 16

63.23MST A VAFZVARIZBITAAVHE—T =2—AD/NAIARA D
EEN|

spanning-tree instance instance-id path-cost path-cost

R
i

no spanning-tree instance instance-id path-cost

[T A —4&—]
instance-id o <1-15>
WRA LV H—T 2= ATRESNTND MST A LV AX L AD ID
path-cost : <1-200000000>
IRA 3 A ME
[WIERR ]
AVE—=Tx2—ADY) I HEEIZE U T, LFOEEFEHT 5,
NS ;3 NA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMEA X —T7 = — A, FTB LTS LAN/SSFP AA— h DU v 7 HEZ G LA JtIc, S22 X MESRE
Do
[AS1E— F]
A4 =T x—AF— R
B

MST A VAR LV AIBITDHHMBA VA —T 2= AD/NAT A NERET D,

no IR CELIT LIS ITHHRTIIRE S,

[/ —}]

A~ FIXLAN/SFP A" — M B X OGRBEA » F — 7 = — AT D HG&E I hE,

B X — 7 = — ZICHTE LTV D LAN/SFP AR— Mt L TR~ RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZTE SE728613. H% LAN/SFP AR — MIxd o AR a~ 2 ROBREN,
IR EIZR D,

[ EHi]

LAN R—k #1 D MST A > A X > Z #2 D/8ZA 3 Z k% 100000 [Z#ET 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree instance 2
SWR2310 (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — 3 VEBOFR R

[ER
show spanning-tree mst config
[AJIE— F]
FEFFHE EXEC E— K, fHEEXECE— K, f v #—T = —RAE—F
B
MST V —2 a v OFBIE®REFRTT D,
[EE B
MST U —2 a v OBEREZ R =T 5,
SWR2310>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 D FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERET D
[/NT A—F—]
ifname : LAN/SFP AR — M E72IEGml A v ¥ — 7 = — ADA R
RKRT DAL H—Tx—A
[AF1E— F]
JERFHE EXEC £ — R, FFMEEXECE— R, f V¥ —T7 = —AE—F
[@H]

MSTP DIE#R = FrT 5,

HHFIIMST A v AX AL VLAN BE S V¥ —7 = — AT IE#RE R RT 5,
detail Z¥EE LT AIE, A1 v F—T7 2 —ABLUMST A v A X o ADFAME R E FRT D,
interface ZE{ Mg L7=HE1E. T _XCTOA v X —T 2 —ADERBPERIND,

[/—F]

ifname |2, FRERA L H —7 = — AT LTS LAN/SFP AR — R Z24RET 5 Z LixTE 0,
B&l|

MSTP O1E#H = FK T D,

SWR2310>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£f2300110
Default: CIST Reg Root Id 8000ac44f2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ® MSTP DFEMIE %z £RxT 5

SWR2310>show spanning-tree mst detail interface portl.8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AEBRDFIR

[E]
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA —T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2D ID
ifname : LAN/SFP AR — b E721E5mBA ¥ — 7 = — ADAH]
FRTAAL L H—T 2 —R
[AJ1E— ]
FEFHE EXEC T — R, $HEEXEC E®— R, f V¥ —T = —ZAE— R
[RLBA]

FRE LI MST A v ARV ADIEREERT S,
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interface M L72HA 1L, FEE LT MST A V AZ U ARREINTNDTRTOA V¥ —T = — ZADIERPER
Sho,
[/— "}
ifname \Z, FHEREA X —7 = —AIZFTE LTV D LAN/SFP AR — R & HET 5 Z LT TE 20,
[BXEH)
MST A VA X U R #1 OIF#HELRRT D,
SWR2310>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L — 7 BHBEREDRER AT L)
[E=

loop-detect switch

no loop-detect

[/NTA—=HF—]
switch D VAT AEERON— TR RE DR E
RIEE B
enable ZX?AéW®w~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AFIE—F]
Jya—r)arz 4 r—y g rE'w—NR
[RLBA]

VAT ARERON— TR EERE A A D E T IX NS T B,

no JEITIFAT L2 G A I3 IIER E IR T,

[/ —h]

VAT ABIRTANR= 7Y ) —iie L L — TR RE R O T & B,

N—THRHEEREE AN T H720100F, Ka~r RIgzxa T, £ v ¥ —7 =—ATHL—7 e A0+ 2

VENH D,

N—THRHERERENEDRBETH, LTDA V¥ —7 =2 — AT — 7RIS REIZEE L 20,

o ANR=27Y U —HERENENME L TV 5 LAN/SFP AR — R B X OGeEEA > ¥ —7 = — A, 7272 L, Forwarding /" — b
TIXLDF OEZIEEIT O 120, BRI L 0 L— 7 N8 A LBEEa1T. v—7RHEEENEIET 5,

e X7V UIUHREDOI T —AR— h& LTEMEL TUW5 LAN/SFP AR— k
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[ EH]
VAT ARERTA— TR AN T D,
SWR2310 (config) #loop-detect enable
VAT ARR T — TR RE A T D,
SWR2310 (config) #loop-detect disable

6.4.2 )V —TIRHEREDREAL V' X — T =—R)
Esv

loop-detect switch

no loop-detect

[/XT A—F—]
switch DR A —T 2 — ADNL—TRHRE DR E
BEME B
KA B —T 2 — AD ) — T B
enable T 5
. KB A B —T = — ZAD ) — T H G
disable T
[FIHIER 2]
loop-detect enable
[AJIE— K]
A H =T 2 —RAF— K
B

RGA B —T 2 — A —T SRR AR £ 7 IX T 5,

no I TIFAT L2 GA I3 IR E TR T,

[/ — 1]

N—TRRHBEREZ BT H7-DI2F, AKa~<wr RigMa T, Y A7 AR THV—THmHEREEZ BT 2038

N b,

RKa<y RORENTR/2D LAN/SFP AR — MIGHHEHA L HX —T7 =2— AL LTHNRD Z EIITERWY, 7272, AF—

Ny 7ar7 4 7 EOwEA X —7 =2 —AIZFTE L TV 5 LAN/SFP AR — F OFREIL, &R — b DR E I i

A —T 2 — R ZHEAINAS,

FRERA X — 7 = — AZFTR LTS LAN/SFP AR — MR I~ ROFATIXTE 220,

N—TRHEBERENAE 2 GETH, LTOA ¥ —7 = — ATV — 7 BRHEREITENME L 72\,

o ANR=2 7YY —HREDENIEL TV 5 LAN/SFP AR — b K OGRS ¥ —7 = — A, 7272 L Forwarding 78— b
TIXLDF OEZEEITO 120, BB LV L— 704 L, v—7RIEEENEIET 5,

e X7V VTHREDI T —FR— & L TEEL TV D LAN/SFP A — h

A= 7 U —RERE(STP)E L UL — 7 R HASHE(LPD) DR EARREIZ R LT, EB L OEEN AN D ELLT

DFRITRT,
A B =T z—R
LPD %) LPD A%
STP 47 STP %) STP #£%) STP H%h
STP %) - - - -
LPD %)
STP A% - STP - STP
AT I
STP 4% - - LPD LPD
LPD A%
STP A% - STP LPD STP
[RXEHI]

LAN AR — |k #1 O —TRHEREZ A2 5.
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect enable

ART 4 VAV H—T = — R #] ON— TR RE A H T 5,

SWR2310 (config) #interface sal
SWR2310 (config-if) #loop-detect enable

LACP #¥EA v — 7 = — A #1 O/ — R BT 5,

SWR2310 (config) #interface pol
SWR2310 (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 HSRE 2 NI+ 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect disable

6.4.3 )L — 7 HRHKFD Port Blocking DEXIE

E&
loop-detect blocking switch

no loop-detect blocking

[T A—=HF—]
switch D XA v H—T = — AD Port Blocking D% E
RUEfE B
XfGA v B —T = — A D Port Blocking % H
1
enable Ele
L. N . - . M
disabl iﬁ%% > #—7 = —AD Port Blocking %
B Il
[WIEIRRE]
loop-detect blocking enable
[AFTE— ]
A H =Tz —AF— R
[

KRA LV H—T 2= AT, —TEMH L7=85A O Blocking A% F 72130245,

no FECEAT LG A& I3WIHIR EICRE T,

[/ —F]

Ka< o ROFENE LD LAN/SFP AR— MIGHBIA V4 —T 2 —R L LTHRDBZ LIZTE R, 7272 L, AZ—
NT a7 4 O A v F—T = —ZIZATE LTS LAN/SFP iR — F DR EIL, IEHER— N ORED i
B —T 2 —RZHEAEND,

FRERA X — 7 = — RZFTE LTV D LAN/SFP iR — M IR~ ROFATIZTE 220,

[ EH]
LAN 7R— |k #1 TL—7 %M L728A12 Blocking 25 X 5127 %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect blocking enable

ABT 4 VA v — T 2 — A #1 TL—T &M L7c 8412 Blocking 756 L 91235,

SWR2310 (config) #interface sal
SWR2310 (config-if) #loop-detect blocking enable

LACP @Bl A  F—7 = — A #1 TL—7 Z ki L7235 Blocking 35 £ 9127 5%,

SWR2310 (config) #interface pol
SWR2310 (config-if) #loop-detect blocking enable

LAN R— k #1 TL—7 % L7258 12 Blocking L2V K 91275,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect blocking disable
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6.4.4 Port Blocking D)\ — 7 f#{H % —EH R CHER T 5
[ER]

loop-detect blocking interval interval

no loop-detect blocking interval
[/3T A —F—]
interval 1 <10-3600>

Jo— TR O ERRIE ] (B))

(AR E]
mL
IASIE— F)
Ja—nnarz4 7 b—varyE—F
[@iHH]
. L— 7 BRI S RB &, BT Blocking IRk S5,
Zoawy RERETHE, —EMBETL—7BIEINTWD0ERT L L9225,
Jo— T DMETE AU TUWALE Blocking & fg#BR T2 23, — 7 BEE S LTV iRiT L, BEZ ORI RE T 5 F T
Blocking ZifikfEd 5.
no JEATHEAT LG BT, AIHIREIZRE T,

[/—}]
Port Blocking JREED AR — kAU > 7 #' o Lizi54 . Port Blocking (FRIFFZfEER S5,
[BREBH]

Port Blocking 0> /L— 7 i {8 D M FRIRE [ & 300 FYIZRRET 5,
SWR2310 (config) #loop-detect blocking interval 300

6.4.5 V—7RHREDO Y £~ |
[ER]
loop-detect reset
[AS1E— K]
¥5#E EXEC £— K
[
BETDOA Vv E—T 2— A0V —THREEZ )y 45,
[/—HI]
Kavwr RiE, VAT LABERONL—TIREEREDERIGECORIATTH I LN TE D,
[ E ]
N—TRRREZ Y By T 5,
SWR2310#loop-detect reset

6.4.6 /v — 7R R EE D IRREZR N

(&

show loop-detect
[ASTE—F]
FEFFHE EXEC &— R, FftE EXEC E— K
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FTRNRITUTOLED,

o VAT AEEKRDON— TR EE DR E
+ Port Blocking @ /L — 7 i {2 D [ FREFRE ("auto” F 7213 "N seconds")
« LAN/SFP A— FBLUGHEA v ¥ —7 = — A T L O —T Rt Ok EE
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o A2 H—T x— AL (port, sa, po)
« LAN/SFP R"— R B X UGHEEA % — 7 = — ADb— 7 fr HEERE D 3% E (loop-detect), /L— 7 T HHFSREASENE L
TWLHEEE. P fFEEnD
«  Port Blocking ® 3% K RE(port-blocking)
o Jb— 7 O K RE(status)
[/— ]
B v H =T = — AZHTR LT D LAN/SFP 7R — MME#ER L,
Bl
N—T RO REZ £~ D,
SWR2310>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable 0 0—----—-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5 DHCP AX—t° >

6.5.1 DHCP A X — ¥’ L J DEZESRE (VAT b)

E&
ip dhcp snooping switch
no ip dhcp snooping

[7XTF A —&—]
switch © VAT ALRIRD DHCP A X — b VHEBE DR E
BIEE A
enable AT AAED DHCP A2 X — v JHERED
REEHMITD
disable VAT LEROD DHCP A X — ¥ JHERED
B & N B
[FIEARR E]
ip dhcp snooping disable
[AF1E— F]
Ja—x\)ary7 41— g T — R
[FREA]

VAT LERD DHCP A X — Vv JHEBEDRR T & A0 F 1133 5,

no JEX THAT LG A I3HIIER EICRE T,

[/ — B

DHCP A X — b FHERE 2 AT 5= 01213, Az~ RIZIMA T, VLAN A > #—7 =—AT% DHCP A X —
v IR E RN T AMER D D,

Z 512, ip dhep snooping trust 7~ > K C DHCP H— =3 SN TWHHR— R ERET HLENH 5,
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[BREH]
VAT AAKTDHCP A X — ' ZHREE H T 5,
SWR2310 (config) #ip dhcp snooping enable
VAT AA{RTDHCP A X— B> 7 e & e+ 5,
SWR2310 (config) #ip dhcp snooping disable

6.5.2 DHCP & X — v 7 DA R/ERE (VLAN)

[ER
ip dhep snooping switch

no ip dhcp snooping

[R5 A—&—]
switch DML H—T = —AD DHCP A X — B JHE DR E
R P
enable WA H—T = —AD DHCP A X —t
THEREDREZ A NTT D
disable WA B —T = —AD DHCP A X —t
7 HEREDRRE & BN T 5
[WIERRE]
ip dhep snooping disable
[AF1E— K]
Ao HF—Txz—AF—FR
[RLBA]

KA X —T7 = —AD DHCP A X — b o JHRED R EZ AL E 1213 EIT 5,

no JIEAR CHAT LG & I3 IR E IR T,

[/ —h]

RKa<w KIZVLAN £ VX —7 2 — A ZDOIHRETE B,

DHCP A X — bt v JHREZ BN T H1-0101%, Ka~r FIIA T, Y AT ALK TH DHCP A X — B 7V HkE
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ > K CDHCP ¥ — _—REFH SN TWNWDHR— NERETLHILERD D,
Bl

VLAN1 T DHCP A X — b FHsRE 2 H 4 5,

SWR2310 (config) #interface vlanl

SWR2310 (config-if)#ip dhcp snooping enable

VLAN1 T DHCP A X — b JHERE &2 24 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip dhcp snooping disable

6.53 DHCP A X— L FDR— FNERIRE

BN
ip dhcp snooping trust

no ip dhcp snooping trust
(AR RE]
L

[AJTE— K]
AR =T 2 —AEF— R
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[FHA]
WRA 2 H—T 2 —A% DHCP A X —E > 7 D Trusted R — MMIZET 5,
no FECEAT LG & I3WIHIREICRE T,
PR IE TIZ T X TOR— F2 Untrusted " — MIREIHL TV 5,
[/—}]
A< RILLAN/SFP R— b L OGHEEA v ¥ — 7 = — AIZDOHRFHKETE D,
FRERA X — T = — A ZFTE LT D LAN/SFP AR — MMIFRE TE 220,
Trusted 78— N TIZ DHCP /X7 > b D7 4 V& U 73 ToivT | (B I 4172 DHCP h— =034 S LTV H AR —

ICRET Do

Untrusted R— b TiX, A RO DHCP X7 b7 4 )V Z ) o THBNEITIND,

[B%

DHCP #— "=/ 5% &5 DHCP X7 v F &2 E3ET 5,

NAVT AT T—=HR=ZAZMAC 7 RUARBFEINTNT, DOBERA v X —T = — AL [FR D4 %
— Tz —ANBZIE LI IP 7 KL A fif 2k (DHCP RELEASE) B X OVIP 7 KL A &K H@% (DHCP
DECLINE) Zf¢3Ed 5,

MAC 7 RV ARRIENFZIOEA . DHCP /N7 v hDIRFEIEMAC T RLVAE T FTA TV bN—Ru =77 KL XA
(chaddr) ZLb#EZ L, —E L72RWIGAIE Y% DHCP X7 > N & EEET 5,

Option 82 NHZN DA, DHCP 7 74 7> k65245 L= DHCP /3% » MZBEIZ Option 82 fH#HAMS 5 LT
H L&, YU DHCP N7 v hEMEET 5,

TEH]

portl.5 % Trusted A" — MIFEET D,

SWR2310 (config) #interface portl.5
SWR2310 (config-if) #ip dhcp snooping trust

6.5.4 MAC 7 KU R REEDHLh/ BN E

&N

ip dhcp snooping verify mac-address switch
no ip dhcp snooping verify mac-address

[73F A =4 —]
switch : MAC 7 R L A EFEDORE
REMHE B
enable MAC 7 R U ARREDRREZ AT 5
disable MAC 7 R L A RFEDHR E & T2 35
[FIHIRRE]
ip dhep snooping verify mac-address enable
[AS1E—F]
sa—\)varZ 4 S L—varE— R
[

Untrusted "— k TZA{5 L7 DHCP X7 v FDEETLMACT RLAE I FA T o= R =77 KLU A (chaddr)
L, —E L 2WSA 13 DHCP N7 v h & EH#ET 5,

no JEATHEAT L7255 E BHIHIRE ISR T,

[3

TEB]

MAC 7 R L ARRRED R E & T2 3 5,
SWR2310 (config) #ip dhcp snooping verify mac-address disable

6.5.5 Option 82 DA %N/ TR E

E&

ip dhcp snooping information option switch
no ip dhep snooping information option
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[78T7 A —=F—]
switch : Option 82 DFXE
BENE 53
enable Option 82 DR E X AN T 5
disable Option 82 DFEXIE % MHZT 5
(AR RE]
ip dhcp snooping information option enable
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
[@i ]

DHCP /37 v @ Option 82 1FHRDOAHIN, B, HIBROA RN/ DR EEIT o
no JZ: N TIAT LI B I 3AIRRE IR T,
Option 82 2N AN D54, Untrusted 78— " CDHCP 27 7 A4 7 > k22535 L7 DHCP /3% » hZ Option 82 f&# &
5L,
DHCP #—/3—=725 DHCP 7 7 A 7 > i CDO R Y /3% > kD Option 82 i # Z Hlkk L THikd 5,
Option 82 {HHIZLL FD & B0,
* Remote-ID
« T 74N BNTIE, KD MAC T RLUARFEISND,
« ip dhcp snooping information option format remote-id =~ > K C, Remote-ID (ZALE D74 CHA TR
LOCEATRE) 5152 LTE 5,
* Circuit-ID
« 7 7%/ FTIE DHCP 7 74 7 > it DHCP /37 v F&%f5 L72 VLANID & A v ¥ —7 = — AF S )M
HFans,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
2747 "3 DHCP 37w b &%ZE L7 VLANID & AR — FESICALT LI ENTE D,
* Subscriber-ID
o T 7V ETIEfHE SRR,
« ip dhcp snooping subscriber-id =~ > KT, XIRAK— kD Subscriber-ID I[TEEDLFHN AR ET H 2 & TG
o,
%72, Untrusted 78— bk TREIZ Option 82 1§23 5- S 4172 DHCP /X7 v b % %(5 L7c¥4& . £ DHCP X7 v M &
S 5,
ip dhep snooping information option allow-untrusted =~ >~ K C, Untrusted 78— K |Z331F % Option 82 % & ¢» DHCP /¥
7y FORRER AT T HZLINTE D,
[EE B
Option 82 D IE Z TN T 5,
SWR2310 (config) #ip dhcp snooping information option disable

6.5.6 Option 82 £} & /3% > k@ Untrusted A" — N ZAZFHF IR E
[ER]

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIEIRRE]

7L

[AS1E— R

ra—r\var7 4 b—varE—F

[BLAA]

Untrusted 78— I "C Option 82 [H# 23+ 5- S 4172 DHCP /X7 v b DRk Z H T 5,
no JEATHEAT L= B3R E IR T,
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[BREH]
Untrusted 78— I T Option 82 {f# 23 F 5- S 4172 DHCP /X7 v b D¥REAZ AT 5,
SWR2310 (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 D Remote-ID DEXE

[

ip dhcp snooping information option format remote-id string remoteid
ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XFSIZEET 5

hostname : REMOTEID (2K A " 2R ET D

[/NT A—F—]

remoteid D ATRE OS] CEARET R L OCEATE S 63 SUFLAN)

[FIEAER E]

L

[AJTE— K]

A H—T 2 —AET— R

[FHA]

Option 82 @ Remote-ID (ZAEE D LT 25925 Z LN TE 5,
2720, EEOLFIN" MG D Z LIXTE R,

no JTE, TEIT L7858 1%. Remote-ID IZAED MAC 7 KL AR HEEN %,
[/ —F]

RKa<w RIZVLAN £ VX —7 =2 — A ZDOIHRETE B,

[ E B

Remote-ID (ZAEE DO LFH % 595,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 ® Circuit-ID DR E

[ER
ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string
ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[F—T— K]
vlan-port : Circuit-ID type 0 VLAN ID, Module(A % 7 ID), R— h &S &5
string : Circuit-ID type 1 fEE O CFHNZ T 5

vlan-ifindex ¢ Circuit-ID type 2 VLAN ID, ifindex % H 4%

[/3T A —=HF—]

string D ATRE OIS CEA T K OCEA LS 63 SUFELIN)

[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

Option 82 @ Circuit-ID TEEMT 2 FHAEZIEET D,

vlan-port Z 45 € L723A 1%, DHCP 7 74 7> k76 DHCP /N7 > b &5 5 L7 VLANID &, A% v 7 &5, K—
NESEM 5T 5,

string 45 7E L 72 B 13, AEEOXFINEMET 5, 12720, fEEDOXFINI" M EEDH T LT TER,
vlan-ifindex Z# f§E L723%81L, DHCP 7 7 A 7> k5 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMHT 5,

no JTEITIAT L2 GA 13, WIHIRREITR D,

[/—}]

RKa<w2 RIZVLAN AV H—T7 = —RIZOHFRETE D,

[ E B

Circuit ID (Z DHCP 7 7 A 7 k736 DHCP /"7 v & %f5 L72 VLANID &R — FE S5 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DFXE

&
ip dhcp snooping subscriber-id subid
no ip dhcp snooping subscriber-id

[XF A—5—]
subid D ATE O CEA T L OEAEE S 50 SCTLIN)
[WIERRE]

7L

[AF1E—F]

A B =T 2 —AF— R

[FHH]

KGR — b D Subscriber-ID (TR D SCFFN(1~50 L) E /X ET D, 722 L, LFHNI"MEEZHDH T LILTERU,
no JEITFAT L7235A 1. Option 82 15 # (T Subscriber-ID 23 G- S 41720,

[/—}]

ARz~ FIZLAN/SFP R— FB LGS 7 —7 = — ATDHRETE D,

A v F— 7 = — ZZHTE LTV D LAN/SFP AR — MIERE TERLY,

[ E 5]

portl.1 @ Suscriber-ID % ET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #ip dhcp snooping subscriber-id a room

3

6.5.10 DHCP /X% v {5 L — MHIFRDFRE
ESN

ip dhcp snooping limit rate /imit

no ip dhep snooping limit rate
[/3T7 A —F—]
limit : 10-125
1 B & 72V 1255 A BE72 DHCP 347 v M (pps)
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[FIEIERE]
7L
[AJIE— F]
ra—\var 747 b—va E— R
[RiAA]
VAT LK T 1B IZZAEATREZ: DHCP N7 v MIERET D,
ZEV— Mo EREZER LG E, 2E LV — & A 725%/E DHCP /37 v MIZET %,
no JIER THAT L78E 1%, DHCP X7 v b DA 5 L — MR AZITH 720,
[BREH]
VAT LAED DHCP /37 v 35 L — b % 100pps (ZaX ET Do
SWR2310 (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP ¥/ v NZERF SYSLOG /1 DE L/ SR E

[EX]
ip dhcp snooping logging switch
no ip dhcp snooping logging

[2XF A—%F—]
switch : DHCP /3% v MEFHERF SYSLOG Hi ) D% E
R EE A
DHCP /X7 v MEFERFIZ SYSLOG (2 )7
enable %
di DHCP /3% v MEFEREIZ SYSLOG (ZHH 7 L
isable
VAR
[FIH13R 2]
ip dhcp snooping logging enable
[AJTE— R
Ja—\)ary7 4l —g s — R
B

DHCP /37 v MREERFICREERL 2 SYSLOG (ZH )4 %,

no JEATHEAT LI B3R E IR T,

[BXRE )

DHCP /~% v Mig#ERFIZ SYSLOG (ZHI T3 5%,

SWR2310 (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— ' 7 DY AT AR EHHRD IR

(&
show ip dhcp snooping
[AJ1E— K]
FEHFHE EXEC £ — P, ik EXEC £— R
B
DHCP AX—E VT DV AT AREFREFTRT D,
[BREH]
DHCP AX—Y 7T DV AT AREEREFTRT D,
SWR2310>show ip dhcp snooping

DHCP Snooping Information for system:
DHCP Snooping service ............. Enabled



Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit .......iiiiiiiineennnn. 100 pps
LOGgINg & oo v i i e ettt et ettt et e e Enabled

6513 DHCP AX—Y 7 DA v F—T7 =z —AREBTBHRDOERTR
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E&N
show ip dhcp snooping interface
[AJ1E— ]
FEHFHE EXEC E— N, ke EXEC £— R
B
DHCP AX—¥ T DA v H—T 2 — AREFERETZRT D,
[BXRE B
DHCP AX—VE T DA U H—T 2 — AREFHRERTT D,

SWR2310>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex

Interface Type Subscriber-ID

portl.1l Trusted

portl.2 Untrusted a_room

portl.10 Untrusted b room
DHCP Snooping information for vlan2:

DHCP snooping ... Enabled

Remote-ID ....... yamaha

Circuit-ID ...... vlan-port

Interface Type Subscriber-1ID

portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping Disabled

DHCP Snooping information for vlané4:

DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... torakusu

Interface Type Subscriber-ID

portl.8 Untrusted e room
portl.9 Trusted

6514 XA VT 4 T T — B R— ZADFR

[ER]

show ip dhcp snooping binding
[AJ1E— K]
FEHFHE EXEC E— N, F#tE EXEC E— I
[FHA]

NA VT A4 TT—=HAR=REFEEINTWDZ L b —EFlERRT 5,

M) —EFERIILLTO LB T,
« DHCP Z 547> k5 DHCP A v v — %52 L7~ VLAN ID

e« DHCP 7 547 FHDHCP A v —V%ZE LA v ¥ — 7 = —ATHR

« DHCPZ 747~ FDMACT FL A
« DHCPZ AT FDIPT RLA
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o U — RHF[H]
[BXRE )
NRA VT AU T T —=HR=ZAONEE R RT D,
SWR2310>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address Expires (sec)
1 portl.l 0000.1111.2222 192.168.100.2 259170
1 portl.2 0000.3333.4444 192.168.100.3 112000
2 sal 0000.5555.6666 192.168.200.2 100000
2 portl.1l0 0000.7777.8888 192.168.200.3 infinite

6.5.15 DHCP R X — b 7 O HERF T

[ER

show ip dhcp snooping statistics
[AS1E— ]
JEEFHE EXEC E— K. ## EXEC £— K
[FAA]

DHCP A X — ¥ v 7V OfieHE R Z=F T D,

A VB =T 2—AT L2, %5 L= DHCP /7 v bk LEES 7 DHCP /X7 v h OB AR RT 5,
[/ —H]

DHCP % v FEZEL— MHROREIZ L > THRESNT- 7y MIT T FERZRu,
Bail]

DHCP 2 X — V' VO EHE M A2 ForT 5,

SWR2310>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4T T —=ERXR—=ZADI VT

[ER
clear ip dhcp snooping binding
[AJ1E— F]
FiHE EXEC £— R
B
AT AT F b= 25 7 VT B,
[EXRE )
AT 4 T T = N=2 %7 VT 5%,
SWR2310#clear ip dhcp snooping binding

6.5.17 DHCP R X— b2 7 DiFzHEHD 7 V7

&

clear ip dhcp snooping statistics



a2 KU 77 LA | Layer 2 FAE | 251

[ASTE—F)

et EXEC B— R

[FiEA)

DHCP A X—Y¥ v 7JOfeHERE 7 UV 795,
[ EH)

DHCP A X — v > 7 OfaHERE 7 V79 %,
SWR2310#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL 2 EH

71.11Pvd 7 RL ZADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A — 5]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AS1E—F]
AU H—T2—AE— R
[

VLAN f 2 —T7 2 —ZAIZX LTCIPVE 7T RL A LRy h~ AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T x2— A2, T34 <V —T KL REZ1fHé, AL F)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETHEDICIE, HONTDT T4~ =T RLAZRETIHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACRE—Y T %y hOIPVAT RLAZEID Y THZ LITTEXR,

(B EHI]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip address 192.168.1.100/24
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712 IPv4 7 F L A DFR

[EX]
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E—F]
FFrHE EXEC E— N, %54 EXEC E— N
B
A H =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ K> TERJIZIPvA 7 R LR MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RABKERIZ IPv4 T R L ADRFRIE SILTWRWGE (Y — S 5E) 13, "searching” &
FRT D,

+ ip address =< RETE S TWRWIGE T "unassigned" & FRd 5,
o WEE OIREE
« T—XUIREOLKE
AU H—T 2 —AEEELFEEAIIEOA L —T7 2 —ADIEREY . B LTEHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/—}]
FBELIA L E =T 2—ANIPVAT FLAZEID S THONRNS D THLIGEITXT T —ITR D,
Bt
ETHOVLANA VA —T 2—ADIPv4d 7 KL A EHRRT D,
SWR2310>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 54 7 MZ X AEH IPvd 7 RL ADRE
BN

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #r—/"—DHRA NERET D
[NT A —=HF—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— K]

A B =T 2—AFE— R
B

DHCP 7 94 7 > b & LT, DHCP v — = bft5E XN 1Pvd 7 KL A% VLAN A —7 = — R LT
BRET D,
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DHCP $—"—%4RET 5 & . Discover/Request A v & — 2 HostName 47> a2 > (A7 ara—K12) &40
THILENTE D,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFEITT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/"—Zi%k %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no I THEAT L72HE1%, DHCP 7 74 7> hOREZHIFRT 5,
[/ — 1]
DHCP H—/3—Zxf L CERT 2D U — AW 72 REE CREE &35, 7272 L, EBRIZY — X S5 HifHiX DHCP
—N—DRENNEATT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I N D,
Ko<y FaEHFELTSH DHCP H— 23—/ 5 [Pvd 7 R L ZANEG TE 204, Auto IP H#RENS A 4)72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,
AH s TREREINE N IO AL 7 AR— F T Auto IP BEREZ M L TV BE. Ko~ FIZEHATE 20,

(B EH]
VLAN #1100 [Z DHCP 7 A4 7> M X > TIPv4 7 L A&t 59 5,

SWR2310 (config) #interface vl1anl00
SWR2310 (config-if) #ip address dhcp

714 DHCP 27 547 F DIREBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— K, F#E EXEC E— K
B!
DHCP 7 74 7 v hOWREERTT H, LFTOHERRRIND,
« DHCPZ A7 FELTEIEL TS A X —T = — X
o EDYTHNIZIPVE T KL A
o U—ZHR
o U — ZIERFERIIR
o U — AHBUSHIR
« DHCP % ——%
« DHCPA7v a & L CHSGL-EH
« Xy VR
s TITHNITF—bFT A
o U — XIFRH
+ DNS H—/3—
« DHCP % —/3—1D
s KAAU4
[/ —}]
By TR AE N GG, Ka~vr RIFEHTE 20,
[ EH]
DHCP 7 74 7 > FDIREEEFIRT D,

SWR2310>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1



< R 757 L A | Layer 3 BERE | 255

dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A= —]
switch © Auto IP #EEEDENE
R EE B
enable Auto IP #EEEZ AT 5
disable Auto 1P HEREZ EZNIC 5
(IR E]
auto-ip disable
[AJ1E— K]
A H =T 2 —AF— R
[BLFA]

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HENAE KT 2 Auto 1P BEHE
BHhT 5,

Auto IP #§HEIZ. ip address dhep =~ > F& R EH (T, DHCP #— 3=/ 5 IPv4 7 R L ARG TERWGEITD I
HEET 5,

Auto IP BEBEIZ. 1 DD VLAN A > Z— T = —RICOBENTHZ LN TE S,

no B CHEAT LG & I3 EICRE T,

[/—F]

IPvd V7 a—h)7 RUANRE LT2IZ DHCP h— =5 IPv4d 7 RLADREETE 7285458 1Pv4 V) 7 o —
HIVT R AZBEHEEL T, DHCP ' — =00l &L IPvd 7 RL AT 5,

ALy THEREMN B NINDOAL v 7 R — T Auto IP BEREAfEH L TW O 56, ARa~vr NIIEHTE 20,

[ EH]

VLAN #2 @ Auto IP #RE % 402 T 5,

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #auto-ip enable

7.2 IPv4 R B

7.2.1 IPv4 BRI R E
EE

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number)

ip route ip_address netmask gateway [number)

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|

no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[¥F—U—F]
null Ty FEBEETICEET D
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ST A—F —]
ip_address . AB.CD
IPv4 7 KL X
TITFNET = U = A ZET DL X1X0.0.00 &T5
mask c <1-31>
~ A7 By MK
TIHNVIT = =2 ZHETHLEIT0LTD
netmask : AB.CD
7 RLAERDOR Y b~ A7
T AN DT T A ZHRET D L 130000 £T5
gateway : AB.CD
T—=HFT=ADIPv4 7 FLA
number 1 <1-255>
EELEREE (RRESERIEFOBE) ERLIESE 0D
TED/NE VT EBIEE D m,
(AR E
mL
[AS1E— F]
Jua—N\)arz 4 L—varE—FR
B

IPv4 DFHIREEE 2B IN3 5,

no B CHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

TI7ANVNTF— U =A% 192.168.1.1 LT 5,

SWR2310 (config) #ip route 0.0.0.0/0 192.168.1.1

BV DN 172.16.0.0/16 DIFED T — N7 = A % 192.1682.1 L35,
SWR2310 (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip_address[/mask]]
P85 A —5—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

[RiFA]

IPv4 #5157 (FIB: Forwarding Information Base) % #1795,

IPv4 7 R L RAEEME L2551, FIB ONEEZ T XTRRT D,

IPv4 7 RLVRAETIIFRy hU—2 7 FUVRZIEE LTSE, siEnEn D & —ET DT b Y —OFEME# %
TR D,

[BREH]

IPv4 BRIA R 2§ ~TRRT D,
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SWR2310>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 58 CD/X 7w b &% D & S IHEH SN 2R &2 FRT D,

SWR2310>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R DOE R
[ER]
show ip route database
[ASIE— K]
FEFrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #2153 (RIB: Routing Information Base) %3/~ 9 5,
[ E B
IPv4 R ERTRT D,
SWR2310>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
8 *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.24 IPv4 BRBRICBEF SN TVLIRET ) —DHY <=V —DFER
(]
show ip route summary
[AJ1E— K]
FEHFHE EXEC & — N, ke EXEC £— R
B
IPv4 #%#% 7 (RIB: Routing Information Base) IZH Gk SN TV AR N —DHh~ ) —%2RKR-T D,
[BREH]
IPv4 RRER I SN TV DRE= M) —DHh~ ) —%2RKR-T D,

SWR2310>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3

Total 5
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7.3 ARP

7.3.1 ARP T — 7 VDFRR

[ER]
show arp
[ASE— K]
FEFFHE EXEC & — R, F#tf EXEC £— K

[FREA]

ARP F v v v 2 %R T 5,
Bl

ARP ¥ v v ¥ 2 2R 1T D,

SWR2310>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

732 ARP 7 —7 NV DHEE

E&N

clear arp-cache
[AJ1E— ]
FiHE EXEC E— K
B
ARP ¥ ¥ v o2&/ U7 ¥2%,
Bl

ARP X v a2k 7 U775,
SWR2310#clear arp-cache

733 ARP = Y —DORE

&

arp ip_address mac_address interface

no arp ip_address

[/NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WMBRA =T = A A4
(AR RE]
L
[AS1E— ]
su—\)arz 4 b—varE—R
[@iA]

By 7 —7 ARP = b U —&2{ERT 5,
no B TEITLIZEEIE. BE L= MY —%2HIRT 5,
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[ EH]
portl.1 IZHEfE S 4172 IP 7 R L % 192.168.100.100, MAC 7 L Z 00a0.de00.0000 D) ARP = b U — & {3
50

SWR2310 (config) #arp 192.168.100.100 00a0.de00.0000 portl.1l

734 ARP Z A LT 7 NDHRIE
[ER]

arp-ageing-timeout time

no arp-ageing-timeout [fime]

[R5 A — 5]
time : <1-3000>
ARP > b U —LREFIFR] (F))
(AR E]
arp-ageing-timeout 300
[AFTE—F]
A BE—=T2—AE—F
B

KR VLAN A » #— 7 = —R|ZBI1F 5 ARP = b —{RFIFAZ AT 35, Z ORFFANIZZE S h - 7= ARP
T b —iTHIRE NS,

no JER TEIT LA 1E. ARP = U —fi 4 300 #0294 %,

[ EH]

VLAN #1 ® ARP =3 [ U —{REFRERI % 10 2ICEET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config) #arp-aging-timeout 600

735ARP ZA L7 7 REED ARP V 7 = X FEEFRORTE
E&N|

arp-ageing-timeout request mode

no arp-ageing-timeout request

ST A—F—]
mode : ARP U 7 =X MEEHA
RIEE B
nicast ARP % A L7 7 MEFIZIA(ET S ARP U 7 =
A h&a=%x A FTKEETD
broadcast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
A&7 u— Xy A NTEETD
(AR RE]
arp-ageing-timeout request unicast
[AFTE— ]
AVH =T 2—AE— R
(@]
X VLAN A > Z—7 = — A2V T ARP £ b U —ORFFIFRHINN T L7z & SICE(FET %5 ARP U 7 =X h D5
KERET 5,
no FE CHAT L5 A 3R EIC R T,
[ERE B

VLAN #1 ® ARP = F U —ORFFIFHEN T L7 & ZICEETHARP V7 2 A M &7 v— ¥y X2 FTEET
%o
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SWR2310 (config) #interface vlanl
SWR2310 (config) #farp-aging-timeout request broadcast

7.4 IPv4 BxiE 4

7.4.1 IPv4 B3R E

[EX]

ip forwarding switch
no ip forwarding [switch]

[/3T A —HF—]
switch o IPv4 Ny b DERIEREE
REME A
enable IPv4 /3y N OEREE N T D
disable IPv4 /Xy s DRRE A N T 5
[WIHIRRE]
ip forwarding disable
[AJ1E—F]
sa—\)varZ 4 S L—varyE'— R
[FLBA]

IPv4 /X N DEREEF N E I35 5,
no FECHEAT LG & I3 EICR T,

7.4.2 IPv4 Bl iR E DFR
[ER]
show ip forwarding
[ASIE— K]
FEFFHE EXEC £ — R, #§#E EXEC £—
[
IPv4 /37 > N DERERRE X RAT D,
[BRE ]

IPva /377 b ORREBRE & £ T D,
SWR2310>show ip forwarding
IP forwarding is on

7.43 MTU O E

[EX]
mtu mtu
no mtu

X5 A—F—]
mtu 1 <68-9216>

KEATRER IR/ N T R A X
(AR E
mtu 1500

[AFIE—F]
A =T 2—=AFE—F
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B
VLAN A V% —7 = — AL EEARER 37 v h YA O KMEMTU H) &2 5% ET S,
AL EETE 7 v b BIOKRBEN L3 #8550V —T 4 )T 537 v MRS E 20 . KL AN L2 #i5%
(AA v F o I)VTHA—H T L —ATG4h LD,
IPv4 ~ % —® Total Length 28 MTUEZ X /37 v N & L3ERET D56, IP 77 7 A F SN TERFEIND,
IPv6 ~~ > % — @ Payload Length 75 MTU fEZ# 2 5 /37 v b % L3 #5259 2555, ICMPv6 =7 — 3Kk S AL T/N7
v MIE#EIN D,
mru 2 R CRESNTEA =V T L —LRIINEDL A XDONRTy NBNV—T 4 VT OB LR D7D, Vv
K7L —LEN—T 4 7T 55 Emu 2~ RCZEMRERA -V 7 L—LAEEZRETILEND D,
no JEXTHAT LG A I3HIHIER E IR T,
[/—}]
Ko< RIZVLAN A V& — 7 = — AT DBHREARE,
MTU fE1Z. WIEAZBRWTRR T T OE TRAAEEZRETDHZLENTE 5D,
ipv6 enable 3% E S 472 VLAN A > # — 7 = — AT, MTU D% E Al RERLPH T <1280-9216> & 725,
MTU fEAS 1280 £V /NS <BRE IV TS VLAN A ¥ — 7 = —ZZxf L Cipvb enable =2~ REAET 5 Z
LlxTERY,
[ E B
VLAN A > X —7 = — A #1 |[ZATBT 5 LAN R —h #1 £, VLAN A > X —7 = — A #2IZFT/ET 5 LAN &~ — b #2
T, 10240 XA FETOY YU RT7 L —LEHE L. MTU % 2000 /31 Mt 5,

SWR2310 (config) #interface portl.1-2
SWR2310 (config-if) #mru 10240
SWR2310 (config-if) #interface vlanl-2
SWR2310 (config-if) #mtu 2000

7.5 1Pv4 BRIERERR
7.5.1 IPv4 BEIERER
[E
ping host [repeat count] [size datalen) [timeout timeout] [source ip_address]
[F—TU— K]
repeat DRI ERET D
size : ICMP 7 —# DR S (N MR ZRET D
timeout DO FTIEHUY D Echo U 7 = A R & K(E LIt DINERF DR Z R ET 5
source : ICMP /N7 > FOFEEILT RLAEZRET D
[T A—2—]
host : ICMP Echo % {59 5505k
WA ML, ET20E, 58ED P T L A(A.B.C.D)
count DT (AEELISA 1 5)
REM G|
<1-2147483647> fRE L7 mIEEEITT %
continuous Ctri+C W AT E N5 £ THFEATZM Y KT
datalen 1 <36-18024>
ICMP 7 — X DR S(3 b)) (Bl L7255 56)
timeout . <1-65535>

ISERF BRI (AW LTSS - 2)
EAITEISR % continuous IZ L7 AITEHR IS
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ip_address : ABCD
IPvd 7 KL A

[ASTE—F]

Kt EXEC E— K

[FEBA]

ICMP Echo #fi7E L7274 A MZiEH L. ICMP Echo Reply D& & F5,

RERDIUL, ZOEERFTH, 2~y FORTRICHIMRERRT 5,

[BREH]

IP 7 RL A 192.168.100.254 56 CIZ 7 —Z A X 120 /A b, FEAT[EHUT 3 [B]CEf @R
SWR2310#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms

128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

%

f‘ao

7.5.2 IPv4 BRI THERR
[EX]
traceroute host
[/3F A —&—]
host DR A MRS D ek
RA N4, F720%, 56580 IPvd 7 KL A(A.B.C.D)
[ASTE— R
ke EXEC £— R
B
FRELTZARA M E TORKIFERE £RT 5D,
[ EH]

192.168.100.1 & TORBEHEREZIT 5,

SWR2310#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

4
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms
3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms
4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms
5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms
6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 KL A &H

7.6.1 IPv6 DX TE

EN
ipv6 switch
no ipveé

[7XF A—&—]
switch . IPv6 OENE
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REMHE B
enable IPv6 Z T %
disable IPv6 Z N 5
(IR E]
ipv6 disable
[AJ1E— F]
AVH =Tz —RAE—F
[FFA]

VLAN A ' Z —T7 = —RZKLTIPV6 Z AN LY 7 u—h T RL 2 Z HBERET D,
IPv6 13 F K 8l ETH VLAN A > X —T7 = — A THIZTDH I LN TE D,

IPv6 Z N L= a . BET 5308 b RIRFICHIBR S D,

no JEATIHAT L7 B I3 EIC R D,

[/—}]

HERRESNZY 7 a—Hh /LT KL AL, show ipv6 interface brief =~ > R TR TX 5,
ALy JHERENA R e e, Aa~ v RIIEATE R,

[ EH]

VLAN #1 @ IPv6 223 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6 enable

7.621Pv6 7 R L ZADHRTE

[EX]
ipv6 address ipv6_address/prefix_len

no ipvé address ipv6_address/prefix_len
no ipvé address

[T A —=F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len : <0-127>

IPvV6 7'V 7 4 v 7 AR
AHE— K]
B =T z—AEF—FR
B

VLAN £ 4 —7 2 —RZxt L TIPv6 7 RLRET LT 4 v 7 AREHRET D,
IPv6 7 K L A% ipv6 enable =~ > RAFHEZIL TS VLAN £ VX —7 = — R IHET DH I ENTE 5,
K=< RiZ. ipv6 address autoconfig, ipv6 address dhep. ipv6 addresspd =~ > R LA TE 5,

IPv6 7 KL AL 1 DD VLAN A v X —7 =—A|Z, 7B —/3 L7 R L A(RA %%, DHCPv6 7 A 7> b, DHCPv6-
PD ZfiH L72IPv6 7 RLADBIEL G Z SHETE, Vo7 u—hAT VA% L HRETE D,

VAT AR THERETEDLIPV6 7 RV A IR K SHETTHH(EEICEH Y Y Tond Vo Z7ua—L7 KL A
ZFR<),

no B CEIT LG EIE. FEE L IPv6 7 KL A EHIBRT 5, IPv6 7 KL A EE LA h-> iGaid, &2 TO IPv6
7 RUARABRE., DHCPv6 7 74 7> b, DHCPv6-PD Z{#ifl L7= IPv6 7 K L ADFREZ & i0) 2 HIBRT 5,
[/—F]

B DA L H—T 2= R[]V T %y FOIPv6 7 RL AZEID Y THZ L TEAR,

AL PSRN A2 G. Ao~y RIFEHTE 220,
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[ EH]
VLAN #1 [Z IPv6 7 R L2 & LT 2001:db8:1::2 K ET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31Pv6 7 KL XD RA RE
[EFX]

ipv6 address autoconfig [stateless]

no ipv6 address autoconfig
[ZF—Y—F]
stateless : A7 — kLA DHCPv6 ZEESHE 5
[F1H13R 2]
L
[AJIE— K]
AR =T 22— AF— K
[FRHA]
RA ZfiH LT, VLAN A > X —T7 =2 —AIZIPv6 7 L AZERET D,
RA [T ipv6 enable =T~ > RGRE SV TWD VLAN A U ¥ — T = —RIIRETHIENTE S,
ARz< > RiL, ipv6 address, ipv6 address pd 2~ > REJFHTE %,
ipv6 address dhcp. dhepvé-server (DHCPV6 — S —XfIZET /LD a2~ RPT TICHE SN TV D VLAN A >
B —T7 = — REIRETE 20,
Ko< REAFEIT L72#%. Router Lifetime N ARN72 RA 2 (ELT-8E. RAZERE LIHEEBEOT RLAN, 57
NV KT — R U oA IZBMES D,

F7-. Router Lifetime 230 ® RA 25 L7285/, T 74NV P — U= A 5 RA ZEE LD T RLAMRN
HIESN 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > R E I TV AHEATE, RAICESS T 74 R —h
v A OEBINIITOILR,

stateless Z# F57E L 72354, DHCPv6 O Inoformation-request % 155 L C, DHCPv6 A7 — h L A& — R CEIET %,
stateless Z 57 L7255 1%, ipv6 dhep client pd =~ > R T TIZERE STV D VLAN A ¥ — 7 = — ATITRE
TERUY,

1 20D VLAN A % —7 = — A2, DHCPv6 A7 — h L AL 1 DETHRETE D,

stateless ZFEE L7oAR T~ RIFIR KT8 D VLAN A U ¥ —T7 = — AR ETE D,

ipv6 address autoconfig stateless =~ > R &3¢ L7214 ipv6 address autoconfig =~ > N C_LEE X L7244 DHCPv6
AT — kL AT— RifEIRT 5,

no IER THAT L7 5HE 1%, RA OREZHIFRT 5,

[/— ]

ZELIERAD O 7T I NA L THDHNAT ThDHMNICERA L | stateless ZFFET 5 &, DHCPv6 D AT — h L A
ERANT 2D,

AT — kL AEMERE, DHCPv6 ¥—/3—|Zxt L C, [OPTION DNS SERVERS] (4 7'+ 3 v a— R 23)&,
TOPTION DOMAIN LIST| (A7 3 v a— K 24) #ER9 5,

DHCPV6 H— =L DOA T v a VR iR-> TE L &, DNS — =T 3, RAA U A M6 L THAS
T& 5,

AT — b U ABHWERFDELRIZ K> THAG L7z DNS — 83— R AA > U & M, show ipv6 dhep interface =~ >
THERTE 5,

BELIEZERAALA VIV AND RAL AOERREIZ T BRWEEE. T BMiE5ans,

ARa~ FIZE YD DHCPv6 H—/3—7/ 5 DNS Hh— 3— R KA A U 2 M ZEfS L7236 TH . dns-client name-
server. dns-client domain-list =~ > ROFZREDIT 5 NEHLEIN D,

VAT BIFEE SN DNS r— 33— KA A U A ML, show dns-client =~ FTHFRTZ 5,

ALy JERED ARG, Ao~y RIIEHTE 220,
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[ EH]
VLAN#1 12, RAZHEHLTIPV6 7 RL A RET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6 address autoconfig

e
gl

7.6.4 DHCPv6 7 5A T v MZ L BEMIPV6 7 KL RADE

[EFX]

ipv6 address dhcp
no ipv6 address dhep

[FIHIER E]

L

[AJIE— F]

AH =T 2—RAE— R

[AA]

DHCPv6 7 74 7 > F & LT, DHCPv6 %h— —n bt 53372 IPv6 7 KLU A % VLAN A ' &Z— 7 = — ATxf
LCRET D,

AKz< 1 RiL, ipv6 enable =~ > R3FRIE STV D VLAN A HZ—7 = — AR ETE D

1 OO VLAN A U F—T = — Al Ra~v L NI 1 DLRTRETE D,

AK=a<> FiL, ipv6 address, ipv6 addresspd =2~ > R L TX 5,

Ka< Rz, K TS8DVLAN A VX —T = —AILRETE D,

ipv6 dhcp client pd, ipv6 address autoconfig, dhepvé-server(DHCPv6 — X —%HEET /L DRH) 2~ RINT TITER
JESHITUVD VLAN A V¥ — 7 = — R TIERRE TE 20,

IPv6 7 R L A ZHif% L72IRHE C no ipv6 address dhep =~ > RZFE(T4 25 & B L TWZ IPv6 7 R L A Dfiffig A
> & —% DHCPv6 th—/"—I|Zi% D,

no I CTHEAT L72HE1X DHCPVG 7 74 7 > N ORRIEZHIBRT 5,

ipv6 =~ > K73 disable IR E I NT2E, Ko~y RbHIBREND,

[/—}]

AKavw RTIPv6 7 RLAZHERET 256, 7V 74 v 7 ARIE 1/128) L7,

ZELIZRADOM 77 7B F L THDINA 7 ThHNCERRL, Aa~vyr FERET 5 &, DHCPv6 D AT — b
T IVENE(IA NA)BHNZ 725,

DHCPv6 7 7 A 7> ME, DHCPv6 #—/ 3—(Z%f LT, TOPTION DNS SERVERS| (# 7'+ a > a—K23)&,
[OPTION DOMAIN LIST| (47 3 v 21— K 24) 28R+ %,

DHCPvV6 = =N OEHDO AT a PRI TEL & DNS ==X 3 FAA U X M6 £ TR
‘(“% 50

DHCPv6 7 7 A 7> b DERIZ L - THAF L7= DNS #—3—_ KA A > U A KX, show ipvé dhcp interface =~ >
R TR TE D,

BAFLIERAAL YA RD RAL CHORREIS T BRWEEIE T BMfiEshs,

Kz~ FIZEY DHCPv6 #—/3—7» 56 DNS = 3— K R A A U X P2 HifF L725%A T 6. dns-client name-
server, dns-client domain-list =~ ROREDIT O NEHL I D,

VAT MIFRE ST DNS —/s3—_ KA A U & ML, show dns-client =~ K CHERTE 5,

Ao~ REAHIZ L%, Router Lifetime N H 272 RA 225 L7284, RAZEXE LMD T RLAR, 57
NN —= U oA IZBIEND,

F72. Router Lifetime 73 0 ® RA #%A5 L7258 1E, T 74/ M= b0 =406 RA #3545 L72HEROT R AR
HIBR S5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 E I N TV DAL, RAIZESS T 74V 7 — b
U = A OBIIATOIR,

AH - THRBEDRBENRGE ., Ao~y RiEfEHTE 20,
[ E R
VLAN #100 {Z DHCPv6 7 7 A4 7 > MM k> CTIPv6 7 L A %1595,

SWR2310 (config) #interface vlanl00
SWR2310 (config-if) #ipv6 address dhcp
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7.6.5 DHCPv6-PD Z{Eff L7 IPv6 7 KL ADRE

[EFX]

ipv6 address pd pd prefixname pd_ipv6_address/prefix_len
no ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

[/3T A —HF—]

pd_prefixname : DHCPv6-PD 7 74 7> b (ipv6 dhep clientpd =~ > R) TRELZT LT 4 v 7 A4
AT By MO A T2 T F—3—() (32 XLFLIW)

pd_ipv6_address  :  X:X:X:X
DHCPv6-PD 7 7 A7 R TG LT LT 4 v 7 AZH L3S IPv6 7 R LA
DHCPV6-PD 7 7 A4 7> hCTHAG L7 L7 4 v 7 R LT, FAL(FED) Oy 2R ET
)
DHCPV6-PD 7 A4 7 > N TG LT V7 4 v 7 ZERGPITxE LTI, [0) Z4a7E T 2 BN
HD

prefix_len : <0-127>
IPV6 7'V 7 4 v I AR

[WIHRRE]

7L

[A1E— ]

f B =T 2= AFE— |

[RLBA]

VLAN £ 4 —7 2 —RZxtLTIPV6 7 RLARET LT 4 v 7 AREFRET D,

IPv6 7 R L AL ipv6 enable =~ > RNRFEEINTND VLAN A > X — T = —RITHETHZ ENTX D,
DHCPV6-PD 7 74 7 > MEREIC K > THAF L2 T V7 o v 7 ZAZHESE IPv6 7 R L A& LT 5,
R E A7 IPv6 7 K L AL, show ipv6 interface =~ > K CHEFR CTX 5,

ARK=a<> KiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ KEGFHTE 35,

IPv6 7 RLAIX 12D VLAN A V' H —7 =—RA|Z, 72— LT RLUARARE. DHCPv6 7 741 7 M &&Te)
ZSMEETE, Vorm—ALNT RLA% L HERETE S,

VAT LR TRETEDIPv6 7 RLAIRKSHETTHL(HEIWIZEH VY ToND Y 7 a—a LT RLA

ZBER<),.
no B CHEITLIZHAIE., FBE L IPve 7 KL AZHIERT 5,
[/—F]

DHCPv6-PD 7 A4 72 MERET, L7 4 v 7 AEREIIFGTE TR WEGEATL, IPv6 7 R L A ITAERKR S U720,

TVT 4 v AFERE TALT FLADHMBAEDLENELL BRWNWHEERL, A V2 —T7=2—ABTYH 7 %2y bOEEL
78548, IPv6e 7 KU AITAER S L2,

2By JHERENAE NG G, Ra~y FIIEHTE 20,

[ E ]

VLAN #100 C DHCPv6-PD 7 7 A4 7> ML TIPV6 'L 7 4 v 7 AT 5,
BfFL7=7Vv>7 4 v 7 A4 [PD VLAN100) %M\ T, VLAN#200 (2, IPv6 7 KL A ZFHET 5,
Z 2Tk, [PD_VLANI100) (2T, [2001:db8:1:aaf0::/60) % HfG L 7= LARET .

PITF D% T VLAN #200 (2, [2001:db8:1:aaf2::1/64] 235X E S D,

SWR2310 (config) #interface vl1anl00

SWR2310 (config-if) #ipvé6 dhcp client pd PD_VLAN100

SWR2310 (config) #interface v1an200

SWR2310 (config-if) #ipv6 address pd PD VLAN1OO ::2:0:0:0:1/64

7.6.6 DHCPv6-PD 7 54 7 2 K DORE

[EFX]
ipv6 dhcp client pd prefixname
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no ipvé dhcp client pd
[XT A —=HF—]
prefixname D BIDETONIZT VT o v 7 AT 5 NERRY 72 4 il

MBI Ry B A T () T o Z—3—( ) (32 TFLLW)

[ E]
mL
[ASTE—F]
AP =Tz —AF—F
[FHA]

HHRA 2 —7 = —=ATDHCPV6-PD 7 7 A 7 > MEREZ AL L. 7L 7 4 v 7 ZADE) HTEERT S L 91T

ﬁ—é—éo

ARza< RiL, ipv6enable 2~ RNRE I TS VLAN A V' F —7 = —R|THETE 5,

Ka~ RO prefixname TG L7 V7 4 v 7 2%, LR THATE 2,

« ipv6addresspd =~ NIZCT, BfGL7=T V7 4 v 7 ZA&FEH LT, IPv6 7 RLAZRET 5,

« DHCPv6 E— KD range 2~ > NIZ T, BGLZ7 V7 ¢ v 7 2%&fH LT, DHCPv6 H— N—TEIIZE D 4
THIPv6 7 R L AD#IHZRET D, (DHCPV6 Y — 3=t T T /LD 7r)

« DHCPv6 E— R ® prefix-delegation =~ > NIZC, BfG L7V 7 ¢ v 7 2%l LT, DHCPv6 H—/3—T~7
V7 4y 7 ADOHEID M TERET D, (DHCPVO Y — N—XfISET /L D)

1 DO VLAN A U H—T = — A2, Ra<wr R 1 2FETHRETE D,

ARa< FIIKT8D VLAN A U H— 7 = —AZHETX D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPv6 H— /N—%F ST T /LD H) < R8T
TIZRRE EALTVD VLAN A V¥ — 7 = — AR E TE 2R,

IPv6 7'V 7 4 v 7 AZEf% L72IREE T no ipv6 dhep clientpd =~ > RZFETTH L, BELTW=T L7 4 v 7 A
DS A > & — % DHCPV6 — "—(Zik 5,

no IHE THAT L7285415 DHCPV6-PD 7 7 A 7 > N O EZHIBRT 5,

ipv6 =~ > R73 disable ICRE S NG, Aa~vr FHHIREND,

[/—}]

ZELTZRADM 77 VI3A L ThDHMNA 7 ThHNIBRRL Ka~vy FERET 5 &, DHCPv6-PD D X7 —
k7 VENMEIA_PDY AN /2 %,

DHCPv6-PD 7 A 7> Rit, DHCPv6 #—/S—{2%t LC. [OPTION DNS SERVERS| (47 a1 a— K 23)&,
[OPTION_DOMAIN _LIST] (47 3 v 2— K 24) 28R 5,

DHCPV6 — —Inb DA T v a U PNIR->TE 7oL & DNS = "= I3 FAA U X M6 % THS
T&E 5,

DHCPv6-PD 77 A 7> N CHEAF L7 DNS — 3—_ KA AU X ~ZE, DHCPv6 E— K@ dns-server, domain-
name 2~ N CTHIH$ 5 Z L3 T& %, (DHCPv6 H— X=Xt E T /LD )

DHCPv6-PD 7 74 7 R OERIZ I - THFSG L7z DNS h—/3—_ R A A U X N, show ipv6 dhep interface =
< RCHERTE %,

BARLIE AL YR RD RAL HORREIZ [ B0WEEE T B35S s,

AKa<> FIZL Y DHCPv6-PD $—/ 3=/ 5 DNS Hh—_"— R KA A U A M 2EELEZSEAETYH, dns-client
name-server. dns-client domain-list =~ > FOREDIT D> DB I N5,

VAT BIIEREINTZ DNS = 3—_ KA AU A MiZ. show dns-client =~ > K TR T 5,

Ko< REFZ L7=%. Router Lifetime 3B %N72 RA ZZE L7256, RAZXE LIS OT RLANR, T7
FIN RN — T oA ITBIER 5,

F7-. Router Lifetime 230 ® RA 2ZE LG /IE. T 74V M F—bu oA 05 RA Z5E LIZEROT KL AN
HIFRE D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > 23X E SN TWAEFEIL, RAIZESS T 74/ M7r—h
¥ = A OB iﬁ?bihiib\

AR JHSREDARNIGE. Ao~ v RidEHTE 220,
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[ EH]
VLAN #100 'C DHCPv6-PD 77 7 A4 7> MZE>TIPv6 7'V 7 (v 7 A&THFT 5,
BfsL7=7Vv 7 4 v 7 A4 [PD VLAN100) %M\ T, VLAN #2002, IPv6 7 KL A ZFHET 5,
Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:aaf0::/60] %Kit L7z L RET D,
LU OF%E T VLAN #200 12, [2001:db8:1:aaf2::1/64] 235%E SN D,

SWR2310 (config) #interface vl1anl00

SWR2310 (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2310 (config) #interface v1an200

SWR2310 (config-if) #ipv6 address pd PD VLAN1OO ::2:0:0:0:1/64

76T RAWZE DT 74NV 7 — b= A DBEENBRERE
E=N

ipv6 nd accept-ra-default-routes switch

no ipvé nd accept-ra-default-routes

[/XT A —HF—]
switch D RAWCEDT 740V N — MU = A BEIEREGEE
REME S
enable RAIZEDT 74/ b7 — U = A BEPRGR
BEE NS %
disable RAZE DT 74/ 57— b7 = A ABIEE
RE & BN T2
(IR E]
ipv6 nd accept-ra-default-routes enable
AFE— K]
B =T z—AEF— R
[FA]

GEDA B —T 2 —ATZIE LT N—F—RERA)DIMERT RLAIZH ESL, IPV6 DT 74 /W " — R = A
O HEPRER DA BNER 2R ET D,

A=< RiL, ipv6 enable =~ R3ERE S TUVND VLAN A ¥ —7 = — A TRETE D,

no I THEAT LI GG IR E MBI =T,

ipv6 =~ > R7% disable [ZRXE S NT2HE, Ka~vr FHHIBRESN D,

[/— 1]

ipv6 address dhcp, ipv6 dhcp client pd. ipv6 address autoconfig =~ > R ERF RA 225 L7c & X, Ka~v F
DOFEDEH S D,

INHDAT Y FRRESNTORNWERIE, Kavy FRENCREEINTNTS, T774V = U= D
HEPRERITIT O R

2By JHERENAE NG G, Ra~y FIIEHTE 20,

[BE ]

VLAN#100 TRAIZE DT 740 M7 — FU = A BEVREERE 2 BT D,

SWR2310 (config) #interface vl1anl00
SWR2310 (config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 K L A DFKR

[EX]
show ipv6 interface [interface] brief
ST A—F —]
interface : VLAN A V' F—7 = — A4

BRTAA B —T 2 —RA
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[AF1E—F]
FRFME EXEC £ — N, b EXEC E— K
[
A VB =T 2—AFEDIPv6 7 RL A&EEKRT D,
« IPv6 7 KL A&

 ipv6 address dhcp =~ > RIZ L > TEIIIZ IPv6 7 RV AMERE SN TWAEAIL, IPv6 7 K L ADR{IZ "*"
AL TERT 5,
* ipv6 address dhep =~ > RZFHERIC IPV6 7 R L AR E STV WA (P — ¥ H148)1%, "searching"
LERTRT D,
* ipv6 address pd =~ > NC pd prefixname VW TERIE LT RLADLGAEIL, IPv6 7 K L ADHN "*" & ff
ML TERT 5,
o IPV6 7 R U ADGHRE SN TWRWIEA L "unassigned" & 725,
- WEEORE
« T—XU L IBOIRE
A B =T 2 —AEEBE LR EITEDA 4 — 7 = —ADERE, B LEBAILIPVe 7 FLARRE SN2
TOA U H =T == ADIERERTT D,
[/—}]
FHELIA Z =T 2= AN IPv6 7 FLZZEID Y THNRNE D THLLEITT T TR D,
AL VERENANLG G, Aa~r NI TE 20,
[ E B
ETOVLAN A V' H—T 2 —ADIPV6 7 RV A%ZFRT 5,
SWR2310>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 54 7 F DIRBOETR
E&

show ipv6 dhcp interface [ifname]
[/XT A —=HF—]
ifname : VLAN A VX —T = — R4

[ASE— R

FEFFHE EXEC £ — R, F#tE EXEC £— K

[FHFA]

DHCPv6 7 74 7 > N OIRBEER £k T 5,

ifname ZIEE LI o 128568, T XTDO VLAN A U ¥ —7 = — ADFERELXRT D,
[/—}]

A By TR A N2 GG, Ka~r R TE 20,

[ EH]

F_TD VLAN A X —7 =—AD DHCPv6 7 T4 7 b DIREER FR"T 5,

SWR2310#show ipvé dhcp interface
Interface vlanl

Client Type : IA NA

Address : 2001:db8:1:aal0::dd2d

IAID : 0£28924a

DUID : 000100010000000000a0de000000

preferred lifetime : 604800
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valid lifetime : 2592000
expires : 2023/4/19 07:25:48
Interface vlan2
Client Type : Stateless
DUID : 000100012ce737dbac44f284efdd
DNS Server : 2001:db8:1:bb10::100
DNS Server : 2001:db8:1:bbl10::200
Domain Name : example.com.

Interface v1anl00

Client Type : IA PD

Prefix name : PD VLANI1O0O

prefix : 2001:db8:1:aaf0::/60
IAID : 0£28924a

DUID : 000100010000000000a0de000000
preferred lifetime : 604800

valid lifetime : 2592000

expires : 2023/4/19 08:08:04
DNS Server : 2001:db8:2::100

DNS Server : 2001:db8:2::200
Domain Name : example.com.

7.6.100 DHCPv6 7 AT b Uk b
[EX]

clear ipv6 dhcp client ifname

[T A —=F—]

ifname : VLAN A ¥ —7 = — A4

[ASE— ]

¥iHE EXEC £— F

[RFA]

KGEDA v H—T 2 —ATEWEL TS DHCPV6 7 T A 7 > v 27 VT4 5,

Kavwy REFITTHE, [EDA % —7 =—ATHIE L7- DHCPv6 DIE#HRN—EHEIND,

ZOLXEIZ, B LTV IPY6 7 R L ADAERL A~ — % DHCPv6 $— 3 —~i%k %,

% D%, DHCPV6 H—/X—~OERNP L E(E S4L, DHCPv6 7 74 7 N DOFEREEAT I,

DHCPv6-PD 7 A 7 > FZfEH L T\ =54, ipv6addresspd =~ R C, BG L7V 7 4 v 7 A&FHL T
& RELTWEA L E—T2—ADT RLALHERESND,

DHCPv6 H— N—#&HEIZ T, DHCPv6 E— K@ range 2~ > K, prefix-delegation =~ > N, dns-server 2~ K,
domain-name =~ > R T, B L2 A L Tz & X, DHCPv6 — S —HERE S FIa% & S5, (DHCPv6
— X=X IE T L D)

[/ — 1]

ALy JHERENA R e E . Aa~r RIIEATE e,

[ EH]

VLAN #100 ® DHCPv6 7 7 A4 7> b &7 U 7§ 5,

SWR2310#clear ipvé6 dhcp client v1anlO00

W

7.6.11 DHCPv6 7 T A 7 2 "ERERIZZIETDOIND DTS VT 4 v I ADHRE

[ER
ipv6 dhcep client nd-prefix prefix len

no ipv6 dhcp client nd-prefix
ST A—F —]
prefix_len 1 <1-127>
ZETAHAND DS LT 4 v AE
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(AR E]

mL

[ASTE— R

A H—T 22— AE— R

[FLHA]

ipv6 address dhep =~ > RIZK S5 TIPVv6 7 RV A(F V7 v 7 A /128))S HEIRXE S 472 VLAN A > X — T = — A
TlX, FEEFICIPV6 7 K L A0 599X T ND(Neighbor Discovery)/ 37 v k& 5%(57 5,

Kavwr REFRETDHEND ATy MERIZUTOWMEZ, RELLZT VT 4 v 7 ZAOHMTHK L, F—&7
AL FDOEGEIIZZDND Ty b aeZfET 5, FA—k 7 A FTIERWEEIZIE. £DOND Ty h BT D,
* ipv6 address dhep =~ > RIZ L > CHBEERE S/ IPv6 7 K LA

o ZI[ELIEND /N7y FOREILIPVE T R LA

A< RiL, ipv6enable 2~ RBFHEIINTND VLAN A VX —7 = —RAIHRETH L ENTE D,
RKa<r FOxtg L 725 ND /3 v ME, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D % T 5,

no JEATHEAT L7c5A1E. DHCPV6 7 74 7 & FREFFITZETHND DT V7 o v 7 ZAzflRT %,

[/— 1]

ipv6 address dhep =~ > NIZE S TIPv6 7 RV A(F L7 v 7 A28 HENEEE S 4L/ VLAN A V' F — T = — R
TOREEST D,

ALy THRENA Y6, Ao~y R TE 20,

[ E B

ipv6 address dhep =~ > RIZ X 5 TIPv6 7 R LA HENEEE S472 VLAN#1 T, 7 % v k /64 725D ND /37 v
FNOHBZETEDLXLIITT D,

SWR2310 (config) #interface vlanl

SWR2310 (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % B il 4

7.7.1 IPv6 F IR X TE
[EF=R]

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—U—F]
null sy M EREREETICEIET S
[XF A—5—]
ipv6_address XX XeX
IPv6 7 R LA
T AN N = U oA ZHRET H & Z1T ::(0:0:0:0:0:0:0:0 DERETE) &5
prefix_len o <1-127>

IPv6 'L 7 4 w7 A

TI7FNMT— U= ZRETHEEIT0ETD
gateway D XeXeXeX

F—=hJxADIPV6 7 LA

IPv6 U/ a—HhT RUAZIEET DL EE, A V¥ —T7 =2 —ALBEETLHILERD
5 (fe80::X%vlanN D)

number o <1-255>
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EELAE (REEEINEROMEILE) (B LSS 1)
/N E VT EEEE N E D,

[AS1E— F]

rua—Narr 4 L—va R

[BA]

IPv6 DEFRIFEES 21BN 5,

no JEATHEAT L7c i ald, € LT ZHIRT 5,

[/—H

TIHNET = U oA OFET, RAICEDOHEELY &, FAURKIC L ORENREBILE IS,
APy JRREN AR o6, Aa~ v R TE e,

[BEH]

KV SED 2001:db8:2::/64 DIGH D — N7 = A % 2001:db8:1::1 & T 5,
SWR2310 (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

F 7 F IV =R = A R VLAN #1 L £e80::2a0:deff:fe:1 &35,
SWR2310 (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 Enik R DEIR
v
show ipv6 route [ipv6_address|[/prefix_len]|
[/XT A —=HF—]
ipv6_address DX XXX
IPv6 7 N LA
mask o <0-128>

IPv6 7'V 7 4 v 7 AR (AlE LTSS 1 128)

[AJJE— R

FEFEHE EXEC £ — N, kg EXEC ©— F

B

IPv6 557 (FIB: Forwarding Information Base) % #/~9 %,

IPv6 7 R L A ZEME LT25E1E, FIB ONEEZ T XTRRT D,

IPv6 7 L AETR Y U =27 RLAZRE LIZGE, ENRENL & —ET R KT M) —OFEMiEHRE

FrT 5,

[/ —h]

A By TR AEN GG, Ka~vr RIFfEHTE 20,
[ EH]

IPv6 AR Z T X THRRT D,

SWR2310>show ipv6 route

Codes: C - connected, S - static

Timers: Uptime

S ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08

C 2001:db8:1::/64 via ::, vlanl, 00:01:10

S 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
C fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nr y h kD & XA SN AR E2F T D,

SWR2310>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl
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7.7.3 IPv6 FREER DFRR
[ER]

show ipv6 route database
[ASTE— F]
FFrHE EXEC £ — N, %M EXEC E— N
[FLFA]
IPv6 #%i#%3% (RIB: Routing Information Base) % #/x9 %,
[/ — 1]
ALy I EREN AN G E . A~y R T 20,
[BREH]
IPv6 K 2 FRT D,

SWR2310>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

7.74 IPv6 BERICBREK SN TV OIRBET P —DY <V —DFRR
[EX]
show ipv6 route summary
[ASTE—F]
FHFeHE EXEC E— N, %54 EXEC E— N
B
IPv6 #2355 (RIB: Routing Information Base) 2Bk SN TWVAHRBE T N —DH < —%2FRRT 5,
[/—}]
2By VRN ARG G, Ra~y FIIEHTE R0,
[BREH]
IPv6 IR DY~ U —2FRKRT D,

SWR2310>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ v =

7.8.1 # ) Neighbor ¥ ¥ v ¥ =2 b J —DFE
E=v

ipv6 neighbor ipv6_address interface mac_address interface

no ipv6 neighbor ipv6 address interface

[7NT A —=HF—]

ipv6_address D XeXeXeX
IPv6 7 R LA

interface : vlanN

VLAN A & —7 = A A4,
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mac_address . HHHH.HHHH.HHHH
MAC7 FL A
interface : portN.M

WA S —T = A AH,

[AJ1E— K]
Ja—x\)ary7 4L — g E— R
[FREA]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 2384 %,

no LA CTEAT LG EIE, FBELH = Y —Z2HIBRT 2,

[/—HI

AL JHERENANREE . Aa~r FIZEATE 20,

[BE B

VLAN #1 @ portl.1 IZd& %, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFET D,
SWR2310 (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ v ¥ 27— LV DFIR

[E
show ipv6 neighbors
[AJ1E— ]
FHHFHE EXEC & — N, FrkE EXEC £— R
B
Neighbor & ¥ v v a7 —7 NV EERT D,
[/— "}
APy JRREN AR 26, Aa~ v RIEMATE e,
[BXE B

Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWR2310>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22f£:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 /VDHEE

EN
clear ipv6 neighbors
[AFIE— F]
K¢bE EXEC £— R
[FHA]
Neighbor ¥ v ¥ =247 U7 4%,
[/ — ]
ALy JERENA Y6, Ao~y FIFEHTE 20,
[BAEBI]

Neighbor ¥ ¥ v > 2% 27 U T 5,
SWR2310#clear ipv6 neighbors
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7.9 TPv6 Hr % il 4

7.9.1 IPv6 B535EERTE
EE

ipv6 forwarding switch

no ipvé forwarding [switch)

[/3F A —4F—]
switch D IPV6 Ny S DERRRRE
RUEME id
enable IPV6 /37 v N DERIEZHNTT D
disable IPv6 /77 b DERE & BN T 5
[WIHIRRE]
ipv6 forwarding disable
[AS1E—F]
Ja—)ar 74—y g T — KR
B

IPv6 /N > b DIRIE ZF N E I3 Ehic 35,
no FEUCHEAT LG A IR HIRR BT,

7.9.2 IPv6 BRiEFR & DK
E]

show ipv6 forwarding
[AS1E— F]
FEHrHE EXEC E— N, %M EXEC E— I
B
IPv6 /37 N DERIERE &2 KR T D,
[ E B
IPv6 /37 N DRRIERE &2 KR T D,

SWR2310>show ipv6é forwarding
IPv6 forwarding is on

7.10 IPv6 IE;E Eﬁmu\

7.10.1 IPv6 BREHER
[F=
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address)
[F—TU— K]
repeat DO FETREEAERET D
size : ICMPv6 7 — X DE S (A N EZRET D
timeout D ST D Echo U 7 = A F & X[E LI DOISER DR 2R ET 5
source : ICMPv6 /N7y FDR[EILT RV AZRET D
[P35 A—F —]

host R A N, ERE IPve 7 R L A(X:X:XX)
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ICMPv6 Echo % 14{59 % 465E
IPv6 Vo7 a— T RURAERET 25613, BHA v ¥ —T7 = —ZAbEETHLERD
% (fe80::X%vlanN D)

count BT B LTSS 0 S)

R P

<1-2147483647> € L= RIS TT 5

continuous Ctrl+C WASI EN D FTEITEMD KT
datalen . <36-18024>

ICMP 7 — Xy DES(N b)) (Bl L7255 56)
timeout o <1-65535>

INEFEDIRERE (B L7256 1 2)
FZ24TA¥ % continuous (2 L7=GA X ER SN D

ipv6_address D XeXuXeX
IPv6 7 N LA

AHE= K]

K¢kE EXEC £— R

[FAA]

ICMPv6 Echo Z##87E L7278 A Ik L, ICMPv6 Echo Reply 2315 51T 5 D EFED,
EOLNTEEDL, TOFEERTDH, a~v2 RBPKTT D EHHERRHERE R RT D,
[/—}]

APy JHRRENA R e e, Ao~ v RIIEMATE ey,

[BREH]

fe80::2a0:deff:fe11:2233 6 CIZBUBAMEE AT D .

SWR2310#ping6 fe80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%v1lanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=1l ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

—-—— feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 R IETHERR
[EX]
traceroute6 host
[7XF A—&—]
host D R ARERT Dt
RA NG, Fl2lE, 58580 IPv6 7 K L A(X:X:X:X)
[AJIE— K]
FiHE EXEC £— R
BN
FELERA M ETORKBIEREZFFT D,
[/ —F]

ALy JRERENEN GG, A<y R TE 20,
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[ EH]
2001:db8:1::2 £ TORBEIHEREIT I o

SWR2310#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 0.413 ms 7.681 ms

711DNS 7 A4 T~ b

7.11.1 DNS ~OR W& O EBREDRE
(&
dns-client switch
no dns-client
[NT A—=HF—]
switch : DNS 7 747 FO#E
RIEE B
enable DNS 7 A4 7 v NI T 5
disable DNS 7 74 7 v & HhZT %
(AR E
dns-client disable
[AS1E—F]
Ja—nm"narz 4 b—varE—F
Bk

DNS ~DO W& b Re & A2 E 72133 %
no JERCHEAT L= AT BT 5,

[BXEH]

DNS ~DO W& b HHte s A7 2
SWR2310 (config) #dns-client enable

7.11.2 DNS %—/3— U 2 N DFRE
[E

dns-client name-server server

no dns-client name-server server

[/XT A—=F—]
server : AB.CD
DNS #—/"—®D IPv4 7 R LA
X: XXX
DNS % —/3—®D IPv6 7 K LA
IPv6 U > 7 =7V T KLV RZARET DA, BshA v =7 2 —ZABRET OLERDH
% (fe80::X%vlanN D)
(AR RE]

L
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[AJJE— K]
Ja—nm"Nnarz 4 b—va e —NF
B
DNS #—/3—=U 2 MZH—_—ZBIT 2,
Y= N—IRKRIMFETRETE D,
no JEATHEAT LIcHald, $8E L2 —/3—% DNS —"—U X E DB HIRT 5,
[/—H
ip address dhep. ipv6 address dhcp, ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > R{Z J > T DHCP #
—N—n B DNS H—— U 2 R A S LA . Ao~y ROZEMER XN,
722, Aax s FIZ& D DNS = 3= U 2 s OBEEN 3 RO, Git 3£ TU X FOKJEIZ DHCP
P =B HG L7 DNS $—"— U X F 25804 %,
[BXEB]
DNS #—/3—U X MZIP 7 KL X 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 #BH1¥ 5,

SWR2310 (config) #dns-client name-server 192.168.100.1
SWR2310 (config) #dns-client name-server 2001:db8::1234
SWR2310 (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TN3T 73V N RAAL VEZDRE
BN

dns-client domain-name name

no dns-client domain-name name
[/NT A—F—]
name D FAA % (K256 XXF)

[FIHAER 2]

7L

[AF1E—F]

Jga—)arz 4 —y g rEw—NR

[BiAA)

DNS WA DOERHIEHT 2T 74V N RAAL VA ERET D,

no R TIAT L7HAIET 740 b RAAL 4 EHIBRT 5,

[/—}]

ip address dhep 2~ > RIZ X5 TCDHCP — =BT 7 4V k RAAL VAT v ara— R 15 LY
G, Ra~vr ROBRENMELRIND,

dns-client domain-list =7~ > R THRE KA A U X BB ESNTWEIHEARIT, Aa~<w 2 RTRELET 74V R
AA 4, BEON ipaddressdhep 2~ NI K> THERESNZT 74/ b RAA AT S0,

[BREH]
T 74 N RAA 4% example.com ([ZFXET D,
SWR2310 (config) #dns-client domain-name example.com

TINMABRBRAAL ) X NORE
BN

dns-client domain-list name

no dns-client domain-list name
[P35 A— 4 —]
name D RAA 4 (K256 XF)

(AR E]
mL



[AJ1E— F]

Ja—x\)aryz 41—y g T — R

[@i ]

DNS BIWEDOEIHHEHAT 2B R AL U A MT KA AL & %BINT 5,

BB ALY A MIRKR6FET AL R TE D,
no WA THEAT LI AR, FELTE FAAL U AZMR NAAL U R M BHIBRT 5,

[/ — ]
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Ka<w RTHRERAA Y XA MDBREINTWSEA . dns-client domain-name =1~ > R CRELEZT 74/ F K
AA %, BEO ipaddressdhep =~ RIC K> THERE SN2 T 7 44 N RAAL CAIMERH S8,

ipv6 address dhcp. ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > NiZ J - T DHCP H—/ Y= G R

RAAL VAR ZBF LSS, A~y FORENELRSND,

EREL, Ry FICEBHE F AL 2 U R FOBEEG 6 ERBOBAE, A7 6 TV 2 ORI DHCP
Y= N—=InLES LR R AL ) R N EBINT 5,

[BE B

R A A 4 examplel.com, example2.com % fR5E K A A U 2 MZBINT 5,

SWR2310 (config) #dns-client domain-list examplel.com
SWR2310 (config) #dns-client domain-list example2.com

711.5DNS 27 54 7 MERDOFER

[EX]

show dns-client

[AJTE— K]

JEEFHE EXEC & — K. F##E EXEC £— K

B
DNS 7 54 7 v MEREERT D,
FTRARIZIUTOEBY,

HH

Bl

DNS Client is enabled

DNS 7 A4 7 v FINERD

DNS Client is disabled

DNS 7 T A 7 k NMES)

Default domain

VA W N N G

Domain list

BB RAAL U A B

Name Servers

DNS #—/3—1J 2 h(IP 7 KL R)

B!

DNS 7 74 7 v ME#REFRRT D,
SWR2310>show dns-client
DNS client is enabled

Default domain : example.com
Domain list

Name Servers

* - Values assigned by DHCP or DHCPv6 Client.

: examplel.com exampleZ.com
: 192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vlanl
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HE
IP = /L F % ¥ A M

8.1IP v/ FF ¥ R MEAKFRE

811 KRAD~NLF X% A7 L —LDOUHEFTEDORE

EEN
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME il
discard (€ B pra)
flood 7I9TATTD
[ E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE R
[RLBA]
MAC 7 RL AT =T BRI TR LT F X 2 7 L— L0 IEEZRET D,
Bl

KD NTFF ¥ A NEHIEIET D,
SWR2310 (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)

E&

12-unknown-mcast mode
no 12-unknown-mecast

[/$F A—5—]
mode D I TF XY AR T U —AONLER G E
REME S

discard e )

flood T7I99TA4ITTD
[FIEIER E]
L
[ASIE— K]
AR =T 2—AF— K
[FRHA]
VLAN A v Z—T7 = —ATZELI-MAC T RL AT —TILZBEEESN TR LTFF ¥ A N7 L—ADUHET;
EEFRTET D,
no B CTHEAT LGS IR EICEY . VAT AREKORMO~ LT X v A 7 L— LM FIEOBREICHE D,
[/ —F]

A~y RIZVLAN A ¥ 5 =7 = = AIZOHRETE 5.
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Ko<y RIZV AT AEBEORMO~ILFX¥ A N7 L— MU HEORE L VELEESN D,
[ EH]
VLAN#1 TZfELIZMAC 7 RLAT =7 /VICBHE SN TN RN LT F v A N7 L— AT lHET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #12-unknown-mcast discard

813V v rua—hN<NFF¥ AT L —LDERERE
B

12-unknown-mcast forward link-local

no 12-unknown-mecast forward link-local
[FIH1ER 2]
L
[AJ1E— K]
Ja—pary7 47 b—vg =R
B
12-unknown-mecast discard Z5X EL TWA L&, Vo 7o —hL</LFF ¥ AT RLADT L — A ZEEECis
ET 5,
no B THEAT LA, € LIEREZHIRRT 5,
[/ —h]
RKa<wr RicBITA, Vora—hA<LFXy AT RUVRZLLTO®&EHAE T 5,

» 1Pv4:224.0.0.0/24
» IPv6: f102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTEIESNTZ, ZOBXBREEND 2T 4 T EFHRAALTEGAITE
BIAYIZ 12-mcast flood =~ > RIZEXH X b,

(B EHI]
Vo 7ua—An=LFXxx AT RLADT L—LERMOZILF Xy 2 b & L THESTICIESET S,

SWR2310 (config) #12-unknown-mcast discard
SWR2310 (config) #12-unknown-mcast forward link-local

814 <v/NLFX¥ R FT7 L —ADEEERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr

[/3T A—HF—]
ipv4_addr : AB.CD
IPv4 v~ /VF X A N7 FLA

[FI8AE% €]

L

[AFTE— K]

A HE—T 2 —AF— R

B

VLAN A A —T7 2 —ATZE LT~V F X ¥ A MBREOT CTHENEELZIPVE~ILTF XY A RNT RLADT
V—L%ET7 T T 4TI D,

RKa<y RV AT LALET 100 HE TREN T B,

n R TCET LEEASIE. BELEIPUM VLT XY A T RLADOREEZYIERT 5,

/2. IPVA L TF XY AT FLAZEK LA IE, TRTCORELHIRT S,
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[/—}]
RKa< 2 RIZVLAN A VA —7 2 — A ZORBHKETE D,
AKa<w RTHRESNEZIPVE < LTF X4 Z M7 RL AT IGMP A X —E L F DG4 L 7p 5,
[ EH)
VLAN #1 TZAE L7235 IPvA 7 KL AN 239.0.0251 D7 L—L%ET7 T T 47T 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if)#12-mcast flood 239.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEDE D), BNRE
EY

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]
time . <1-30>
IGMP/MLD 2 = V) — %515 H IR (7))
[WIERRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—n)arz 4 —yarE'w—R
B
AR 7Y =28 D AR V=TT, 72U 77— IGMP/MLD 7 = U — % (5 HBREOBIE 2 3% E
Do

no JERCEIT LA IT0REITR 5,
IGMPMLD AX—¥E 7 L A= 7 ) =20 LRI, PR Y —ERICL > T T X v X MBEES—FF
BN 2 Z ERNH L0, AREEZ AT VEZ oMM 28T 52 LN TE 5,

A LTEGEIEL, MR Y —ER 2T 5 &, fAE SN 72& L IZ IGMP/MLD 7 =V —Z X575,
BN LB EE, PR Y —ZEENH > TH IGMP/MLD 2 = U —Z 45 L7220,

[BAEBI]

AR w = HIED IGMP/MLD 7 = U =X E 2 AN L, FFbIFfZ 5 FICBET 5,

SWR2310 (config) #12-mcast snooping tcn-query enable 5

AR E =KD IGMP/MLD 7 = I —i&(5 & W5hic 4 %,

SWR2310 (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1 IGMP A X—t° L 7 DEZL)/ HWEhRE
BN

ip igmp snooping switch

no ip igmp snooping
[NT A —=F—]
switch : IGMP A X — & 7 OEfE

R EM B!
enable IGMP A X — b 752/ T 5

disable IGMP A2 X — > 7 Z i+ 5
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(AR E]

ip igmp snooping enable
[AJ1E— ]

A HF =T z—AE—F
B

A B =T 2—ADIGMP AR —t v JOBELRET 5,
no JER TEAT LA IR EICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BEH

VLAN#2 @ IGMP A X — V¥ > 7 G815

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2851 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping disable

8.22 IGMP R X —t° 7 @i B D} &
E&N|

ip igmp snooping fast-leave [auto-assignment]

no ip igmp snooping fast-leave
[F—7— K]
auto-assignment  :  LAN/SFP AR — ML FIZ A A » F0EEE S AL TV D5 A mdl iR e 2 501235,

[FIEIER E]

L

[AS1E— K]

Ao B —Tx2—AF— R

BN

A B =Tz —ZADIGMP A X — " FEREIBZHNT 5,

no JTERTHEITT B &, IGMP A X — vt 7 Ed ik & o3 4,

auto-assignment 47> = U MEE SN T-HA X LAN/SFP AR — ML FIZAA v FRER STV DA, TOR—
kT O F H BT i B IR HE 2 S8 25h | ﬂ“éo

LAN/SFP R — ML TIZA A v F G SN TWADNE DO TSI, MR — FTZ{E L/ LLDP 7 L— A DMK
EH TLV [System Capabilities] & [Bridge] 238 N TV EENTHIET S,

[/—F]

Ka<w 2 RIZVLAN A V Z—T 2 —AIDBHRETE D,

Az~ RiX, LAN/SFP R — MIBEE DR A F D STV D VLAN A ¥ —7 = — A TlX, auto-assignment 4
Ta v EAEICT D, mEBGRERE AR E BT A T L,

[ EH]

VLAN #2 ® IGMP A X — &> 7 &l ik = A4z + 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & WMz 4 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping fast-leave
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823 /L F X ¥ R hL—F — DB DORE
[ER]

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname

[/3F A—&—]

ifname : LAN/SFP R— DA VB —T = — A4,
RETDHA v H—Tz—RA

(IR E]

L

[AJ1E— K]

AH—T2—RAE— R

[FEA]

T X xR ML—F — D ERE S LTV D LAN/SFP 7R — R & IICERET 5,

no JERCHELITT D L, RELMWIET D,

[/— 1]

A< RIZVLAN f VX —7 2 — A IZOIRFEETE D,

E L7 LAN/SFP AR— MZIZ, ¥V TFF ¥ XA M—FZ =PRI Tn5H T &, Ly —3=nb IGMP LAR— &

Zfg9 5 &, R L7z LAN/SFP 7R— hMZHEET D,

[ E ]

T X v A ML—F — O LT LAN A — b #8 A% ET D,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping mrouter interface portl.8

VIVTF Xy A NL—F — OGRS LAN AR — k #8 2449,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping mrouter interface portl.8

8.24 7 U —XEHEREDERTE
B

ip igmp snooping querier
no ip igmp snooping querier
(MR E]
2L
[ASTE— F]
A EF—T 2 —AEF—F
B
IGMP 7 = I —AEREREZ AN T %,
no P THEAITT 5 &, IGMP 7 = U — A EHERE 2 NI T 5,
[/—H
ARKa<w2 FIZVLAN A V' H—7 = —RAZDIHHETE D,
AHERREZANCLIEEEIP T FLAZEETHL AFRIZIELWIP Y FLATZ ) —2 X35 LR RO THE
BEioZL,
[BEH]
VLAN #2 O EHEIEZ AT D,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping querier
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VLAN #2 OEEHEREZ HENICT 5,
SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping querier
8.2.5 IGMP 7 =V — X {E R DR E

[EX]

ip igmp snooping query-interval interval

no ip igmp snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 ) —&E HEE)
(R E]
ip igmp snooping query-interval 125
[AFIE—F]
A E =Tz —AFE— R
[FHA]

IGMP 7 = ) —DOFEMREZ R ET 2,

no BN CHEAITT D & IGMP 7 = U — DX RG2S,
[/ — ]

Ao~ RIZVLAN A VX —T 2 — A ZDOBHFETE 5,

[BREH]

VLAN#2 7 =) —ik{EHMRE%Z 30 IR ET D,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping query-interval 30

VLAN#2 © 7 = — %R %2 PIHEICRE T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if)#no ip igmp snooping query-interval

8.2.6 IGMP /X4~ @ TTL {HREFSRED R E

EEN
ip igmp snooping check ttl switch

no ip igmp snooping check ttl

[/RT A —F—]
switch : IGMP /37w k@ TTL fEfERERE
R EM A
enable BT B
disable BN T %
(IR E]
ip igmp snooping check ttl enable
[AJ1E— K]
A B =T z2—AE—F
B

IGMP /X%~ ~ @ TTL fERGFERE 2 3% T 5,
no B, CHAT LB A IR EICE 5,
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B LA, 1P~y X —O TTL AR IE(L USM) 72 IGMP 287 > k2 ii#E+ 5,
TSN L7235 a1E, Mi% X7 v D &2EEE T, TTLEA 1 ISHIE L Cisikd 5,
[/— 1]
RKa<w RIZVLAN A U H—T7 = —RIZDOHFRETE D,
[BREH]
VLAN #2 T IGMP /3% k@ TTL fEMRGEFERE Z AT 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34 b O TTL [EMFFHERE 2 2224 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E
E&N|

ip igmp snooping check ra switch

no ip igmp snooping check ra

[78T7 A —=F—]
switch : IGMP /%7 > kD RA FaaiFHERE
BEE 24 EH

enable BT 5
disable L9 s

[FIEAER E]

ip igmp snooping check ra disable

[AJTE— K]

A H =T 2 —RAF— K

[FAA]

IGMPv2/IGMPV3 737 v k@ RA KA RE A 7% E T D,

no IERCHEAT LI A I3 EICK b,
BN L5813, IP~v Z—IZ RA (Router Alert) 7> = v INEEN TV IGMPV2/IGMPY3 /347 v | ZigEE

T3,

N L EAIT. YNy y FEEYET, P~y ¥ —ICRA ST a &5 L ClEXT 5,
[/—F]

Ka<w 2 RIZVLAN A V Z—T = —AIDBHRETE D,

[B%E B

VLAN #2 T IGMP /%4 > b D RA WiEFSBE X A1 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping check ra enable

VLAN #2 T IGMP /4 > b D RA MiiFHSBE 2 21 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping check ra disable

8.2.8 IGMP /34 > b @ ToS MRIFHEBED R E
E

ip igmp snooping check tos switch

no ip igmp snooping check tos
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BT 5

EiiAy) ] N

[T A—F—]
switch IGMP /% b 0 ToS MM AE
BRIEME

enable
disable

(AR E

ip igmp snooping check tos disable

[AJIE— F]

AVH—=T=—RAF—F

B

IGMP /37 > k@ ToS MiFERE A X ET 5,
no IERCHEAT LI A I3 EIZK b,

B LTIZBAIE. P~ & —® ToS @ IP Precidence E(3 & F)Z3/RIE(B'110 LIAR) 72 IGMPV3 /37~ R AW L |

ZFHLSME ToS & 0xc0 12 FEX LT ET 5,

MR L= 5AE. IGMP 237 v b 2 iEEs32,

[/ — P}

ToS % 0xc0 |2 E#EX L CHEET 5,

RKa<y RIZVLAN A U 4 —T 2 —AZDORKETE D,

[ EH

VLAN #2 T IGMP 34~ k@ ToS MEHEREAZ BT 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2

SWR2310 (config-if) #ip igmp snooping check tos enable
VLAN #2 T IGMP /377 v b ® ToS IFEMERE & E5H12 T 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2

SWR2310 (config-if) #ip igmp snooping check tos disable

829IGMP X—T g LV DHRTE

[EFX]
ip igmp snooping version version
no ip igmp snooping version

[/3T7 A —=F—]

version <2-3>
IGMP N— 3

[BIHARR E]

ip igmp snooping version 3

[AF1E—F]

AH =T 2—RAE—F

[

IGMP D X— g VB RIET D,

no JERX THEITT % &, IGMP N— 3 o Z IR E(VIITRET,

[/ — P}

ARKa< RIZVLAN A V¥ —7 = — R ZDHHFETE b,

MEL BRI BN~ 9 D IGMP 37 v FEZ(E
o V2 RRERF

s V3V —%ZE LGS, V272 —L Lk

L7554,

LITO#EEL 72 %,
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« V3 UAR—bFEZELZLEE, MEE
« V3 ERERF
« V272 ) —2ZELESEA. V272 —L LTRE
« V2 U= bEZE LS. V3 LAR— e LTRE
[BEH]
VLAN#2 TIGMP N\—¥ 3 V% 2 ([ZRET D,
SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping version 2
VLAN #2 TIGMP /N\—¥ 3 > & HIHHEIZ R,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping version

8.2.10 IGMP U 7~— MIHIFERE DR E

E&
ip igmp snooping report-suppression switch
no ip igmp snooping report-suppression

[78T7 A —=F—]
switch : IGMP LR — RmifilHAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMP L 7~"— MfIRSRE 23X E T 5,

no IR CTHEAT L= E 13 EICE D,

BN LTZBAIE. %15 L= Report A v E—3% Leave A v B —U b EERE S &2, RNRDOA v E—T%
I F X A ML —F—FR— F~3EETH,

BN LT a 1, %15 L7z Report A v E—UX Leave A vE— UV EZFR~ /LT F v A ML—H —R— h~HZkd
50

[/—F]

AKa<w 2 RIZVLAN A V Z—T 2 — AIDBHRETE D,

[ E B

VLAN #2 T IGMP L 7R— IS RE 2 B Zhc 4 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if)#ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~MfIRERE 2 #4hi2 4 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if)#ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MNEEHEBEDHRE

[EFX]
ip igmp snooping report-forward switch
no ip igmp snooping report-forward



av L R 77 LA |IP /LT F v A MMilfH | 289

[78T7 A —=F—]
switch © IGMP LA — MRAHERR
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-forward disable
[AS1E—F]
AP =T 2 —AF— K
B

IGMP LR — MREHEREEZ R ET D,

no IR CTHAT L7288 3R EICE D,

AT LIEHEIE, AT F ¥ A b—F —R— MIMA T, LAN/SFP R— ML FIZAA v TR SN TN L5
AT, EDOR— FIZxt L TIGMP Report A v — X Leave A v — Y & H51%ET D,

N LGB, vV FF v A Mb—F —R— NMID&H, IGMP Report A v —X Leave A vt — Y & #iikd
60

LAN/SFP R— M TIZA A v F G SN TWADNE DO TEITIL, B4R — FTZ{E L LLDP 7 L—ADHAK
BEE TLV [System Capabilities] (2 [Bridge] & L TWDNENTHIET 5,

[/ —F]

RKa< 2 RIEIVLAN A VA —7 =2 — R ZORIHKETE D,

AMBEZ N T HEE1T. IGMP L AA— FdlsRE 2 LT 5 2 &,

[B%E B

VLAN #2 T IGMP L 7R — MEGEHERE 2 A3 D,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & hi2 3 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping report-forward disable

1l

8.2.12 W VF F ¥ A hL—F —H— h~DF — F iR AR DR
[ER]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[P35 A—%—]
switch D AT X ¥ A M—HF —R— b ~DF — Z iRk GE
REE SiHA
enable BAINZT S
disable BN T %
[FIER E]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— R
A VB =T 2 —AE— ]
[FHA]

YT F ¥ R M= —R— h~OT — ZEEMGIERE R ET D,
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no JEATHEAT LI B3I E IR D,
B LA, v FF v A hb—H —R— K TReport A v —V%5ZE LTEHEDOHREYET —H 2~ /LT F
¥ A P—2 —R— F 55T 5,
N LB, WO R— K TReport A v E—T %% E L TOIUE, 4T — X~/ FF v A ML—H
—AR— MIHERESIND,
[/—}]
AKa< RIZVLAN A VX —T =2 —AZDIHHFRTETE D,
[BREBH]
VLAN #2 TV FF ¥ A fL—H —R— h~DT — XMl EE 2 A0 5,
SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping mrouter-port data-suppression enable
VLAN#2 T/ TFF v A fb—F —R— b ~DT — Z AR RE & EC T 2,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L' F ¥ ¥ R h)L—F —EEHHR— MEROER

[FX

show ip igmp snooping mrouter ifname
[T A =5 —]
ifname © VLAN A v ¥ —7 = — 24

BRTHA I =T =2—2R

[AS1E— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[FLEA]
%j]é/ﬂ:?;;g Nz, £72 Li%%ﬂ’]&:%&ﬁ L7z~ /LFFv A ML—F —PfgAR— b ‘l%iﬁ!%i%ﬂi\‘@—éo
[XEH]

VLAN#2 D~ VT F v A hb—F —§kiR— N O EE£RT 5,

SWR2310#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8214 IGMP 7' )V —F A L 23— o TIEROFR
[EX]
show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—TU—F]

detail D R

[NT A—=F—]

A.B.C.D D WATFFXFXY AR A—TT R R

ifname © VLAN A V¥ —7 = — A4,
FRTAAL L H—T 2 —R

[ASE— K]

FEFFHE EXEC £ — R, $§#E EXEC £— N

[RLFA]

IGMP 7/ /=7 A 2 3=ty e Fowt %,
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[ EB]
IGMP 7 /=7 AL N —=2 y T DA RS 5.

SWR2310#show ip igmp snooping groups
IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version

1 239.255.255.250 portl.5 R 01:06:02 00:03:45

192.168.100.11 V3
IGMP 7 /L—"T A 8=y T OFEMIE A R 5,
SWR2310#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 ' ¥ —7 = — A D IGMP BEIFHR % Ko

[ER
show ip igmp snooping interface ifname
[XT A —=HF—]
ifname : VLAN A V' H—T = — R4
RRTHA VA =T =—R
[AJIE— K]
FEFFHE EXEC £ — N, F§#E EXEC £— N
B
VLAN A > % —7 = — 2O IGMP B#fF#R % F R T 5,
[EAEBI]

VLAN #1 @ IGMP B4 FRvd 5,
SWR2310#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.2

F - Fast-leave auto-assignment is enabled
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R - Report forwarding is enabled

8.2.16 IGMP /L —F AL _R— v IOy b Y —HI&

[ER
clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D
clear ip igmp snooping interface ifname

[FF—TU—F]
group COHIBRT AV AT XY A NI —TT RLRAERET H
interface © HIBRT D VLAN A X —T = —RAEZ4RTET D
[/XT7 A—5—]
A.B.CD DRATFRXY AT T LA
"I AT R Y —
ifname © VLAN A VX —T = — A4
HIbRd 24 v 4 —7 = — A
[AS1E— K]
F¢HE EXEC E— K
B
IGMP /' V=T A o=y 7Dy ) —ZHIERT 5,
[BREH]

VLAN#1 O IGMP Z L —F A > R — o 7Oy ) — %R 5,
SWR2310#clear ip igmp snooping interface vlanl

83MLD AX—E L/

8.3.1 MLD XX —V > F DALY/ 1BEhE&RE

EEN
ipv6 mld snooping switch
no ipvé mld snooping

[NT A —=HF—]
switch : MLD A X—E» 7 Ok
REME B!
enable MLD A X —VE > 7 &= /T 5
disable MLD A X — V> 7 % B35
[(IHIRR E]
ipv6 mld snooping enable
[AJ1E— K]
A E =Tz —RE—F
(@]

A H =T x2—ADMLD AX—t 7 OEEZRET S,
no I CTIAT LI B3I E IR 5,

[/ —}]

AKa<2 FIZVLAN f VX —T7 2 — A ZDOIHRETE D,




[ EH]

VLAN#2 O MLD A X—E > 7 ZHNT 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2

SWR2310 (config-if) #ipv6 mld snooping enable
VLAN#2 O MLD A X — ' 7 %2845,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping disable

832 MLD A X— V' JEHEBEDOHRE
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[EFX]

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[P E]

L

[ASE— K]

AR =T 2—AF— K

[FEHA]

A B —T 2 —AD MLD 2 X—t v FERBIEE AT 5,
no FERTHEITT D &, MLD AX— V> 7 m iR 2 M4 %,
[/ —F]

AKa< RIZVLAN A VX —T 2 —RAZDIHBRETE D, T2, MLD AX—VE VT NEHRGAEDHERTETE D,
Ko< KiZ, LAN/SFP iR — MIBEEDOHE R SREFE SN TS VLAN A U H— 7 = — A TIEAME LgnZ &y

(BB
VLAN#2 @ MLD % X — &> 7 @ik 2 G204 %,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping fast-leave

VLAN #2 ® MLD A X — ¥ 7 E5d iR % 29 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2

SWR2310 (config-if) #no ipv6 mld snooping fast-leave

8.3.3 v/ T F ¥ X M—F —DERRICDETE

E&

ipv6 mld snooping mrouter interface ifname
no ipv6 mld snooping mrouter interface ifname

[/XF A—4—]

ifname : LAN/SFP R— DA LV H —T = — A4,
BRETDHAVH—T =2—R

[FIHIRRE]

L

[AJ1E— K]
Ao H =T 22— AF— K
B!

TAFHy X M L—F—RNEHE STV S LAN/SFP R — 2 F IR ET 5,

no JEATHEITT D & REZMWET D,



204| 2= Y 77 LU AP < AF X% A M
[/ —}]
Aa<w U RIXVLAN A VX —T7 2 —RAIZOHKFKETE D, £7o, MLD AX—E U I NERN G EDAHRETE D,
S¥E L7 LAN/SFP R— M2, =L FF v 2 M —F =S N TS T L, L — =5 MLD LFR— R %
Zf{59 5 &, BRE L7 LAN/SFP 7R — MZH& AT D,
[REH]
VI FF v A RL—H—DORHEE LT LAN AR— kN #8 X ET D,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping mrouter interface portl.S8

< VT X A ML—H —DOEEHG S LAN " — b #8 245,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping mrouter interface portl.S8

]

8.34 7 = U — X GHEREDERE

E&

ipv6 mld snooping querier
no ipvé mld snooping querier

[FIEIER E]

L

[ASJE— F]

AV H—T 2—AF— R

B

MLD 7 =V — £ EHEEZ AT 5,

no X THEITTH L, MLD 7 =V — X (EHERE & N9 D,

[/—F]

ARKa<wY FIZVLAN A V' F—T7 = — R CDHFKETE D, £/, MLD AX—E VI BREN G EDHEETE B,
AEERE &3 55551347 ipvé enable 71~ > RZWTNDD VLAN A ¥ —7 = —RTRETH 2 L, ipvé
enable =< RARREIINLTWOARWES, MLD 7 =) — 3B E SN2V OTHEETHZ &,

[B% e

VLAN#2 ® MLD 7 = U —iX (G2 AT 5,

SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipvé mld snooping querier

VLAN #2 @ MLD 7 = U —X{EH#RE & AN 32,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping querier

8.3.5MLD 7 = ) — X (ERIEDRE

E&

ipv6 mld snooping query-interval interval
no ipvé mld snooping query-interval

S A—g—
interval 1 <20-18000>

7 = ) — =B HEED)
[WIHIRRE]
ipv6 mld snooping query-interval 125
[AJ3E— K]

s —T 2 —RE—F
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[REA]

MLD 7 =V — DX EMBEEHRET 5,

no R TEITIT AL, MLD 7 =V —DO X EMIREZ PR EICET,

[/ —H]

Ko< RIZVLAN f V2 —T7 =2 — R CDHBRETE D, £72. MLD AX—E U I RENBRBEDHRETE D,
B&il|

VLAN#2 O 7 = J —%EME % 30 RIZERET 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 © 7 = 1 —%E M 2 JHEICRE T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N"— 3 VDORTE
BN

ipv6 mld snooping version version

no ipv6 mld snooping version

[/3T7 A —5F—]
version o <1-2>
MLD "—3 3 >
(R
ipv6 mld snooping version 2
[AFIE— K]
A HE—Tx2—RAE—NK
[FAA]

MLD O —2 g U ERET D,

no X TEITTH L, MLD N— 3 U AR E(V2)IZFE T,

[/ — 1]

AKa<w U RILVLAN A V¥ —T 2 —RAIZOBRFKETE D, £72, MLD AX—E U I NEN G EDAHRETE D,
BRELHIHNN—2 a3 D MLD N7y bEZE LTS AE, LFOEEL 25,

o VI RERE
e V27V —%ZELESEE, VI /) —& LTiik

o V2 UAR—FEZE LGS, WEE
. V2 iRERF

s V172V —%ZE LGS, VI 7 —L LRk
s VI LAFR—bEZELESA, V2 LAR— K& L THRE

(B EH]
VLAN#2 TMLD X—V 3 v % 1ITRET 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD N— 3 > A IHHEIC R T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping version
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8.3.7 MLD L -"— h#fH#EEE DR E

E&N

ipv6 mld snooping report-suppression switch
no ipv6 mld snooping report-suppression

[/$5 A—%—]
switch : MLD L7R— b il Bng
REME B!
enable B+ %
disable i) R
(IR RE]
ipv6 mld snooping report-suppression enable
[AJ1E— F]
AH =T =2—AF—F
B

MLD L AR — MIHIEEEZ R ET 5.

no IEXCEAT LI & IR EICK D,

B LTEHAIEL, %16 L7z Report A v E—UX° Leave A v E— U OEEIERE D &IZ, /RO RA v E—V%
v IVF Xy A ML—H—FR— F~EETH,

SN Lo A 1E, 515 L7z Report A v E—UR° Leave A v E— VBRIV TF F v A MLb—F —HR— F~#5kT
60

[/ —F]

AKa< RIZVLAN A V2 —T = — A TDRRETE D,

[ EH]

VLAN #2 C MLD LR — hHSRE 2 B9 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 C MLD L 7R— hIfHIRERE 2 5hiz 4 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping report-suppression disable

8.3.8 ¥ /L F X ¥ X ML —&F —EFR— MERDOER

E&y

show ipv6 mld snooping mrouter ifname
ST A—F—]
ifname : VLAN AV H—T = — A%

FRTAL A —T o —R

[AJ1E— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
I E SN, ERIEFHICERE LT~ LT F ¥ X bL— 2 —Hi AR — MEREERT D,
[EXRE )

VLAN#2 D~V FF ¥ A P —F —fgR— P OERE TR T 5,

SWR2310#show ipv6 mld snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2£f£:£e30:291 00:01:04
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8.3.9 MLD Z )L —F A L X—3 » FEROER
[EX]

show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X:.X:: X.X [detail]

show ipv6 mld snooping groups ifname [detail]

[F—TU—F]

detail D REHEE R

[73F A —5&—]

XX XX DT XF XY AR A—TT RLR

ifname : VLAN A V¥ —7 = — A4,
BRTHA L F—Tz2—R

[ASE— K]

FEFFHE EXEC £ — N, 45#E EXEC £— K

B

MLD 7 )V—TF A o™=y TR ERRT D,

[BRE ]

MLD V=T A = T OIEREFRT D,
SWR2310#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
f£f15::1 portl.3 00:00:44 00:01:07

fe80::a200:27ff:fe8b:87e3
MLD 7 /b—"T7 X 3=y T OFEMIGERE R T 5,
SWR2310#show ipvé mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 ExXp Fwd Flags
fe80::221:70ff:£e£9:8a39 00:00:03 00:01:06 Yes R

8.3.10 1 > % —7 = —AM MLD EEEFR % FoR

EEN!
show ipv6 mld snooping interface ifname

[/$5 A—%—]

ifname : VLAN A > ¥ —7 = — A4
TR THA L H—T = —R&

[AS1E— ]

HHrtE EXEC £— R, %M EXEC £— I

B

VLAN A >4 —7 = — A D MLD B#fEH % £rT 5,

[BEH]

VLAN #1 @ MLD B#fF Rz #rd %,
SWR2310#show ipvé mld snooping interface vlanl
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MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: 0O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2

8.3.11 MLD ZV—F A _"— Oy MY —YI&

[ER
clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X
clear ipv6 mld snooping interface ifname

[F—T—F]

group COHIBRT AV AT XY A NI —TT RLAERET S

interface © HIBRT D VLAN A X —T = —ZAE4RTET D

[78T7 A= —]

XX X:X DA FRY AT NL—TT KL R
AT R Y —

ifname © VLAN A VX —7 = — A4
HIbRd 24 v &4 —7 = — A

[AS1E— ]

F¢HE EXEC E— K

B

MLD Z V=T A=y TOx s b — 2R 5,

[BREH]

VLAN#1 O MLD 7 /L —7 A 3= 7Oz b Y —ZHlRT 5,
SWR2310#clear ipv6 mld snooping interface vlanl
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AV

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX]

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,

op

protocol IZ tep ZFRE L= %

op

LRI TCP ~Y A D FIN 7 5 V2 EET 5,

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol (Z tep ZHRE L72A . FRIEIZ TCP ~> ¥ D URG 7 7 7 #1RET b,

op

op

<1-2000>
IPv4 7 7 EAY XD ID
<1-65535>

V=l U AEE, BTV AY A MNNIZBT L = N - EERET D,
V= VAR EA LIZGEAIT, VA NORKREICZY RN —RBINEhD, Z0LE,
BEfFORERT Y MY —I2 10 ZNE LIZERFH- N —0FK S L LTHEREIND,
WO = o AR/ SR LTEBMLESES, = ) —0F 1L 101274 5,)

T 7R ARMECH T DEMEELRET D

R EME B
deny FHEES"T 5
permit B S i B R )
K3 H7a s a Vi ERET S
REME B
<0-255> IP~y XD 1 haLNks
any T_TO IPv4 /3w b
tcp TCP /X% v
udp UDP /X7 > b

ST AERETIPVE T FLABFHREHRET D
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R IEME 24 HH

T4 RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 EMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—DIPvd 7 KL A(AB.CD)RIEET D
any TRXTOIPVE T RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T 0 ME LR — FEEH<0-65535>%fET 5. A&
3252 &b Ahe
BEHE B
eq X R— MEZX)EEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info DR LE T A IPVA T LU AERAERET D
R EE A

J AV KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L72 e, =& T 250088 — M 5<0-65535>%fRET 5, Ak
THZ L bR

fBEHIE A

eq X R— FEEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
2L
[AS1E— F]
Ja—x\)ary7 4L — g T — R
B

IPvd 77 A A NEAKT D,

AR L7778 AU R MCiE, BEMAX256 D&M ERETDH I ENTE 5,

AR LTZIPvd 772 AU A MEBHASELHAT. A % —7 = —AF— FT access-group 2~ > K& 5,
no XA T action LI 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N &HIBRT 5,

no U C action LARRZFRE L7e o728/, 778 AV A RO ID BN —ET51IPvd 778 AU X R ZHIRT %,
[/ — 1]

LAN/SFP R — FB L OGRHA v ¥ —7 = —ACHA L TWAH7 78R Y A NI, no B THIBRT 5 Z LixT& 72
W, ST Z R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFHAVNIEE TEZ A0, ZO X ICHFAZIE L IPvA 7 78 A U X NI AT ALK
T—2721F access-group 2~ R TA U H—7 = —AZ#EHTX 5,
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[ EH]
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWR2310 (config) #access-1ist 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWR2310 (config) #no access-1list 1

9.1.21IPv4 7 7 &2 Y 2 ~ OFAIGEAN
[

access-list ipv4-acl-id description line

no access-list ipv4-acl-id description

[T A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
(IR E]
7L
[ASIE—F]
Jsa—m\)arZ 47—y arE—FR
[BLEA]

ERLTHDIPvE 778 AY A MIEHASCEZBEINT 5,
o ERTEIT LIS, IPVvA T 78R X NOFBSCEYIRT 5.
[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHEASE-H# S, Kavwr RCHAZBENT 5
ZLIEETHE, (BRAEDOTUHAXN EEET D)

(B EH]
PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ERR L, #RBISC
[Test] #i1BINT 5,

SWR2310 (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWR2310 (config) #access-1list 1 description Test

913IPv4 77 AU X N DEH
B

access-group ipv4-acl-id direction

no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T Z7EAY A RO ID
direction D M7 L—A0FmERET S
REM A
in ZE7L—AIx L CHEASED
out EETL—LICH L THEHASES
[FIHIER 2]

L



32| 2~ RUTZ7 LR | NT 74 v 7 il
[AJ1E— K]
AR =T 2—AE—F
[FHA)
LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

ZREAEETLV—LBT 7 RY A MDOREL B LEHE, T/ EAV X MOT 7 v a v BHYS T L—LICHT 5
7 7 3 a v (permit, deny) & 72 B,

no X TIAT LA, WHLEZT Z78AU A % LAN/SFP R— F B L OGREA ¥ —7 = — A LHIERT 5,
[/—h]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET7 V=BT 57 78 A U A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFEEIXLL T 0@,

N— hFE SHPH(range X Y)ZFEE LTZIPv4 77 A Y A ME, 257 L — L (out)lZili il TE 720y,

ZET LT DT 78 AU A RRERE S U7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTAET 7R R MIHREA VX — 7 = —R|ZHB L TVWA LAN/SFP R — Mok L AT
R, 2L A= T v ar 7 4 BB A A —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L —
DT BT I BAV A NRED D DHE. ABZR— FOREDHEA VA —T7 =2— A CHA SN 5,

B&l|

LANKR—F#l DZET7L—LIZX LT, 778 AU R #l Z#HT 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #access—-group 1 in

91.41IPv6 7 7B AU R DA
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[T A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 EAY X M@ ID
seq_num 1 <1-65535>
V=l ARG, RMBET 7B AV A MAICBIT L N —DNEEZRET D,
= U AFFEE LGS VA MORERRIZZ M) —RBINEhD, 2D E,
WAFORZRT ) —I2 10 ZIHE L7ZENHH#HT S R —0FK 5L L THERESN D,
(RN —r o AF SR L TEBIMLESRS, = R —0& ST 101272 5,)
action L TR ARMEICKT 2EMERRTET D
REME S
deny FEEESRT D
permit b S ot AT M )
sre-info ML T AEETLIPVE T RLUAFHRARET S
REME B
R BT xRy b A7 RMbi)f & D IPv6 7 R
XX:XXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZEXG LT 5
[FIHIRRE]

mL
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[AJ1E— K]
ra—r)var 74— g rE— R
[FHA)
IPv6 77 AU A NEAEKT 5,
AR LT 782U R MCiE, BEMAX256 D&M ERETDH LN TE 5,
AR LT 78 A) A Ml SEL5A0F,. A X —7 x2—RXF— KT access-group 2~ > R&H 45,
no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,
no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ —}]
LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTTEHZER L T DHIBRT S Z &,
2By JHERENA RS G, Ra~y FIIEHTE 20,
[ EH]
3fe:506::/32 N EH DNy M EESET D IPv6 77 B AU A K #3002 21T %,

SWR2310 (config) #faccess-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWR2310 (config) #no access-1list 3002

9.1.5I1Pv6 77 &R U X s OFBHSGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 727 EA U 2 R ID
line © BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r\)var 74— g rE— R
[BEEA]

ER L THDIPve 778 A Y A MIEHASCEZBINT 5,

no FERTEIT LIS, IPv6 7 7B XU A NOFHACEHIRT 5,

[/—F]

LAN/SFP R— F B L OHHA v ZA—T =2 — AT 7B AV A M 2EASEE-H# S, Ko< RCHACEZBENT S
ZEEARE, (A DAL T LEEET D)

ALy THEREN AN GE ., Ra~<y RIIEHTE 20,

[ EH]

3ffe:506::/32 VB DNy NEFEST S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWR2310 (config) #access-1list 3002 deny 3ffe:506::/32
SWR2310 (config) #access-1ist 3002 description Test

91.6IPv6 7 7R YU X FDiEH
EEN

access-group ipv6-acl-id direction
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no access-group ipvo-acl-id direction

[7%T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 IPv6 77 EAU A R ID
direction D WA L—LADOHMERET S
REME B
in ZEZL—AI L THEASES
out EEZL—LZH L THEHAEES
(IR E]
7L
[AJ1E— K]
A B =T z—AEF— R
B

LAN/SFP R— B L OEGERA o X — T =2 —AIZIPv6 7 7B AU X N2 #AT 5,

ZEEETZTV—LABT 7RV A MOSEME—KLTZGE. 77BAVARNDT 72 a VNS 7 L—AIZXT 5
7 7 3 a ¥ (permit, deny) & 72 B,

o B TEIT LSS, BWHLET 72U 2 M4 LAN/SFP R— FB L UGHEA 4 —7 = — A DLHIRT 5,

[/ =}

TI7RAV AL, FH—0OA ¥ —7x—RZ, ZIET7 L —A(n) L EET7 L—AOu)DZNZIUT 1 D7 D LE
FTER,

RIET L— LIk 57 7 £ A Y A MELAN/SFP B— Mkt L TOLBA ARETH 5.

HFFHILL T O@EY

ZIET L — AT AT 7B AU X MR E S LAN/SFP AR — MIGHELA v ¥ — 7 = — A ZATETE RV,
ZETL—AIHT BT 7ERAY X MNMIHBA VX — 7 =—RZHB L TVWA LAN/SFP R— X L CiEf T
R, L A= T v ar 7 4 7 Bl A v A —T7 = — A ZFTE LT\ 5 LAN/SFP iR — MIZE7 L —
LI T DT 7 BAT R NRENRHDHE. ELZR— FORENREA VX —7 = —RTHEHAIN D,

ALy TREREN BN 2 E ., Ra~<r R T2,

(B EH]

LAN AR— R #1 OZET7 L— A% LT, IPv6 7278 AU A k#3002 2T 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #access-group 3002 in

9.1.7TMAC 77t AU 2 FDAERK
Ey

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

/85 A— 5 —]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l U AEE, BT VAV A MNIZBIT L = N =DM EERET D,
VU AZEER LG AIE, VA NOEBREICZ MY —EBINENS, TOLE X,
BAFORBRE= N —I2 10 ZME LIERFH- ) —DFK 5L L THERE SN D,
(BN —r o ARBR L TEMLESES, =0 N —0&FRIZ 101272 5,)

action T RASGHCR T AEMEERET D
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REME A
deny SEEEE"T 5
permit BN T R )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
R —— %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T BEE MAC T LA RERET D
REME LA
DAL EHI—FEY b
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ETSH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[

MAC 77 €AV A N&EAKT 5,

AR LT 78 A U A MCE, BEMAX256 D&M E2RET D LN TE 5,

ERL7ET 78R R M EEAIEI5E81E. 4 ¥ —7 =—R2F— KT access-group 2~ > K& EIT7 5,

no JE. T action LI 28 E L7280, M2 TH—ET25 MAC T 7 BA U A M &HIERT 5,

no T action LUEZHRE L2288k, 778 AV A DO ID BN—FHT 25 MAC 77 AU X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 27 8AY X NI, no B THIFRT 2 Z LixT& 722
VY, ST Z R LT DHEIBRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ EH]

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 /BT 5,

SWR2310 (config) #faccess—-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 AU A | #2001 ZHIpr3 5,

SWR2310 (config) #no access-list 2001

9.1.8 MAC 7 7 EZX U X | OB IGEN
[EX)

access-list mac-acl-id description /ine

no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
(IR E]
L
[AJ1E— F]
sa—mnarz 4 S —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
no R TEIT LIS, MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA MR HAISE-#%Y, Aavwy NCTaBSIEZEBNT 5
ZlFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A %HEHET 5 MAC 727 AU A k#2001 Z{/ERk L. #HAASC Test)
ZBINT 5,

SWR2310 (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWR2310 (config) #faccess-1list 2001 description Test

9.1.9MAC T Z7ERAY X +DEH

[ER
access-group mac-acl-id direction
no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 LD ID
direction D WAL= ERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[AS1E— ]
A HE—=Tz—AE—F
[@iA]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U 2 F&2HEAT 5,

ZET V=BT VB AV A MORMEL K LIHE, 77 EAV A MDT 72 a UREE T L— AT 57 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHL/ET 78 AU A F% LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEOT 72 AY A NERETDH I LIXTER,

HFEEIZLL T 0@,

ZETLU—LIRTET 7 BAY A NPERE ST LAN/SFP AR — MIGRELA > ¥ — 7 = — A ZHTE TE 72uy,
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ZET V= DCKHT DT 7 EAY A NERIA ¥ — 7 = — RTFTE LT % LAN/SFP A — ROk LTl T
W, L, AX— T v ar T 4 RCGEEA VX — 7 = — AR LTS LAN/SFP AR — MIZA E 7 L—
DT DT 7 2AY A NRERD DHEA, BAEER— FORENGHES V4 —7 = — R HEASh 5D,

[ E B

LAN R— b #1 DZAE7 L —LIZx LT, 778 AU X b #2001 2@ H 95,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #access-group 2001 in

9,110 £ LT 7R XA FNDOFER

[#)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLEA]

BEESNTWAT 7E®ARAY A NEFRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A E—T 2—RZHEA I, o, ST hH o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/ —}]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]

—BEFRRT D,

SWR2310>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 FHFE DI VT

[ER]
clear access-list counters [ac! id]
87 X —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T7I78ATVAMDID
[AS1E— K]
FHE EXEC £— R
[REBA]
show access-list @~ > N CHER I D HEit K (match)z 27 U 79 %,
[BREBH]

etz 7 V79 %,

SWR2310>clear access-1list counters
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9 IR AV EZ—Tz—RWHLET 7 XY X FDOFRR
[EX]

show access-group
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
[RA]
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FE B
—B\ERTT D,

SWR2310>show access—-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREBLNRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE(256 LFLRN)

TR AT v T

[FIEIER E]
L
[AFTE— K]
Ja—)ary7 4 Jb—yg rEF—NR
[FHA]
access-map-name CIEE L7244 BID VLAN 77 B A< v THEKR LTZ2OB VLAN 7 7 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LB EIT. HBE L VLAN 7 7 B2~y FHHIRT 5,
[/—F]
VLAN 7 7 B A<y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit 2~ R L., HikE
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWR2310 (config) #vlan access-map VAMOO1
SWR2310 (config-vlan-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78X Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L
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[ASTE—F)
VLAN 7 7 & 2~ v FE— |
[FiEA)
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —}]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 7 7 B A~ v 7Z2{ERL LT, 192.168.0.1 2D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWR2310 (config) #faccess-1list 2 deny any 192.168.0.1/32 any
SWR2310 (config) #vlan access-map VAMOO1
SWR2310 (config-vlan-access-map) #match access-1list 2

91.15VLAN 7 7B A~ T 4 LV Z —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I LOCEA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHT 7V EAY v 74

vian-id . <1-4094>
vlan =¥ > FC enable JRAEIZEE 41TV V5 VLAN ID

direction DA LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZE7 VAR L THEASES
out EEZL—HIRHLTEHASES

[(WIHIRRE]

L

[AJ1E— ]

ra—\)varyz 47—y a Ee— R

[RLBA]

FEE L7 VLANIZVLAN 7 VB A~ v 77 4 VX — T 5,

no JTER THEAT L7261, $5E L7z VLAN (235 VLAN 727 B A~ v 77 4 V2 —%HIERT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 &1L TERLY,

VLAN 7 7 B A~ L, W—DA 2 —7x—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTx5%,

72720, UFOT7 78 AV ARERE LT VLAN 77t A~ v 7 d, BE7 L— A(out) T TE 720,

s MACT7Z7EAURAR

o N— FESEIPH(range X V)AFEE LT IPVA T 7 AU X |

[ EH]

VAMOO01 & W5 44710 VLAN 7 7 B A~ » 7 H B LT, 192.168.0.1 226037 v NEERT LT 78RV A M
BELTZOH, VLAN #1000 D55 7 L— AIZxt LT VAMO001 Z i3 5,

SWR2310 (config) #vlan database
SWR2310 (config-vlan) #vlan 1000
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SWR2310
SWR2310
SWR2310
SWR2310
SWR2310
SWR2310

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AJTE— R
FHrHE EXEC E— N, %M EXEC E— I
[FiAA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToOHEANERIND,

« VLAN 727t 2~ v 7 DO4Hi

e VLANT7 7t RA<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWR2310>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER

[ER]
show vlan filter
[ASTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 v A<= v 77 4 VA —DOERFEREFR T D,
UITOEBNFREND,
e VLAN 7 7 & 2~ v 7 D4
» VLAN 77 A~ v M@ 4 Tv5 VLAN ID
« VLAN 77 k2= v 7R T\ 5 7 L— ADFhl(in/out)
(B EH]
VLAN 77 2 A< v 77 4 VW E—DIEREFRT 5,

SWR2310>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ - FhH{H

&

qos action
qos_disable

[XT A—F—]
action © Qos DEE
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REME i
enable Qos ZHINZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—)arz 4 L—vg E— R
[FFA]

QoS Z AT 5,

no R TIAT L725HA. QoS MR 5, Z D& &, BET 5 QoS X E b [FIRFIZHIFRT 5,
[/—HI

7 u—flEOY AT LEEBANLEE. Qos wAMIZTH I LITTERN,

QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNVLDONEZH D D,
[BXRE )

QoS ZHNZT B

SWR2310 (config) #gos enable

QoS Z LN T 5,

SWR2310 (config) #gos disable

922574k CoS DRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 )V b CoS &

(R E]

qos cos 0

[ATTE— K]

A H =T 2 —AF— R

B

LAN/SFP R— FB X OGBS v X — T =2 —ADTFT 7 4/~ CoS ZRTET 5D,

no I THAT L7=E . FIHME(CoS=0)Z %X ET %,

T4 RCoSIE,. AV HF—Tx2—ADFTAPME—RBCoSICRESNTWARETH /R L7 L —A5ZEL
BRI SN D, (7 L—2AI2 CoS MR E SN T2 )

[/ —H]

Ko< REETT DI, QoS #AcLTHL T L,

EITTBA B —T 2 —AD T A FE— RN CoS TIERWEES, Ka<y RIZFETT—L 15,
F 7 4V bk CoS 23725 LAN/SFP iR — MIFHFIA v 4 —T7 2 — R L LTHRD Z LT TE R0,

FATTHA 0 —T = —ANGHIA ¥ —7 = —AIFTE LT 5 LAN/SFP R — F D4, Ko~y RIZFETEZ
— L5, ttb x&—b7/7z/74ﬁi@ GELA X — 7 = — AZFTE L TV % LAN/SFP /R — h OF%E
L, BEBR— FORENREA L X —T7 =—A@EAIND,

[ EH]

T 74V K CoS % 2 IZRRET D,

SWR2310 (config-if) #gos cos 2
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77 %V b CoS EZ MIHMEIZ R,
SWR2310 (config-if) #no gos cos

923 N7 A hE— RORE
[EX
qos trust mode
no qos trust
[T A—5F—]
mode : M7 ABME—FR
BREME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5 ¥ = —% DSCPEICE SV TIRET S
port-priority AR CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AS1E— F]
B —Tz—AE—FR
[@iA]

LAN/SFP R— FB X OHBIA o X —T 2 —AD N T A ME— RZHRTET 5,
no JTETIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A RE— R cos DAL, ZET7 L— LD CoS 1l A 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2= AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fEX° DSCP fE, ZAEAR— MIHISTT 2 XEF 22—, LTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 RECHEATOIRERE |MEavrF

CoS CoS-EEx¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIGRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — A LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, =L, AX—1FT v
7:/747L® GHA X — T = — ZIZFTE LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIE, T A PE— RICL > TEITHIRA D D b O, RFRFHRORIRD LONRD D,
BBl
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWR2310 (config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWR2310 (config-if) #no gos trust

9.2.4 QoS HRED R ERE DR
E&N
show qos
[AJ1E— ]
FEHFHE EXEC &— R, R EXEC E— K
[RFA]
QoS HRE DA %h(Enable), fE#)(Disable)ikfEE FRT 5,
[ EH]
VAT LD QoS DIEREREERKRT D,

SWR2310#show gos
Enable

925 A L F—7 = —ZAD QoS ERDFR

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— MBI WGRBLA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, FrkE EXEC ©— F

[FEBA]
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHEHDORY —~ v T LT
7 A~y THEHRAE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— T (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 27 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND T L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWR2310#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R — | #1 ® QoS ixE & #~T D, (M7 A ~E— K DSCP)
SWR2310#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 EfE ¥ = —EHROEFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BREFEI R — N ERGLET 5,
TR T DA H—T 2 —R
[AJ1E— F]
JERFME EXEC £ — K, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP AR — h DEE X 2 —BOFHEL X RT D, F2—OFHRIILLT CHET S,
(Fz—DEHF) = (F=2—ICHEHII TSN 7758/ (F=2—DRALR)
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[/ —}]
A== FiZ QoS DIRREHE RN b ST TX 5,

(% EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWR2310#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
)

9.2.7 CoS-EEX a2 — ID BT — TN D
EE

qos cos-queue cos-value queue-id

no qos cos-queue cos-value

[PXT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS EIZ G T % EEF = — ID
(IR 2|
[/ — M=
[AJTE— K]
Jua—nrarz 4 L—varE—R
(B8]

KEX2—ZRETHOICHHT 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THAT L7254, $8E L7z CoS D E(E ¥ = — ID Z WM EIZR T,

CoS-HEfEFa— ID AT —T X, N7 A ME— RPN CoSIZRESNTWHIHEEIHEH NS,
[/ —}]

AKa<wr FEFETTHITE, QS E#AMILTHELL I &,

CoS-EfEF 2 — ID BT — T NV OYPHEIXTFEO LR,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7

[F% 2]

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWR2310 (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWR2310 (config) #no gos cos-queue 0

9.2.8 DSCP-5EX = — ID BT — T L DOHRE

[EX]

qos dscp-queue dscp-value queue-id
no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE it 0D DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
(R E]
[/ — MR
[AFTE— K]
rsa—)rary 7 40— g F— R
[FRA]

EEX 2 —ZRET DO AT 5 DSCP-5{5F = — ID BT — 7 VOB AR ET D,

no TR CIFAT L7=45A . 857E L72 DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ % = — ID a7 — 7 /M iE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—H]

AKa<r REFITTHITE, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREILTTEDO LB,

DSCP f& EEX=—

0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREBH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWR2310 (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWR2310 (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED

&

qos port-priority-queue queue-id
no qos port-priority-queue

ST A—F—]

queue-id : o <0-7>
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(IR E]

gos port-priority-queue 2

[ASE— ]

A H—T2—AF— R

[

LAN/SFP AR — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RICxHET DB EEGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQ)ICET,

A— MEEEX, T A ME— RR"F— MEE"CRESN TV ELAEDOREF 2 —DOWREICHEH SN D,
[/—}]

AKavy REFITTHITE, QS #H/MILTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= AN VF —7 = —ZITHTE LTV D LANSFP R — b6 Ao~ RIFEIT=7
—LB, LIl AX— R T T ar 707 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
I, BB R — FOREDTHIEA v X — 7 = —RAZHEA S5,

[ E 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—1D#M E2FV 4 T5H,

SWR2310#interface portl.l
SWR2310 (config-if) #gos port-priority-queue 4

9210 A1 v FARENOEEIND 7 L—LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AS1E— F]

sa—m\)var7 47—y aryE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — h~IEEEND 7 L — LD DR EX = — 2R ET D,

no FEXCHEAT L= GA . IHEZHET D,

[/—F]

RKa<y REFEITTBHITE. QoS =AML THL Z &,

CPUMNLEEEINDI T L—LDOBLEEEZ T IFb L, LVBLEEORNF 2 —NLORENELEINDI 2D, Ban
DOARAE T L2MS /b — T M 722 EOMEENEME L 72 < IR D FREMER H D, Z D72, AFREMIXATHE/R R D K& 72
EEERE) T 5 2 L2 HEET 5,

ZH o T REEER I . CPU MBI E SN D 7 L — A DKL E X o — ID DR EMEIT 6" L 72 5,

[BXE B

SWR2310 (config) #gos queue sent-from-cpu 5
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9211 7 T A< 7 (NT 7 4 v 7 DLHFREM) DR
[EX]

class-map name

no class-map name

[/XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")naryz4J—g T — R

B

I IRy T eAERRT B,

Ay TN, ZRETV—LENT T4 I I TACGET D20 D0FEMEERTHHOTHY, match 2~
RCER LIS L 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7278 AU A NMACL) % 8T L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT 7 avNI TR~y T DT Ivarbind,
« TRV A RNACLLSERE LIZGA
FF Al (permit) & 72 5,
Rk, TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1X, FHE LT T A~y T HHIRT 5,
[/—}]
AKa<wr RaeFAT9 512013, QoS ZAMIC L T Z L,
HBE LY 7 A~y TRERBE OGS, AiEOREICH L TERRMTRbRS, 7220, R v—~vv 7N
LAN/SFP R — h B L UGREA v ¥ — 7 = —RTHHE A OEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< Fclass1" VR T 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
[

class name

no class name
%7 X — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[@iHA]

RV =~y T T A~y 7 &BEEMT D,

77 A=y ZOEMTICKNT DL, R o—vo T« 7T 2= RNIIBIT D, R V—vv T 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV T

e KUV

e Uw—F 7

no WA TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMN T ZiERT 5,
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AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—OORY) ==y FICHEMTOND I TA T, 8 OFETET 5,

[/—h]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 773 a> D77 4777 AR LT, QoSO EZ L THEMMNZ,

[BREH
LAN R—h #1l OZET7 L — AT L TCUTOREEZT 5,

¢ 10.1.00 DXy T =IO DNT T 4 v 7 ZFFHA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 ([CFEE#x . Red:MLEE

[N 747 7T ADESR

SWR2310 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1

SWR2310 (config-cmap) #exit

[V 2 —DKIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.13 b7 7 4 v 7 5 FESRME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X K ID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
B

FNTT 4w 7T ADGEEKMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

FNoT 4y I ETT 78R A MIRETEDRMFITRKRIGFETERD,
B!

25 A<y 7 classl"DESARCT 7B AU A - #] ARET D,



320 2~ KU TZ7 LA | FT7 4 v 7 HIH

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match access-1list 1

9.2.14 7 7 4 v 7 BFRKHDFXE(CoS)

[EX]
match cos cos-list
no match cos

[73F A —4F—]
cos-list o <0-7>
YRR E LTHET S CoS i, ek 8 fllE THEHTE 5,
[AJIE— ]
7 TAYy TE—F
(LA

T T 4T 7T ADSEELMIT VLAN & 7~ Z D CoS &M+ 5,
no G THEIT LIZHA. CoS DEMREEHIRT 5,

BEE D FIREG E)E T, REAMVIET Z N TE D,

[/ — 1]

Ka<wy REFATT HITIE. QoS ZAZC L TH Z &,

[ E 5]

7 7 A< 7 class1" Dy FASAMIZ CoS fE" 1" 2" 2R ET D,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match cos 1 2

9.2.15 b7 7 4 v 7 RKMDOERETOS BILE)

[ER
match ip-precedence fos-list
no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
SRS E U CTHERT B IP o~ Z D TOS #55E (precedence) 7 « —/V NE, K 8 il £ TH
TE D,

[AJ1E— F]

7 TAYy TE—F

[RLFA]

NF 74D 7T ADGFERMITIP ~» X O TOS L (precedence) 7 + — /v RE AT 5,
no A TIAT L7, TOS BIEEEIC K D SRR E L HIBRT 2.

VA O LIREGE)E T, BREZMRYIRT I LNRTE D,

[/—}]

Ko<y FEFTT2HIT1E, QoS zAMIL TR Z &,

[ E B

7 7 A~y 7 "class1" DI FASAFIT TOS B E"3" & 4" 2% ET 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match ip-precedence 3 4

9.2.16 7 7 4 v 7 3EFMHEDREDSCP)

EEN
match ip-dscp dscp-list
no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SRS L LTEM T 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L i, &K 8 {HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 4 w7 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ T %,
no X CIHAT L7284, DSCP IC K D 5M3E&HIBRT D,

BEED FIRGE)E T, REZXHRVIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMC L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" &2 % ET 5.

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match ip-dscp 48 56

9.2.17 + T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type

match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN % J & ZHRET S

untagged D KM VLAN Z 77 LA ET S

[/XT A= —]

type D A=Y Ry NI L —LDE A TERET S,

X EE A

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L — LD F A FEE VLAN & 7 DFELFETT 5,

no R TIITLHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M5%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 5,

[/—}]

AKa<xr RueFATT 51213, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LA L2 D(T 7 B AR— N TR T EZ 7 L— 2% bW 2w),
[3% 2 5]

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWR2310 (config) #class—-map classl
SWR2310 (config-cmap) #match ethertype 0x0800
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9.2.18 87 7 4 v 7 HFRKHE DR E(VLAN ID)

[EFX]

match vlan id
no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEM T %5 VLAN ID
[AF1E— K]
JTAYy SE— R
[FHA]

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A. VLANID I X B 5M30E &2 HIFRT 5,
BEHD LIRGOE)E T, BREAMY KT Z LN TE D,
[/—h]

AKavwr REFATT 511, QoS ZAMT L T Z &,

[ EH]

7T A~ 7class1" D3RI VLAN #20 X ET 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID LV VHEE)

[ER
match vlan-range id-start to id-end
[$F A—%—]
id-start 1 <1-4094>
SRS & LTI S VLAN ID O BRAR1E,
id-end ;<1 -4094>
SYMESME L LT % VLAN ID O#& T 1,
[AJTE— K]
7 IARy TE— R
[@ ]

T T4y 7T ADGRESEIMIZ VLANID 2 %,
SESAEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,
matchvlan 2~ ROBRELHHATHZ EnTE D,

PAR/N G HET £ TOFEEHIPH I3 H K T 30,

ekx o EBR(30 )% T, match vlan =~ > FX° match vlan-range =~ > FORELE MY KT Z LN TE 5,

[/—F]

ARKa<wy FEFITT 5T, QS AN L THLS Z &,

[B% e

7 T A~ 7 class1"O 3 FASAIZ. VLAN #20 2> H#30 £ THRTE

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match vlan-range 20 to 30

9.220 7 7 A< v TEBROFR

T2,

[ER

show class-map [name]
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[NT A —=HF—]
name DU T ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
[RA]
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv EH 257
57 55 (match) Match Access-List 772 AU 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &5 )&
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWR2310#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZfET7 L—AIZHTHRY r—~< v TDAERR
[EF=]

policy-map name

no policy-map name

[73T7 A —=F—]

name DR =y T B2 LFUT. KT/ F % KR %)

[ASTE— R

Ja—x\)ary7 4L —y g T — R

[FRHA]

RV —<w o TFEEFRTSH, R —<o I ZETL—AICKHTAUTOLEY NF 7 4 v T 7T RAEBIZE L
DEHLDOTH D,

s FTT YT

s Tlw—F U

« A—XULT

s RITUT

c Uv—F 7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b L OGREEA > ¥
— 72— RAIZEATLZENTED, kY, RV v—~vTHNDOEI T A<y FIZE>TZET7L—L0 b
T4 w77 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MER 7o s L 9
2725,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no IR TEATLIEGE., HELLERY v—~ v 7T EHIRT 5,
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[/ —}]
ARa<r REFEITTHITE, QS AL THLL Z &

?ELKT)/_7/7W$Wﬁﬁ@ﬁD\m@@ﬂEuﬂbfﬁﬁﬂﬁ@bﬂé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[BREH
LAN R— M #1 OZET7 L — AT L TCUTOREET 5,

¢ 10.1.00 DXy NT—I 0D NT 7 4 v 7 ZFFA]
. aR%mmcmn%wwEwlkwmf W T A %53
«  Green:fizi%, Yellow:DSCP % 10 ICEXH#ix | Red:AEE

[NTF 74T 7T ADERR

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1

SWR2310 (config-cmap) #exit

[RY 2 —DFFIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2310 (config-pmap-c) fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.l

SWR2310 (config-if) #service-policy input policyl

92N ZET L —AIZHTEIRY —< v TFDEHA

[EX]
service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
AT E— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP A" — B X OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SSFP A — B L UGHEEA v ¥ — T = —ANO R v—~ v T ERERT 5,
[/—}]

ARa<r REFEITTDHITE, QoS A LT Z &,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA ¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— B L OHELS VX —T =2 —AD T A I
F—RERMGELBEWVERTEN D THLEENTWEGE, =7 —¢ERb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERRH D3~ RIZLLTO LR,

FFAFE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FFRFE—F a2 K IR

Port Priority set cos i FH A< W]

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue
police, remark-map U ~—% 2 I REAEEEIMER
ANRED)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST
. Ho. 40O remark-map V% EINTWAEEETET,

RY =~y FHE S 7z LAN/SFP AR— M, GaBlA ¥ —7 = — X |ZFTR TE R0,

RY =~y FIEFmEA ¥ —7 = — AIZFHTE LT 5 LAN/SFP A — MIxf L THEHATE R, 272 L, AZ— |
T T arr 47 FICwBA 4 —T7 2 —AZHB LT D LAN/SFP R— MR Y v —~ v TEREN D D55, K
EHHER— NOREVTREA L F—T7 = —AIZHH SN 5,

A=Y T7F LT OFEA 2 —T7 2 — AR LTEES L 2 &IXTE RN, A—F U 7 (R ¥—)&KiE
(police Za~ M) #F LAY —<y 7 ZEHA LW &,

© AB YT EWNT DA N=AL v FEHENTIN— T LIialiA v 4 —T = — X

[BES)

LAN R— R #1 IZR Y v —~ v 7 policyl Zi#EH T %,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #service-policy input policyl

LAN R— k #1 25 R Y v—~ v 7 policyl &+ %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #no service-policy input policyl

9.2.23 L ~—% 7 DFE(CoS)
[ER]

set cos value

no set cos
ST A—F—]
value o <0-7>
T =% T TRET D CoS i
[AJ1E— F]
RV o=~y 7 TRAE—F
(@]

LI NT T 47 7T AD CoSEA, 5/ L7z CoSHIZEE T 5, £72. FTFAME— RIS LIZFHEF =
—IDT7T—T7NMCHESE EEF2—OBFBHV Y TEITI,

no B THAT LG A, T 7477 T RIZKT 5 CoSTED T L~ —F 0 FAEZHIFRT 5,
[/—h]

RKa<wy FEFEITTHITE. QoS #AMMILTHL Z &,

TUw =X 7F EEX—HEEER LT Z LIXTERY,

[3% 2 ]

LAN R— N #1 OZ[E7 L— AR LU TFTOREEZT S

¢ 10.1.0.0 DRy NT—IMED NT T 4 v 7 &7

o DHELIENT T 4w T T T A% CoSEIEET S

(NFZT7 4707 T7ADERK]

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl
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SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY S —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set cos 2

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9224 7L ~v—3% 2 DR ETOS BELEE)

[EFX]

set ip-precedence value
no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIEE
[AFIE—F]
NV v—<v 7« 7 FTAE—NR
[FHA]

DELTENT 7 4 v 7T ADIP ~v X D TOS M55 (precedence) 7 « —/L N4, f58E L7z TOSHIZAEF T %,
Flo, FTAME—RIZHSLICEEFEF2—ID 7T — 7 /WMIZESE, EEXF2—0OFEV Y TEITIH,
no WA THEITLIEGE, M T 740277 T 2K 2 TOSEEED T v~ —% o VLB ZHIRT 5,
[/— k]

ARKa<wr FEFEITTHICE, QS E#AMILTEL I &,

T~ —F 73 FEF—RERE LT Z LIxTERY,

[BXRE )

LAN R— h #1 OZ[F7 L— LK L TUTOREEZT D

« 10100 DRy NU—=ZINED T T 4 v T EFFA]

« WELIZNT T4y T A% TOS ERESCEET S

[N 74w 0T ADESE

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY > —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-precedence 5
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.25 S L~—F L T DR EMDSCP)

[EFX]

set ip-dscp value
no set dscp

[P35 A—5—]
value - <0-63>

TLw—% 7 THRET D DSCP
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(AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, F5E L7 DSCPEICEET S, £/~ FTRA2 ME— RIS LT-%E
Fa—IDT—TNMZESE, BEXF2—OFEY LB TEITI,

no X TEITLIZGE. N T 747 7 7 AZKT 5 DSCPED T L~ —=X% 0 JALE &2 HIRT 5,

[/ —}]

RKa=y REFEITTHITE. QoS AL THL Z &,

T~ —F% 7, BEX—BEREELIFHT 2 LixTE RN,

RFC THELES LTV DSCPE~D 7 L~ —F 7/ ) = —% > 73, GFF 4 FHE T2 T&E 5, RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BEHl]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMED NT T 4 v 7 &7

s BELIENT 74y 7T A% DSCPE"10"ZEET 5

[(NT 747 7T ADEF]

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY o —DIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-dscp 10

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1

SWR2310 (config-if) #service-policy input policyl

9.2.26 HAAR Y P —DFREE > T L—1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—TU—F]
single-rate DI b— MR —EEHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L— k(kbps)
CBS 1 <11-2097120>
WA R—2 Ny R ODS—Z kA X(kbyte)
EBS ;o <11-2097120>

#EiE h—2 Ny D= R YA Z(kbyte)
action DO T AT E NN v  OEE
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— F]
RN)o—~vv 7« 7 TF7RAE—N
[RLBA]

B NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ > RTREPTONL TV DL HEIE, WEZERHT 5,
A—=Z ) TE, YN b— b 38T —<——RFC2INZHEESNTITV, S LIk 7 2 cx LT, LL
TORBZIREST DI LN TE S,
*  Green : B5i 5D B (FEE AR TT)
* Yellow : ik, fFE, U ~—F 70 5iEiR
e Red:fk3E, V~—F 7 MHER
7272, U~—F 7%, Yellow,Red D EHEN—FOREET D LN TE D,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark" (2 5%
ESINTZDIZHPD BT ZONRT 7 25T 2V ~—F 0 VOB ER 2o T ha, U ~—% 0 713D
LD, ZOBE. WIHIERE(Yellow:fi51%, Red: AHE) A% fH S5,
no JERTET LGS, A—2 V07 - R 7 - V=% 7O EHIRT 5,
FEHIAR Y - —(police-aggregate =~ > R) & OFFHITTE 720y,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTEL Z &,
A—=Z ) 7F, UTFOMBA LV H—T7 2= AT L TEESED Z L IXTERN, A=V 7 (R H—)F
(police R~ R) ZEHLARY —~v 7 EHMWH LN &,
« AZ YT EWNT DA N=AL v FEHENTI V= T LA v 4 —T = — X
[BXRE )
LAN BR— b #1 OZE7 L =L L TUTOREEZT S
« 10100 DRy NT—=InBD T 7 4 v 7 &7
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #1277 A % /34
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X #i X . Red:Af3E
[FT T 4w 7T ADIEHE]
SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class—-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[R U v —D%E]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2310 (config-pmap-c) #exit
(
(
(

R
it

SWR2310 (config-pmap) #exit
SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFRECA > L— 1)
(R

police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= MR —2EHT S
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[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
PIR : <1-102300000>
E—27 877 4 w7 L— hkbps), CIR £V /NSUVMEIXFEETE 220,
CBS 1 <11-2097120>
WE N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FOI—R A X(kbyte)
action DOy T AT ES TNy N OEME
B EME BhiE
transmit HirE
drop T HE
remark ) <= —5 7 (CoS/TOS/DSCP)
[AJIE— R
R)v—~vv 7« 7 TAE—NK
B

DELIZ T 74w 7 77 AR LT, HIRYb—(V A v b— MNERET D,
BEIZ police 2~ > RTREMNMTHOILTWDOLEIL, NEZEHT 5,
A=V T, VA L—b 38T —~—F—(RFC2698)IZ I TITV, L7877 Rizxt L <, LT
DR ZIEEST HZ LN TE D,
Green : 51X D A (FHE R A])
o Yellow: #4325, lEE, U ~—F 7 5HiEiR
e Red:fEFE, V~—F 27 HiER
72720, V~—F% 71X, Yellow,Red D EL LN~ FDORIEET HZ ENTE D,
U~ —F% 2 7 OFEMEREIX, remark-map 2~ > KRR Y v —~ v 7 « 7T Z2F— R)TIT I, action 73 "remark"|Z5%
ESNTZDIZPnb 6T, ZOHERY 7 26T 5 ) ~—F 0 ZOFEMREN o Tea. U ~—F o 713
LD, ZOHE FIEGE(Yellow:H5ik, Red: #0213 S b,
no FERCTEITLIEGE, A—X VT - RV 7 - U=—F 0 FTOWLEEHIRT 5,
KR U —(police-aggregate =~ > R) L OHFHIZTTE 72uy,
[/—H
Ka<wy FeFT3 51203 QoS AL T Z L&,
A=Y T, LTFOMmEA v F—7 2 — AR LTEESED Z LI TERY, A—Z U7 (R H—)
(police R~y M) #ELAR Y —~y 7 ZEHA LN &,
© RZ T EHERTDAVN=AAL v FH2BENWTI V= 7 Licimbif v 4 —7 = — A
[EE B
LAN R— h #1 OZE7 L— A L CUTOREEZT S
¢ 10100 DRy NT—=2NbD T 7 4 v 7 ZFF]
« CIR:48Kkbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
+  Green:fizi%, Yellow:DSCP fi% 10 [ZE X #i X . Red:fifHE
[FT T4 w07 T ADERE]
SWR2310 (config) #ip-access-1ist 1 permit 10.1.0.0 0.0.255.255
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-group 1
SWR2310 (config-cmap) #exit

[R U — DR E]

5
A
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SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #fpolice twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2310 (config-pmap-c) #fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9228 FEARY P —D VU ~—F 2 T DRE
ESN

remark-map color type value

no remark-map

[2¥3T A —%&—]
color D V=X T RIT O T A
REE SiHA
#4772 Yellow DV ~—F v JRREETT
yellow 5
red W7 7 A Red DY ~—F  VREZAT D
type U~ —F o IR
BEME LA
cos CoS V~—F 27
ip-precedence TOS B Y ~—F 7
ip-dscp DSCP UV ~v—F% 7
value - <0-7>
CoS, TOS ESeEED U ~—F L Vi
<0-63>
DSCP VU ~—% > 7 fii
[AF1E— ]
RIv—<vwF 7T RAE—F
[FREA]

TERIARY Y —TCTHE LI FHEKY 7 & Yellow, Red IZxfT DY ~—F LV TEHVEORTEEIT I, 2. T A ME—FRIZ
G LB EX 22— ID T — T NCESE, FEXF2—OFHED Y TEITH,

J~—F% 2271, CoSfE. TOS B, DSCPEOWTFNMNEZREIRT S Z LN TX 5,

no WX TEIT LGS, UV ~—F U FRELHIRT 5,

V== 7 &ATH 12D, Aa<r FOBREDIED, police 2~ R(RY v—<v 7+ 77 ZXF— FN)TLUT
A T AT 7 a s E " remark"lTRE L TCBLSMLERDH D,

[/ —F]

RKa=y REFEITTHITE. QoS #AMZLTHL Z &,

V=% 73, TLv—F 0 FREEF2—DFELFHAT L ENTE B,

RFC THERE XL TWRWDSCP E~D T L~v—F o F/) <w—F 7%, 4EEF Cra2—V—FRME L THAT
DI ENTE D, RFC THELE X715 DSCP fEIX. FFRDOLEEY,

PHB DSCP & RFC

default 0 2474
Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
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PHB DSCP & RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

B!

LAN R—F #1 OZE7 L— 2 LT TORELE T D

¢ 10100 DRy NT—=IMBD NT 7 4w 7 ZFFA]

. GR%%mCHHRWwE%I%WwT Wik T A %50
o Green:finikt. Yellow:DSCP fE% 10 (ZE&#ix . Red:M3E
(NG 7477 T7ADER

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1

SWR2310 (config-cmap) #exit

[RY 2 —DFFIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #fremark-map yellow ip-dscp 10

SWR2310 (config-pmap-c) fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.29 #£HIAR VU P —DARL
EN

aggregate-police name

no aggregate-police name

[NTA—F—]

name O ERRY A (0 SCFLLT, R/ TFE X 5)
[AJ1E— ]

Ja—)ary 47—y g EF— R

[FHA]

ERIRY P —2 LT 2, BRCAEREADOGEIE. TONBEWRET D,

A< RRIIT 2L, BRRY b—ONELRET DENR Y —F— NIEBT D,

no WA THEITT 2 &, BNV F—%HIBRT 5,

UTOHE, BRIV —ONEEEELETDHI EILTERWVWENRY —— RIZEBE L2,

s BRIV —DOREINTI TAS Y T HFLHRY) —~< v 703 LAN/SFP R — B L OGRS v H— T = — R
WZHEH ST D

DIFOGA, BRIV Y —ZHIBRT 2 Z LIXTE 220,

« police-aggregate =~ NZ XV | ERR VY =N T T 1 v 7 7 T ATHEINTND

[/—H]

Ka<wr REFATT HITIE, QoS AL T Z L&,

A—=2 Y TF, UTOWMEA ¥ —T7 2 — A LTEESED Z L IXTE RN, A=V 7 (K)H—)F

(police F a2~ M) 2B AR vo—< v FZHMH LW &,

o ARZYVEBETDAUAN=ZAAL v FEHBENTITN—E T LIiR#iA v F—T =2 — A

[ EH]

IR Y —"AGP-01" % AT 5

e
it

SWR2310 (config) #aggregate-police AGP-01
SWR2310 (config-agg-policer) #
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9230 KR Y F—DOREES V7L — 1)
BN

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DU L— MR —EERHTS
[T A—F—]
CIR ;. <1-102300000>
77 4 > 7 L— h(kbps)
CBS ;o <11-2097120>
WA h—2 vy hDR—R hH A Z(kbyte)
EBS ;o <11-2097120>
Bl h— 7 3y hDR— R kA R (kbyte)
action DO T R FE Iy S OENME
REME BifE
transmit i3k
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
ERRY Y —F—F
[RLAA]

FERRY =iz, YT L— bR $—DBEEIT,

no R THEATLIEG S, A—Z V7 - RV T« Uw—F 0 TONHEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC269TIZFESWNTITV, D LI=HHK 7 7 2 1cxk L <, L

TOWREFRET H T LW TE 5,

Green : 526D A (FEE AR 7))

« Yellow: #5315, HE, U ~—F 2 7 bHEIR

e Red:ff3E, V~—F2 7 n5HiER

72720, V~—F% 71X, Yellow,Red D EL LN~ FHDORIEET HZ ENTE D,

U ~—F% 2 7 OFEMREIX, remark-map =2~ > REEKAR Y —F— R)TIT 9, action 73 "remark"| Laﬁﬁéﬂt

z 75 75 Ebfoff FZOHRIY T AT DV ~—F T OB EN 2o T2 E, Vvy—F o 73 s,
. WIHIER E (Yellow: #5125, Red: 3823 H S5,

[/—}]

Ka<wy REFATT HITIE, QoS AL THL Z &,

A=Y 7F LT OMEA 2 —T7 2= AR LTEES L 2 &IETERY, A—=F U 7 (R ¥—)&KiE

(police Za~ M) #F LAY —~y 7 ZHEHALRWnWT

. X&y&%%ﬁ?é%/A~X4y%%%wfﬂw~t/7bt%ﬁ4y&—7l~x

[BREH]

EHKIR U P — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2 Xk D A —% U > 7 % FAT

*  Yellow:DSCP i % 10 (2 E X 2, Red:AH3E

HERR U —DIERK]

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop
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SWR2310 (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) #fexit

9231 EHNR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA= R —E TS
[/3T A —F—]
CIR : <1-102300000>
27 4> 7 L— k(kbps)
PIR : <1-102300000>
v—2 877 4 v 7 L— hkbps), CIR XV /NSVMEITFEE TE 220,
CBS 1 <11-2097120>
WA N—2 Ny FODS—Z kA X(kbyte)
PBS : <I11-2097120>
E—7 =27 2Ny hO—R h A X(kbyte)
action DAY T RS I Ny S OEE
R EME Bk
transmit HR s
drop fite 3
remark Y ~—% > 7 (CoS/TOS/DSCP)
[AS1E— ]
R —F—F
[@iH]

LR —I1T, YA Lb— R —DBREXITH,

n B TETLEGAE, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]+ 38T —~—H—(RFC269)ZISNTITW, L7 7 2 LT, LLF

DU ZIEEST HZ LN TE D,

*  Green : B51 5D B (FEEARTT)

o Yellow : $i516, fF3HE, U ~—F 2 7 HiEiR

+ Red: M3, V~—F 7 HER
72770, V~—x%2703%, Yellow,Red DEHL LN DOHRIGET HI ENTE 5,

) ~—F 2 OFFEMEREIX. remark-map 2~ > FEEMNAR Y —F— R)TIT9, action 73 "remark" |23 E S iz D
BT, ZORIY T AT D) v —F 2 T OFEMBREN 2o Te e, V~—F o JI3ES D, 2

DA PR E (Yellow: #5125, Red: A3 EH S b,

[/ —}]

ARa<r REFEITTHITE. QS AL THLL Z &,

A—=H VT, LTOMmEA v Z—7 2 —AZH LTEESED 2 LIXTERY, A—F V7 (KU H¥—)
(police R~ ) ZF LR v—< v 7 ZHMH LW &,

o AX VT EERT DAL=, v TFEBENTIN—E T LA v —T = — R
[REH]

KR Y Y — "AGP-01" ZAERKT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM IZ L5 A —% U v 7 % FAT
«  Yellow:DSCP fE% 10 (ZE & #i % . Red:AlfZE

e
il
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[SERI7R Y Y —DAERK]

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) fremark-map yellow ip-dscp 10

SWR2310 (config-agg-policer) ffexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T RTINS T A
REME B
7 7 A Yellow DU ~—F 0 VTR EEAT
yellow 5
red Hrlk 7 7 A Red DV ~—F U TREZEIT D
type U —F o U]
B EME LA
cos CoS V~v—F%o 7
ip-precedence TOS R ~—F 7
ip-dscp DSCP V~—F 27
value . <0-7>
CoS, TOS BEED ) ~—F o /1
<0-63>
DSCP UV ~—F > 7fH
[AJTE— ]
ERIRY P —F—F
B

ERNR VY —THE LI 7 X Yellow, Red IZxF 5 U ~—F U TEMWEOREZITH, £y FT A ME—RIZ
SIS L EEF 22— ID T — NI SEx EEX2—DOFEV Y TEITH,

J~—F% 2 7%, CoSfE. TOS I, DSCPEOWTFNMNEZRIRT L Z LN TE 5,

no X TEITLIZHE., UV ~—F 2 FHRELHIRT 5,

V=% 7575 1201I0E, Aa<r ROBREDIED, police T~ FEMRY —F— F)TE4 T o877 7
2ADT 7 a s E " remark"IZERE L TBLSMLEND D,

[/ —H]

ARa<wr FEFETTHITE, QS E#AMILTELL I &,

V=% 7F, 7L~ —F 0 IREEXFa—DRELHHT I ENTE S,

RFC THERE SN CTWARWDSCP E~D ' L~—F 0 F /) ~—F 7T, 4FEE Chra—V—TCHEMEEL L THEAT
5T EMNTE D, REC THELEX LD DSCP fElX, FEOLEEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXEH)

EHR Y Y —"AGP-01" 1TV ~—F VT OREEIT I,

«  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT

*  Yellow:DSCP i % 10 |[ZF & #2 % | Red:fiHE

[SERI7R Y —DAERL]

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) #fexit

9.2.33 £HIAR U p—DFRR

[EX]
show aggregate-police [name]
/85 A —4—|
name D EBRRY Y —4, BT T RXTOENR Y —N0n"Rt5E 25,
[AJ1E— F]
FERFHE EXEC £ — I, F#bE EXEC £— F
[@iH]
LRV P —DONFEFRT D, FRNEIL, show class-map 2~ > R THR/RE NS police &7 v = v L [AIEE,
[/—H
Ka<wr FedT1 51203, QoS ZAMC L T Z L,
[EE 5]

HEHIR Y P —"AGP-01"ONEE £ RT D,
SWR2310#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH
B

police-aggregate name

no police-aggregate name

55 A—5—]
name LT B Y —
IASE— K]

) S~y T 7T AT~

(B9

NI T 4y TR LT, IR b —ERET D,

no X TCEIT LGS, N T 74 v 7 7 T RACKTHENR Y b —0RELZHIBRT 5,

ERIR U —GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THEL Z &,

A=Y T, LTFOMmEA v F—7 2 — AR L TEESED Z LI TERY, A—Z U7 (R H—)
(police 2~y M) #EFLAR ) —~yTEZEHA LN &,

e
it
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o RE T EERTDIAVNAN—AL v FEBENTIN—E T UEREA v A —T 2 — R
[ E ]
RY v —< v 7 "policyl"D 2 DD N7 7 4 7 77 A'class1", "class2"lZxf LT, 447 U +—"AGP-01"% @@ H T 5
. GR%%WCMHRWwEWJRWm&L SITCM IC X B A —4 U > 7 % F47
*  Yellow:DSCP % 10 (ZE X #2 % | Red:MEHE

[HERIAR U P —D1ERK)

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) fremark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) #fexit

[R VU 2 —DF%E]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #police-aggregate AGP-01

SWR2310 (config-pmap-c) fexit

SWR2310 (config-pmap) #class class?2

SWR2310 (config-pmap-c) #police-aggregate AGP-01

SWR2310 (config-pmap-c) #fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9235 A—H Y T ho X —DFKRN

[EF
show qos metering-counters [ifname]
T A —5—
ifname : LAN/SFP R— F B L UGHEA v 4 — 7 = — 24, BRI RR— N2 LT5,
[AJ1E— ]
FHEHFHE EXEC E— N, FrkE EXEC £— R
B

R L72 LAN/SFP IR — h B L OGHEBIA v H —T7 = — A 2B 5D, T_TOR Y P—{ABIR V) Y —/FEHKR U —)D
A—=5 Y T REERERRT D,
TR SNDHEHERITLL T LB,

HE Bl

Green Bytes Hrik 7 7 A Green |23 B I LT2 A MK

Yellow Bytes W7 7 A Yellow ([ZME S L7231 Mk

Red Bytes W7 T A Red IZFAE T A MK

717 v N OBIGRIL, LAN/SFP A — NBLOGREA v ¥ —T7 2 —RZAKRY —~ o &l LeRERE R &35,
[/—H]

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VY > FiEaHERE ForT 5,

SWR2310#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok ok k k )k Aggregate * kk Kk kkk
Aggregate-policer: AGP-01
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Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO L Z2—DI )T

E&N
clear qos metering-counters [ifname)
[/3T7 A—5F—]
ifname : LAN/SFP R — "B L UGHEEA o ¥ —7 = — A4, BRI ER— bRt T5,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP iR — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHR Y —)D
A=V THEEERE ) T T 5,

[/—}I]

Ka<wy REFATT HITIE. QoS ZHMC L TH Z &,
Bl

LANAR— R~ #l D2 =% U o IHiiHERE 7 UV 73 5,
SWR2310#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —&—]
value o <0-7>
HE(EF = — ID IZxtis L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NR
[FFA]

LI T T 4y 7 T ACEGER 2 —&EI S TD,

PKEF 2 —DOFFEITIE CoS EA MM L. [CoS-IAFF = — ID BT —7 /1| ITHEAWHMEF 2 =031 HTHAL
Do

o ERTEITLZHAE. VT 74 v 7 7 T ACKTHEEF 2 —DIREEENT 5,

[/—}]

Ka<o REFITTDHITIE, QoS #AC LT Z &,

EEF2—EEE. F~—F AT L ITTE RN,

CoSIZLDEEFEF 2 —DEIL, CoS N T A M E—FNEHERD, R —vv I, KRavr NEEah7 7 A~
T IM—DOTHLEENDHEE., TORY —<v 7L CoS F 7 A ME— FUA DR — MZIF@#EHATE 220,

[ E B

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 101.00 D%y NT—IMBED NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&63 AR

[(NTF 74277 TADGE

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class—-map classl
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SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit
[RY 2 —DFFIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set cos-queue 3

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.38 /3 & = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[T A—F—]
value : <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
R)v—<vv 7« 7 T7AE—FK
[FEEA]

SHELTE NI 74y 7 7 7 AZEEF2—%2H D HTo,

E1E % 2 —DFFEITIZ DSCP EZAEM L, [DSCP-£EFF 2 — ID AT —7 /1| ITHEOWEHEF 2 —23FI 0 24T
b b,

no R TEAT LS. N T 74 v 7 7 TRACKT HEEF 2 —DIEEEZENT 5,

[/—H]

Aoy FEEFTHITIE, QoS A AT LTHL Z L,

BEX2—HEEE. v T EHT I EITTERY,

DSCP (2 & Dk EF 2 —DFFEIE, DSCP T A M E—FEMLER D, R —<v 7l Kavr Faghr 7 A
YT MW=DOTHEENDSGE, TORY L —~ > I DSCP K7 A ME— LA OKR— MITEA TE 720,
[ 2B

LANR— h #1 OZE7 L— LI LT TOREEZT D

© 10100 DRy U= INED T T 4 v T HFFE]

s HHELTENT T4 v 77T AFTEEF 2 — 3(DSCP2M)ZEET 5

[T 74 v 27T ADEHE]

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2310 (config) #class-map classl

(
SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY > —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-dscp-queue 24
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[EFX]
show policy-map [name]
[73F A =4 —]
name DR vy A, B, TRTORY =y IERNERRIND,




[AFTE— F]
FE4FHE EXEC £ — R, #5#E EXEC £— K

[FAA]

av RU 77 Ly R T T 4w 7 339

RELIER) =~y TOEREFTT D, ZNEITLLT,

HH

BzL]

Policy-Map Name

R v~ v 74

State

WY > —= v 7 O ik #8(attached/detached)

Class-Map Name

7 7 A=y 7E#R, FEMIT show class-map =2~ > R %
RO &

Match A SESLE
- Match Access-List (77 & A U X | ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS /)
- Match IP DSCP (DSCP 1)
Set T =X VERE, EEX2—RE
-Set CoS (FL~—F 73T : CoS i)
- Set IP precedence (7' L'~ —F > VR E : TOS B )
-Set IP DSCP (7' L ~—3 o 7 3% : DSCP fif)
- Set CoS-Queue (IX{5 F = —#57E : CoS)
- Set IP-DSCP-Queue (515 ¥ = —+#5 & : DSCP)
Police A=B YT SR T )~ —F  TRE

XEAEMIILL T 22

A=V LT SRV T ) —F L TEREOMIILUTO LY,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND
BDRH)

Mode A—=R YT T TY X L(SITCM/
TrTCM)

SITCM D A 3R average rate

k< 7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 Xy hDO/S—Z R
4 X(KBytes)

excess burst size

il b —27 Ry FOS—Z b
A X(KBytes)

TrTCM O 3% average rate

k7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 877 4 v 2 L — F(Kbits/sec)

burst size

WA =272y hOS—A K
A A (KBytes)

peak burst size

v —2 =2 "7y RO/N—Z |
A X (KBytes)

yellow-action

ik 2 A Yellow (2% 3 2 Eh{E

(transmit/drop/remark)
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HHE LA
red-action I 7 7 A Red (2% 5 EfE(drop/
remark)

« Match & Set IE, RESNTWVWDLDONR—DFEITEREIND,
+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3% TE SV TWRWIEAITFR R INR,

[/—H

Ka<wr FeFT1 51203 QoS AL T 2L,
(BB

Y = v T policyl "D & KFT 5.
SWR2310#show policy-map policyl

Policy-Map Name: policyl
State: attached

Class-Map Name: classl

Qos—-Access-List Name: 1

Police: Mode: SrTCM
average rate (48 Kbits/sec)
burst size (12 KBytes)
excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 v AT —H ADFER

&3]
show qos map-status #ype [name]
[/NT A—F—]
type LR T o~y TR
REME B

policy RY ==y T DRT—F ANEHRERR
class T TR T DAT —H AEWRE TR

name D RRTORY vy (EFV T Ay T) DL, BRI TXTORY v—v v
(F7ld7 7 A~ 7)) BRI L2 D,

[AS1E—F]

HHrtE EXEC £— R, %M EXEC £— I

[RLBA]

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w o RER+T22LT, A —<v7NED LAN/SFP A— F B LA v X —T7 = — X @A STV
B, TTAR Y TMEDRY —< v FIZBEEINTWAENRE, R —w oy IRI T A~y TOMEIZET

HIEREMD Z LN TE D,

FRAFFILUTD LB,

policy-map

HHE RANE

input port R —=<y 70 S TS LAN/SFP R — B &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 73317 R[BE & 5
attach limitation kZ A hE— RO TS

class-map
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HHAE

FTNE

policy-map asociation

I IAR T MBEEENTNWDIRY) —~ v TO—E

edit/erase

class-map/no class-map 7233217 [ HED & 5 7>

attach limitation

~Z A hE— RO

P

R =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N THRET 5 Z &,

[/—}]

Kavy REFTT5HITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWR2310#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y T class|"D AT —H Ak Frmd b,
SWR2310#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—Y LV ITRE

E&

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(35 A —5—]
queue-id : o <0-7>
EfEF 2 —1ID
weight T <1-32>
WRR D A
(IR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[ AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

EEF 22— LT, WRREAMNE T U R EL)DOBEALDITREEZIT ),

Al a—0 7 AT, 7T LAN/SFP AR — M B X OGREEA > ¥ — 7 = —AHHDOHRE L 72 D,
no X CIAT LA, 5 F = — I THaxHEI(SP) L 72 b,

[/—}]

Ka< FEFITT DL, QoS #AhcL TR L

[BREH]

PE{E S 2 —#T#6 % SP ST (7T MBI, #5#4#3#2 #1 #0 % WRR 73 (5:5:5:2:1:1) & 5,

H

SWR2310 (config) #no gos wrr-weight 7
SWR2310 (config) #no gos wrr-weight 6
SWR2310 (config) #gos wrr-weight 5
SWR2310 (config) #gos wrr-weight

SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight

O N WD
RPN O oo

9242 T T 4 v 7 V=2 — Y T (R— hBEAD)DRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

ST A—F—]
CIR : <18-1000000>

b774/7v~b&m9 HDIABDFEAT D7, ATMEICKE L C IR a2 R
ANBH L[/ — M)

BC : <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BT TORIE & 725,

(IR E]

no traffic-shape rate
[AJIE— F]

A B =T z—AEF—FR
(@]

— IR LT, Y=—E U7 2RET 5D,
no B CTEITLIEHA, R— by =—E U 7ORTITE L 725,
[/—}]
Ka< REFITTDHITIE, QoS #AcLTELL I &,
77 4 w7 b= MIADIALNBHAET S0, ANEICH L CEBOBEAMN R 25581355,
[ E 5]
LAN 7R— |k #1 7»5 D415 % CIR:30016kbps, Be:1876000byte (245 %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NI T 4 v IV — T (Fa—H)DORE

[EFX

traffic-shape queue gueue-id rate kbps CIR burst BC
no traffic-shape queue gueue-id rate
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[78T7 A —=F—]

queue-id . <0-7>
EEF 2 —1ID

CIR : <18-1000000>

N7 74 w7 L— h(kbps), FOIABNFEAET D7D, ATMEICK L CTEBEOw HED #722
LEENRH D[/ — MBIR)

BC 1 <4-16000>
R—Z hH A K(kbyte), 4kbyte EENL TORRE L 2D,

(AR RE]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[ AJTE— K]
A B —T 2 —AF— R
B

A= RFDEEFEF2—IX LT, Y-V 7 E2RET D,

no W TIFEIT LI G, BEF2—ICHT L3 =— VU 7OREITEN L 22D,

[/—}]

ARKa<wr FEFETTHITE, QS E#AMILTHELL I &,

N7 74y 7 L— MINDIALDBRET D7D, AJMEIZH L TEEOBIMEN R 2258030 %,
[BE ]

LAN 7R — b #1 O F = — #0 7> 5 D%{F % CIR:10Mbps, Be:64000byte (2685,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —&ilfH

9.3.1 7 & —#fHIIEEE 802.3x PAUSE DEZ[Z)DRE( AT L)
[ER]

flowcontrol ype

no flowcontrol

[/XT A—F—]
type ¢ 7 —HlEoEHE
R EME B!
enable 7 a—#li &2 G T 5
disable 7 v —ifilfHl & s 3 5
(IR E]

flowcontrol disable
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[AJ1E— K]
ra—r)var 74— g rE— R
[FHA)
AT NAERD 7 v —HIEI(IEEE 802.3x PAUSE 7 L — A6 (E) 2 A9 5,
no WA TIAT L7 HA. 7 v —ifilill & s+ 5,
[/—}]
QoS HREM AR L &, AT D7 u—HlllEZ BN THZ LITTER,
7u—fllEZ G LTeGE. BEMICT —L My THRBITEDIC /R 5, 7272, AZ v JEREDN A LTS
BIEARFIBRICEEY L2,
A E =T 2 =207 —{lilE, AT LMUEA L F—T 2= 2O T v —HEREE ENENAN LTS
BOHENET D,
[ E B
VAT LDOT v —HilHEZ AT D,
SWR2310 (config) #flowcontrol enable

9.3.2 7 u —ffH(IEEE 802.3x PAUSE DiXZ[Z)DEREMAL v ¥ — 7 = —R)
EEN

flowcontrol fype

no flowcontrol

[R5 A—%—]
type © 7 u—HEOEE
R EE B!
auto 7u—HEOREIR I == g U EFR)
(e )
both Pause 7 L' — L DMEZEEADIT D
disable 7 v —fil# & T 5
[(WIEIRRE]
flowcontrol disable
[AJ1E— K]
f B =T 2= AF— |
[FBA

LAN/SFP 7R — b @ 7 o —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X THFAT LG, 7 v —Hilill 2 Bahicd 5,

[/—}]

A2~ Ri% LAN/SFP 7R— MZ D B3 & FlHE,

VAT LD T v —ilEN N e G S EE LR,

PAUSE 7 L — A DE[E L ZE XM Sy N THEORE L 25,

FP BT BRI | AL 5L 23241597 % PAUSE 7 L — A 0 IR 1%, OXFFFF(65535)& 9%,

UTOHIRER® 5,

o SFP+EVa2—LEZHWLHE, 7e—HEHlOFEIR I — g VIRTAR— b,

« TROFMHFCHETIHE, BB T T — 3 0B X Pause 7 L— LEEIIRY A — b, (Pause 7 L — L%
EOHYR—h)
o AX v IEREDER. Do, T a—#lHBnE A

o VR — MZIE"flowcontrol auto" & 5% E TX 720N,

[BREH]

LAN R— b #1 © 7 o —#lf &2 H T 5,
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #flowcontrol both

LAN F— k #1 © 7 o —§l# & mshiz 4 3,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #no flowcontrol

9.3.3 7 u —HlHOBEREBORR

EEN!
show flowcontrol [inteface ifname]
[¥F—7U—F]
interface DRRT AL R —T 2 —AEBETDH
[73T7 A —=HF—]
ifname : LAN/SFP &R— b4, BMERFIIRA VX —T = — ARG LT 5,
FRTDHA LV H—T 2 —A
[AF1E— F]
FEHFHE EXEC £— N, %t EXEC E— I
B
7 v —HIENZ BT D E ROCE /%), PAUSE 7 L — A DO EZER) 2 TR 5,
[/—}]

PAUSE 7 L — LA EEIL, 4R — b7 a—HlllNnEGR &> TWDAHEEDAERIND,
PAUSE 7 L — AEZ(Z800L. clear frame-counters =~ > NZE{THEC 7 U T &N 5,

(B EHI]
LAN R— k #1 © 7 v —#lHIES % £51T 5,

SWR2310#show flowcontrol portl.l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0
2AR— b0 7 v —HlEERERR<T D

SWR2310#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — A

9.4.1 A h— AHIBEORE
[

storm-control fype [type..] level level

no storm-control
[R5 A—4—]
type S WAL [ : 1 0 G
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A M— LI EZ AT B!
broadcast ZHHF?VKFXF_A%@%ﬁ@K?
multicast < VFFy A MR N—2HEEFDCT S
: SO =F v 2 b7 L— LDl %
unicast ﬁ&ﬁﬁ:ﬁ"é
level : <0.00-100.00>

Ml SIRiE D N\—t o 7 — U THET S
B/ NEUS LT 2 (L E TRETE D

(18I E]

no storm-control

[ASTE— R

AR =T 2—AF— K

[FRHA]

LAN/SFP R— NIkt L7 r— K¥ ¥ A b A b —AHIfHl, ~LFF v 2 bR b—2AHI#HB IO, s8EfFHO2=% v
A N7 L—LORIEZEEIIZ L., ZEFHIRZ T 5,

MEZB2 TZELE7 L—AIEES N D, 7272 L, BED 100% D5 A 13ZEHIRIZ Ly, BETer L—2A
HLWTHY ., FEINITFRETE 720,

[RXEHI]

LAN R—F#l D7 o — Xy Z F X b—AHfE <L FF v 2 h &R b —LHH A2 A0 UBIE 30% 2R ET 5.

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #storm-control broadcast multicast level 30

9.4.2 2 b— A 528 BIRIEDORT
[#=X

show storm-control [ifname]

[/8T7 A —=F—]

ifname : LAN/SFP R— b DA X —T = — A4
FRTHA L H—T 2—A

[FIEIERE]

L

[AF1E— K]

FEFeME EXEC E— N, FME EXEC E— |

[BLEA]

7 L—LDFE EREARRT D,

AVE—T 2 —AX BB LTSGR, B4 02— T 2 — ARG LR 5,

[BXEH

DA UH—T 2 — ADREREERTT D,
SWR2310#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
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10 =
TV Ir—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 2= — % L RADIUS H— N\ —SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A= —]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & 2)
(R E]
radius-server local disable
[AFTE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

= — 77 /L RADIUS % — "—#&Re D F 2/ 2 2 5 ET D,

F7o, WEEH UDP R— FESELETT LI LNTE D,

no JER Ca~ > REFATLGE IR EMIC RS,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 I21E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TLONEND D,

[BREH]

B —71/L RADIUS ¥ — —tKREZ AT 5,

SWR2310 (config) #radius-server local enable

10127 78R VB —T =2 —ADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' Z— T = — R4,

(1A E]

L

[ASE— R

Ja—\ a4l r—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 7 A% T[4 5,
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SWR2310 (config) #radius-server local interface vlanl
SWR2310 (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR

EN
crypto pki generate ca [ca-name]
no crypto pki generate ca

[7XF A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

(18R E]

2L

[AJTE— K]

Ja—x\)aryz 4L —yg T — R

[FREA]

7747 v MNERAEEZBITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFETLyE1E, i€ Lio— FNEERZHIBRT 2,

[/—H]

— RRRGER & AR L TV WAL, 7 — /L RADIUS H— S —#REILEH T X 720,

BEIZ N — FREGER D AER SN TV ORI TR R R4 2R E L6, V— FMRERIL EEE S5,
N— FEGERZHIREIT EEETD L BITHELDOT T4 7 2 FEAFET TN TEY) L2 D,

Jb— REBFERAMFELE LT T 1 erypto pKi generate ca iX 232 & b— REBAER & LT TE 720y,
(B ]

PFEfRA4 A "MYRADIUS" DLV — hiBiER % £ 5,

SWR2310 (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E—F

[E=]

radius-server local-profile
[AFTE— K]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »rE— NIZBITT A,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #

RIE

(1]

10.1.5 FRFE 7D

EEN
authentication mode [mode...]
no authentication
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[RF A —5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #AlE =
eap-md5 EAP-MD5 7845 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

GILLE 9|

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE—F]

RADIUS =7 4 7V Lb—va U E— R

[@i ]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no WA Ta~y REET LGB ITMIREEICREY . T X TORIMLTADRGIE D,
[/—H]

PEAP, EAP-TTLS #8aE 5 DO WEFRRE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #EHAT 25613, BREHF U eap-mdS ZFRET DL ENH B,

[ EH]

i 3 % 5855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 F(NAS)DFRE
EEN

nas fost key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[73F A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui &
. _ . Ty hU—2~ A7 OFHIT 8~32 T IP 7
IPv4 v b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L RIEET KL
IPv6 7 K L A (A:B:C::D) A(:/128), T 7 AL hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RV T- 6 D
IPv6 1> b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]" 2?2 A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

BORBEREIE 100 TH D,

no JEACa~ 2 FEETLEGEIE. $EE L RADIUS 7 74 7 FOREZHIFRT 5,

[/— "}

ARa< R TRE LT RADIUS 7 7 A 7 > M(NAS)IE#HIE. running-config, ¥ XU}, startup-config (ZILFEK R I 4172
Y,

Flo, BEOREI~VY FEFRRY, Ra~vr REFTLERRTRET —# & LTREFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H##IZ. show radius-server local nas =~ > K TR TX %,
AR O R — FERAEEARE T — L RADIUS H— —ZIEET 585 61%. L FTERETHLERDH D,
SWR2310 (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid
[ZF—T— K]
vlan : #AF v 7 VLAN IO VLAN Z3RET 5
mac DR AR ERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZHRFE L7 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIAT V PEEORASEA AT VA EBRET D
auth CORRES RS A T ERET D
expire U TIAT Y NEBEOH IR Z R ET D GEEREST X A 73 EAP-TLS Oi56 O B4 7%))
T A—F—
userid . a2—H%—1D
(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)
FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EI<>") ANR— < I
EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R
(32 LFLIN, N [1" 2 A=A 2B A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN IO VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &St SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—Y—4
(32 LFLUAN, "2 A= 2 &R AT - AT
mail-address A=A T RLZA
(256 SCFLIN, AL - @)
bpe =V
REME B
PAP §BiE X (== —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF )72 (=2 —
beap P—1ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D BAHCERSERT 2037/12/31 £ 97 D)

(YYYY/MM/DD AT B £ 725 2037/12/31 £ C)
[FIEAER E]
L
[ASE— R
RADIUS 27 4 JL—v g »rE— R
[FRHA]
RADIUS #— N —T#IALT 52— — & BT 5,
BORBEET 2000 TH B,
no B Ca~<wr FEFETLAELER. HEL2—V—%HIRT 5,
ZHEE 5T EAP-TLS #3157 € L7234, certificate user 2~ N T2 54 72 NFAEDORITHRNLEL 2 5,
Fo, RRTU—=RKR7 T4 T2 MEAEOEHREZ LR L=GEH. BEYZ 74 7 2 FEHEORITNMLIELL 72
5,
7747 v NEAEEZBITELOL—Y —%2HIRT 25456, BEIMIZY 74 7 > MEHEDORDUIEZIT S,
[/—F]
ARa<y FCTHRELT-2—H —{E#HIX, running-config, 35 LTV, startup-config (T X TR L7200,
F-, BEOBRTEa~vY NEIZRRY, Ka~v  NEEFTLEBATRET—Z L LTRESINS,
FE LI- 2 —H—{EF4RIZ. show radius-server local user =~ > K CHEFL T 5,
mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354
RSN B,
ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=HA A S h
60
[ EH]
PR — Y — 2Bk D,
SWR2310 (config) #radius-server local-profile

SWR2310 (config-radius) #fuser yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FRRFERIRR DR E

[EFX]

reauth interval time
no reauth interval

[T A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ a9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & L THEH T 2 228522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FRRGEM I %2 604800 FHICRRET 5,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #reauth interval 604800

10.1.9 17— %)L RADIUS ¥ — X—~DFET— & Kk

[EFX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £— K
B

12—/ RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LG EI1X, LT ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHFIE H 4
ERH D,

[/—}]

ARawy REFATLIHA. 2— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho il L s etk
WZHBET S

(% E A1)
17— 71/ RADIUS $r—"—{Z, BEORELZ XM IE 5,

SWR2310#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FMEHFEOFAT L AR — =~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLL k32 SCFLAN, "DEFAULT" X8 EAS AT

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AF1E— ]
¥t EXEC E— I
[FHA]

EAP-TLS iBiF XA E L TWbHa—HF—D 7 T4 7 FEHEZHITT 5,

2—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELZ —FERITT 5,

s JIAT7 Y MNERAEE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

WRE S % EAP-TLS ~AH L7z —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMIZY T4 7 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDAA—LT RLA~NT T4 7T MEHELZEMT 5,
A=V DL EARINTHOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
A—LT RUARHEE SN TORWIGEIT A —LEE LR,

[/—h]

7 IAT 2 MEHET I 22— —ZOoX 2 lETRITTE 5, 2B EFAT LGS ITH OO O BIEEIZRL)

T 5,

7 ;27‘/ NREBZEO —ERITIZRE B0 D120y 7 75 RTIToTEY, BITHTH a2~ RETIIAEE
Thb,

722U, T avy RIZOWTEHIATTERWE D IZHIRZ T T 5

* crypto pki generate ca

* o crypto pki generate ca
* nas

* user

 certificate user

+ certificate mail user

+ certificate revoke
 certificate export sd

* copy radius-server local

[ EHI]
7747 v MNiEHEE —ERITT 5.
SWR2310#certificate user

10.1.11 7 5 A 7 hFEBHED Tk

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FIEE certificate user 2~ REFITTHZ LT 747 2 FEHZEORITZHBHATE 5,
[E 5]

7 IAT v MNEHEO—FERITE P ST 5,

SWR2310#certificate abort
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10.1.12 7 5 A 7 > FREFAED RS

[EFX]

certificate revoke user userid
certificate revoke id certificate-id

[F—TU— k]
user D BELEa—Y =D 74T v FEEEZ R SED
id D HRELEZIAT U MAEAEID O T4 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CF-LL 1 32 SCFLIN, "DEFAULT" [ ZEEASAT)
BIEH R AJIFTRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 4 7> bEAELZ RSB,
747 v MNERENKRINTGE. T OEAEZ M S ZFRGEIT RIS 5,

[/—}]
7 7 A 7 > NREE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEHEEZ RS E D,

SWR2310#certificate revoke user Taro

7747~ MFEBE ID "Taro-DFS98EE9B44D22CC" D7 T A 7 > M EZ KEh S w5,
SWR2310#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A4 7 v biEAEO T 7 2R — ~(SD = E'—)

EEN!
certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— 5

user D HELEa—Y -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTERET D

/3T A—&—]

userid . a—%—1ID
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(3 3CF-LA | 32 SCFLAN, "DEFAULT" 145 E A7)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AF1E— ]
¥t EXEC E— I
[FHA]

74T MiEHEE, SD I— Rz 7 AR— T 5,
T AR— ML, SD 1 — RN® /swr2310/certification/ T 5,
compress ZH57E LTz 1X. 7 747 > FREHEZ ZIP 7 7 A VITEM L TR b7 AR — T 5,

= AR— b &
" TRTDT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
)=}

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 fl]

2 —H—ID Yamaha ® 2 7 4 7 FEEE SD 1 — R~/ AR — 2%,
SWR2310#certificate export sd user Yamaha

10.1.14 7 5 A 7 ¥ PEHEDO T 7 AR — M (A —/LVE(E)
[F=

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —LVEET D
user D HELEa—Y 27 T4 T NEAEEZ A —VEET D
compress © ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFPA L 32 SCFLAAN, "DEFAULT" (345 & A )
FRREH = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EAR S
\[1/:%|<>"2? AR_—R &R A
EAP-TL B
> PR
[AFTE— R
¥i#E EXEC £— K
[FAA]

74T v FEEHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 94070 FIFHEIR, Fa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW a2—F— 25 LTI, A—/LDEENMThILz,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
(B EH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWR2310#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

[EF
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-1> AT T #0-#1
sd SD 1 — FND=a 7 1 7
dst_config_num D av—onar T 4 rEkE
RIEME B
<0-1> a7 T HO-#1
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
B
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEBEER

o FITLT=V 747 2 FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Ta ™ —4 5 Z LN TX
éo

[/—F]

SD H— KB~ PENTWARVIREET, sd 2B EL-SEAIT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWR2310#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 > F(NAS)DFIR
[EF]

show radius-server local nas /ost
[’XF A—&—]
host S IPT7TRUVA, FHE,. IPRy hU—=Z T RFL A
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REME

B

IPv4 7 K L Z(A.B.C.D)

0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
[Z3AYl N0

IPv4 % b U —27 7 KL A(A.B.C.D/M)

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUZADHREANBIZO0 L7225

IPv6 7 K 1 A(A:B:C::D)

=X X AT RLADI L RIEET KL
A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KU AC128) &RV =8 D

IPv6 % v kT —2 7 KL Z(A:B:C::D/M)

FVLT 4w AEIT 1~128

[AFTE— ]

¥iHE EXEC £— K

[FHA]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,
[ EH]

IP 7 R L Z73"192.168.100.0/24"® RADIUS 7 7 A4 7 > F(NAS)ZFE /T 5,
SWR2310#show radius-server local nas 192.168.100.0/24

host key
192.168.100.0/24 abcde
10.1.17 BFE=2 — F—FRORT
ExV
show radius-server local user [detail userid]
[F—U— K]
detail RE L= —OFMIERE R T D
[/%5 A —F—]
userid . 2—%—1ID
(3 3CFLLE 32 SLFLIN, "DEFAULT" 45 & A Al
RAEH R ATIAIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A= R %R AT EATL
- % "o 2 AL A & e
EAP-TLS \H%E]./%%ﬁlég% ? A A% i< AR
[AJ1E— K]
HitE EXEC £— R
[RLBA]
a—F—FRERRT D,
[ERE B

a—HP—FRO-EERTT D,
SWR2310#show radius-server local user
Total 1

00a0de001080
2 —4— 1D 23"00a0de000001" D L —H —{FH & KR T 5,

YamahaTaro

vlan mode

SWR2310#show radius-server local user detail 00a0de000001

Total 1
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userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 5 A 7 FiEFAZE DO RITIREER R

[ER]
show radius-server local certificate status
[AJTE— K]
¥iHE EXEC £ — K
B
7 FAT v MEEMERITRBEOREEZ R TRT D,

FATINER NE

done 7547 v FEEHEORBITNE T E IR IT

processing 7 74T v MEAEEZRITH

certificate abort 2~ K72 BN K-> To 747 > MiE#A

aborted EORAT 5 I

B!

7 74T v MREWEFRITRHOREEL L TRT D,

SWR2310#show radius-server local certificate status
certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]
[F—U— 1]
detail DR -RERR TS
[T A—=HF—]
userid : 2—%—1ID
(3 XCFLA L 32 SCF LN, "DEFAULT" I8 EAS Al
A ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R PATEHT - AT
» P N
EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR
[AJ1E— K]
HHE EXEC £— R
[FHA]

FATH 2 TAT > NEBED ) A N2 RRT B,

userid 18 E LT A 1X. T2 —F —0OiEMiERAE T 5,
[BREBH]

RRE L — W —DRITIH S 74T v NEAEEERE2T 5,

SWR2310#show radius-server local certificate list detail Yamaha



av R 77 LR | TF U r— 3359

userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR
[EFX]

show radius-server local certificate revoke
[AFTE— K]
ke EXEC £ —
[REA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RNEH N

revoked FENZ KD KR
expired HRWWIRRGIAIC & 2% K%
[ EH]
74T v MNEHEDOKRZ Y X N EERRET D,

SWR2310#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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2]

A

aaa authentication auth-mac 180
aaa authentication auth-web 180
aaa authentication dotlx 180
access-group (IPv4) 301
access-group (IPv6) 303
access-group (MAC) 306
access-list (IPv4) 299

access-list (IPv6) 302

access-list (MAC) 304

access-list description (IPv4) 301
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show startup-config 35
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show storm-control 346
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show tech-support 42
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show tftp-server 87
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show vlan multiple-vlan 221
show vlan private-vlan 220
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shutdown 154

snapshot delete 133

g~ KU 77 LA | 35363

snapshot enable 132

snapshot save 133

snapshot trap terminal 133
snmp-server access 68
snmp-server community 64
snmp-server contact 63
snmp-server enable trap 63
snmp-server group 66
snmp-server host 61
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