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% startup-config FNT OB
. x reconfig-all - o o
(.zip)

éb\o
Mol T 7 ANVERETDHEEL KM TEERA,
T 22~y FOBRX, EDKRA RO OS(TFTP 7 74 7 2 MICEKFLET, RORITHER L TEITLTLILES

Wy,

T AN EEFEZRARPUDT S & X,

SWR2311P D IP 7 K L &
BT — RIS T U B — R TITV &,

U E— h2RADHAHIZ"/PASSWORD" & W ) B TEH SR U — REfRET AL ERDH Y £9°,

BHSAT — RO EDOIREETIE, RET 7 A VOt AH L/EX AL EZT LI LI TEERA, BIL > THE

%4 CONFIG, BX W, {RT7 7 A LVOFRERNIE LW & 2R L TL 72

HANRY — R EETL0LENHY £,

UJE— kXA IZ"

i‘@_o

config"# i E L C PUT(E X AR T D356, BIEEHF O

=i

AX A

REZBMELIIZELARNVEDIZONWTIE, BEEH L TCWAREDETE L0 £,

Fo. REMIIRAFI RO, RIFLIZWG ST write 2~ 0 FETRAEL T ES 0,

(ZXFLT, BmEIT EEEEZL
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o BFE LS A7/ A U — K(password 8 X° enable password 8 ® =~ > RZ)iX, TFTP “C running-config {Z PUT L
THREICKBM SN EEA,

Fim, B bEN-/ AT — Rae&tea—P —O%Eusername 2~ > M)k, —HF—DBEH KRN TONL T
Ao

23 AV
SWR2311P DEEMNET T DL, vl A v EEER RNLET,

BRE L= —ZHLRAT—REANTILIZ TR A THENRTEET,

TR ETIL, MBI~ -0 EINTEY, 22—V —%:admin, /XA Y — N:aadmin TR/ A §5Z &N
TEET,

=y gl i

Username:admin
Password:

e nlALHEOa Y —)LHEE

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>
M2 —F =T 7oA LIche, HRIOANAY — FERBEHARRSNESTOT, NATY—FE2EELT
TEEW,

o XA — K28 [

Username:admin
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

B, NAU— FZ 3 EEgE TRIEZ 725G, 10 74 URRIRSE T, 1 o, ELW AT —RFEA
JLTLIZEN,

o B A BRI

Username: user
Password:

[}

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« nr ARSI = =0, BONRAT — NEHIER D LRI EFR SN ET,
o HIREFRIFGEZICIELWASAT =2 ANTLHLI L TR A TEH L5100 £,

24 2~ FAJIE— FIZDOWT

241 a2~ FAJIE— FOEAK

SWR2311P DR ELFLRER R AT AREE . Wi a~y FAHE—RIZER LD, a~vy REFETTEH4
ERHVET, I ROATTE— RNILUTOL I RBERBIZOINTEY, A4 DEF— RRTANTEHa~v PR
B0 FET, a—V—F, 77 v E2ERTHILET, BE, EOT—RIWIDONERT LI ENTEET,




O I
(JERD— R ADEm)

Dﬁ{yﬂml

JEHEEXECE—
(I—HE—R)

—

exit, logout

enable /administrator disable

a<w R T77 LU A | avy ROV |21

SWR2311P>

BHEEXECE—RK

exit, logout

configure terminal

2J0-)Ul
d>J10L—33>E—R

interface’d &

fElR!

d>J10L—33>E—R

SWR2311P#

SWR2311P(config)#

SWR2311P(config-if)#

o< FASTE— FOEBICEET AN a~ 2 N, UFERVES, Fa—larr74 71—y 3 F
— KRy 74—y a rE— RAOBBa~ Y RicoWnWTix, MERIzy 74 7 L—3a vF— R 2%

LTI,

+ exit AV R

* logout =~ K

» enable =~ > I /administrator =~ N
+ disable =¥ |

+ configure terminal =~ >

e end IR

242274 TV —Y g E— R

fERl=> 7 4 7 L— 3 > — RKEiX, LAN/SFP R— h<° VLAN A > ¥ —7 =— A QoS 72 &, FrEDHHE ZX7
HEEMIRREEATO DD — FOBRKHTYT, a7 4 /L —arB— RIZADIKIE, Fa—var7 g

Jl—aryEt— RCTEE— NIIBH:TLHDDa~y REETLET,

SWR23LIP iRy 7 4 7L —3 a3 o F— RIIFKROLONH Y £9, flillar7 4 7 L— 3 0 F— ROHC
IEEBLEN TS HDLHD £, HiziE, RVv—~yv7ET—RFR>R)v—<v 7+« 7T AE—FKTT,

Bz 747v—varsE—F BRa<w R

A =327 S

A B =T 2 —AF— RN interface =~ K

SWR2311P(config-if)#

FA - K line con =¥ | SWR2311P(config-line)#
line vty =~ > N
VLAN &— R vlan database =< > K SWR2311P(config-vlan)#

VLAN 77 2= FE— K

vlan access-map 2~ > N

SWR2311P(config-vlan-access-map)#

MST &— K

spanning-tree mst configuration =~
R

SWR2311P(config-mst)#

VIR SE— R

class-map =~ >

SWR2311P(config-cmap)#

KY v— v TE—F

policy-map =~ > K

SWR2311P(config-pmap)#

R)o—vv T« 7 TAE—R

class =<2 K

SWR2311P(config-pmap-c)#
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@274 7 v—vaE—F |BBav K A= g

BRRY —F—F aggregate-police =~ > K SWR2311P(config-agg-policer)#
L2MS £— K I2ms configuration =~ > SWR2311P(config-12ms)#
LLDP =—¥ = hE—F lldp-agent ==~ > SWR2311P(lldp-agent)#
A= T T L— hE—F mail template =~ > F SWR2311P(config-mail }#

Al a—T S —hE—F schedule template =~ > N SWR2311P(config-schedule)#
}:\ADIUS SYIA TV ya e radius-server local-profile =~ > | SWR2311P(config-radius)#

243 a2 R T v OV T 4T A

a<w R OT VT 4T AT, FAMEERLTOVET, PIHNRETIIARA M4 E LT, ET LT
7% [SWR231IP] Z#FE L TWET, AE <L, hostname 2~ RTHRA MNMERETAHAZ L TEETX T4,
SWR2311P Z#HEMEH L TWDEERE, F£AL v Tl 2 DARIZREL T Z LT, FHALLITL 2D F
—g—o

KA NLDER

SWR2311P (config)# hostname Switch-012
Switch-012 (config) #

244 BRI AANTIE— KD~ REFT

SWR2311P CTix, E— FZ LICHIHFRER 2~ RINRR D720, FITHRERE— NETEBL CTa~vy F&23T
LA 8%, TNEMRIET DI a~ FELT, doa~y RaEEELET,
do a2~ REMEHTAHE, T R_RTOar 747 b—32 g 0F— RO L EXEC BE— RDa~vy REETTHZ &
NTEET, ZHICEY, TR_RToar 747 —2 g 0F— RO EXEC E— RICBEIT S 2 &<, &E
Hoary 747 b—vari2BRE L0, REORENAREE 2D 4,
72721, do TIXMisEmRIZFIH TE oz, ZD®%ICHE 2~y RE T VAL ETZITEMER TATIT HLEN
HYET,
o TNAAYLTANTBHES

SWR2311P(config) #do show running-config
. BRI TANTHHE

SWR2311P(config) #do sh ru

25 a2 Y —NVERHEOX —3R— NEYE

2.5.1 oY — )V A D EARERE

SWR2311P TiL, =~ KT A4 BT, LLTFOERENTTFETT,
o« H—VI)LDOHE)

R M oA - fi%
— 1| XFHRIBBLET
- | CFECEB L ET

| BEEAICBEI L £ (0 — Y MLEBIC B D HEE D i

Esc i F#I(Z F DILFOWIZHBE LET)

| HEEEICBE L ET (0 — Y LB S D BHFED SRR

Esc fi 12 B SCTFICEE L ET)

Ctrl+ A TOSEEEICBEN L E1
Ctrl +E ITORRBICBEH LT

« AT OHIER
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F—R— FEE B - =

Backspace

H—=INVDECH D LT wHIBRLET

Ctrl + H

H— I NMLEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETAREELZ L7256 1E, exit =
< RERUEMEE 720 £97,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AT O FEZETHIBRLET

. T
F R FHRE B - 5

B = NMLED LT & FDEFO LT 2 AN 2 F

Ctrl+T 7
H—VIVHBTORRBIZH D & &, BERIDLF & Z D]
DXFw AN FT,
JERFHE EXEC £ — R L 7 EXEC £=— R TlX, A
Da< RERFEL TROITIZE D £97,

Cirl + C MRz 747 v —3arE—RKTClE, AAFoa~

v RTZREEE L CRriE EXEC £— RICER L %7,
BEFEITHOa~y RO Z TR LE7, (ex: ping =2
< R)

sz 7 4 7 L—3 3 »F— RS Fi#E EXEC & —
Ctrl+Z NIZ#ER LET,
end 2~ FERIUEMESE 220 9,

252 a~vy R~ L7

av S RIA L ETP"EATTHIET, METEa~v RERFIANATA— X —EHRBTETET.
SWR2311P#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWR2311P#show vlan

253 Afia<r FofizE., ¥—V— RMEf—EDFR R

ayy—)b ETavwy FANBFIZ, "Tab"F—%f5 L, a~vr Faifiesngd, £z, ¥—U—RFAN%KI
"Tab"¥—Z 3 &, WICANFEERF—TU — RO —E 2R R LET, AREIEX, "Cul+I"F—%2# L TH Ak
REMEL 720 9,

o v R4 DOHSE

SWR2311P#con"<Tab>¥ — %
l
SWR2311P#configure
o F—U— NEi—EoFRR
SWR2311P (config) #vlan "<Tab>¥F—Z 4"

access-map database filter
SWR2311P (config) #vlan
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254 < ROEEAS

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWR2311P# sh run

2552~ REAXA Y —

av Re AN —kfea T 5L, WECANLEZa~vy REMHEAABETHET LY, BEICANLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— FEE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThhEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—ZBL, RERFERICNEZKD Z & TR HIZ

RO <ERLET,
SWR2311P TiZ, show 2~ FDETF 4 77 A7 L LT, D3 FEEEZREL E 4,
EFA4T7AT A
include
BE LTI Gt e 45
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 2 £~ 5,

< (B
SWR2311P# show spanning-t

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

nl

ree

show running-config C VLAN #1 % & el 2 FrnT 5,
SWR2311P#show running-config

grep vlanl

include

Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 74 —av

3.1 R EMEDOEH
SWR231IPIZ. U Ty 7 4 V2L CREMEZEFL £,

av7 4 7O B! FAIRE7R . — P —HafE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

TRAF L72iREM, FlashROM £ 5
ODALT 47 & SDI—FRED]
DDaAY T 4 VT EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & [ startup-
config) config select =~ > K CTRET 5,
SDAA—RED1 207 4 713"
swr2311p/startup-config" 7 -+ /L ¥ T

ZH/HE/ =2 —

Y5,
T 74/ b a7 47 (default- 77 F /v O ESE, FlashROM E |,
config) T B, PRAFAT

SWR2311P O A7 AfEIHE, LLTFOfih &0 3,
1. startup-config select =~ NREMEZSZH L, AT LAF— T v T a7 4 72 RET D,
startup-config select =~ > R Tsd NREIANLTNWT, AF— T v 7 a7 0 ZPRRESNTNS SD 71— KA
FASNTWRNSTEHE, AX— T v T ar 7 ¢ 7 # B3R END,
2. WELICAZ =T v T ar7 4 VB FHET 256, %47 —F % RAM LiIZT7 =27 ar7 4 7L LTER
‘a_‘éO
startup-config select =~ > RXEMIZ L= > TRE LT AX — K7 v 727 ¢ 7} Flash ROM _EIZHFAE L
WA, T AN N3 T 0 7% RAM RICERT 5,
SWR2PEMFIZa~ > FRETRELELETLH L, BHELIENFITSICTr=Tar 7o ZITkEnE
T, Tr=rrary 7 4 JEER LR, write £72iX copy 2~ REFEITTHILET, AX— T v Tarrgy
IMHEFHINET, RE - BRLIENELZRAFE LW THERNT 5 &, RE - EENAENKRDNVET, THEELSE
éb\o

32 F 7+ )V MR EE
SWR2311P OF 7 # /b FREEIZOWT, L FOFIZRLET,

THHHAREEOFREIL, AEICGREHIN 2L~ 2 NOMYHENEH SN bbb Tid7el . LFOT 7 4 /L b E
fEIZ 72> TWET,

o VAT ARIKDT 7 x)L FERE

BESHE BREHHE F 7 NREME
CONFIG ECENREIZfE 3% CONFIG igﬁ;FW@x&~b7y7:y
Iy I—NVEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
IV HRE PR o — A — 2 —H—4admin, /XA T —
’ R:admin
= AV AT — _
INAT — ROKEZAL Wb L7 n
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BESE FEHHE F 7 )V MR EME
BA NSy UTC (+0)
B 1) 4 T NTP #—/3— L
NTP 5578 # 1 FEfREC 1A
RMON EE %N
sFlow Fh1E 7
firmware-update url http://
47— K URL www.rtpro.yamaha.co.jp/firmware/
o revision-up/swr2311p.bin
T A = T E P P
VEYayd T OFFA] FFR L7220
HADLT TR 300 sec
BE F%h
LLDP - —
HENRE %N
#HiE H%h
L2MS
%8| z—x2 b
debug L~ v 7 H ) OFF
information L ~yL v 7 H ON
SYSLOG -
error Lyl a 7 H A ON
SYSLOG H—/3— L
TELNET H— N—kfE EEh3 5
TELNET $—/_—7 7 & & VLAN #1 O L 3F7]
SSH #—/N—IKBE EEIL 7220
7 7B A TFTP Y — /X —RfE EE LW
HTTP H—/—fRRE EEhd 5
HTTP #—1"—7 7 X VLAN #1 O L 7]
Y% =7 HTTP Y —/S—iRKE EEhL 722
£R5F VLAN VLAN A H—7 = — A VLAN #1
MAC 7 KL & { @58 H%h
S EPESH 30N
‘ MAC 7 RLAHEfE =— ) 300 sec
L2 AL v F v IR fH]
ANR= T — B
MEL—THH i)
DNS 7 Z 4 7> b BE %N
A B —T = — A PoE #5%E %)
QoS E2h
NZ 74 7 il - —
7 v —iilf# (IEEE 802.3x) T2
Web GUI SRR E HRE

LAN/SFP 7" — NHLLDOT 7 4L b

e
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REDHE FEHEHE T 7 4 MREME
AR T — NRXE auto
7 A/ A L— b~ BERAE R A%
MRU 1,522 Byte
FEAGRE AN— ~ O L
EEE B3]
Port Mode Access
P& VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 )L X — B3]
‘ ANR=Z TV Y — B
L2 AL v F 7 - —
AL — TR B
QoS F T A RE—F CoS
NS5 7 4 2 I 7 v —7fil{# (IEEE 802.3x) =20
A — Al 20
] G 2
PoE #378
o AR e {125
LLDP =— = > k EZEE—R EEBLOEE
77 4/ b VLAN (VLAN #1) (2% 9 2 5% €
RESIE R 774 PREE
Layer3 #%5E IPv4d 7 KL A DHCP 7 5147+ k
\ 239.192.128.250 (Y-UNOS
NV F Xy A NI L—LDERE ) (
EUL(E 2
Querier i)
Fast-Leave ElliZy)
Check TTL FERH)]
17
IGMP Snooping Check RA D
Check ToS %)
IP~/LFF¥ A b
Report-Suppression B
Report-Foward %)
Mrouter-Port Data- o
A 7
uppression
EUl(E 22
Querier HHE2)
MLD Snooping
Fast-Leave FiiZ5)
Report-Suppression B
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B4

PRST « B B RE

4.1 XA J— R

4.1.1 SRR T— RORFE
[EX]
enable password password
5 X —5—]
password BB AT — R
PAPETELIO" & L > &2 EEATFER AT S (G2 CTLUN)
BN D SCFAT A ST TRRT AUT DT e
[WIEARRE]
enable password admin
[ASTE— K]
sua—n)Narsr 4l —ya 'R
[BLFA]

et EXEC B — RABITT A0 DEEANRAT — RERET 5,
FITH NIRRT —RTHD admin [ICEFETHZ LIXTERU,
[/ —F]

password-encryption =21~ > | L7228 > T AL S NTZ/RA T — RDOEE, 2227 4 7 1 Cld"enable password 8

password"DIEAR TRR SN D,

=P —lFavr RIS b ar 7 4 FRETDHEE, ZOBRTANT DI LITTERN,
BENRFIC, IR ANA T — RRRE SN TORWGEIE, #IE N T — F(admin) & HEIFICRET 5.
[ E B

B RAT— K& LT adminl234 2 ET 5,

SWR2311P (config) #enable password adminl234

4.1.2 7RRA T — ROREEAL

[EX]
password-encryption switch
no password-encryption

S5 A =5
switch D NRAYU— RS 2080
REE B
enable ISR A B
disable a5k L7gwn
(AR 2]
password-encryption disable
[AF1E— F]

Jga—)aryz 4 lb—y g rEw—R
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[FHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO/IA T — NI b b S iz ig=lic
EHEINDD, ARPLEMHIIER LI2SGEE, BRc Skt Tnd a7 4 ZHORZAT — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWR2311P (config) #password-encryption enable
NAY — OB S 2 BT D,

SWR2311P (config) #no password-encryption

42 22— —Tho v NEHE

421 2 —YF—DOHE
[EX]

username username [privilege privilege] password password

no username username

[F—TU—F]
privilege D a— W —DOHEREEET S
password D =P =D AT — RERET D
[/XT A—&—]
username D a—Y—4
P (32 SUFLAN)
privilege D RRHEE AT B DR
X EME LA
FEHE EXEC E— RBATRFIIC N A T — RD A
o FIDRKD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off MRDEND
Guest #EfR T Web GUIIZT 7B ATX %
password D a—H—onr A RAT— R
PATHTEIO L b | &> 2 LR XTFERLS AT SG2 XFUWN)
WD LT AT T TRIT L OIT 720
[FIEIER E]
L
[AFTE— F]

Ja—\)nary7 4L —y g T — R
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[@iA]
a—F—EFRERET D,
TP ERII RT3 E TRETE D, 7L, privilege off D= —H— 3K 32 % T, privilege on D 1—
P X T I FREE R D,
UUTOHGETZ—F—2 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username 8 password password" DFE TR R I 5,

A—PF—Fav NI b ar T FRETDLEE, ZOBNTANT DI EIETTE R,

ELENEFIZ, privilege on D —H—73 1 D HERE I N TWRWIEA L, A& Bl = — ¥ —(admin/admin) & 1B 13 5,
BERFIZ, NAT— RBRRE SN TRV —Y =T 22— =4 L[E CFHNE2 /AT — RICHBERRET 5,
[BREH]

Z—W— userl234 Z R ET D,

SWR2311P (config) #username userl234 password user pass

¥t 2t 5 LTz — W — userl1234 /T T D,

SWR2311P (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege

[¥—TU— k]

privilege D a— DR EZIEET S

[73T7 A =4 —]

username D a—F—4

A G (32 SUTFLI)
privilege D FREER AT ET D0
B B
¥iHE EXEC E— FBATIFIC AN AT — RO A
on FIDIKD B 7N
Administrator HEFR T Web GUI (C 7 7 £ AT
EA)
FiHE EXEC ©— NBATRHZ/NA U — FDOA
off TRkHBND

Guest #E[E T Web GUILIZT 7 EAXATZ 5

[WIEIRRE]

L

[AJ1E— F]

sua—m\varz 4 b—va e —R

(A

IR H DA —YF —OHEREZEE T 5,

[/—}I]

FBERD 2 — P —TITRE T E R0,
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[ EH]
BRERFE D —F — user1234 |ZHEHEL T 54 5,

SWR2311P (config) #username userl234 privilege on

423 0 A v a—F —FEROER

[ER]
show users
[AFTE— K]
FJEHFHE EXEC B— R, B EXEC E— R, ZJm— 3Lary 7 4 7 Lb—3 g UE— R
[FHA]
A O —F—FREFRRT D,
FOHENERIND,
HH Bl
v J A RERERRT D,
. con0 (X VT —AR— |k
Line
vty N 13 VTY #— k
http N |& Web GUI
Own H Y OBEGER— N OITIZ * % FR7T 5,
User aJA4 RO —W—ZEKRT D,
Status 0y A REEERT D, 22— =BT OHE,
Login # &/~ ¥ 5%,
Login time n 7 A R R R T D,
IP address Hfi—F—D 1P 7 LR & ERT 5,
[ EH]

A—F—Dn 7 A AMNERERTT D,

SWR2311P>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 % operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 - - -

vty 5 - - -

vty 6 - - -

vty 7 = = =

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 = = =

424 NF—DHRE
[EX]

banner motd word

no banner motd
[2XT A—F—]
word DA TR L UNEARLS(256 SCFELIN)
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[FIHIRR 2]

no banner motd

[AS1E— K]

sa—m\)varZ g S L—varE— R

[FEEA]

ayvY—nnal A4 URECEREINDI NN —EERET D,
[ EH

RF—FK~% [Hello World! | IZERET 5,

Username:
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>enable

SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2311P (config) #banner motd Hello World!

SWR2311P (config) ffexit

SWR2311P#exit

Username:
Password:

Hello World!

SWR2311P>enable

SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2311P (config) #no banner motd

SWR2311P (config) ffexit

SWR2311P#exit

Username:
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>

43 a7 4 T OEHR

431 F =T a7 4 7 0ORE

E&
copy running-config startup-config [config num]
[RTRA—=H—]
config_num D arI 4 IRE
R 22
<0-4> AZ—NT v a7 4 T #0-#4
sd SD 1 — FNAZ =T v Tar747
[AS1E— F]
F#HE EXEC £— N
[FAA]

BIEEHPORET =7 ar 7 4 NERBKORERZ— T v 7ar7 4 7) & LUTHRET b,
config_num ZEWE L2 5E X, BUEORBIFRHMEH L72AZ— N7 v 7ar 7 ¢ JIR/RFT 5,
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[/— "}
TFr=r 7 ar 7 4 7 ORMEZ write a2 R save A RTHITHI ZENTED,
SD B — R~ FSITWRUVREETIX, SD #— RN® Config # X RIC L TARa~v L REETTHET— L
2%,
[BXRE )
FJomrrarv 4 JERGET D,
SWR2311P#copy running-config startup-config

Succeeded to write configuration
SWR2311P#

43270 =0 7 a7 4 T DRLE
[EX]

write [config num]

save [config_num]

[8F A—F—]
config_num - NP W =
REME B!
<0-4> AR — T v T a7 47 #0-#4
sd SD H—FKHNAX— T v 7Tar7 47
[AJTE— F]
it EXEC £— R, fEla> 74/ L—vavE—FR
[BAA)

BEERTORE(T =7 ar 7 4 NEEEBRORTEAY — T v 7Far7 4 ) LTRIFET 5,

config num ZEWE LI-5EF. BEORBFIMEHA LIZAXY— T v ar 7 0 JIRGET 5,

[/ — D}

T = a7 4 7 ORTEIX copy running-config startup-config =~ > R THITH Z LN TE 5,

SD #— R~ FZITWRUVIREETIL, SD 71— FN® Config Z X RIZL T ARa~v Ly REFETTHET—L
%5,

[ E R

Fomy T ary 4 JERET D,

SWR2311P#write
Succeeded to write configuration.
SWR2311P#

433 =T ary7 4 TOFER
[EX]

show running-config [section]

show config
[/NT A —=HF—]
section D R THEI U



34| a~v 2 R 77 LA RS - ERE

access-list

T AY A MNEE

http-server HTTP #—/— R
interface A B —T = — ABE
ip IP [

ipv6 IPv6 BHH

key FRIE X — e

12ms L2MS [

lidp LLDP (&

mail A — L3 BA

radius-server

RADIUS H—/3— 58

schedule A a— )V EE
sflow sFlow P&iE

snmp SNMP B8
spanning-tree STP B

ssh-server

SSH H—/~\— i

telnet-sever

TELNET H—/3— (5

[AT1E—F]

ek EXEC B— R, iRl 747 L—2 3 F—R

[FifA]

BUEEARORE(T vy=v 7 a7 4 NeRFT D,
section TEEBMEIF X T R COEREELR~T D,

Bl
ST arT g FEERT D,

SWR2311P#show running-config
I

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end

SWR2311P#

434 AZ— T v 72T 4 T DRR

EEN!
show startup-config [config num]
show config [config num]

[PNT A —=F—]

config_num Do arv I 4 IEE
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R EME A

<0-4> AB—RNT v T a7 47 #0-#4

sd SD #— RNAZ— KT v Tar7 47
[AS1E—F]
F¢HE EXEC E— R
B

BENFIZE T ORERZ— NT v ar7 0 Nekrt 5,
config num ZEM LT-GAIL. LN E2RRT 5,

+ show startup-config : BIEE L TWD a2 74 IV B/ BFOAZ— T v a7 4 TR RTDH

- show config : BUEEM N DT =0T ar 7 4 V&2 RKRT 5
[/ —}]

SD 1 — R~ hSILTWRVREETIX, SD #— RN® Config # Xt RIC L TARa~v L REETTHE=T—L

%5,
[ EH]
WRERREEDO AT — T v Far 7 4 VT eEz T 5D,

SWR2311P#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
!

interface portl.1l

switchport

switchport mode access

no shutdown
|

|

interface vlanl

no switchport

ip address 192.168.100.240/24
no shutdown

|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable
|

line con 0

line vty 0 7

|

end

SWR2311P#

435 AF— T v a7 4 JDHEE

[EX]
erase startup-config [config num]
[/NT A —=HF—]
config num ay7 4 E S
R By
<0-4> AH—NT T a7 47 #0-#4
sd SD H— FHNAZ =T v Tarr4 7
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[AS1E— K]
F#HE EXEC E— R
[
EERFCEHATARER Y — N T v a7 4 ) eEFNIHET A 1EREHET 5,
config_num ZHWE LI25E 1%, BIEORBIFRHCHEH LA Z— N7 v T ar7 4 VEHET 5,

[/—HI

SD I— RAR~ T b SN TWRUVREETIX, SD #— FA® Config 1 RICL TARa~v Ly REFETTH LT —&
2%,

[ EH]

AR— R NT >y TFar7 4 T ExEETSH,

SWR2311P#erase startup-config
Succeeded to erase configuration.
SWR2311P#

43.6 AZ—"NT v Tar7470ar—

&3]
copy startup-config src_config_num dst_config_num
[T A—F—]
src_config num . B —EDaLT 4 THKE
R P
<0-4> AL — K NT v T a7 4 7 #0-#4
sd SD i— RANRZ— T v T arr 4/
dst_config_num D av—oar T 4 JEE
RE B
<0-4> ABZ—NT v a7 4 T #0-#4
sd SD #— FHNRZ— R NT v Tar7 47
[AJIE— K]
¥ He EXEC £— K
[
EEFRFORE(AX— R NT v T a7 4 e ZIHET 215 E 2 —7 5,
[/—}]
SD 71— K2B3< 0 F IR TWRVIRETIE, SD 1— RIN® Config X RICL TR~ REFEITTH LT —L
2%,
(BB

AR =T o TFaAr T4 THEZAFZ = NT v a7 4 7 #l ~av—45,

SWR2311P#copy startup-config 0 1
Succeeded to copy configuration
SWR2311P#

43T AB—RNT v TFar7 4 TORATOHRTE

E&

startup-config description config _num line
no startup-config description config num

VST A—F—]

config num o <0-4>
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ENCES
line DCEA TS LU AR (63 SUFELLN)
RIBAL— T v T a7 ¢ ZZxbd Bt

[AJ1E— K]
et EXEC B— N
B

MBPAL— T v a7 4 7k LTI ERET 5,

no TR CIAT L7 5A 1. i CEHIFRT 5,

#HA ST show startup-config =~ > RO FE/THE RO FLIHICE RSN D,
[ E ]

AB—= T v T a7 4 7 #ICHACERET D,

SWR2311P#startup-config description 1 TEST CONFIG 1

438 AZ— T v a7 4 T DEFEIR
EEN

startup-config select config num

no startup-config select

[T A—F—]
config_num Lo av 7 4 &R
R EE A
<0-4> AB—NT v T a7 47 #0-#4
sd SD 1— RNAZ— T v Tar7 47
(IR E]
startup-config select sd
[AFIE—F]
F#kE EXEC £— R
[@iA]

BRI T AREAL — T v a7 0 N)EER L CHEZE#HT S,
no T CTEIT LA IE. PIHIREIZR S,

[/ —}]
ELENRE, config num & L Csd DEEINTWNWT, AX— R T v 7 a7 4 VPRGFEITND SD I— RRFHAX
WM ST G, AF— T w7 ar 7 4 7 # @RS D,

(B EHI]
AE— K NT v a7 4 7 # 28R L CHERT S,

SWR2311P#startup-config select 1
reboot system? (y/n): y

4.4 EBFHROEH

4.4.1 EEMEROER
B

show boot num

show boot all
show boot list
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all D EEEROBREAZ KK TS HETRFAT D
list D EEFROBELZRRKTSHETHIS R RTD
[73F A —%&—]
num 1 <0-4>
BELIESOREZERTT D
[AS1E— F]
FEFFHE EXEC £ — I, %§# EXEC £—
[BLFA]
EENFHREZRT D,
[/— 1]
cold start =~ > R clear bootlist 2~ > RZF(T3 5L, ZOEEIXZ VT Sd,
[ E ]
BEOEENE®E RTT D,

SWR2311P>show boot 0

Running EXEC: SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Previous EXEC: SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Restart by reload command

EBERED B A2 R T 5,
SWR2311P>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBEHRDO I VT

[EX]
clear boot list
[AF1E—F]
F#HE EXEC £— R
[RLBA]
EENME OB 2 HIRT 5,
[BEH]
BEfEHREZ 7 VT35,
SWR2311P#clear boot list

4.43SD 11— K7 — hNDOERE

[ER]
boot prioritize sd switch
no boot prioritize sd

[/3F A —&—]
switch : SD A— K7 — NEHIMZT D0EN
X EE B!
enable SD 1— K7 — &/ TD
disable SD #— K7 — h &Iz d 5
[ E]

boot prioritize sd enable
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[AFTE— K]
FHE EXEC £— R
[
T7—LTU =T DSDH— R7— MERDHEL - B2l x5,
avy RIEATHR, VAT AOHFEEHNITHOILD,
VAT ATHEORRE TH D72, EE)H (startup-config #0 ~ strtup-config #4)E (ZFR E X TE 720,
VIR EILSD h— R 7 — b BHEHTH 5,
no =~ RETRHIPHR EIZK D,

[/—}]
SD 7 — K7 — MMEREDH %) - #%hi%. show boot prioritize sd =~ > K THERE 7] HE,
[ E B

Ty —hU =T DSD — 7 — MERBEZAIT D,

SWR2311P#boot prioritize sd enable
reboot system? (y/n): y

4.44SD 1 — K7 — h BEIEABEORE

[EX]
boot auto-apply switch

[/%5 A —5—]

switch : SD A — RF7— M HEEAEEEZ BT 20 EN
REME B
enable SD 71— R7'— | A8 IsE 2 2029 %
disable SD 71— N7 — | A B FIiee & 20292

[WIHIRRE]

boot auto-apply enable

[AJ1E— K]

¥#HE EXEC E— K

[RiFA]

SD 71— R7— b H#hii FIHERE 2 A 20 £ 7213 I T 5,
AFEEEDIRAEIX, show environment =~ > R CHER TX 5,
[BREH

SD 71— RF7— b H#hii Ik RE 2 22T 5,
SWR2311P#boot auto-apply disable

4.45SD b — K7 — BB BOER

[E=
show boot prioritize sd

[AJ1E— K]
FFekE EXEC & — R, %74 EXEC E— N
[FHA]
SD 71— R7 — MERREFHRE R T D,
[BEH]
SD 71— R7 — MERREFHREFTT D,
SWR2311P#show boot prioritize sd

SD boot configuration:
firmware : enable
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4.5 ERBEHRFZT

4.5.1 B FEROFR

[ER]
show inventory
[AS1E— K]
FEFFHE EXEC £ — R, F#t EXEC £— K
[
AR L OVSFP ¥ = — L OB E R 5 FRT 5,
IFTOHEENFERIND,

HH B L

NAME £ FR

DESCR ks

Vendor Ry —4

PID a2 1D

VID N— a3 v ID, EHHOBAEITO

SN YT NEE

[EEBI]
L E £ T 5,

SWR2311P>show inventory
NAME: L2 PoE switch
DESCR: SWR2311P-10G
Vendor: Yamaha

PID: SWR2311P-10G

VID: 0000

SN: S00000000

SWR2311P>
452 BEMEHROET
&y
show environment
[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R
[RAEA]
AT AOBEMEHERRT D,
IFOmEENRFERIND,

o« T— R NR—Tg v
Tr—AhyzT Vg
. VUTNEE
MAC 7 KL A
« CPU fliffi%
o AEVUEHARE
. 77 rOBENKEE
o 77 rOllEEEK
Ty —bLxT 77 AL
AR — KT v TarT7 47774
« SD 1— K7'— b HEhiE ARE D% E
o VUTINAR—L—F
o EBNREZ



o BIERFZ

o EEID D ORRIERFE

o ARRIEEOIREE

o AR

Bl

BEERE R~ T D,
SWR2311P>show environment

SWR2311P-10G BootROM Ver.1.00
SWR2311P Rev.2.02.06

(Tue Mar 13 08:41:39 2018)
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main=SWR2311P-10G ver=00 serial=S00000000 MAC-Address=00a0.de00.0000
Memory:

CPU: 7% (5sec)
Fan status: Normal
Fan speed:
Startup firmware: execO
Startup Configuration file:
selected file:
Boot auto-apply: Enable
Serial Baudrate: 9600
Boot time: 2018/01/01 11:13:44 +09:00
Current time: 2018/01/02 16:19:43 +09:00
Elapsed time from boot: ldays 05:06:04
Temperature status: Normal

8% (1lmin) 8% (5min)

configO
configO

FAN1=4444RPM FAN2=4444RPM FAN3=4444RPM

18%

used

Temperature: 28 degree C
SWR2311P>
4.5.3 7 4 A 7 fEFRBL
EEN
show disk-usage
[ASTE—F]

FHHFHE EXEC £— R, #5H#E EXEC £— K
[FEEA]

VAT LATHEML TS T 4 27 ORI ZFRT 5,

o System: AT AMEHTZ U 7 EREGHET)
+  Temporary : —Ff U 7

[FE B

T4 A7 ODFERRINEFRT D,

SWR2311P#show disk-usage
Category Total Used Free
System 160.6M 1.1M 154.8M
Temporary 80.0M 2.4M 77 .6M

454 TR0 a2 DOER

[
show process
[AJ1E— ]
FiHE EXEC E— R
B
FITh DT uk 2 E—FERTT D,
[EE B
FIThoTreAEERT D,

SWR2311P#show process



2| a3~ R 77 L X | {RT - EAREGE
4.5.5 A€ VERRIOET

[EX]

show memory
[AF1E— F]
K EXEC £—
[FEA]
TatAEO AT VEREERRT D,
UTOHEEZERT D,

HAE B

PID 7t X ID
NAME Zatk 24
%MEM WELAE Y O LA
SIZE W 2 £ U O fif (B fE)
PEAK WA E Y OFHE(ZIVE TORKIE)
DATA AR A £ U — I A R
STK ALy TP AR
[BREBH]

a2 HEO AT VFHEEFRTIT D,

SWR2311P#show memory

4.5.6 T AR — MEBDOFER

[EFX]

show tech-support
[AF1E— F]
F#kE EXEC £— R
[RLBA]

B AR — MEME R T D, HIi A — MEBRIZIE, UTOa<> FOFETRRPGEND,

o< KR

i

|
a
|

show running-config

show startup-config

show environment

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

show interface

show frame-counter

OlO|O|1O0O0[O]O1O0[O|O]O1O0[O|0O
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a<wV R

7|

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show power-inline

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

M
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOQ

show sflow sampling

(B E B
B AR — MEMEFRRT D,

SWR2311P#show tech-support
#
# Information for Yamaha Technical Support

#
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*** show running-config ***
|

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLAN0O0O2

vlan 3 name VLANOOO3
|

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show environment ***
*** show disk-usage ***

*** show inventory ***

#

# End of Information for Yamaha Technical Support

#

SWR2311P#

4.5.7 Fifi v N— MEBROIRAE

[EX]
copy tech-support sd
[ASTE— F]
FikE EXEC E— R
[BLFA]
HT AR — MEHZ SD I — RIZRIET 5,
SD 1 — FNIZIZLL F O 7 7 A W4 TRIFE NS,

/swr2311lp/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 2+ REITREOHH A K5 FD
[/— k]
FANZ SD U — FEHAL TESLERH D,
[BREH]
B AR — MME#HRZ SD 7 — RITRFT 5,

SWR2311P#copy tech-support sd

SWR2311P#
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4.6 A7 LB 2

4.6.1 VAT LHOCEHRHRDOER

[EX]
show system-diagnostics
[AS1E— F]
FEFrHE EXEC E— N, %§# EXEC E— N
[REFA]
FTARTOYAT LAACZEER (77— b7 v TR, A7~ F2BER. ~ NV AE=2 Y 2 72 R
R T D,
(R ]

VAT LHOZWERERTT D,

SWR2311P#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand

Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 o 7 8 9 10 11 12

- Health monitoring

SEFP Test:
Port 13 14 15 16

4.6.2 AT~ B DOFRLT
E&y
system-diagnostics on-demand execute [no-confirm]
[F—TU—F]
no-confirm D AT FRWOETHRS (yorn) Z1THTRIRGEITT S

[AJ1E—F]

F¢HE EXEC £— K

(R HA]

AT NelE R 5,

ZWTHIL T~ TO LAN/SFP R— b & v v v AU F 5, SR TRICIIMSZFE R 2 RnR L, BBICT AT
LEFEST D,

NI A=Z—=ZWELRVGERIZ, T T~ FREFTT 2089 hofEseRko b b,
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BMEFATTHHOE Y 2. BT LRVEAE " 2 ANTHLERD D,

[/—}]
T v R Wik RO FEHN L FEE B)#£ 12 show system-diagnostics =~ > K CHERTE 5,
[BREH]

T~y NgWE EITT 5,

SWR2311P#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 7 = v RZWikE R OHIER

E&y

clear system-diagnostics on-demand

[AJ1E— ]

FiHE EXEC E— R

B

FoTr=r PR e HlbRT %,

[BXRE )

Fr T~ Rl R e NIRRT 5,

SWR2311P#clear system-diagnostics on-demand

4.7 rr—7 Vgl

471 rr—7 VW D FELT

[E=]
cable-diagnostics tdr execute interface ifname
test cable-diagnostics tdr interface ifname

[73F A —&—]
ifname . LANAR— MDA U H—T =2— R
HHREDOA B —T = — R
[AS1E— F]
F¢HE EXEC £— K
[BLFA]
=T VW B FETT 5, A0 ZTE 1% show cable-diagnostics tdr 2~ > K CTHER TE 5,
[/ — 1]
DR RIXERTORER OSBRSS, BES—T7 V3K & EZT LSS ES EEX SIS,
[ E ]

portl. 1 |[ZHEGE SN TV D LAN 7 —7 VOl & E74 %,

SWR2311P#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y
% To check result, enter "show cable-diagnostics tdr"

472 r—7 VBRI ) T

EEN
clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[ASTE— K]
HrfE EXEC £— R
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[@iA]

fif[E] @ cable-diagnostics tdr execute interface 2~ > RO FEITHERZ 7 UV 745,
[BEH]

RIEI D 7 — T V2O FATHERZ 7 U T %,

SWR2311P#clear cable-diagnostics tdr
SWR2311P#

413 r—7 VB RO FER
B

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AFTE— ]

JEHHE EXEC £— K, ## EXEC £— K

B!

Hii[F @ cable-diagnostics tdr execute interface =~ > ROFEITHEREZFKRT B,
[ EH]

Al D r—T NBW D TR R A TR T 5,

SWR2311P#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 Rl &
4.8.1 B O FEHERE

[EFX]
clock set time month day year
[73F A —4F—]
time : hh:mm:ss
=
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
A E=ix A4
day ;o <1-31>
H
year C o ARE(TETE 4 #7)
[AJIE— F]
F¢HE EXEC £— K
[@i ]
VAT LRI ERET D,
Bl

Bz % 20154E 1 A 1L HORF 04y O RDICRRIET B,

SWR2311P#clock set 00:00:00 Jan 1 2015



48| A~ R 77 LA | fR5T - HEHIERE

482 FA L —D

EL=rd

AX AE

[EFX]

clock timezone zone

clock timezone offset

no clock timezone

ST A—5—]

zZone

offset

(R E]

clock timezone UTC

[AN1E—F]

UTC, JST
FEAERFR DS T S TND & XIIRREND X A LY — 2 DA4H
-12:00, -11:00, ..., -1:00, +1:00, ... , +13:00

UTC 75 D% A

Ja—x\)aryz 4L — g E— R

[FiAA]

B A DS = BRET D,
no TEXTHEAITTH &, UTCIZ72 5,

[BE B

HA LY =% ISTICRET 5,
SWR2311P(config) #clock timezone JST
B A N — % UTCH9 BREICRRE T 5.
SWR2311P (config) #clock timezone +9:00

483 ~w—&F A LD

FEGEVIRL)

[EF2

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[78T7 A —=F—]

name

week

wday

month

time

offset

(IR RE
L
[ASTE—F]

Y= A DPFATSNTND & EIERT D5 A LY — 2 DA

A FEELTH(T SCFLA)

<1-4> F 721Z first, last
AoMER»EZfRET 5

Sun, Mon, Tue, ..., Sat

e H

<1-12> ¥ 721Z Jan, Feb, Mar, ..., Dec
H ¥£713 A4

hh:mm

w2

<1-1440>

Y~ —2 A LORIIBIMT DIEH, 5 THRET 2. 7 7 4 /L MiElE 60,

Ja—x\)ary7 4L — g E— KR
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[FHA]
Y~ — A LEBRET D,
HERRE LA LA CRBB XU T T L0 Ich~—2 1M 2 2R ET D,
BRI TH~—2 A 2AOBER A, 2 FOOE G TR TR Z15ET 5.
no WA THEATT H &, HENHIBRESN D,

[/—}]

P~ = A MFEERE TE R,

B!

Vv —H A LPEEI HOFE _ABO 2RHIAAE Y, 11 HOFE—HED 2 RO D KO ITHRET 5,

SWR2311P (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.84 ~—Z A4 LORE(HMNEE)
EsV

clock summer-time name date month day year time month day year time [offset]

no clock summer-time

[/XT A —F—]
name DA A LPHITSNTND & ZICRRT DL A LY — DA
P JET(T SCFLA)
month : <1-12> F 7213 Jan, Feb, Mar, ..., Dec
H Eix A4
day ;o <1-31>
H
vear D AE(VEIE 4 4T)
time : hh:mm
534
offset o <1-1440>
Y~ —2 A LORIZIBMT HIEH, D THRES 2, 7 7 4/L MEl 60,
[WIERR ]
mL
[AJ1E—F]
Ja—\)aryz 4 —v g rE'w—R
[FiHH]

Vv —H A LERET D,

FRELZAMNTRBBIOKR T T 2L 0 ~—F 1 L aBRET D,

ADE D TH~—2 A 2O A Z, 2FDOEH TR T AT 246 ET 5,

no LA TIHITT 5 &, RENHIBRS D,

[/— 1]

Y5 NEEERETE AR,

(BRI

Y~v—FALNR2021 F3 14 HO2BHIAAED 2021 F 11 H 7T HO 2RI D5 K D ITRET %,
SWR2311P(config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIERZ D For

(]
show clock [detail]
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[F—7—F]

detail DML R T D
[AS1E— K]

FFeME EXEC E— N, F#bE EXEC E— K
[FHA)

BIEORFZ, A BHERT-T D,

detail Zf5E L72GA 1L, FRHIEHREEORZ] L~ —2 4 )RR T D,

P —F A ATV K U (recurring) D5, R(E TZIFBAEMEITH) DOV~ — % A AHIFOFEEEO Aft 2 F£R7T 5,
[ EH

BIEDWL % RKvT 5,

SWR2311P>show clock

Thu Jan 1 00:00:00 JST 2015

BRIEDORZ OFFME R A RTT D, (P~—F A LORENHDH5E)

SWR2311P>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRF A DOFEME R E TR T D, (V~—F A LORENRVGE)

SWR2311P>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — N—DERE

&3]
ntpdate server ipv4 ipv4_addr
ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[¥F—T— K]

ipvd : NTPH—"—% IPv4 7 RLATHHRET S
ipv6 : NTPH—"—%IPv6 7 RLATHRET D
name : NTP #—R—% KA N THRET S
[73F A—%&—]

ipvd_addr : NTP — =D IPv4d 7 R L A

ipv6_addr : NTP — =D IPv6 7 KL &

IPv6 U7 a—7 RLAZIRET D2HEIE, BHA VX —T7 = — A bEETDHLELD
% (fe80::X%vlanN DJEZF)

Sfqdn : NTP ¥ —R_R—DiR A b

IFHE L L CHRF(RLF/INLT), BT (B VA R -0 7 2)HME Al
[FIEIER E]
L
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[AJIE— K]
Jga—n~)aryz 4 b—y g rET—NR
[ BA]
NTP B —/R—0D7 RL AL ZIIR A M &8T5,
Ka<y RIIERT2OETRETE 5,
no B TIATT 5 &, RENHIFRES D,
NTP $—"—% 2 S E LIRBE CTHREZI R 217 > 723554, show ntpdate =~ > K TH/R S5 NTP server 1, NTP
server 2 DJEEZETHWAEDLEZEITH,

NTP server 2 ~D WG H1E. NTPserver | & DRIHICEK LI-HEDOHITHONS,
[BX EH]
NTP ¥—/3—|Z 192.168.1.1 Z3RET 5,

SWR2311P (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—|Z £e80::2a0:deff:fe11:2233%vlanl Z %X ET 5,

SWR2311P (config) #ntpdate server ipv6 feB80::2a0:deff:fell:2233%vlanl
NTP H—/3—{Z ntp.example.com & & ET D,

SWR2311P(config) #ntpdate server name ntp.example.com

4.8.7 NTP Y ——IC X ZBZIRIEAA 3 v FEH)
[EX]
ntpdate oneshot
[AJTE— K]
et EXEC B— N
B
BRI TWAD NTP — = S LR OS2 R 5,
Ko< RETRIZ 1 EZTITY,
[B%E B
NTP H— = HEEZIE 2 BG4 5,

SWR2311P#ntpdate oneshot

4.8.8 NTP H— —|Z & 2 B[R 8 (B 3 5 5738 )
EEN

ntpdate interval interval-time

no ntpdate interval
[/3T7 A —F—]
interval-time 1 <0-24>

P& DX OB, 0 BFfE 257 LIS aid, A B 217h 720
(R E]

ntpdate interval 1

[AS1E— ]

sua—\varz g4 b—varsE—R

[@iA]

Bk STV D NTP Y — 3= b IR ISR LI & BUG9-  [WIR 2 1 Rpf B TRRET %,
no I THEITT 5 &, PIHIREICKD,

Ko~ RIATHRE, BIEICREZI OB 24Ty, AR, BOE L7 TR 217 9,
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[ EH]
RO WEibE % 2 BRI B & 12479,

SWR2311P (config) #ntpdate interval 2
R O E AT 21T RN L 21275,

SWR2311P (config) #ntpdate interval 0

4.8.9 NTP V- — \—|Z & A I FHHREHFEROFR

E&N
show ntpdate
[ASIE— K]
FEHEHE EXEC & — N, ¥k EXEC £— R
[FA]
NTP $— /=2 £ 2RI BT % BEN 4 27T 5,
[BREH]
AR E I 2R 5. X EHEM | BROEA

SWR2311P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WPz R E A £ d 5, XAHEH L LOBE

SWR2311P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 SRR E

491 74 F— K@Y —)VE—IFIV)~DBAT

[EFH]

line con port
[73F A —5F—]
port 0 0

YUT AR — N EE

(AR RE
line con 0
[AF1E— ]
Ja—nm"narz 4 b—va e —R
[@i ]
DY = I FADRIERAT I DT A T~ FICBATT 5.
[/ =}

TFTALE— R a—nar 7 47—y arT—RIRDIIT exit 2~ REfEH L, #HE EXEC T— RIiZ
A IZend 2~ REFEHT 5,

[BREH]
ALY NH=ITNVERETDIODTA = FICBTT 5,
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SWR2311P (config) #line con O
SWR2311P(config-line) #

492 VTY R— FOREB LI OT A F— F(VTY R— b)~DBAT

[EFR]
line vty portl [port2]

no line vty portl [port2]

[T A—5—]
portl : o <0-7>
VTY A — &5
port2 . <0-7>
HPHFEERF ORAL VTY R— b5
(AR E]
no line vty 0 7
[AJ1E— ]
Jsa—x)ary 74—y g — R
[FiA]

BELEVIY R—r2FIC L0, VIY R— FOREXITHITZOD T A F— RIIBITT D,
no IR TEITLIEHA1E. BE L VIY A— M2 EICT D,

port2 ZHEE LT GG R 8B E L 72V L port] 26 port2 ETOTRTOVIY R— b E2fELLZ LT/ D, port2
X port] LI EDOFTE BT LTI 72 B0,

[/ —F]
TELNET 7 7 4 7 > s O KRR EGEIL, A7 VTY A— FOEITKTFT 5,

FAVE— Kb a—R a7 47 b—yarE— RIRED T exit 22 REHERH L., FHE EXEC £— RIiZ
AT end 2~ REfEHT5,

[BREH]
VIY R—F #0 ZHNLT=0b, 74 F— RICBITT 5,

SWR2311P (config)#line vty O
SWR2311P (config-1line) #

493Kk A U Z A LT U NRERE DR E
[

exec-timeout min [sec]

no exec-timeout

ST A—F—]
min ;. <0-35791>
ZA LT 7 MEFE())
sec 1 <0-2147483>
ZA LT MEFEED)
(AR E]
exec-timeout 10
[AJIE— F]
TAE—F
B

A= Z—=IFNBIOVIY T, F—ANNRLRWGEICHEBINICr 7T U & 725 TORMEZRET 2,
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sec ZHEME LT-GE01E, 0 BRESIND, min, sec & HIZ0IZRE LHAIL, HEMICE 77D LR,
no JETIFAT LGB I3HIIER EIZ K D,
[/ —1}]
AKa< B
B!
AV —=ADEA LT T MNEEHE S FITRET D,

ER, OB T A CRENDRRENEH S5,

e

SWR2311P (config)#line con 0
SWR2311P (config-line) #exec—-timeout 5 0
SWR2311P (config-line) #

49A4FHLTVAEKRI R—VU b OFRFRITEROEE

[EFX]

terminal length /ine
terminal no length

[R5 A—&—]
line . <0-512>

SR 1 =372 ) ORFRITE
[AFTE— )
JEFFME EXEC £ — R, 5t EXEC E— I
B

FHLTWAER 1 X—V 7 ORTITRELETT 5,

line \Z 0 Z457E LIcbae . ~_— VHLTRRZ —RHF1IE L7gw,

terminal no length =~ > N& (T L2 HEIL. BRITEB VY T va Y — L O5ET 24, VIY O5E ITHHR
DY RUTARERD,

[/— 1]

Kavwr NiL, F7ih. HEBICEERRBENDS,

service terminal-length =~ > FOFREL Y, Ka~r ROFETHROLFNEL L CEM I b,

[BEH

FHLTWAEKR 1 =Y H 70 ORTITHAE 100 TICEET 5,

SWR2311P>terminal length 100
SWR2311P>

495 MR 1 R—THhT- 0 OFRRITEORE

[EFX]

service terminal-length /ine

no service terminal-length

[T A—=F—]
line : <0-512>
IR 1 =T H 72D DERTAITH
(AR E]
no service terminal-length
[AS1E—F]
Ja—nN\)naryz 4 L—varyE—FR
B

AR 1 RXR—=U B2 ORRITEHEERET 5,
line % 0 IZRTE LT-BE. N—VHBEN TERRE —BELE L7220,
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no IR THEAT LI AR, BRITEN T Y Tvay ) —LOBAX 24, VIY OBAIXERKO Y 4> RUP A4 X
LD,
[/—}]
Ao~y REER, ROoa 74 URENLEENEH S5,
terminal length =~ > RN EIT I N7254 . terminal length =~ > ROFEATRERO HFB B L CEH S5,
Bl
AR 1 =T H 72 OFRTATEE 100 TTICRET D,

SWR2311P (config) #service terminal-length 100
SWR2311P (config) #

4.10 {157

4.10.1 {&5F VLAN O E
(=]

management interface interface

no management interface
P85 A — & ]
interface : VLAN A & —T = — R4

(R E]

management interface vlanl

[ASTE— K]

Ja—x\)ary7 4L — g E— K

B

PREFCRIT 5D VLAN 2385 5,

ARavw FERETHIET, L2MS =— Y = FTEIMET D L &, L2MS v % — U ¥ — 0 5% VLAN (2] 4
THNTFIP T RLAZZE - S Tx %,

no B TEIT LA, b LIXVLAN ZHIBR LI=85E6. Ko~y RLWIHEREICR S,

[ E R

{5 VLAN % VLAN #2 [ZRET 5,

SWR2311P (config) #management interface vlan2

4.11 SYSLOG

4.11.1 1 7 O@AF(SYSLOG Y —/S—)DFRE
[ER
logging host /ost
no logging host /ost
[/3T A —HF—]
host : AB.CD
SYSLOG H—/3—®D IPv4 7 K LA

X: XXX
SYSLOG H#—/3—®D IPv6 7 KL A

IPv6 U > 7 a—A N7 RURAZIRET 2%HE1E, Sl v =T = —ZAbRET OLEN D
5 (fe80::X%vlanN D)
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[FIEIER E]
no logging host
[AJ1E— K]
rsa—R)ary 7 40— g F— R
B
a7 OB THD SYSLOG ——DIP 7 FLAZRET D,
R M) —#lI2 Th s,
no IR CHAT LIS IR EIZER D | lFEI T80,
(% EH]
SYSLOG H—/R—D IPv4d 7 KL A% 192.168.100.1 IZFXET 5,

SWR2311P(config) #logging host 192.168.100.1
SYSLOG $—/3—D IPv6 7 KL R % fe80::2a0:deff:fe11:2233 IZFRXET D,

SWR2311P (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4112 0 7 DFEHT +—~ v BORE

[EFX
logging format rype
no logging format

[NT A—=HF—]
type DBy 07—~y MNEj

RIEME Bl

N B (BA DARZ T RA M) &

1
cgacy BORVA 7 +—~ v b

(IR E]

no logging format

[AF1E— K]

Ja—n_"pyary 74— g T — R

B

SYSLOG $—/S—~lHT DA v =V DT 4 —~ v hEEHT D,

no JEATHEAT LI E 1L SYSLOG A v B —UIC~y X —f (XA LAZ T RA ML) #EDD,
[ E B

SYSLOG A v =Y D7 —~vv e~y X —72 LIZHEET 5,

SWR2311P (config) #logging format legacy

4aN3 7 D77 VT A fEOHRE

[ER
logging facility facility
no logging facility

[73F A —5&—]
facility s uZo07rv T 4l
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BRIEME i

0..23 facility fif
user 1
local0..local7 16..23

(AR RE]

logging facility local0

[AT1E— B]

sua—m\varz 4 b—va e —R

[@iA]

SYSLOG ¥ —/"—~ilHIT 5 A v =Y D7 7 VT A EEEET D,

[/— k]

77 VT A EOFEKRSTIE, 4 SYSLOG Y — 3 —THHIZAT I,

[FE B

SYSLOG A vy 2=V D7 7 ¥ VT 1% 10 ICRET D,
SWR2311P (config) #logging facility 10

4 v 7 OHI L~ (debug) D% E

[EA
logging trap debug
no logging trap debug

(IR E]

no logging trap debug

[AS1E— K]

sra—m\)var7 47—y aryE—FR

B

debug L~ )LD w7 % SYSLOG (ZH /1T %, no B THEIT LIZGAIEH I LR,
debug L XL EFHZTHEREOR IRHE I IND T2, BDERBEDOHRAENIT D,

logging host ==~ > F"C SYSYLOG % —/\—|ZlM¥ 255, AA M0 7T 0 A7 iz R L Tk 2 &

MEFE L, T 740 MEEIZH I LR,
[ E B
debug L~V 7 % SYSLOG (219 %,

SWR2311P (config) #logging trap debug

4.11.5 v 7 ®H 71 L~ (informational) D 3% &

[EFX]

logging trap informational
no logging trap informational

(AR E]

logging trap informational

AT K]
rua—\narzg s b—varE—R

[RLBA]

informational L' ~/L® w7 % SYSLOG (2 /19 %,
no I CTIAT LG EIEHITI Lz,




58| 2~ RU 77 Ly X | IRSF - EHHRE
[/ —}]

logging stdout info =~ > R Ca L Y —/LIZHAESEDLZ ENAETH D,

[ E B
informational L'~V 1 7' % SYSLOG (ZH /14 5,

SWR2311P(config) #logging trap informational

4.11.6 2 7 OH S L~ (error) DERE

[E=]
logging trap error
no logging trap error

[FI3IER %]

logging trap error

[AS1E— K]
Jua—\)aryz 4 l—y g rEw—NR
[R A

error L'~V 7 % SYSLOG IZH /19 5,
no IR CEIT LGS IEH I LAV,
Bl

error L'~yL 1 7 % SYSLOG (2 /13 %,

SWR2311P(config) #logging trap error

anTuarZoaryy—LVHARE

BN
logging stdout info
no logging stdout info

[F1813% 2]

no logging stdout info

[AFTE—F]

Jua—\)arz 4 l—y g rETw—NR

B

informational L ~L'® SYSLOG % 22> Y —/WIZH )13 5,
no FEXCTHEIT L2 AT I LA,

[ EH]

informational L)L ® SYSLOG % = >V —/VIZH 119 5,

SWR2311P (config) #logging stdout info

4.11.8 A XV bESIDO v T HIIDEE

[ER
logging event type
no logging fype
[73F A —4F—]
type L BN ERRET S AR MER

R AEME

A

lan-map

LAN < v/




[FIHIRR E]

no logging event lan-map

[AJ1E— R

rsa—R)ary 7 40— g F— R

B!

FRELeA v MlER O v 7 HhEFNT 5,
no B TEIT LG A I F BN E24T o720,
[BREH]

LAN v v 7 on 7 hEHZT 5,

SWR2311P (config) #logging event lan-map
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4.11.

[F
save logging
[AJ1E— F]
JEHHE EXEC = — K, 54 EXEC £— K
[FLHA]
RAM hICEf Sz 2 %4 T Flash ROM (Z{RAFT 5,

o 7 OEILRAM ETirbh., EMAICHEI TFlashROM IRy 7 7 v FLTWAR, Ao~ Rioky ., FE)

TR I T TTAHIENTES,

logging backup sd enable =~ > R E I TIE Y, 232 SD I — FRFHAIN TV 54 Flash ROM IR FFT 5

EFFZ, SD A— FRICHLLFD 7 7 A W4 THRAF S LD,
/swr2311p/log\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RE{TIFD4EH H

[REEH]
OOy TT T EIT,

SWR2311P#save logging

1002 7DSDI— KRV I T v TORE

[EX
logging backup sd enable
logging backup sd disable
no logging backup sd

[F—U—F]

enable : BIZDSDA—= KNI T v TBAEMITD
disable D mZDSDA— RNy I Ty T EEHTD
[WIERRE]

logging backup sd disable

[AS1E—F]

Ja—N"naryz4JL— g3 rF— R

(@]

27 ®SD H— KXy 77 v TOFEYME - Wb 2R ET 5,

A L7546, savelogging 2~ > REFAT L2 L ZIZSD 1 — Nz v 7 Z2RF7 5,

no WX THAT LGB ITUIMIRR EIZ R 5,
SD H— RNIZIZLL T D7 7 A M TIRIE S LD,
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/swr2311p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =2~ > R3Z4THREDOHH H
[BEH]
127 DSD I — KRy 7T v T EANT D,
SWR2311P (config) #logging backup sd enable

4.11.11 = 7 DY

[EX]
clear logging

[ASTE— K]
HebE EXEC B— RN
B
o 7 EHIBRT 5,
[ EH]
v 7 x=HIERT 5,

SWR2311P#clear logging

4.11.12 m 7 0)/ N

[EFX]
show logging [reverse]
[F—TU— K]
reverse Lo R WEICERT S
[AJ1E— F]
HHrHE EXEC £ — F, FrbE EXEC £— R
[RLBA]
A OEERN AT Lo 7 2FRT 5, BEIIRERLOENLONE e 7 ZIAICERT D05, reverse 3 4H
E SN HEITHINEICER T T 5,
1 7 O REFHEEIT 10,000 4 TH D, ABEZBZIZHEICIE, BERAOENEONBEHEEII TN, &K
Bl EDv 7 RFT 58541214, logging host =~ > K TR 7 % SYSLOG H— 3—|Z#iztk LC, A MUTHRET
LVENDH D,
H719 %8 7O L~ULi logging trap =~ > R CTHEFRETH 5,
[/—}]

o 7 OERILRAM LT, EHAICHEI TFlashROM IC Ny 7 7 v 7L TW5, BIRAGIAL Ry 77 v
STy e ZIMEFEENRVWDO T, B 72 RELEWSESIETFE Ty 2 7T v 7T 50 ERD S,

reload =~ FRT7 7 — AU =7 ON—=Ta T v 7R EICE2BEREBIZTo725HE81E, n 7 2EkFHELT0D
[ E B
SRR SN AP

SWR2311P#show logging

4.12 SNMP

4.12.1 SNMP BHIA v E—VDEEHLF R FORE

[EA]
snmp-server host iost_address type version version community
snmp-server host rost_address type version version seclevel user
no snmp-server host host_address
no snmp-server host rost_address type version version community
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no snmp-server host sost_address type version version seclevel user

[/%5 A —5—]
host_address DA vV ORESE PV 21T IPv6 T R LA
IPv6 U7 a—VT RURAERIRET 2561, FHA v 2 —T7 = — AL HETLHLERH
% (fe80::X%vlanN DI )
type DOEEA v E—Y
R EME B
fraps I A ijw‘/“% ~ 7w TR R R
L) CTEET D
BENA > —T % inform U 7 = &2 MEA(ES
informs EMER B V) TEET D, version 132 E 7=
3D L EHETED
version © SNMP R— 3
REME S
1 SNMPv1 % H
2¢ SNMPv2c % i F
3 SNMPv3 % fii
community DA a=T =462 XFLR)
version B 1'E72132¢ D L ZHETX 5
mieAs, " E IR THENR TV L & WO " " IESCEFERICE Enn
seclevel DA VORIV TRO LN EXF 2 YT 4 —LUL
version 33D & X DHIFETE S
R EME Bl
noauth AR L - 551k 72 L(noAuthNoPriv)
auth FEEH Y - FE{b72 L (authNoPriv)
priv FARESD Y+ W5 k& U (authPriv)
user DA P—H(32 IUTUN)
version 33D & EDHIFETE D
MUEAS, " FEIT T THENR TV E &, Mo ", " IFIFERICE FR0
[ E]
7L
[AS1E— R
sa—m\)varZ 47—y aryE—R
[BLAA]

SNMP BE1 A v —OEELEBRET S,

Rk b —#I8 TH 2B,

no B THAT L7241, HBERELEA NORELZHIBRT 5,

[/ —}]

IPv6 Vo7 a—HNT RUATRELTWDLEE, F—7 FRLAICK LERRDERA V¥ —7 = — A% HEE LR
ExBMNTHE, TRLRAEEHA UV H—T 2 —AOMABEDLERER INT- AL, HWVMAEGDOEDOREN
TRTHIBRENDLIOTHEETHZ L, HlZIE, "fe80::10%vlanl" ZFEE LT-RENERH 55510, Hi-lc
"fe80::10%vlan2" DR EZBINT S L. "fe80::10%vlanl" DFETEITT X THIE I 4. B L 7= "fe80::10%vlan2" D%
TEDBNEDLZ LD,
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[ EH]
SNMPVI R L, M7y 7T OBFEEE 192.168.100.11 ITHET D, FTF vy 7 Da I 2 =7 ¢ —4 % snmptrapname
é: Téo

SWR2311P (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2ec 2 L, @A v — Y DEE %% 192.168.100.12 ([ZFRET D, @A A 7 % informs, BHLDO T I =
=7 4 —4 % snmpinformsname (25 E T 5.

SWR2311P (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 2 L, @A v —DOEEHE 192.168.10.13 IZRET D, WEHF A 7% traps, EETDHEOLF =
UF 4 — L% priv 2, —H¥—4 % adminl I[ZFEET 5,

SWR2311P (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4122 VAT LEERFIGREIN A v — VR EET D E TCOREREORE
[EX

snmp-server startup-trap-delay sec

]

no snmp-server startup-trap-delay

[XT A —=HF—]
sec : <10-600>

TP (7))
(AR E]
snmp-server startup-trap-delay 10
[ASTE— ]
Ja—)ary7 47—y g F— R
B

AT AEBIFEZ, SNMP @M A vE—Y (FT7 v ) ZFET D E COMERFRIZRET D,

VAT LEENE, IR RRIE T 5 F TICARR S U2 SNMP GEA A v —Ud, FRERFRRGEZ IS EE S D,
no IR CHEAT LG A1, sRELXHIBRT 5,

[/—}]

FEERE OFHAIBAGGE, K& TI1X, AFTorrBhaniz A4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[B% e
VAT LARENRFIZ, SNMP 1A v v — T 5 R(ET D F CORFERFR %2 30 IZERTET 5,

SWR2311P (config) #snmp-server startup-trap-delay 30

4123 KETHBMA v —VH A TORE

[EX]
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap
[/3T7 A —F—]
trap_type NIy T ORI
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BRIEME i
coldstart IR OFF/ON, 7 7 — AU =7 FHiE
warmstart reload 2 REATHY
linkdown NS E A
linkup Voo T v 7k
authentication ORISR
temperature T A T R bR
fan FAN 55 28{k,FAN {5 1L IF
12ms L2MS D= — = v MR /e
errdisable ErrorDisable #f [/ fif R IRE
rmon RMON A > kST
termmonitor Uit A AL Jen Iy
bridge i/\f’:‘/ﬁ“‘/UH/I/H A N =
pAd

powerethernet PoE JRAEBZEAL., /" B o HH Py

loopdetect Jb— 7Kg ARV R

all TRTCO Ty TR, 2747 LT,
LRI ARTO N7 vy TREENREIND,

(IR E]

no snmp-server enable trap

[AFIE— K]
sa—\)vary7 47 b—g =R

[FAA]

FET DTy T oMM A T EEET D,

no IR THEITLICHAIE. bT v T2 EMICT 5,
[ AEBI]

coldstart 7 v 7 EHENZT 5,
SWR2311P(config) #snmp-server enable trap coldstart
Ty T EBEENT D,

SWR2311P (config) #no snmp-server enable trap

4124 AT LA E T D
[EX]

snmp-server contact contact

E

e

no snmp-server contact
[/3T A —=F—]
contact VAT ATaUHE T N E LTEET D455 UFLIN)

(AR E

no snmp-server contact

[AJTE— F]
rya—Naryz 4L —varE—R



64| 2~ R 77 LA | fRST - HEHIERE
[FHA]
MIB 2%k sysContact Z R ET 5,
sysContact IX—fXAVIC, FHEEOLRIPEKLLZTLAL TEBEHTH D,
no JEATIHAT L7213, REZHIRT 5,
[ 2B
VAT AhaArH U N swx_admin@sample.com ([ZFXET B,

SWR2311P (confiqg) #snmp-server contact swx admin@sample.com

4125 AT Al —a VDOFRE

[EA
snmp-server location /ocation
no snmp-server location

[/NT A—F—]
location VAT Aug—Ta b LTTORET B4 FRQ55 SLTFELAN)

(R E]

no snmp-server location
[AFTE—F]
srua—arsr 4 S L—vg E—R
[
MIB 245 sysLocation % &% E 7 5,
sysLocation IZ—fXAYIC, HEORELTEZTAL TBL LR TH D,
no JECTHEAT LG BT, REZHIRT 2,
[BREH]
VAT hmr—3 g % MainOffice-1F IR ET 5,

SWR2311P (config) #snmp-server location MainOffice-1F

E

W

4126 SNMP 2 I =2 =7 4 —D

[EX]
snmp-server community community ro_rw
no snmp-server community community

[/NF A —5&—]
community : R a2=T7 4 —4(32 XFLN)
WdEAS, " E /T THENA TV L & MmO ", " IESCTEICE £
ro_rw DT U AR
BRIEME B
1o A L
™w XA HE
[FIHIERE]
7L
[AS1E—F]
sua—s\)var7 4 L—3a sE— R
[BLFA]

SNMP 22 =2 =7 4 —%RET 5.
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B CTELaIa2a=7 4 —DiRKREIT 16 TH D,
no B THEIT LI G, HHEaAI 2 =T 4 —ZHIBRT 5,
[BEH]
AN LEHDO 2 I 2 =7 ¢ —4 public 5K ET D,

SWR2311P (config) #snmp-server community public ro
public = X = =7 ¢ —&HIRT D,

SWR2311P (config) #no snmp-server community public

4.1277SNMP B =2 —DH/!E
[EX]

snmp-server view view oid type

no snmp-server view view

[78T7 A —=5F—]
view B a—4(32 XTFLN)
oid : MIBA 7Y =7 ~ID
type N
BEE LA
include BELIAT7 V=7 bID 2EERICTD
exclude BELIAT7 Y7 b ID 2EBERSORE
NI 5
[FIEAER RE]
L
[AFTE— F]
Ja—x\)varyz 4L — g E— R
B

SNMPMIB ¥ = —%HET 5,
MIB B o—&ld, 77 B REEZH AT HEICIEET A MIBA T V=7 FOEATH D,
ek CTE D MIB B = — D KT 16 ThHD,

0id 737 A —H—L type 3T A —F —D#IT FEEDA TV =7 FNIDLBEO MIB ¥ 7Y U —Z2 &R L45 /L
W EEEWRT D, 0id NT A —H—& type NTA—H—DflE 1 OO N —E LT, £4DMIB E=2—I(Z
ML TEEOZY N —%2ETHIENTE, TORKEKITIS THD,

B O N —ZRE LI, TNENRE LA 7 V=7 FID OFTAEGERIZH D L DX, L0 FALOM
JEETHRELILAT V7 M IDICKHIET D type 3T A—F —NEHRIND,

no A Ta~vy R&EFATLEGEAIE, MIB Ea—%2HIRT 5, =0 U —BLOHIBRIZTE 22,

[ EH]

internet / — K(1.3.6.DLA F&FE T most = —%RET D,

SWR2311P (config) #snmp-server view most 1.3.6.1 include
mib-2 / — F(1.3.6.1.2.1)EL F & %7 standard B = —Z 5K ET D,

SWR2311P (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7F DHRIE
B

snmp-server group group seclevel read read_view [write write_view)
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snmp-server group group seclevel write write_view [read read view)
no snmp-server group group

[F—TU—F]
read DRI N—=TIFRT D — P3G L FTREZR MIB B 2 — & FRET S
write DRI NIRRT o= =S EZ AL AR/ MIB B a2 —A4ERET D
[T A —F—]
group L T—T 432 SUTFEI)
seclevel DRIV —TIEHRT A==l RO NI EF 2 VT 4 — L L
R EE B
noauth FREEZR L - IF5{k 72 L (noAuthNoPriv)
auth FAES V- 5 k72 L (authNoPriv)
priv FEEH Y - EE{EdH U (authPriv)
read_view DRI NIRRT D 2 — Y —2FiAH L A[EE7e MIB B = — D4 (32 LFLAN)
write_view DRI NV—TICE R T D 2 — =N EE AL FEE/R MIB B o — O£ 132 SCFLA)
[FIEIRXE]
L
[AFTE— K]
sua—\)var7 4 b—g -
[#HA]

=Y =T N—TEHET D,

ZDavy RTCHRESNDMIB Ea—IlEFENRVMIBA T Y=Y kDT 7R IEEIEEN5,

MIB t = —[X snmp-server view =~ > R K> CEHZIN D,

R M) =8I 16 TH D,

no B Ta~y FEFETLIEGEIEL, EINV—TORELZHIRT 5,

[ EH]

a—H—7L—7" admins Z{EAL L. admins 7L —7IZFTRT 5 2 —H —|Imost B2 —~DTNVT I AL G 2
%

SWR2311P (config) #snmp-server group admins priv read most write most

Z—— T N—" users & 1ERL L. users 7V —7F D ET 52—V —|X standard & 2 —~DFmAH LT 7 ¥ AL 5
2B,

SWR2311P (config) #snmp-server group users auth read standard

4.12.9 SNMP = —HF—DRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

no snmp-server user user

[¥F—7U—F]

auth DORRET VA Y XL ERET D
priv OB ET LY R AERET D
[/3T7 A= —]

user D a— P 432 LTFL)
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WgEAS, " EIT T THEATW & X miswo ", " IESCFEICE £

group LT —T 4432 SCTFEA)
MEAS, " E /AL CHERTWZ & & Mo ", IESCTFHICE Eh e
auth T a= A
REME B
md5 HMAC-MD5-96
sha HMAC-SHA-96
auth_pass DGR RA T — R CFLL B 32 SUFEL)
WdEAS, " E /T THENA TV L & MmO "™, " IESCTEICE £ 0
priv O REE T LY XL
REME 2B
des DES-CBC
aes AES128-CFB
priv_pass D SR T — R TR B, 32 STFLI)

MRS, " E 2T THENATWZ L & MmO ", " IESCTERICE 80

[WIHRRE]

L

[AFIE—F]
Jya—m\)narz 47—y a rE— R
(@]

a—Y—EHET D,

AKa< ROZ)V—T7413 snmp-server group 2~ N CERLIZAREZIHEL, ZV—7RECTHELI.EX 2
T4 =L ULZR UT, BENAEORGEL RS THEMT 27103 AL LARRAY— RERET D,

ek, BAEEITO TR BILOAREITH Z LIXTE R0,
AT MY —¥i316 TH D,
PRI B L OB, 7TV XRABLIOVIRA T — R, st L7222 SNMP v % — 3V ¥ — il —H —FRE & —

SETBILENRDH D,
no JERATa~r RE&FITLESLEIE, E2—P—DOREZHIRT 2,
[ AEBI]

a—H%—& L Cadminl Z1ELT D, PRI V—7ORELFIR I NV—TTEDLNIZEX 2V T 4 —L-ULIZE
¥ TC, AL - B BAL T 5 7 1 kL (SHA, AES) & /X2 U — R(passwd1234) Z 451 5,

SWR2311P(config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

a2 —H—L U Tuserl ZEkT %, TBINV—7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZAED
/T, A - WL THENT % 7 1 b 3 (SHA) & /R 2 U — R(passwd5678) 248 €T %,

SWR2311P (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP Y —R—~T IR TEBR7 54T DO IP 7 KL IR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
[%—D— K]

community Do Aala=T 4 —xEETD
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[/XT7 A—=25—]
action D TR ASLBICH T AEMERTEET D
REME B
permit N o R R )
info DML T B EETC IPVA/IIPVE T R L AR AR ET S
REE Bk
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 BMbit)ft & D 1Pv4 7 K
A.B.C.DM L 2(AB.C.D)&5ET 5
X:X:X:X IPv6 7 R L A(X:X:X:X) 2R ET D
e TRy b A7 BEMbinftE D IPve 7 K
XXX XM L A (XXX X) AT 5
any T RTDIPVA/IPV6 7 R AZIRET 5
community oA a=T 4 —4(32 LTLUW)
T AKMEEAT A 22T 41—
A 2=T 4 —DREEERLESE. 778 ALMEET_RTOaa=F 1 —cx LTl
Hans
M2, "EIXTHENA TV & & miEo", "IESCFRICE ke,
[FIHIRR E]
L
[AJ1E—F]
Jua—)aryz 41— F— R
[FA]

SNMP $— "= ~DT 7B AT TDHT T4 7 Mk % IPv4/IPv6 7 R L A THIRT %,
AKavwy NIRRKRZAETRENSARERTH Y, LICRESNTLOPEE L TEAIND,
Kavy RERE LGS, B8 LIEREEM S R0WT 78 23T X THEGT 5,
T2l Kavy REREL THWRWESIE, $XTO7 78 RX&2FFT 5,

no JEATIAT L7 A1, € LIEREZHIRT 5,

no JEA. T community &g L7286, $57E L7 info DT X TOREZHIFRT 5.

no AT RTONRT A—=F—ZHIE LI2%E. TXTOREZHIFRT D,

[/ —}]

AKa<wr RTOT 7 ADHIRIZ, SNMPvl, SNMPv2c D7 7 ¥ AD R &b,
SNMPV3 D7 7 & Z 235 S,

[ EH]

SNMP H—/R—=~D7T 7 & A% 192.168.100.0/24 D& T A 2 "inDOHFFAIT B,

SWR2311P (config) #snmp-server access permit 192.168.100.0/24

I a2=7 4 —%'public' C7 7 ARHEEZRAR A h % 192.168.100.0/24 DT, 2 I 2 =7 ¢ —%'private’ C7 7 & A H]
HE72 AR A K% 192.168.100.12 D AIZHIBRT %,

SWR2311P (config) #snmp-server access permit 192.168.100.0/24 community public
SWR2311P (config) #snmp-server access permit 192.168.100.12 community private
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41211 SNMP =2 X = =5 4 —DBFERDOETR

[EF=]
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLFA]

SNMP 1 X = =7 — DR ERTT D,

Al a=T 4%, TIVEAE—REERTD,
[BXE )

SNMP = X = =7  — DIz £ T %,
SWR2311P#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP ¥ =2 — D/ ENEDFT
[EX]
show snmp view
[ASTE— R
FEHFHE EXEC £— K, 4%#HE EXEC £— F
B
SNMP b = — DR ENETETRRT D,
Ba—%, A7 V=7 NID, 44 TEERTH,
[ EH]
SNMP t = — DO ENEE T RT D,

SWR2311P#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7V — 7 DHRENBDF R

[EF=
show snmp group
[AJ1E— F]
FEHEHE EXEC £ — N, ke EXEC £— R
(B8]

SNMP 7' V—T7 DR ENKEFRT D,

TN—T%, X2V 74—~ b, GiAAAHAE 2—, EXALAC 2 —2EKRT B,
[B% &R

SNMP 7 —TF DOFHENE & ERT D,

SWR2311P#show snmp group
SNMP Group information
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Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP 2 —H¥F —DRENB DR

[EF2
show snmp user
[ASTE—F]
FEHEME EXEC & — N, ke EXEC £— R

B
SNMP = —W—DHENE & L RT D,
=P ID, a—Y—4&, iRt 500 —74%4, RirhR, ek iRXE2FRT 5,

(% EH]
SNMP 2 —HW—DRENETEFTRT D,

SWR2311P#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaecb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON
4.13.1 RMON #REDFRE
[ER]
rmon switch
no rmon
[SF A—F—]
switch : RMON #&REDE
R EM A
enable RMON #gEZ G2 T 5
disable RMON BERE 2 #2012 5
[FIEIRRXE]
rmon enable
[AJIE— F]
Ja—\)nary7 4L — g rET— R
[RiAA]

VAT AE{RDO RMON #EEDEHEZ R ET D,
no JE K CTHEAT L= A ITHIMRR EIC R 5.
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[/—}]

Aa<r R TCUAT LALRO RMON BEREN IR & LT=54A. LA FO RMON 7 1V —7 OEWENEL L 72 5,

o A—VXRy MEHERI V—T

. BREIN—T

s TI—LITN—

s ARV ENTN—T

Ao Rif, 774 ~X— bk MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & W Ci%ET 5 Z & M AlHE,

[3% 2 5]

RMON H8EZ AT 5,

SWR2311P (config) #rmon enable
RMON #§REZ HEZHIZ T 5,
SWR2311P (config) #rmon disable
4.13.2 RMON 1 —¥# X v MREHER 7 NV — T ORE
[ER]

rmon statistics index [owner owner]

no rmon statistics index

[T A —5F—]
index 1 <1-65535>
A —H % MEFHEHR T V—T DA T 7 A(etherStatsIndex)
owner s A=Yy MEEHE#R 2 V— T O A — ) —4 (etherStatsOwner)
127 U7 LI
(B L7254 : RMON_SNMP)
(WX E]
mL
[ASE— K]
A =Tz —AFE—NK
B

RGA B —T7 2 — AT, RMON O A —H 3w NEFHER I NV — T OREEZH/NNCT 5,

ARawy RERE LSHA, HeHESROIENTTHIL, RMON MIB O etherStatsTable 2NUfF CT& 5 X 512725,
Fl—A H—T7 2—RZXT D, Ka~<wr FOREED ERIXZS THD,

no IR TFEAT LI EIE, BE L WUE LI-HEHER A HIFRT 2.

[/ =

RMON HRETA — 1w MEGHEBRZ L — 7 OREL AT 272DI2IE, Ra~vy FITMA T, Y AT LAREKT
& RMON BEREZ AN T 2 MENH 5,

Ka<wy Re BEE LEGE, 2hE CIE LREHERZHIBR L7- 9 2 T, BENELZEET S,

VAT LARRD RMON BEREA NI L7356, HaHEMOWENR IS D, TD#%, ¥ A7 LA4{KD RMON #
RBEANC LA, ZHVE CIE LaREHERZAIBR L7 5 2 C., BENELZFIAET 5,

[ EHI]

portl.] TRMON DA —H %y MREFHER 7 NV —T DOREZHNIT 5,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #rmon statistics 1

4.13.3 RMON B NV — T DFRE
EE

rmon history index [buckets buckets] [interval interval] [owner owner]
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no rmon history index

[T A—F—]
index 1 <l -65535>

JEIE 7 v—"T"DA T w2 A(historyControllndex)
buckets 1 <l -65535>

J@IRE 7 — 7 D Jg FE LR R4 (historyControlBucketsRequested)
(B L7=554 1 50)
interval 1 <1-3600>
J&RE 7 N— 7 D JE LR MR (FD) (history ControlInterval)
(B L7=555 : 1800)

owner © BT N—T" DA —F—% (historyControlOwner)
127 3T LI
(B L7354 : RMON_SNMP)
[FIHR E]
7L
[AJ1E— K]
A F =T 2—AF— N
B
xXtGiA v B —7 = — AT, RMON DBV )V—T DR E & HIMNZT %,
Ao~y RERELEZSA. RMON MIB @ historyControlTable 28HUfS C& 5 L 91272 %, Ao~ RRE#R, RTE

L7-RME T, JBIEIEHROINELTTHIL, RMON MIB @ etherHistoryTable 23if3 CT& % X 512725,
Fl—A =7 2—XT D, Ka~vy FOREHRD LIRIZ 8 TH S,

no I THAT LI E IR, BE L WUE LI BIEIE R A HIFRT 2.

[/—}]

RMON H#RE CRBRE 7 NV — 7 OREEZ AT 72D, KRa~ 2 FITA T, A7 ALK TH RMON ez f
N DTN D 5,

AKavy Fe EEEZLESAG, SNECIUELERBEERAZHIR L O 2T, HENELHRGT D,

VAT LAED RMON BERE A HELNIZ L7256, RIEHHMOINE R P sh D, TDO%, ¥ A7 L4{K?D RMON ##
REA AN LIS E . ZHvE CIE LTCBREERAHIBR L2 9 2 C, MENELZHIET 2,

[BREH]

portl.1 CRMON DJERET N—T DR EE AT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #rmon history 1

£

e

4.13.4 RMON A Xy N T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index
[T A—F—]
index 1 <1-65535>
ARV NI N—T DA T v 7 A(eventIndex)

type o A MR (eventType)
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BRIEME i

log =7 A=Y & S )

trap SNMP k7 v 7% &(E

log-trap 2 Z\ZFEk L. SNMP T v T & E(E
community : 33 2 =7 1 —%(eventCommunity)

127 3T LI

type I3 "trap" F 721X "log-trap" D L FFEETZ 5
description : A X2 kO (eventDescription)

127 3L

(G L7235 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)

127 3CF-LA
(B L7=354 : RMON_SNMP)

(AR RE]
L

[AS1E— K]

Ja—n_"pyar 74— g T — R

[FAA]

RMON O A R T NV—TDREEAIT D,

Ka<wy REFE L7Z8%E. RMON MIB O eventTable NG CTE 2 L 9127 d, Ka~vy ROA Xy T L—TD
FXEIL. rmon alarm =~ R CEHAT 5,

no B TIAT L7255 A 13, REMEEZHIRT 5,

[/—}]

RMON BERECTA X2 R I NA—T OREEFNCT H-0ICiE, Aa~r RIZMAZ T, Y A7 LA2KTH RMON BEE
EHINCT HUERD D,

RMON @ SNMP | 7 v 7% %(ET 5846, SNMP O b7 v TEEORENMTONLTWDLEND D,

[BREH]

SNMP k7 v 7 DOFEEEIT>THhHEH, RMON DA X2 NI N—TDOREEFINT D, A2 MERIL "log-trap",
FT7 T Daa=7 4413 lpublic] &5,

SWR2311P (config) #snmp-server host 192.168.100.3 traps version 2c public
SWR2311P (config) #snmp-server enable trap rmon
SWR2311P (config) #rmon event 1 log-trap public

4.13.5 RMON 7 7 — A )L—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
[T A—5—]
index 1 <1-65535>
T T =T IN—T DA T v 7 A(alarmIndex)
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variable o BRI MIB 472 = 7 | (alarm Variable)
interval o <1-2147483647>

W7V TR (DY) (alarmInterval)

type o Y7V v JfER(alarmSampleType)
RIEME B!
AERHEIC XD, B 7 e L&A
absolute T 5
delta FRHELS K D ik, st o 7 VAl & il
YT MMEOEE LEVE L T 2

(B L7236 : absolute)
rising threshold . <1-2147483647>

EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T — LD EMOPETHEMT H L Z\ ME((alarmStartupAlarm)
REME B
1 R U & VME D 28 9 5 (risingAlarm)
2 TR L & WME D 2 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner L T T — AT N—T DA —F—% (alarmOwner)
127 3L
(B L7354 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— 1]
rsa—)ar 7 40— g F— R
B

RMON D7 7 — LT N—TDREEANT 5,

variable \Z1%, RMON O 7 7 — A7 V—TOERMRMIB A7 V=7 NEFRET D, variable 1.
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1)O MIB A7 ¥ =27 hDH b, A7 U ZHMEFFOMIB 47 ¥ =7 b OAFEEAHE,
LR D 3 SOIEATHRIED 7l hE,

+ etherStatsEntry.X.Y

* (etherStatsEntry @ OID 4).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

i 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. ) Z X ET 255, LLFOWTHOEAT L EFH

[y
<)
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A B!
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold 721X, falling threshold D X H 6O B Z i ET DR A ATRE, ZO%HE, RENAMINT
WHRT A=ZIZIE, LUFOERRESN D,
s rising threshold D FfE ]
 falling threshold : rising threshold & 7] U{E
s falling event index : rising event index & i) UfH
o startup : 1(ER L 2 WEO LT 5)
s falling threshold M #ff [f]

s rising threshold : falling threshold & 7] U{E
* rising event index : falling event index & 7] UfH
o startup : 2( PR L ZWMEO LT %)
Kaw v RaEHE L72%4E, RMON MIB O alarmTable 2V Hif3 T& 5 X 91272 5,
no JTETHFAT L2 GA 13, REMAZHIFRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEXFINCT H720I121E, Ka~y FITMz T, ¥ A7 A2fKTH RMON HiE
EENT DUERD D,
variable \Z¥8ET D MIB A7V =2 M, A —FFy MEEHERZ AV —TDOMIB A7V =2 b ThDH, MROA
T I AR =Xy MEEHEBRZ VLV — T WER SN T RWEE, Kavxy NI —Ek 5.

A —H % v MREHER Z /L — 71X, rmon statistics =~ > NIZTIERATHE, RKa~r R THEAL TS A — %y b
HEHER 7 N —TBHIBR SN ZGE. Aa<r RLEIBRENS,

AR IDA T 7 ZE rmonevent 2V N CRE LA VT v 7 A&fET D, Aa~v FCHEHALTHD
AR N NA=TREIBRESNIZGE. Aavr RLHIBRESN D,

rising_threshold O U X\ MHEIL, falling threshold D L 2 \MELL_ EOE T/RITNIXAR 5720,

AKavo Re EEEZLESEG, ZhETOV TV 7T —2Z2HIBR LIS 2T, BEY 7Y 72T 5,
VAT LAKO RMON #ieZ B9 L= 6, o7 ) v 7 nvthilfiansg, 2ok, v A7 A2k RMON e
EHRHMNCLIESA, IRNETOV TV 7T —2%HIBR LTI 2T, BEY LTV 7 E2RET 5,

[ E 5]

UTDOEET, RMON OF T — L7 —TFDREZHNT 5,

o BEEURSGHR MIB 47 2= 7 M. etherStatsPkts. 1,

o U7V TRIRIZ, 180 Fb,

o YTV TRERNE, delta,

o EBRUEVWMEIX 3000, EFRLEWMEZEZ ER-72E & DA X2 M,

o TRRUZVMEIZ 2000, FRLEWEZ FEIS/ZEEOA X MEL,

SWR2311P (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.13.6 RMON #EREDIRIER
E&

show rmon
[AJTE— K]
JEHME EXEC £ — K., %74 EXEC ©=— F
BN
RMON HEHE DR ECIRRE R KT B,
ITOHEBENEREIND,
o VAT ALRD RMON BEEEDRE
« RMON HERED 7 —7 T L OFRIE
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« A—Hxy MEEHEHRINL—T
. BEIN—T
o TTI—LITN—T
s ARV KNI N—T

[ E B

SWR2311P>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %R v MREHER 7 LV — 7 DIREFER

[EX]
show rmon statistics
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
B
RMON A —H % v MEiHEHR 7 L —7 ORECKREE R RT D,
UFOEANERIND,

s AVUT VIR

o XMBALUH—T z—RA
s input /X7 > b

s output /X7 v K

[FEH)

SWR2311P>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.13.8 RMON B 7 L — 7 DIREBR T

[ER
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
(A
RMON &7 N— T DR ERKREZFR T D,
PUF OB A SRR SN D,
c AT VIR
s WBAVH—T z—R
JEIENS W D PRFFEL
J I A T B
A —F—4
[BAEBI]

SWR2311P>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.13.9 RMON A X k 7 )L—FDIRBER T

[ER]
show rmon event
[AJ1E— K]
JEHHE EXEC &— R, ## EXEC ©— K
i
RMON A 2 k7 —7 OFGERLRIEE BT %,
LFOEANRKRSND,
AT I A

« AR hOFY]
o A RRER
Ty TEEHDAI 2 =T 4
A~ b FATHY
A—F—4

[ EH)

SWR2311P>show rmon event
event Index =1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R
EEy

show rmon alarm
[AJT1E— K]
FEHEHE EXEC £ — N, HkE EXEC £— R




78| 2~ FU 77 L& [R5 - ERBERE

[FiAA]
RMON 7 7 — A7 NV —T7 DR ERIREE KR T 5,
UTOHEANERSND,

« AVUT VIR

s T T —LDIREE

o BB MIB A7 Y b
o HUTU TG

« BT TR

o HEfE

o EFRRL Z VA

« ERLEWEDA R K
o FIRL VUM

o FERLEVWEDA R b
o BAMGT 7 — A

« F—TF—4%

[F% 2]
SWR2311P>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥% R v MERHEBRIN—TDOh o ¥—D 7 )T

[EFR]
rmon clear counters
[AS1E— K]
A H—T 2 —AF— R
B
MRA L —T =2—AD, RMON A —H Ry MNEiHEM I N—TDh 2 —2 27 VT T 5,
[BEH
portl.1 @ RMON O A —H x>y MRFHER I N—T DI 2 —% 7 V74 %,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #rmon clear counters

4.14 sFlow

4.14.1 sFlow BRE DR E

EEy

sflow switch
no sflow

[/3F A —&—]
switch . sFlow H&REDENE
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BRIEME i
enable sFlow #RE 2 AN T D
disable sFlow #§RE & 2N 3 2
[WIEIRRE]
sflow disable
[AJ1E— F]
Jrua—m\varz 4 b—va e —R
B

sFlow H§BEDEMEAZ R E T D,

no TERTEAT LTS ITWIIER EIZR 5,
[BXEHI]

sFlow #§8E&2 BT 5,

SWR2311P (config) #sflow enable

4.14.2 sFlow =—< = > N DR E
BN

sflow agent address

no sflow agent

[T A —=F—]
address : AB.CD

IPvd 7 RL R

X: XXX

IPv6 7 K LA
(R
L
[AF1E—F]
Ja—n_parz 47— g rE— R
[FAA]

Ei==3

sFlow =T— = FDOIP T RLAEZHRET 5,

Ko< RTCHRELEZIP T RL A& sFlow T —# 77 LD sFlow ~y ¥ —IZfif &h 2,
no R CEIT LIS IR EICRE S,

[/ —F]

AR T KEREIMNE NS, IPve 7 R L RITFEETX 720,

(B2 EHI]

sFlow T— x> FOIP 7 L A% 1192.168.100.240] (TR ET 5,

SWR2311P (config) #sflow agent 192.168.100.240

£

Ko

4.14.3 sFlow 2L 7 X —®D
BN

sflow collector address [port]

no sflow collector
[/XF A—&F—]
address . AB.CD
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IPv4 7 R L %
X XXX
IPv6 7 R L %
port : <1-65535>
sFlow =1 L 7 % —®%i4E UDP K— h &5
WIEME L, 6343

(IR E]

L

[AJTE— K]

Ja—\)ary7 41— — R

[FREA]

sFlow 2 L7 X4 —0D 1P 7 KL A L% UDP " — hE S EHRTET D,
no FER CHEIT LB TR EIZRE 5,

[/ —F]

A K THEREINE NI E . IPve 7 KL AT ETE 720y,
[BXEHI]

sFlow 2L 27 % —® P 7 RL 2% [192.168.100.240] IZET 5,

SWR2311P(config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 75 ADFRK YA XDFRE

E&

sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/NT A—F—]
size 1 <512-1452>(3A1 1)

(AR E

sflow collector max-datagram-size 1400

[AJIE— K]

Jua—nm"narz4 s b—varsE —NF

B

sFlow =— = k226 sFlow 2 L7 X —CEESND T —F 77 LDOFRKIA XEFHET 5,
no B CTHEIT LB AR EICR 5,

[BXRE )

sFlow 7 —% 7' 5O KV A X% 1000 /XA MMIEET 5,

SWR2311P (config) #sflow collector max-datagram-size 1000

4145 Xy vou—Y YU TOY LY T L— FORE

[EA
sflow sampling-rate rate
no sflow sampling-rate

[R5 A—%—]
rate : <256 - 1000000000>
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[FIHIRR E]

L

[AJ1E— K]

Ao H =T 22— AF— K

[RiAA]

KGR — M T \Aﬁ/h7m~%/7)/&%ﬁ5W® YTV T L— NEERET D,
ARKa~v s RRRESIVTORWGAIX, N7y h7a—H 7Y o 3Tz,

LAN/SFP 7R— MZ7Z1T 7 ET%

no FER . CHEIT LB TR EICRE 5,

[RXEH]

WKy h7a—Hr 7)o oYy 7FY 7 Lb— % 10000 IZHRET 5,

SWR2311P (config-if) #sflow sampling-rate 10000

414.6 X7y v 7u—Y N T DA —Y Ry F T L —LADHFER~NY X —H A4 AOERE
BN

sflow max-header-size size

no sflow max-header-size
[/NT A—F—]
size D<14-256>(3 1)

[FIH1ER 2]

sflow max-header-size 128

[AFTE— F]

A H—T 2 —AE— R

B

RGER—NMZT, Xy h7a—H TV TETIED, TV 7354 =Ry N7 L—L2D~y X —
A RO KRB EFHRET D,

no JER . CHEAT LB S ITWIIR EIZRE 5,

LAN/SFP iR — NI 72T 3% € T HE,

[ EH]

Ny hTua—H% Y T ORRSy X =Y A X 100 IZRET D,

SWR2311P(config-if) #sflow max-header-size 100

4147 LB —Y T Y T OR—Y U RIROERE
[ER]

sflow polling-interval interval

no sflow polling-interval

[/NT A —=HF—]

interval 1 <1 -86400>(F))
(WX E]

mL

[AS1E—F]

A H =Tz —AE—K

[REFA]

SBR—PMIT, BT EZ—F TV T HITHIED, "=V v THRERET S,
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Kavwy RRRESNTOWRWESIE, AU 2= 070 U 73 Thhien,
LAN/SFP 7R — MZ 72T 5% E Al e,
no R CELT LA ITVHIHREIZR S,
Bl
NGB =TT OR=Y TR E 100 B IR ET D,

SWR2311P(config-if)#sflow polling-interval 100

4.14.8 sFlow DIRFED R R

[ER]
show sflow
[ASTE— F]
FEHFHE EXEC E— I, #3HE EXEC £— N
[FA]
sFlow DIREEA KR T D,
[BREH]
sFlow DIRFEERFIRT 5,

SWR2311P#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : O

4.14.9 sFlow OV > 7Y v FIEHDER

[ER]
show sflow sampling [ifname]
[T A—F—]
ifname : LAN/SFP R— hDA v X —T = — A%,
FRTHA L H—T 2 —A
[AJ1E— K]
FERFME EXEC £ — K, 5t EXEC E— K
[FAA]

ifname THRE LTz A v X —7 = —AD sFlow DY > 7V » FIEREFRT D,

ifname ZBME LT2GE X, BTCOA 2 F—7 = —ADERERRT D,

[/—}]

AH  THERENAID L &, ALV TIERNWA U NR—A, v F TR~ RFFATTE 20
2By THERENAZND & & A A AU AN—TRFRIZFEI S 7220,

[ EH]

sFlow O > 7Y o JiE#R &2 FKoRT 5,

SWR2311P#show sflow sampling
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sFlow sampling information:

Interface portl.1l:
Packet-Flow-Samping:
Samping count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Samping:
Samping count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Samping:
Samping count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Samping:
(NOT SET)

4.15 TELNET % —/3—

4.15.1 TELNET YV — \—DEEBEB L UOZAMA R — " EEFDOER
Ey

telnet-server enable [port]

telnet-server disable
no telnet-server

[F—U— K]
enable : TELNET %—_—%HHZT 2
disable : TELNET % ——% M523 %
[/%F A—&—]
port : <1-65535>
TELNET % ——D U A= 7K — &5 (AW L725E @ 23)
[(WIHIRRE]
telnet-server disable
[AJIE—F]
Ja—N")nary74JL—g F— R
(@]

TELNET Y—_—%2FhcT 5, £72, VA=V 7 TCP R— "EBEZBETHZENTE D,
no JTER CHAT L2813 hic 3 %,

B!

U A= 7 iR— & 5% 1234512 L C TELNET H— "—Z 84 5,
SWR2311P (config) #telnet-server enable 12345

4.15.2 TELNET ¥ — —DOREIREDOFER
[EX]
show telnet-server
[ASTE— K]
et EXEC B— N
B
TELNET 4 — R_—DRERMN 2 FRT D, LTFTOHANRFRIND,
»  TELNET ¥ —/N—#8E DA %h/ M%)
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e YRV I R—INOES
o TELNET %—_—~DT7 7 A% T5H VLAN A LV X —7 = — A
¢ TELNET %—R—~D7 7 v RA&ZHIBT 57 4 /L2 —
(B EH]
TELNET H— _— DB ERMNE FRT 5,

SWR2311P#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

4153 TELNET —RX—~T7 7 A TXBFR A NOERTE

E&

telnet-server interface inferface
no telnet-server interface interface

[T A—F—]
interface : VLAN A V' #— T = — R4,

[P E]

L

[ASTE— R

Ja—\ a4l L— g rEF— KR

[FAA]

TELNET Y—/N—~D7 7 RA%&FFAT5H VLAN A VX —T = — AERET D,
no R TEITLIEEAIT, BE LA v A —T =2 — 2 &R 2,

RKa<wy FidgKR8MHETHETE, RELLIAICEHT 5,

Ko<y REFRELTOHRWESIEL, R VLAN OART 7B ATE 5,
[/—F]

telnet-server enable 235X E SN TWAR WA, Ko< NIZHEEEL 220,
Bal]

VLAN #1, VLAN #2 [Z8:5t L TV DR A R x5 O TELNET Y —/"—~D 7T 7 ¥ A &34 5,

SWR2311P (config) #telnet-server interface vlanl
SWR2311P (config) #telnet-server interface vlan2

4154 TELNET V" —_X—~T 7R TEXBH7 74T rDIP 7 FL RHIR

[EX]

telnet-server access action info
no telnet-server access [action info)

[NT A —F—]
action T BASRMCH T 2 EMEREET D
REM A
deny P S U Sl SR )
permit S L T R

info DS ML T D EIETC IPVA/IPYVE T R L AR ERET D,
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REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
TRy b A7 RMbiffE D IPvd 7 R
A.B.C.DM L A(AB.CD)&ZIRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFT1E— ]
Jya—m\)arz 47—y arE— R
[

TELNET H—/"—~D7 7 B A ZFRT5H7 747 MK % IPv4/IPv6 7 R L A THIRT 5,
AKa<wy NIRRKSHETREN AR THY, RIIRESNTZHONELR L THEA SN D,
Kavy FERELESGS. B8 LIEREEMTZ S R0WT 78 233X TG T 5,

2L, Kavy REREL THWRWESIE, T XTO7 78 RX&2FFT 5,

no LA TIAT L7 A . € LIEREZHIRT 5,

no FECRT A =X — AW LTI-56. TXTOHRELHIRT S,

[/ — 1]

telnet-server enable 3% E SNV TWAR WSS, Ko< RITHEE LRV,

[ EH]

192.168.1.1 & 192.168.10.0/24 O 7" A > k5 @D TELNET H—/"—=~DT 7 ¥ AD I &[T 5,

SWR2311P (config) #telnet-server access permit 192.168.1.1
SWR2311P (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 X > k2350 TELNET Y —_R—~DT 7 ¥ ZA DL EHEET 5,

SWR2311P(config) #telnet-server access deny 192.168.10.0/24
SWR2311P (config) #telnet-server access permit any

416 TELNET 7 74 7 . b

4.16.1 TELNET 7 A 7 > b OidH)

[EFX]
telnet Kost [port]
[78T7 A= —]
host D UE—FARA ML, 720X, IPv 7 R A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 Uo7 a—VT RURERET 2561, EHA v ¥ —T7 = —ALRETHLER S
% (fe80:X%vlanN D)

port 1 <1-65535>

Y 2R— hET (B LIZES @ 23)
(IR E]
L

[AJTE— K]
HetE EXEC B— N
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B
FEE L7-AR A b~ TELNET TH#kiT 5,
(% EH]

IPv4d 7 R L % 192.168.100.1 DA A ~MZ, A— &S 12345 T TELNET #5515,
SWR2311P#telnet 192.168.100.1 12345

IPv6 7 K L A fe80::2a0:deff:fel1:2233 D7 A MMZ, "— h& 5 12345 C TELNET #5795,
SWR2311P#telnet feB80::2al0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7 s DFL

[EX]
telnet-client switch
no telnet-client

[/35 A—5—]
switch : TELNET 27 74 7 > MEBFINZT D80
REME WA
enable AT D
disable HENZT D
[WIEIRRE]
telnet-client disable
[AT1E— F]
ra—\)varyZ 47—y aryE—FR
[FBA

TELNET 7 A4 7> h& LTtelnet 2~ REFEHTX 5L 91T 5,
no B TEIT LTI HAIX TELNET 27 54 7 > i+ 5,
Batil]

TELNET 7 94 7 v AT 5,

SWR2311P(config) #telnet-client enable

4.17 TFTP Y —/3—

4.17.1 TFTP Y —N"—DEEB L OZ R — FEEDOER

E&N
tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable : TFTP —_—%2FNT 5
disable : TFTP —_—% T 5
[/RT A —F—]
port : <1-65535>
TFTP Hh—"—DJ A= 7R — b &S (B L-5E : 69)
[WIHRRE]
tftp-server disable
[AJ1E— F]

Ja—\)ary7 4L — g E— R



av R 77 LA RSE - EHEE | 87
B
TFTP % — "—%FNT 5, £, VA=V T AHR— NEEERETDHI LR TE S,
no I CTIAT L71GG L TFTP — —% T 5,
[BREH]
U A= 7 R— h&E5% 123452 LT TETP —— % j1L@#h7 5,
SWR2311P(config) #tftp-server enable 12345

4.17.2 TFTP y— _—DHREIREBDOER

&3]

show tftp-server
[AFTE—F]
F#kE EXEC £— R
[BLBA]

TFTP Y ——ORERNEZ R TT D, L TFTOHEANERIND,

« TFTP % — —&Re DA %0/ %)

e A= TR—FOEFE

o TFTP %—"—~DT 7 ¥ A%ZFF"[T 5 VLAN f ' Z—7 =— X
[ EH]

TFTP % — — Ok &R E R T 5,

SWR2311P#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4173 TFTP Y —R—~T 7 XA TEAHF A NORE
(=]

tftp-server interface interface

no tftp-server interface interface
[T A—=HF—]
interface : VLAN A V¥ —7 = — A4

[FIEAER E]

L

[AJTE— K]

Ja—)arz 4 l—y g rE'w—R

[FRHA]

TFTP %= —~DT7 VA% T5H VLAN f VX —T7 = —A&ZHRET D,
no R TEITLIEEAIT, BE LA v A —T =2 — A& HIRT 5,
ARa<wr N K8HHETRETE, RELLIEICEHT 2,

Ko<y REFRELTOHRWEEIL, /5T VLAN OART 7B ATE 5,
[B%E R

VLAN #1., VLAN#2 [ZHHt L CWAR A NSO TETP —R—~D T 7 & A ZFH /T 5,

SWR2311P(config) #tftp-server interface vlanl
SWR2311P (config) #tftp-server interface vlan2
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418 HTTP H—/ 3—

4.18.1 HTTP % — N_—DEEIRB L SR — B BFDOER

[EA]
http-server enable [port]

http-server disable
no http-server

[F—T— K]
enable : HTTP ——% [T 2
disable : HTTP Y —"—Z2EHTT D
[/XT A —=HF—]
port : <1-65535>
HTTP #—"—D VU A= 7 R— hES (B LT7-5HEA : 80)
[WIERRE]
http-server disable
[AFIE—F]
Ja—N\)ary7 4L — g3 F— R
[

HTTP h—N—%HNWNT 5, £/m, VA=V T TCP R— "NEFEHRET DI N TE D,
no TE K CTHEAT L= A 1T BRI T 5,

[BREH]

VA=V 7 R— & 5% 8080 |2 L C HTTP ¥ — —% L84 5,

SWR2311P (config) #http-server enable 8080

4182 X =7 HTTP —_"—DRHFB L OZfR— N EEOEE

[EFX]
http-server secure enable [port]
http-server secure disable
no http-server secure

[F—VU—F]
enable ¥R 2T HTITP — =2 T 5
disable © BE¥ =7 HTTP Y —"—Z T2
[/3T A —HF—]
port ;. <1-65535>
X 27 HITP —/"—D Y A= 7R — h&ES (Bl LT2854E : 443)
[WIHIRRE]
http-server secure disable
[ASTE—F]
rua—)arz 4 L—va 'R
[BLFA]

¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,

no JER . TEIT L= 1R ERhZ T 5,

X227 HTTP ' — 2 HZ LIEBE. e bZY 7 b =TI L > TiThn a2, b7 74 v 7 BIZSET
CPU iR E L 725,
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EEHARERET B0, Xy aR—RKRLLAN < v 772 FHEITEF SN D Web X— V2= —V—TT 7
T RATLHFITRET DONLFE L,
[ EH]
VA= 7 R— hE&F% 8080 (2L T =7 HTTP y— —%EHET 5,
SWR2311P (config) #http-server secure enable 8080

4.18.3 HTTP YV — "—DF{ EREDOFH T

[FX

show http-server
[AFIE—F]
FiHE EXEC E— R
(@8]

HTTP ¥ — \— O ERNEFRT D, L TFTOHEANERIND,
o HTTP ¥— N—HEEED A 2/ L)

o HTTP H—N"—D VU RA=2 T HR— FDOEFF

« HTTP H——~DT7 7t A% A[ T2 VLAN f L X —T = — A
o HTTP —R_—~D7 7 v 2%ZHIRTHT7 4 L7 —

s B =7 HTTP % — N—#RE DA 2h/fE%h

s A UHEA LT T MR

(B EH]
HTTP % — — DR ERMNE FRT D,

SWR2311P#show http-server
HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —NR_R—~T 7 EZATEXBFR R NOHRE
[EX]

http-server interface interface

no http-server interface interface
[/3T A —=HF—]
interface : VLAN A & —T = — R4

[ E]

L

[ASTE— K]

Ja—)ary7 41— g T — R

[FRHA]

HTTP $—"—~DT 7 Z AT H VLAN AV F—T = —AZRET D,
R TETLEEASIE. BELIEA v 2 —T =2 — A %IRRT 5,

RKa<wy FidgK8MHETHETE, ZRELLIEIZHEHET 5,

Ka< RERELTWHWRWEASIL, BRSF VLAN OLT 7B ATE 5,

(B EH]

VLAN #1, VLAN#2 1286 L TWADHRA NSO HTTP Y — "= ~D 7T 7 B R &[T 5,

SWR2311P (config) #http-server interface vlanl
SWR2311P (config) #http-server interface wvlan?
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4185 HTTP y—NN—~T IV RATEBRITFTAT LV FDIP T KU AH|R

E&N

http-server access action info

no http-server access [action info]

85 A—4—]

action

info

(IR RE
L
[ASTE—F]

T I ALK T 2EMEERRET D

R EE B
deny FEEES"T 5
permit BN L B )
Mtk &+ B K(E T IPVA/IPVE 7 R L ATEHRERET 5.
REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
P TRy b~ A7 FEMDbiff & D IPvd 7 K
AB.C.DM L A(AB.CD)YZHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 fRET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any FRTD IPVA/IPV6 7 KL AZIRET D

Ja—\)ary7 41— g E— R

[FiAA]

HTTP Y — "= ~DT I ¥ AZFF0T D7 T4 T Mg K% IPv4/IPv6 7 K L A THIBEd 5,
Ko<y RidigK8MHFE TCHRENARETHY, LIREIN-bOREBHLLCEAINS,

Ka<wr FEBRE

L7=%6.

Bk LT AT S W T 7 AT RTHES T 5,

72720, Ravwr RERELTWRWEAIE, T XTOT7 78 A%2FT5,
no JTERTHEAT L2861, HBE LIZREEHIBRT 5,
no FERTHRT A —F =2 LI5S, TXTORELHIRT S,

[/—FI]

http-server enable % L < |3 http-server secure enable 7°

[EXEH]

BRESN TV RWEA, Ao~ RIIRE L7,

192.168.1.1 & 192.168.10.024 D& 7 A R x5O HTTP = "—~D7 7 B AD KR %EFFA[T 5,

SWR2311P (config) #http-server access permit 192.168.1.1
SWR2311P (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A > RIx6H0 HTTP —_R—~DT7 7 ADH LT 5,

SWR2311P (config) #http-server access deny 192.168.10.0/24
SWR2311P (config) #http-server access permit any

4.18.6 Web GUI D= ZE3%

[EX

http-server language lang

no http-server language
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[78T7 A —=F—]
lang SRZIRET D
REME B
japanese BN
english YoFE
(AR E]
http-server language japanese
[ASIE—F]
Ja—\)ary7 4L — g rFT— R
B

Web GUI D EREZ R ET 5,

no FECHEAIT L72LE 1R, WIHIEREIZRE S,
(B EH]

Web GUI D E5&% 95RIZT 5,

SWR2311P (config) #http-server language english

4.18.7 HTTP ¥ —_—Dua /A A AL LT 7 MEFBORE
[

http-server login-timeout min [sec]

no http-server login-timeout

ST A—F —]
min : <0-35791>

ZA LT 7 MRFE(GY)
sec 1 <0-2147483>

ZA LT MEFEED)
(AR E
http-server login-timeout 5
[AS1E—F]
Ja—n"narz4 7 b—varE—F
B

HTTP % — "= ~D7 7 E AR WGEICHBMICe 77 U 25 TORMEZHRET 5,
sec ZEME LA, 0 MERESND,

no JIER CHAT LI IR EICK 5.

[/ —}]

B E AT RE 7R B/ MBIV 1 43

(B2 ]

HTTP % — "—0D & A L7 7 MR Z 2 73 30 ISR ET D,

SWR2311P (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy £$RE DAL

[ER]
http-proxy switch




92| a~v R 77 L X | {RAT - EABEGE

no http-proxy

[RTA—=H—]
switch . HTTP Proxy H&REZ H T T 5 D>
BRIEME i
enable BN D
disable B N
(AR E
http-proxy disable
[AS1E—F]
sua—s\)var7 4 Lb—3a E— R
B

HTTP #—/X—® HTTP Proxy #ERE % AN 5,
no X CIAT L 7B IS T 5,

[ EH]

HTTP —/X—® HTTP Proxy #HE A BN 5,
SWR2311P (config) #http-proxy enable

4.19.2 HTTP Proxy HRED % 4 27 v MBI ORE

[EF2

http-proxy timeout time
no http-proxy timeout [time]

[/XF A—F—]
time : <1-180>

A LT UMD ETORR (B)

[FIEIRRE]

http-proxy timeout 60

[AJIE— F]

Ja—\)ary74JL—y g rFT— R

[RiAA]

L2MS =— = > b D Web GUI Z G54 2 L & DX A LT U MR ZEET 5.
no IR CTHEAT L2 5413 60 B2 5,

[BEH

HTTP Proxy #6ED % A4 L7 U MR % 2 53 ICRRET 5,

SWR2311P (config) #http-proxy timeout 120

4.19.3 HTTP Proxy 8888 X EIRREDER

sV

show http-proxy
[AJ3E— K]
FikE EXEC E— K
[

HTTP Proxy #REDRX ERM A KR T D, L TOHANERRIND,
« HTTP Proxy H&RE DA 2/
o XA LT U MEEH
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[ EH]
HTTP Proxy #RE D% R A RRT 5,

SWR2311P#show http-proxy
Service:Enable
Timeout:60

4.20 SSH ¥—/3—

4.20.1 SSH YV — N—DiEREE L OZfHR— FESFOER
[EX]

ssh-server enable [porf]

ssh-server disable
no ssh-server

[F—U—F]
enable © SSH ¥ —"—ZHNTT 5
disable : SSH ¥ —"—% T 5
[/3F A—%—]
port ;. <1-65535>
SSH h— =D Y ZA=2 7 R—  &E (B L75HA  22)
[FIIRRE]
ssh-server disable
[AJ1E— K]
ra—npvar 74— g rE— R
[FFA]

SSH Y — _—%2 G35, £/, VA= TCP R— bEFEIBETDHZ LN TE D,
SSH $—/"—% G2 T 2EE 1L, FRNIH A MEOIER (ssh-server host key generate) & 17> CE LE N H B,
no JEX CHEAT L7254 13 SSH — "— 2 s 5,

[/—}]

SSHZ A7 v bhbu A 75881, FINCa—9—4 L 32T — FOBbk(username) % L THE L BLERH
60

[BREH]

A= ZR— M5 % 12345 12 LT SSH Y ——z 8§ 5,

SWR2311P#ssh-server host key generate
SWR2311P#configure terminal
SWR2311P (config) #ssh-server enable 12345

4.20.2 SSH ¥ — N— DR EIREBDOFER

[EX]
show ssh-server
[ASTE—F]
FHE EXEC £— R
B
SSH =/ — ORI 2 R T D,
LFOBEBENRREND,

«  SSH % — " —HrE DA 2/ %)

o VA=V T HR—MDOFE

« SSH #—/R—iK A NEDO A

¢ SSHH—"—~DT 7B A%ZFHFATHVLAN £  F—T =— A
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e SSHHY—NR—~DT7 7 ERAZHIBETHT L F—
[BXEH]
SSH H— "— D ERINAE R RT D,

SWR2311P#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

1)
2
i

4.20.3 SSH —N—~"T7 7L ZATX LA LD}

AxX
ESN!
ssh-server interface ifname

no ssh-server interface ifname
[/3T7 A —F—]
ifname : VLANA ' Z—T =—A4

(#1313 2]

2L

[ASIE— K]

Ja—nN\)ary7 4 L—varET—FR

[RBH]

SSH $h—/"—~DT 72 A% TH VLAN A X —T = —AERET D,
no R TEIT LG, BBELEA VX —7 =2 — 2% HIRT 5,
ARa<w PR K8HETHRETE, RELLIRICEAT %,

AKaw s RERELTHRWEEIEL, fR5F VLAN OART 7 A TE S,
[RXEH]

VLAN #1, VLAN #2 |28t L TV DR A R B O SSH — /"= ~D 7T 7 B A EFF R 5,

SWR2311P(config) #ssh-server interface vlanl
SWR2311P(config) #ssh-server interface vlan2

4204 SSH YV —NR—~TFT IV ERTCEBRIIFAT v FORE

[EX

ssh-server access action info
no ssh-server access [action info]

[/XT A —F—]

action T BASRMCH T 2 EMEREET D
REME B!
deny P S LA ER O )
permit S U N M B

info DS ML T D EIETC IPVA/IPVE T R L AR ERET S,
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R EE B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbit)fF & D IPvd 7 K
A.B.C.DM L A(AB.CD)&ZIRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFT1E— ]
Jya—m\)arz 47—y arE— R
[

SSH THiid %7 74 7 > MR % IPv4/IPv6 7 L A THIRT %,

AKavwy NIRRKSHETREN R THY, RIIRESNTZHLONEE L THA SN D,
Kavy FERELESGS. B8 LIEREEMTE S R0WT 78 23T X TG T 5,

2L, Ka<wy FERELTWRWERE, T XTOT7 7 A2/ 7 5,

no LA TIAT L7 A . € LIEREZHIRT 5,

no FEICTRT A —F — AW LTI-56. T_XTOHRELHIRT S,

[/ — 1]

ssh-server enable ==~ > R3EXE STV WA, Ao~ RIFHEE LW,

[ E B

192.168.1.1 &£ 192.168.10.0/24 D& 7 A > "InB @D SSH —"—~DT 7B ADHEFFRT 5,

SWR2311P (config) #ssh-server access permit 192.168.1.1
SWR2311P (config) #ssh-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A v "B D SSH 1 —_"—~DT 7 B ADHEIEET 5,

SWR2311P (config) #ssh-server access deny 192.168.10.0/24
SWR2311P (config) #ssh-server access permit any

4.20.5 SSH % — "—7R 2 MEDOVERR
[ER)

ssh-server host key generate [bit bif]

[/3F A —&—]
bit : 1024, 2048
RSA#OE v M E

(IR E]

L

[AJTE— K]

et EXEC B— RN

B

SSH #—/ N—@D 7R A s RSA## L R A b DSA #BE2FHET D,

RSA $#1X bit /3T A —ZIZ L > THENMRTIHHROE Y MIEIETE TE 5, DSA#X1024 vy FDO#EEAKT D,
[/ — ]

SSH H— N—Hte 2 FI AT 28513, FiflcAa~ 2 REEITLTHRR MEEA AR T HALERH 5,



96| =~ FU 77 LA [R5 - ERBERE
BEIZAR A MEBERE SN TWAIRE TR~y REFET LGS, 22— —ICk L TRA MEEZFH T 20E0%
s+ %,
RA NEOAERIZIT, B RRE DR DD 56086 5,
Aoy KL, SSH ¥ — =R OLEICORFIITTE D,
[ E B
2048 B RO RSA #it & | DSA AT 5,

SWR2311P#ssh-server host key generate bit 2048

4.20.6 SSH — N —FK X MO VT

[ER
clear ssh-server host key
[AJTE— K]
F¢kE EXEC £— R
[FAA]
SSH #—/3—®D 7R A k RSA L R A |~ DSA #AHIBRT 5,
[/— ]
Ao~y Fid, SSH = "—=RE)DLEITDOHFEITTE D,
[EEBI]

RA K RSA L 7R A | DSA $#EEHIFRT 5,
SWR2311P#clear ssh-server host key

4.20.7 SSH Vr— "—/ gD FER

[EX

show ssh-server host key [fingerprint]
[F—T— K]
fingerprint DR ERTT D

[ASTE— K]
et EXEC B— N

(@]
SSH #— =D AR Z FRT 5,
fingerprint ¥ — U — F&457E L5 a 13, AREORR LI, 7T AXF—7— F2FRT 5,

[/ —}]
PR D Ny 2T 02 Y XA, MD5 & SHA256 Offi )5 & £ 95,

[ AEBI]
KRR ERTRT D,

SWR2311P#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhFdmtoIJri+ujdAIfgr4dhL/0w7J1vc50eXg
sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIiiB8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1TIo0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
9ySb6mj06Y/0k81L5gFhCHMGOGtqITKZsqb5VnPz8FYC8tls6/tpyrUa5aG2af/yTEaS5USBDYAucSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPjEO0Jyel+4c5qWSFE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDy5uwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGa8
ARypDjhpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ialOn81tMxW/EPw4SqFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEIMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/1210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCIMUWHGEK/cst+PCtgnt0XV5B107 9uRUMCACS2pDXS5EWrwbPXXXXXXXXXX==



A~y R 77 LA RS - H#IFERE | 97
NFREORIEN Z RTRT D,

SWR2311P#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+---[DSA 1024]----+

| o ¥ o |

|=*=+. o

|E+X+ fe)

| o + = +

.. ..0 X

|

|

|

5 |
|loo=.B.*.0 |
| o + S o |
|

|

| e}

| E

+————— [MD5] —————— +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrijMhOfWoW0OBw7aAOXXXX
+--——[DSA 1024]----+
| . +E. |
| oo |
| o X S |
| =T |
| o B * . |
| + o . |
| A |
| X+.Q +o= |
|@*0.= o. |
+-———[SHA256] ————- +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-—-[RSA 2048]-——-———+
| |
looo® |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
e ecoeoe [MD5] -————— +
2048 SHA256: XXXXMkUuEbkJggPD68UoR+gobWPhgu7qqXzE8iUXXXX
+-—-[RSA 2048]-——-———+
| * ==t |
| *o+= |
| *=o0. S |
| 9 . |
| + B *o |
| == . |
| o |
| |
| o = = |
+----[SHA256] -—--- +

4.20.8SSH 7 5 AT v N DAEGFHERORE
EEN

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[/XT A —=HF—]
interval 1 <1-2147483647>

7747~ OELFHERERE (B A% L7258 £ 100)
count 1 <1-2147483647>

TTAT v NOEFHERRKR I TV ML (B L8556 @ 3)
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(AR E]
ssh-server client alive disable
[AJ1E— ]
Ja—)ar 74—y g F— R
B
7 74T N DEFHEGREAT O SN ERET D,

747 MZinterval TERE LT7-MRIE CTISEEZERT A2 A vb—U%1k5, count CTHEE L7=BI2 72 e L C
WWERTZ T2, TV TAT L NEDERREYY, By arE K TT 5,

no A TIAT L7 A I3 EIC R D,

r]

421SSH 27 ZA 7 b

4211 SSH 7 A4 7 s DiEH)

(5%
ssh [user@] host [port]
[NT A —=HF—]
user D VE—FRRA MR A LB 22— -4
host : UE— AR RN, E£70E, IPvd 7 R A(AB.CD), 7213, IPv6 7 F L A(X:X:X:X)

IPv6 Vo7 a—nT RLVAEZRETHHAIE, HHA LV F— T =—ALBEETHILERD
% (fe80::X%vlanN DJE)

port 1 <1-65535>
A 2R— hET (HIELIZES - 22)

[FIHIE% €]

L

[AFTE— K]

¥iHE EXEC £ — K

B

FEE Lo A b~ SSH THfi 7 5,

user B LI=5H., v /A4 oo a—Y—£Z%2EHA L CSSH b —R—~DT7 7 v 2% T 5,
X 2 —P—Tra 7 A I user ZEWE LT2BE T root" 2+ 5,

[/ —}]
TR —TWFEFTFAL (~) LT 5, mz7~fi$iﬁﬁ’ﬂﬁéMk&%t TR I NS,
ITHN D T A —7 X FE% 2 [T CAJI LIEZBAICIE, 2275 —7FERS—_"OA 1 E LT ENS,

TR =T FTHET TR Y A RN Aﬁéht . RHIRICEERE A PAL B,
T A — 7I%LﬁTT7IX%9/m#Aﬁéht%D\ix&ﬁfﬂﬁ@*%ﬁﬁ%éﬂéo

[ EH]
IPv4 7 KL% 192.168.100.1 ®7AHK A MZ, —H—4 uname, ~— hFE 5 12345 T SSH #5695,

SWR2311P#ssh uname@192.168.100.1 12345
IPv6 7 R L A fe80::2a0:deff:fe11:2233 DR A M2, —H—4 uname., R— FEE 12345 T SSH #5575,

SWR2311P#ssh uname@fe80::2al0:deff:fell:2233%vlanl 12345

4212SSH 7 4 7 b OBFZHL

[ER]
ssh-client switch
no ssh-client
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[78T7 A —=F—]

switch : SSHZ 747 v MEAIIT 035D
R EME B
enable HINZT 5
disable £ Rl )

(IR E]

ssh-client disable

[AJTE— K]

sua—s\)var7 4 Lb—3a E— R

[BLFA]

SSHZ 947 e L Tsshavwr REFEHATEXLL51CT5,
no B CTHEIT LB AIESSH 7 54 7 > M+ %,

(B EH]

SSHZ 947 v NaBMIT 5,

SWR2311P (config) #ssh-client enable

4213 SSH =R MEHRDOZ VT
[

clear ssh host /ost

[2XT A—&—]

host D UE—FARA ML, 720, IPvd 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

[ASTE— R

¥ibE EXEC £— R

[FRHA]

SSHZ 47 k& LTH L= SSH — R— DB ZHIRT 5.
[B%E B

SSH R A ME#HRZEZ VT35,

SWR2311P#clear ssh host 192.168.100.1

422 A — )L@A

4.22.1 SMTP A —/LH— _"—DHE
BN

mail server smtp id host /ost [port port] [encrypt method] [auth username password)|
no mail server smtp id

[¥F—T— ]

port A=Y= R—DR— N EEEEET D
encrypt D B b REEET D

auth © SMTPRBAETHE S 7 7 v MEMERET
[/NF A —4&—]

id c<1-10>

A — L —"—1D
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host DAY= R=T R X EiE, RA M

IPv4 7 R L Z(A.B.C.D), IPv6 7 F L Z(X:X:X:X)

IPv6 V7 a—T RUAZIRET D561%, A V2 —T7 = — A bIRET HLENR D
% (fe80::X%vlanN DOFE)

A2 (64 SFLAA, SR & )

port 1 <1-65535>
A=A — =D R — N FEH(EMEIL 25, method & LT over-ssl DMEE SN TV ZHAIX
465)
method N X APV
REE B
over-ssl {3 2553 % (over SSL)
starttls (5 #5517 5 (STARTTLS)
username : SMTP @BFETHMF 22— —%
(64 SLTFLIN, 2" | > L A= 22 BR A ILT - PARLS)
password : SMTPRGETEEH T 5/ AU — |

(64 STFLAN, 2" | > LA A=A 2[R CEA T - AR

[#IEIEE]
L
[AJ1E— F]
ra—\)varz 4 b—va E— R
[FLEA]
A= )VIREIMERT 52— —fFRERET D,
[/— ]
SMTP #BFEZAT 9 B, AUTH LOGIN =2~ K& > CRBREEAT D,
SSL/TLS /83— 3 »1% TLSv1, TLSvI.1, TLSv1.2 IZkHi LTV 5,

A=) —_—=DT FL AL LTIPv6 7 RV RAZFRET H%5H . SSL/TLS 1T K D5 LRI TE 220,
[ E B
A —ViEfE Y —/N—|Z, smtp-server-test.com %X ET D,
SWR2311P(config) #mail server smtp 1 host smtp-server-test.com
A= VIEEH—/3— L LT smtp-server-test2.com Zf57E L, Bi5{b & SMTP @Rt 2 F M+ 2R EZ1T 9.

SWR2311P(config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — )L ¥ —_—& DRE

[EFX]

mail server smtp id name server_name
no mail server smtp id

[T A—=F—]
id : <1-10>
A =P —3—1D
server_name N A A e
(64 SLFLAN, 2% bR < A TET - FATD)
[WIEIRRE]

L
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[AF1E—F]

ra—r)var 74— g rE— R

[FHA)

A= NVEEIEHT L2 — "= FTERET D,
[ EH]

A= )VIEEH— R —DAHiT L LT test_ mail_server ZiXET D,
SWR2311P (config) #mail server smtp 1 name test mail server
4.223 A —)VIBHD b Y H—E

[ER
mail notify temp-id trigger lan-map [type [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack

[F—T—F]

lan-map : LAN vy FIZHET 54Xy M Edmmd 5

terminal D UmAREEAREREICREA T D A N FRmET S

stack COARX y JHERRICBEIT B A X R EREAT D

[/XT7 A =5 —]

temp-id ¢ <1-10>
A—NF 7 L—h ID
AN MEMECER T 57 7L — b EEET D

type : LAN~ > 7T 514X b OFEHH
RIEHE B
hardware ENYN Y
loop J—TFR
sfp-power SFP 20t L~ L B
queue-usage E(E ¥ = — R
poe PoE #&HE
snapshot AF v FTay h
12ms L2MS ¥ % — ¢ —DEH

(IR E]

L

[AJ1E— F]

Jsua—mvarz 4 b—va e —R

B

FEE LIMRED A X MEHEZ A — VBT 52O OREZIT I,

lan-map Z4EE L C type ZIRET H &, HELZ LAN = v FZET 54 X0 METB@EMEN D,
type ZEME LTI=5A 13, LAN v v ZIZBET 5T _XRCTOA Ry b @EmEn s,

[/—}]

ALy JHERBIZEET D4 X MlANL, A F v ZHEBRICKHE LTV D FED 7,
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[BREH]
A=NT T L— b #LICLAN ¥ v TERERAOA N2 b ) =2 ET D,
SWR2311P(config) #mail notify 1 trigger lan-map

4224 A—NVEEOF LT L — FREE—F

E&

mail template temp-id
no template

[T A —&—]
temp-id : <1-10>
A—)L 77 L—KID
[FIHIRR 2]
2L
[ASE— R
Ja—\ a4 L—gF— K
[FiEA]
A— VEERIEHT AT L— hEBRIETHE— NIIBITT 5,
T — b E—RIIBITTHZETCIRLOEHEEARET DI ENTE D, 77 b— MIFEK 10 HHERK ATEE,
o A—)LIE[EDIIET KL A
s A—NVEEOFEILT FLA
o A—VEFEOMH4
o A= NVEEFHFLRFRORE X2 NEE O fEH)
Bl
A—=NT U T L= b # OREE— FICBITT 5,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #

4.22.5 A — )LEEDY— —ID OHE

[EFH

send server server-id
no send server

[/3T7 A —5F—]

server-id . <1-10>
A—=)T 7L —hKID

[FIHIERE]

no send server

[AJ1E— K]

A—NT T L—hE— R

(@]

T A=V — =D ID ZHEET D,

[BXE B

A—=TF T —hM#l THEATEZA =P —R— 2P —_"—ID#l ZEET D,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #send server 1
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e
i

4.22.6 A —VEEDOEETLA—NT KL ZAD
[

send from address

no send from address
[R5 =5 —]
address OEEIEA—AT KRR
(256 SCFLIN, PEARET L -@)

(AR RE]

no send from

[AF1E—F]

A—=)T T L—hE—F

B

EETLA—NT RLRAEZRET 5,

[ EH]

A—=NT 7 L— K #l OEFEITLA =T R L AT sample@test.com Z 45 ET 5,

SWR2311P(config) #mail template 1
SWR2311P(config-mail) #send from sample@test.com

E

He

4.22.7 A —)VIEE DRI A —NT KL AD
BN

send to address

no send to
[T A—=F—]
address DB A—LT FLR
(256 SCFLIN, PEARET L -@)

(AR E]

no send to

[AJ1E— K]

A=NT T L— FE—R

[@i ]

G A—NT L AEZRET D, (K 41F)

[/—}]

RERETA N> h@Fosast s L THEM S, GEFE OB ERmAESE & LTIEN S,
Bl

A=)V T T L— k #1 DI A—/LT KL A user@test.com ZFEET 5,

SWR2311P(config) #mail template 1
SWR2311P(config-mail) #send to user@test.com

4.22.8 A — VXD DERE
BN

send subject subject

no send subject
[/3T A =5 —]
temp-id D AIVIRERFOMEA
(128 LN, 2> FR< AT - AT S)



104] 2> KU 7 7 L A | R - B
[FIEIERE]

no send subject

[AF1E— ]

A=) T T L —hE—FK

B!

A —IVIRE DAL ZFRET D,

[/— 1]

KRREDHEITLL T O & 70D,

s A XY MiBX : Notification from SWR2311P
*  FEBIEELA ; Certification publishment

o REBHESEAD : Certification expiration
[BRE ]

AT T L= b # O A= VIEEREOMFA T "TestMail" Zi%ET 5.

SWR2311P (config) #mail template 1
SWR2311P(config-mail) #send subject TestMail

4.22.9 A — LV XERFDREORE

EEN
send notify wait-time time
no send notify wait-time

[73T A =4 —]
time 1 <1-86400>
EEFFHERFH (D)
(IR E]
send notify wait-time 30
[AJIE—F]
A—=NT T L—FE—R
[@i ]
A N B EFIR O A=V N EEITERE S D £ TORERR 2R ET D,
[/ — ]
KRRETA N FBEIO A —/VEERER & LTER S LD,
(BB

A=V T T L— h #] DA —)LEEFRF BRI 60 P2 RET D,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #send notify wait-time 60

4.22.10 FEAAZE XA R D X — VX TE

[EFX

mail send certificate temp-id
no mail send certificate

ST A—5—]
temp-id o <1-10>

A—NT 7 L—KID
[WIHIRRE]

no mail send certificate
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[AS1E— K]
RADIUS 27 4 7 L—v g »E—F
[BiFA)
RADIUS % — =D 27 FA4 T > MiEAEZEMT 2 & EIEHT 277 L— M D 2 f8ET 5,
RADIUS H—_"—D 27 Z A4 7 > MEWFEIX, RADIUS — S—HEEED user 2~ 2 RTHE LA —/LT KL A~k
9%,

[/ — ]

RADIUS %—/X—D 7 T A 7 > FEFRAEDEF O A — LA S

Certification is published.

Name : [£Ai]] % user 2~ > RO NAME # 7> 3 > O EE
Account : [ —H—4] % user =~ > K USERID f

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

Bl
RADIUS #—="—=0D 7 T A7 » FEAEEZ A —/ViET 5 LS IHMT 57 7L — M IDIZ#1 ZHEET 5,
SWR2311P (config-radius) #mail send certificate 1

4.22.11 FEFAEBARED XA — VR E
BN

mail send certificate-notify temp-id

no mail send certificate-notify
[/3F A =4 —]
temp-id ¢ <1-10>
A—=NT 7 L— ] ID
(AR RE]
no mail send certificate-notify
[AJ1E— F]
RADIUS =7 4V Lb—v g E— N

B
RADIUS %— N—D 7 5 4 7o FERES A — LT 5 LI HT T 7L — F2EET 5,

[/ — P}

RADIUS % —"—D 7 F 4 7 NEAZEO A AR FRTE N O A — VARSI

Your certificate will expire in [X] days.

Name : [£fi] % user 2~ > KO NAME 47> 3 v D% El
Account : [ —H—4] % user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EHI]
RADIUS % ——D 7 T4 7 » FEIELZ A — /Ll 5 L ZIHEHT 57 07— MR Z2HRET 5.
SWR2311P (config-radius) #mail send certificate-notify 2

4.22.12 ;EFAZEO A IHREIIEIMZ A X T DR E

E=N
mail certificate expire-notify day [day] [day]
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no mail certificate expire-notify

[NT A —=HF—]

day : <1-90>
ARG Z 18509 2 7847 H 4K

[WIHIRRE]

mail certificate expire-notify 30

[A1E— ]

RADIUS 2> 7 4 7 L—v 3 »E—F

B

RADIUS $¥—=—=D 7 T A 7 > bFEEOAZIREIN 2 ST @i 5 Az e 45,

WA HEIL 3 FETHRETE 5,

[/— "}

day ZIANNEFICBED LT, BIETR RSN D,

(BB

RADIUS #—"—=D 7 T A 7 > FAEEDO AR O SFTEH Z 50 HATE 10 HENZRET D,
SWR2311P (config-radius) #mail certificate expire-notify 50 10

42213 A — )LEEFROFET

[EFR

show mail information [temp-id]
[/3F A —&—]
temp-id ¢ <1-10>

A—)LT7 71— K~ID

AT E— K]
ke EXEC £— R
B
BELET L —MID A —LEEFRERRT S,
T 7L —hID 2B LEAIE. ETOA—/UEFREFR T D,
(% EH]
A—=NT T L= # DA NVIFEREERTT D,

SWR2311P#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.23 Yamaha Unified Network Operation Service (Y-UNOS)

4.23.1 Y-UNOS #BEDRE

[EX)

y-unos ecnable
y-unos disable



no y-unos
[F—T—F]

enable © Y-UNOS #reZ H202 T 5%
disable © Y-UNOS ez #2245
(AR E]

y-unos enable

[AS1E—F]
sa—m\)varZ 47—y aryE—FR

B

Ay R 77 LA RSE - EHERE | 107

Y-UNOS (Yamaha Unified Network Operation Service: % NV — 27 241 L CT A A[Al LT 50— X) e %

ANETITENTT D,
no JEATHEAT LIS B 3R EICR %,
[/ — ]

Y-UNOS HEREIZIRSFE VLAN O TEIWET 5, £5F VLAN IZ IPv4 7 R L ADRRE SN TV WIERER, {5F VLAN

N7 7 LTWAIREETIE Y-UNOS HRE & 121kd 5,

PR5F VLAN 22288 L 7235413, Y-UNOS O A HEREHEHEEEH O~ /L F F v A b 7 L — AfiEEER E (12-mcast flood

239.192.128.250) % £&5F VLAN [Zi# H 5 Z &,

Y-UNOS HERE DB MBI TR K | D3585 5,
2By JRERRPAEN GG, Ka~r FIdEHTE 20,

[ E B

Y-UNOS #REZ AT 5,

SWR2311P (config) #y-unos enable

Y-UNOS #hE 2 0T 5,

SWR2311P (config) #y-unos disable

4.23.2 Y-UNOS FHRDOFE R

[EFX]

show y-unos
[AJ1E— ]
FiHE EXEC £— R

[RHFA]
Y-UNOS [ZBHT 2R ESRCAT — X ADWEREERRT D,
FTRNEITLTOLEEY,
+  Y-UNOS BEHRE D 3% E (Y-UNOS)
*  Y-UNOS #hE Dk #E(Status)
«  Y-UNOS H#HED IPv4 7 K L A(IPv4-Address)
« BSFVLAN O IPv4 7 KL AL ID 2E 575
. Mtz —%E
s BT L4 (Model)
e U 7N (Serial)
e 7y —LAU=xT/3— 3 (Version)
+ MAC 7 KL A(MAC-Address)
s IPv4 7 R L A(IPv4-Address)
+ 7R A N4 (HostName)

Y-UNOS HEHE D IR RE(Status) TIZLL FOWT N E £rd 5,

Status

B

Active Y-UNOS #EREDSEIE L T B 0R 8
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Status 2585

Y-UNOS FERESENE L TR UWRBE(A X > 7 BEFEDN A
72 o TUND) X AK 7 KHEFEFR D F

Inactive(stack enable)

Y-UNOS HERE N ENE L T2V IRRE(SESF VLAN (Z IPv4

Inactive(no ipv4 address) 7 RUAREE SFTWRY, £72I3RSF VLAN 28 Y
I HETLTND)

Disable Y-UNOS #§#E )3 20 72 (R g

[BREBH]

Y-UNOS & &R 4 %,

SWR2311P>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT Z2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.24 LLDP

4.24.1 LLDP #8e DA %Nk

[#FX]
lldp run
no lldp run

(AR 2

7L

[AS1E— ]

srua—Narsr 4 S —va TR

[FiA]

VAT LAERT LLDP HREE T D,

no R THFEAT LA 1X,. AT ALK T LLDP BRE &2 Hhc 4 5,

[/— k]

AR— MIX LT LLDP #REZ AT DICITL T O a~xy RERET D2 UERH D,
set lldp enable =~ > K™ type (LLDP =— 3 = > % — F)TME|Z)GH U T txrx, txonly, rxonly Z 5% E T 5,
« ldprun(Zu— vy 7 4 7 L—3 g F— )

e Illdp-agent (f > % —7 = —AE— R)

+ set lldp enable fype (LLDP =— = > hE— R)

[BXE B

LAN 7R— |k #1 @ LLDP #8RED X A(E & AT D,

SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

(
SWR2311P (config-if) #1lldp-agent
SWR2311P (lldp-agent) #set 1lldp enable txrx

4.24.2 AT ADHHETORE

BN
lldp system-description /ine
no lldp system-description
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[78T7 A —=F—]

line LV AT AOBAS O CTRN(255 SCFLAN)
(AR E]

no lldp system-description

[AS1E—F]

Ja—nN)naryz4JL— g rET— R

B

LLDP EECHEM T 5. VAT LAOFIALEZHET 5,

no IR CHEAT L= & I3V R TEITRE D,

VIR EOEIL, A+ 77— =T VeV ay] Tho,
R EH

VAT AOFHA % SWITCHI _POINT A 1295,

SWR2311P (config) #11ldp system-description SWITCH1 POINT A

(1]

4243 VAT ADLFROERE
EEN

lldp system-name name

no lldp system-name
[T A —=HF—]
name DV AT ADOAFRO LTS5 SLFLIN)

(R E]

no 1ldp system-name

[AJ1E— K]

Ja—n_"par 74— g rE— R

[REBA]

LLDP RECHER T 5. VAT LADAHERET D,
no FERTEIT LGB IR EIZR 5,

MIHRE DML T4 ) Th 5,

X EMEIL LLDP System Name TLV (Z5%/E S5,
[ E ]

AT LD FREZ SWITCHL IZF 5,

SWR2311P (config) #11dp system—-name SWITCH1

4244 LLDP =— = > F OVERR

[
lldp-agent
no lldp-agent

[F1EIER E]

L

[AJ1E— K]
B —T z—AF— R

[FRHA]
LLDP =—> = > F&fERK L., LLDP =—2 = > hE— FNIZBEBT 5,
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no B CHEIT LI-EE1E. LLDP =—2 = > & HIRT %,

[/ —F]
LLDP =— = F2HIRTHE LLDP = —Y 2 P E— R TCRELZa~ > RHHEIBREN D,
(B EH]

portl.] TLLDP =—¥ = F&AF L, LLDP =— = M E— FICBITT 2,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #1lldp-agent
SWR2311P (1l1ldp-agent) #

4.24.5 LLDP 2 L. 5 HEVR ERERED R E

EEN!
1ldp auto-setting switch
no lldp auto-setting

[/3T7 A =4 —]
switch : LLDP 2 & % A B EMRE DR T
REME Gk
enable LLDP (2 & % HERREWREZ AT 5
disable LLDP |2 X % BB ERRE 2 HE2hI2 9%
[FIHIRRE]
11dp auto-setting disable
[AJ1E— K]
Ja—N")aryz4JL—g F— R
[

FEDY~ N EETH LLDP 7 L—AIZ KD | A v FOREL BEIICEE T 282 G207 5,
F7-. power-inline disable delay =~ > NIZ X DFGFEIFIEZ A I 7 OEFBEREEZ AN 5,

LLDP 7 L — A TIZLL TN OFERED R E S D,

o 7 ua—iilfE

* QoS

« IGMP AX—t"

« EEE

« RADIUS #—/3—7K =& |

o SRAREI

no TR CIAT L7 A I3 EIC R 5

WA LB —T 2 — ADIRIRETE 5,

[/ — 1]

ABEREZFE ™5 72 b1, set lldp enable 1~ > KC, LLDP 7 L — AZZ(E CE 2REICT HLENH D,
[ EH]

LLDP (T &k % HEER EMREZ AT 5,

SWR2311P (config)#1lldp auto-setting enable

E

K

4.24.6 LLDP =25 — KD

[EX]
set lldp enable #pe

set lldp disable
no set lldp enable
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[78T7 A —=F—]
type D EEEE—F
REME B
rxonly ZEHEMICHRET D
txonly EEHEHICHRET S
txrx EEBILOZEICTRET D
[WIEIRRE]
set 1ldp disable
[AS1E—F]
LLDP =—Y =¥ hE—F
[FLFA]

WA H—T 2—ATOLLDP 7 L— LDEZIEE— RERET D,
set lldp disable D4 1%, LLDP 7 L — A& 255215 L7220V,

no B THAT L7256 13, PIHRREICK D,

[BREH]

LAN 7R — b #1 @ LLDP =3(5 € — F &2 EHEMIIRET D,

SWR2311P(config) #11dp run

SWR2311P(config) #interface portl.l
SWR2311P(config-if) #1lldp-agent
SWR2311P(lldp-agent) #set 1lldp enable rxonly

4247 ET7 LU RDFEHEDOHRTE
B

set management-address-tlv fpe

no set management-address-tlv

[/3T A —F—]
type COEBY R R2OREH
RIEME B
ip-address BHT FLAZIPT FLALTS
mac-address BHT RLAZMACT RLALT 5
[WIHIRRE]
set management-address-tlv ip-address
[AJ1E— ]
LLDP =— = hE— R
[FHA]

LLDP T4 %, A— FOEHT N ADMHARET D,

no JEI TIFAT LGB I3 IIER EIZ R D,

FX EfEIE LLDP Management Address TLV (25X E 415,

[BR E 5]

LAN 7R— |k #1 OFHT FL 2O % MAC 7 F L AICRET D,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set management-address mac-address
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4.24.8 FEAEH TLV OFRE

e

[EFX]

tlv-select basic-mgmt
no tlv-select basic-mgmt

[WIERRE]

7L

[AF1E—F]

LLDP =—Y = hE—F
[

BET7 L — DTHEAEH TLV 28T 5,

no JEATHEIT LIzh &L, #ME7 L — A b EAEB TLV k<,

ZOaw Y RTLLFO TLV A3 LLDP 7 L— ATEME L5,

<HEAEEE TLV>

(1) Port Description TLV : A8 — k OFiH 3L

(2) System Name TLV : 2 A7 LD A4 FR

(3) System Description TLV : 3/ A7 A D@ ST

(4) Syatem Capabilities TLV : A7 A DHE

(5) Management Address TLV : In— FOEBHT RL A (MAC 7 RV AETIXIP 7 RLR)

[ EH]

LAN 7R— b #1 T%{E9 5 LLDP 7 L — ACHAEH TLV 28B4 5,
SWR2311P (config)#11ldp run

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #1lldp-agent

SWR2311P (lldp-agent) #tlv-select basic-mgmt

4.24.9 IEEE-802.1 TLV OHE

EEN
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHIERE]

7L

[AS1E— ]

LLDP =— = FE—F
[BLFA]

{57 L — AT TEEE-802.1 TLV ZBINd 5,

no B THIT LI=BA 1%, 57 L—247 5 [EEE-802.1 TLV % k&<,
ZDOa<y RTLLFO TLV 28 LLDP 7 L—AIZBIIE N5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : K— k VLAN ID

(2) Port and Protocol VLAN ID : 7”& | =2/L VLAN ID

(3) Protocol Identity : R — r4 257w fha,Ld U X |

(4) Link Aggregation: U > 7 7 7'V 77— 3 U iE#

(5) VLAN Name : 7" — F VLAN O£ Ff

[BREH]

LAN 7R— | #1 T%/Z4 % LLDP 7 L — A|Z [EEE-802.1 TLV % 3iBN4 %,

SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.l



Sy KU Ty LuR | (RS - TR | 113

SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select ieee-8021-org-specific

E

e

4.24.10 IEEE-802.3 TLV O
EN

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[(WIHIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FHA]

{5 7 L— A2 IEEE-802.3 TLV % iBIJ 5,

no IR TFEAT LA 1E. 2415 7 L— 2405 IEEE-802.3 TLV &<,
ZDa<y RTLULF®O TLV A LLDP 7 L— ABIME 5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 »OH R — ME#H
(2) Power Via MDI : PoE 15 ¥ (PoE #%HE D &> 2 BEFE D 7x)

(3) Link Aggregation: U > 7 7 7' U ' —1 3 L 1E#H

(4) Maximum Frame Size : fix K 7 L' — LH A X

[BRE ]

LAN 7R— k #1 T%{E4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWR2311P (config) #11ldp run

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #1lldp-agent

SWR2311P(lldp-agent) #tlv-select ieee-8023-org-specific

4.24.11 LLDP-MED TLV DX E
[E=

tlv-select med

no tlv-select med

[FIER ]

mL

[AF1E— K]

LLDP =—Vx v hE— R
[BLHA]

%{§ 7 L— A2 LLDP-MED TLV % B4 5,

no FEICHFEAT L=GA X, %57 L—24205 LLDP-MED TLV % [&<,
ZDa<y RTLTFOTLV A LLDP 7 L—AIZBIIE N5,

<LLDP-MED TLV>

(1) Media Capabilities : {5 9% LLDP-MED TLV D%

(2) Network Policy : Voice VLAN 1&##(Voice VLAN 235%E LT H R — kD &)
(3) Extended Power-via-MDI : §i.3 PoE 1% #R(PoE ¥§RE D & 2 il o 1)

[/ —}]

Location Identification TLV DfE | "Location" 23g% E ST\ 5,

[ E B

LAN AR— k #1 T 5 LLDP 7 L — A2 LLDP-MED TLV % 3Bh14 %,

SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.l
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SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select med

42412 LLDP 7 L — A DEERROERE

e

[ER
set timer msg-tx-interval tx_interval
no set timer msg-tx-interval

[73F A —5F—]
tx_interval 1 <5-3600>

LLDP 7 L — L[5 IR (D)
[FIHAE% E]

set timer msg-tx-interval 30

[ASTE— K]

LLDP =—Y x> hE— R

B

LLDP 7 L — A DEEHRERET 5,

no B THEIT LA T VIHIEREICR S,

[BREH]

LAN F— |k #1 TEET A LLDP 7 L — A DOEERIGEE 60 FIICERET 5,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.1l

SWR2311P (config-if) #1ldp-agent
SWR2311P(lldp-agent) #set timer msg-tx-interval 60

4.24.13 EEEEHIR O LLDP 7 L — A EEMBORE

[EFX]

set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[R5 A—HF—]
fast_tx : <1-3600>
EEOEE I O LLDP 7 L — L3513 IR (D)
[WIHIRRE]
set timer msg-fast-tx 1
[ASE— K]
LLDP =—Y = hE— R
[BLAA]

ELEEER O LLDP 7 L — AR ERE AR ET 5,

no B CEIT LA IR TIZRES,

FENEEEHAR L 1LAR — OB HT L Ron-o I EZOHIM T, mEREHEHREHDOUTO o< Rt
WLLDP 7 L— AR EEXI A,

+ set timerx msg-fast-tx fast tx : =R 5{E M O XEMRBE) 2R ET 5,
+ set tx-fast-init value : FHE L5 WIFIZX(E 35 LLDP 7 L — A OEEZZET 5.

[BEH]
LAN R— k #1 TEEXGEHM O LLDP 7 L— A% ERHREE 2 ISR ET D,
SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.l
(
(

SWR2311P (config-if) #1lldp-agent
SWR2311P (lldp-agent) #set timer msg-fast-tx 2
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)

l%l
il

4.24.14 LLDP 7 L — AXEEIE L B E TORB O
[

set timer reinit-delay reinit delay

no set timer reinit-delay
[XT A —=F—]
reinit_delay ¢ <1-10>
LLDP 7 L — ARHES 1L b FRIHIE E T ORI (7))

[ E]

set timer reinit-delay 2

[ASTE— R

LIDP =— = hE— R

BN

LLDP 7 L — ARG 106 b & COR 238 ET 5,

no IR CEIT LI A IR EICE S,

[BXEHI]

LAN 7R— k #1 TLLDP 7 L — A EEELENSBEYHLE TORM A 10 IR ET D,

SWR2311P (config) #11ldp run

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #set timer reinit-delay 10

4.24.15 BB RO RFRER(TTL) 2 BN T 572D DRE DR E
[ER]

set msg-tx-hold value

no set msg-tx-hold

[/$5 X —&—]
value : <1-100>
FEEE O EFRER] (TTL) O 2 HH T 2 720 Ok
IR E
set msg-tx-hold 4
[AS1E— ]
LLDP =—Y x> hE—F
i8]

BTG MO RFFRFHE (TTL) 2B T 5 7D O R ZHRET D,

no R TEIT LIS AIIWIERREICRE 5,

Z ORBGEMEIX LLDP 7 L — A 2415 R (msg-tx-interval ICFEHE S 41, S5+ 1 LCTTLEE) & 7225,
TTL fi%. Time To Live TLV I[Z5%E X115,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))

(=)

LAN 7R— b #1 CHEHE RO (TTL) 25 H T 2720 D% 2 ITRET D,
SWR2311P (config)#11ldp run

SWR2311P(config) #interface portl.l

SWR2311P (config-if) #1lldp-agent

SWR2311P(lldp-agent) #set msg-tx-hold 2
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4.24.16 BHEEEHR O LLDP 7 L — AL EREBOZRE

[EX]

set tx-fast-init value
no set tx-fast-init

ST A—F—]
value o <1-8>

HIEEHIRI O LLDP 7 L — A E{E %K
(1A ]

set tx-fast-init 4

[AF1E— F]

LLDP =—Y = hE— I

B

B EWIM O LLDP 7 L— A EHB AR ET D,
no JER THEIT LI SAITHREICR S,

[ E ]

LAN R— | #1 TEHEEEHIRIO LLDP 7 L — A EFEEE 2 ITHRET 5,

SWR2311P (config) #11ldp run

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #1lldp-agent

SWR2311P (lldp-agent) #set tx-fast-init 2

4.24.17 R— BN CEHE CX DB ORKIEFEHORE

[EF2

set too-many-neighbors limit max value
no set too-many-neighbors limit

[/3T7 A—F—]
max_value : <1-1000>
N— b HALTE LT & DB O I KRR
(R E]
set too-many-neighbors limit 5
[AFIE—F]
LLDP =—Y = FE— R
[FHA]

R— FEALTEHRTE 2BEHRORREERERET D,
no B CTHEAT LGS IR EIC LR D,
N— DR KRB B AT A B LW bR S472 LLDP 7 L — A3 EH T 5,

[/ —}]

Oy REBZRETHE, JIBEFR—FNTEODLLDP 7L — A5 (Z L XI0—F, U E— MESEST — T LN
7T END,

(B EH]

LAN /R— b #] THR— FHEN CTEH TE BB ORKEEE 10 IZRET D,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #1lldp-agent

SWR2311P (lldp-agent) #set too-many-neighbors limit 10
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[EX]
Ildp interface enable fype

lldp interface disable

[F—TU—F]

enable LLDP FEREZ A2 %

disable LLDP F&RE & #2029 %

[73T A =4 —]

type DORZfEE—FR

REE B!

rxonly ZAEHAICHET S
txonly EEHHICERET D
txrx EEBIOZEICERET D

[AF1E—F]

Ja—\ a4 Lr—gEF— K

[FLAA]

LLDP HERE DA 30/ % 42T D LAN/SFP R — M —fERET 5,
HNBREOEAIT. ISE L7 LLDP 7 L — ADES(ET— RERET 5,

[/ — P}

Ravwy RiEZmn—n"rar7 g 7 b—ya B — RORFATHHE,
B, KA NEBFA U F—T 2 —ADLLDP RELXT H72HODHDTH Y | running-config [ZITRR IRV,

[ E B

4C® LAN/SFP 7/R— h @ LLDP #8E&# A% L, LLDP 7 L — A Z 55 nHE/2E— RNIZERE
SWR2311P(config) #11dp interface enable txrx

4.24.19 4 7 —7 = — ADIREFRTR

1|

T 5,

[ER]
show lldp interface ifname [neighbor]

[F—TU—F]

neighbor Bt L TV DR O TE A KT D,
[/XT A—F—]

ifname LAN/SFP iIR— b DA H —T = — R4,

RRT DA =T =—A

[AJ1E—F]

FEFFHE EXEC £ — N, 454 EXEC £— K
B!

ifname CHRE LT-A X —7 = —AD LLDP & FRd 5,
neighbor Z 5 L7235 B 13A v 2 — 7 = — AT L CO AR O IE R A TR 5,

UTOHEANERIND,
show lldp interface ifname DG E
o A UHE—T 2 —ARPFDOMEER

Agent Mode

7'V » V% — R(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : AR, N: RH)
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Message fast transmit time

EEEEHIR O LLDP 7 L — A 2413 RIFR ()

Message transmission interval

LLDP 7 L — 2 3%(3 R ()

Reinitialisation delay

EE IR 2 b BATHHME £ T ORFH(ED)

MED Enabled

LLDP-MED TLV %18 DA %N/ 8%

Device Type

FNA A X A 7 (NETWORK_CONNECTIVITY [# )

Total frames transmitted

LLDP 7 L— A DEEK

Total entries aged

TIL MU EZENR 72, BT —T7A0LHIBR S NI
aDE

Total frames received

LLDP 7 L — A DZ{EHK

Total frames received in error

LLDP 7 L —ADZ(ET T —¥

Total frames discarded

EFES U7~ LLDP 7 L — A D%k

Total discarded TLVs

REE S - TLV O3

Total unrecognised TLVs

R CTE o7 TLV O

show lldp interface ifiame neighbor D55
o ARE PG
Interface Name ZELEAVE—T 2— A4
System Name AT LA FR
System Description AT L DEH
Port Description A— ~ DO
System Capabilities VAT HhDHE

Interface Numbering

AR =T 2 —ARKEDEZAT

Interface Number

AU H—T 2 —RAEF

OID Number

OID & &

Management Address

MAC7 FLRAEIXIP T FL A

Mandatory TLV O

CHASSIS ID TYPE CHASSIS ID TLV O % A 7 L i
PORT ID TYPE PORT ID TLV O % A 7 L i
TTL (Time To Live) FERRTE R O PREFIRFE (FD)

8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A— K VLAN @ ID

PP Vlan id 71 k=)L VLAN @ ID
VLAN ID A—F VLAN @ ID
VLAN Name A— k VLAN O£ F5

Remote Protocols Advertised

YR—rT57a harol &k

Remote VID Usage Digestt

VID Usage Digestt &

Remote Management Vlan

ZHH VLAN D4 %5

Link Aggregation Status

Vo277 =g v OFRNES)

Link Aggregation Port ID

Voo 77 ) F—2aiR—1rDID

8023 ORIGIN SPECIFIC TLV D {F
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AutoNego Support

F— b I — g UEERE DG /R

AutoNego Capability F— Iz — 3 UARERIEE
Operational MAU Type WERELET 2Ly 7 AE—R

MDI power support PoE H¥EEH AR — F O F M

PSE power pair PSE N —~7 —

Power class

PoE #ad& 7 7 A

Type/source/priority

PoE#EX A 7, V— A, BEE

PD requested power value

PD #2232k 587 (0.1mW Hifr)

PSE allocated power value

PSE H#= 25(AEC & 2% /7 (0.1mW Hf7)

Link Aggregation Status

Vo7 7= g o OER/ER)

Link Aggregation Port ID

Vo277 )=y g Vi R— D ID

Max Frame Size

BER7L—AY AR

« LLDP-MED TLV Of§# (LLDP-MED TLV Z32{8 L 7= 3AICEREN D)

MED Capabilities

LLDP-MED TLV Of&EfED 1 A b

MED Capabilities Dev Type

LLDP-MED A5 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7 O #7 4

MED L2 Priority

L2 OB

MED DSCP Val

DSCP fE D#E I E

MED Location Data Format

MEFHRDO 7 +—~ v b

Latitude Res

WD REE(E N2 EALE » MK

Latitude

Longitude Res

Longitude G4 E Y R

AT RS AT
LA—4—
2:vEro7ur

Altitude Res

R DO REEA D72 HALE > M)

Altitude EEGO By M)
Datum Tt 2 ¥
0K [E ot 5L HI R (WGS 84)
1AL A U U ISR (NAD 83)
2:4E7 A U B JIHA(NAD 83) D I BEA: S AR AL
LCI length FEEHRT — 2 DR E
What S BIeE LA

0:DHCP ¥ — — DT

17947 v MkkbiliWeEEZbND Ry hU—F 3
FEOALE

2:7 54T v NOALE
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Country Code a— R
CA type CA (Civic Address) & A 7
MED Inventory Inventory {F# J A b

BT HIZ B LTl RFC 3825 # &M

[BEH]
LAN AR— k #1 ® LLDP {F#t & £757 %,
SWR2311P#show 1lldp interface portl 1

Agent Mode : Nearest bridge
Enable (tx/rx) :Y/Y

Message fast transmit time H

Message transmission interval : 30

Reinitialisation delay Y

MED Enabled 3 X

Device Type : NETWORK CONNECTIVITY

LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWR2311P#

OO OO OoOOoOo

42420 2TDA VF— 7 = —RTBIT DGO BRI

EEN
show lldp neighbors
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
[RFA]

BCDA v F—7 = — AT DR OF RERTT D,
(FEU T show lldp interface ifname neighbor =~ > R & 2 M)
[ EH]

Pefgi L TV s OIF M A £ T 5,

SWR2311P#show 1lldp nelghbors

Interface Name : portl.l

System Name : SWR2311P-10G

System Description : SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id H
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
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AutoNego Support

AutoNego Capability

Operational MAU Type 2

Power via MDI Capability (raw
MDI power support 3
PSE power pair
Power class
Type/source/priority
PD requested power value
PSE allocated power value

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type

MED Application Type

MED Vlan id

MED Tag/Untag

MED L2 Priority

MED DSCP Val

MED Location Data Format
Latitude Res : 0
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

ololoNoloNoNololNeNoNe]

SWR2311P#

Supported Enabled
27649

30

data)

0x0

0x0

0x0

0x0

0x0

0x0

1522

End Point Class-3
Reserved

0

Untagged

0

0

ECS ELIN

42421 LLDP 7 L — LU Z—D 7 VT
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E&

clear lldp counters
[ASTE—F]
FiHE EXEC E— R
[FiA]

ETOR—FDOLLDP 7L —A BT Z—% 7 T35,

[BXEH]
LLDP 7L —Lh UL A —% 7 VT 45,

SWR2311P>clear lldp counters

4.25 L2MS (Layer 2 management service) D% iE

4.25.1 L2MS E— R~O81T

[EFX]

12ms configuration

[AJTE— ]
Ja—)ary 47—y g F— R

[FAA]

L2MS DFRE %47 9 729D L2MS & — RIZBATT 5,
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[/ —}]
L2MS E— Ripb 2/ m— a7 4 7 b—a o E— FOED I exit 7~ > Rl L, $5#E EXEC £— FIZ
BEAliZend 2~ RaefEAT 5,
BEBI]
LaMS E— RIZBITT 5.

SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #

4.25.2 L2MS HEBEDORE

[EF=]
12ms enable
12ms disable
no 12ms

[F—TU—F]
enable : L2MS HéRe a9 5
disable © L2MS #EREEEH L2

(AR E

12ms enable

[AJTE— K]

L2MS E— F

B

L2MS #EREZ E AT 2 G0 ERET D,
no IR CTEIT LIS I VIR EICR 5,
[B%E B

L2MS e &3 %,

SWR2311P(config) #12ms configuration
SWR2311P(config-12ms) #12ms enable

4.25.3 L2MS BEBEDOREI DR E

EN

12ms role role
no 12ms role

[/ A —H&—]
role : L2MS HERE D #eE|
BREME FEH
manager e FicHssE L= SWR > U — XDRE - HilfH
8 2179 L2MS =~ % — % — & LCEIfET %
L2MS = (% — % — T EINT- SWR >V
agent — R LIMS v R —V v — & LTEIET S
YV EENLEH SN D Lo EMET S
(18I E]
12ms role agent
[AJTE— K]
L2MS E— K
B

L2MS HREZ 3 D BR O &BI 2% ET D,
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no I THAT L7251 agent & L CTENVMET 5,
[/—}]

Fl—F%y F T —27NIT L2MS ¥ % — ¥ —IZ3RE S 72 SWR 2 U — XNEEAFLE L2856 . L2MS BERE DN IE & 1 Bl
ELER A,

Fl—Fy T =272, L2MS v % — Vv — L DN 1 B LD X I L TL7E &N,
(% EH]
L2MS #fe e~ 32—V v — & L THEHT 5,

SWR2311P (config) #12ms configuration
SWR2311P(config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager

4254 12MS =— V= v N OEHERIBBORE
[E=]

agent-watch interval time

no agent-watch interval
[T A—Z—]
time . <2-10>

B AR ] Pl B (D)
(AR E]

agent-watch interval 3

[ASE— R

L2MS E— K

[RFA]

L2MS D=— = MR T 5H 7 L— LD EERRREZ & ET 5,

no IR CHEAT L= ST EIC R 5.

time % R EREICERE LT HE ., BRE 7 U— L OKREHEITHS 23, L2MS O —2 = M &4 L T 6 L2MS +

F—U v =N D ETORBNEL 72D, time Z/NSIREICERE LTZHEAITTOWE R0, BET L —LD1k
EHEEEIIIE 2 278, L2MS D — 2 0 R R LT D L2MS = R — 2% — 0\l 5 £ CORMNEL 72 5,

[/ —F]
L2MS D=— = FOBEHRIZI2ZMS R~ 32—V v — & LTEEL TWAEAEDAIT I,
(B EH]

Bt R 2 5 RICRIET D,

SWR2311P (config) #12ms configuration

SWR2311P (config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager
SWR2311P(config-12ms) #agent-watch interval 5

W
el

4255 12MS =— Y = v NDOF T U 2RIl B RO
E=N

agent-watch down-count count

no agent-watch down-count

[/3F A =4 —]
count o <2-10>
VAR S| T RPAYEIE '
(AR E]
agent-watch down-count 3
[AS1E— F]

L2MS E— R
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B
I2MS =—2 = RO DISE T L — L HZERTHE T L2 LT 5 £ TORERT L — L& ERMARET 5.
no IR CEAT L= E I3 WHRTITR 5,
BT L —D2% count TRELERIBEERELTHIMS = — 2 =22 PSS E T L —AEZZELAWEES., Y%
L2MS =— Y = MIF U Lz LT 5,
[/ —H]
L2MS =— V=¥ hEHEH L TCWAR— IR 7 X0 LEERER, Y~ FORELD LRNWF A I 7T
L2MS ==Y = X T L2 LT 2 2 &b 5,
I2MS D — =y FOBEHIZIZMS N~v 32— % — & LTEEL TWAEEDLITH,
[ EH]
Ao ok E T SRR 8 IR ET D,

SWR2311P (config) #12ms configuration
SWR2311P(config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #agent-watch down-count 8

4.25.6 VK DEEHEAE DR E

[EFX]

terminal-watch enable
terminal-watch disable
no terminal-watch

[F—VY—F]

enable D OMmAKOEEMEEE BT D

disable D IRAROEEEREE AN LN

[FIH1ER 2]

terminal-watch disable

[AJIE— K]

L2MS E— K

[RREA]

SR DOEPEREE AT D, BT/ EEMBIC R Yy N T — 7 NIAFET DA E RO Z1T 9,
no FECHEAT L7261, MAROEIEMEN R L 725,

[/ —h]

AR DEHILL2ZMS v 32— % — & LTEIEL TW DA DT I,
[BREHI

UK DEPRERE 2 B 2N T D,

SWR2311P (config) #12ms configuration

SWR2311P (config-12ms) #12ms enable

(
SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #terminal-watch enable

4.25.7 S AR5 it 0D B4 g ] TR P D BR

[F=

terminal-watch interval time

no terminal-watch interval

[/XT7 A =& —]

time ;. <1800-86400>
AR I T B (FD)

(IR E]

terminal-watch interval 1800
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[AJ1E— K]

L2MS E— R

[FEA)

Xy MU —7 OUKRIERAZ TG T DR MR ZRET D, time [IZFE LICRFHIARHET 5 L. Ry MY — 71T/
T DU AR DR Z TG 5.

no JEA CTHEAT LI B3I E IR 5,

[/ — ]

IR DE BN AR TIIRWIEE, Ra~xr FOREICHADL LT, WAREROBEIITHR,
[BXRE )

U R R OO U FRE 2 3600 FPIZRRET D,

SWR2311P(config) #12ms configuration

SWR2311P (config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager
SWR2311P(config-12ms) #terminal-watch enable
SWR2311P (config-12ms) #terminal-watch interval 3600

4258 L2MS HfHl 7 L — A DEZIEHRE
EEN

12ms filter enable

12ms filter disable

no 12ms filter
[Fr—7— K]
enable : L2MS O 7 L— 2 & 55
disable © L2MS Ol 7 L— A& 155

[FIH1ER 2]
12ms filter disable

[AJ1E— K]

A B =T 2—AE— R

[iHA)

L2MS Ol 7 L — L ZEZET 20BN ERET Do

no JTETIAT L72GA X, L2MS Ol 7 L — A2 EZ(ETEH L 012 b,

[/—}]

AKa<w Rix, UFOA 2 —7 2 —RIERETE 2,

« VLANA v H—T z—2A

o FMEALH =T xR TE STV OB, L H—T 2 — R

WA =T 2 — AN E SN TWAYHEA v F—T7 = — AL, IWEEDOAa~ L ROREICHE> TEET 5,

BB, WA VAT 2= AEREA VA — T 2= ANETHHEAEIC, WA X —T 2 — ZADOFRE T HEIC
RD,

Ko<y RORECHED LT, LLFOWTNONORMEAHT- L TW 55513, L2MS Ol 7 L — L7352 15 Shis
W2 ENHD,

o STP :7-13/— FHHHIBEREIC > T A » Z — 7 =— A7) Blocking IRHEIC 72 > TV %

« switchport trunk native vlan none =~ > R iR E I T 5

o FMERA U H =T 2= AIZIMEINTND

[ EH]
portl.5 TL2MS OHIH 7 L — LA EZELARNE HITT 5,

SWR2311P(config) #interface portl.5
SWR2311P (config-if) #12ms filter enable

¥

T2
TE5

il

barl
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4259 12MS =— =V FOBEDO Y £ b
[EF=X

12ms reset
[AF1E— K]
¥i#E EXEC £— K
[FiFA)
L2MS ¥ A — V¥ —NEFHL TN LI RETOLMS =— V= P2 EH 04 LT, L2MS =— Y = & FOREEZ L
VIET,
[/—H]
L2MS N~v R —V v —& L TEHIEL TWDIEEDHRFETTE 5,
AKavwr REFITT5E BHEINLTWEZL2ZMS =— V= > b HH % L2MS < % — ¥ v —OHEHIRRE) 5 449,
AKavy REFATLICRICHPLIMS =— Y = > MK T 5% A I 713, agent-watch interval =~ > N TRE
L= AA T 5,
[BREH]
L2MS =—Y = v hOFEHE V> b5,
SWR2311P#12ms reset

4.25.10 L2MS DR DT
[EX]

show 12ms [detail]
[¥F—U—F]
detail ORI FORT D

[AS1E— K]
FEFFHE EXEC &— R, FftE EXEC £— K

[FiA]
L2MS OEEREEIZIG U T, LT OEHE R RT 5,
e L2MS A~ —V ¥ —L LTEMEL TV B5HE
e BFHLTWSL2MS =—Y = FO¥K
e BHLTWSL2MS =— = FOfF#R
e MACT FL XA
. R4
. A
T
o TV IHR—F
o WHEINTWDHRE
e L2MS v R—V % —& LTENEL TWT, detail ZF5E L7256
o L2MS v 3 — v —DOIE#
o L2MS ¥ 3 — ¥ ¥ —|THEHE STV DR DK
o L2MS ¥ 3 — ¥ ¥ —IZHHE STV D SR O #
e MACT FL XA
« BERESNTWAHER— b
o URARE R LT REZ
e EHLTWSL2MS =—Y = FO¥K
e BHLTWSL2MS =— = FOfE#R
e MACT FL XA
. R4
. A
. R
s VI T vl LTWVAR—




s T YL IAR—F
o XY IR—L

s WHINTWARE

axy RU 77 LA IR - EHIBERE | 127

o L2MS =— V= MIEHRHm I N TV DUARDE
e IDMS T—Vx )y MIBMENTWDAKRDOBER (A v FDOEE)

e MAC7 KL XA

s HEFENTWVWAR—F

« UmARZ IR LICRZ

o I2MS T=— 3V x ¥ MIEH SN TWAERDIEFHR (AP D)
. HEFEEN TV 5 SSID
Bigt STV B JE

« IR ZFER LR

o IZMSAHAT—Y v hELTEHEL TV DS

« L2MS ¥ F*—
+ L2MS ¥ 3—

[/— ]

—IZEH I T D NED
Py —DMAC T FLAEHISNTWVHEE)

L2MS DEHE L CTWARWEE . BFHIEE R S 7e0,

detail DFfFEIL, L2MS 23~ % —

(B EH]
L2MS 3~ % —

Role : Manager
[Manager]
Number of Terminals

[Agent]
Number of Agents
[ac44.£230.00a5]
Model name
Device name
Route
LinkUp
Uplink
Downlink

Config

Appear time

Number of Terminals
[bcae.cbad.7fb3]
Port
Appear time

[00a0.deae.b8bf]
Model name
Device name
Route
LinkUp
Uplink
Downlink
Config
Appear time
Number of Terminals

VX —¢ LTEEL CTH%HE

DIREHTH D,

Uy — &L LTEEL TV DA L2MS [HEROFEM 2 KR 5,
SWR2311P>show 12ms detail

2

SWR2311P-10G
SWR2311P-10G_%5301050WX

: port2.1

1, 3, 9
1
3

: None

Tue Mar 13 18:43:18 2018
1

9

: Wed Mar 14 14:01:18 2018

SWR2311P-10G
SWR2311P-10G_S41.000401

: port2.1-3

1
1

: None
: None

Tue Mar 13 18:43:18 2018
0

4.25.11 &R AP BT D8R 1EH O RISHRE DR E

&

wireless-terminal-watch interval time

no wireless-terminal-watch interval

%5 A —5—]

time 1 <10-86400>
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I A5 Re F] I B (F)

[FIHIER E]
wireless-terminal-watch interval 60
[AFTE— F]
L2MS E— K
[ BA]
R AP AL T O RE M2 BUG T 2RIEZ R IET D, time \Z5%E LT-BEMNRE T 5 & 5 AP Bl TIC/FEET D
ROFREBGT 5,
no JER CTIAT L 725G B I3HIHIR EICR D,
[/ — 1]
AR DEANENEL TWARWES, Aa~vr FOREICEDL LT, mABEHROBUFIXITHR0,
[ EHI]
S A WO B H kR A 3600 PR ET D
SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager

(

(

)
SWR2311P(config-12ms) #terminal-watch enable
SWR2311P(config-12ms) #wireless-terminal-watch interval 3600

4.25.12 A R FNEERRED R E
EEN

event-watch enable

event-watch disable
no event-watch

[F—7—F]

enable ANy NEHEEEZANCT D
disable DoAY MEHBERE A A L
[WIHIRRE]

event-watch enable

[AFIE— F]

L2MS E— K

[

A X2 MEHEREZ AN T 2 BB RIET D, ANOLEIZEMRIC R Yy b U =7 NITHFET D L2MS =—
= hDOA N MEROEGEIT I,
no JEATHEAT LI BIE, A~ MEREREN AR E 2D,

[/—F]
AR FOEHUIL2MS N~ 32—V v — L LTEIEL TWAIHBAEDBRIT I,
[B%E R

A X NERE A T T 5,

SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #12ms enable
SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #event-watch disable

W

BE

4.25.13 A X MER O BUSRR R b D
E&N|

event-watch interval time

no event-watch interval
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[78T7 A —=F—]
time : <60-1800>
HRAS ] P B (R

(AR E]
event-watch interval 300
[AJ1E— ]

L2MS E— R

B

Fy NI —=JIFETDHIL2MS =—V = > b DA X MERZESGT DRI 2% E T 5, time [ZFE L 7-HFH
DB T AL, 2y NT—ZIZHFEETAHALMS =— > hOA Xy MEREZEET 5,

no I CTHEAT LGB I3 EIC R 5,

[/— ]

A Xy MEHEEENADTIE WSS, A<y FOREICHED LT, A X2 MEROTIRIITOR Y,
[BXE B

B LRI AT 22 60 FVICRRET 5.

SWR2311P (config)#12ms configuration

SWR2311P (config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #event-watch interval 60

42514 1I2MS =— V= b OBv a7 4 JEREEPERT 2 0ENORE
[FX

config-auto-set cnable

config-auto-set disable
no config-auto-set

[F—T— K]

enable D LMS T—Y v hoV¥uar T ¢ SHEEAEHT S
disable D LMS T—Y v bV a7 g FSEREAET LR
[WIHIRRE]

config-auto-set enable

[AJ1E—F]

L2MS &— R

[RLFA]

L2MS =— Y = ¥ MESRKEDOEr a7 4 JHREEHEHT I E N ERET D,

Brar 7 g FEEENARNO, uMSI~yI/h®%vnx4/%itiﬁﬁAP@ RE(2 VT A D)DMRAFE S
NTWBDOEAE, THHHHRED L2MS =—Y = > % v b T WCHERE SILTZRRIZ . (RFSIUTWVIDARRE(=
T4 NEBETRET D,

no JEX CHEAT LG E TR EICR 5,

[/—F]

T— = b SWR2311P-10G 12X 2R E DRI, ARE L I1XERR <IThiL b,

(B EH]

I2MS =™V x> hO¥uar 7 ¢ VR EFERT A,

SWR2311P (config)#12ms configuration

SWR2311P (config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #config-auto-set enable
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426 AF v T a v b

4261 A F v ay MEREDOHRTE
[

snapshot enable

snapshot disable
no snapshot

[F—TU—F]

enable D ATy T vay MEREAENICT S
disable D A F v T vay MERBREARIZ LW
(#1332 2]

snapshot disable

[AJTE— ]

Ja—n\)ary7 4L —va rET—FR

B

AF v Fay MEREANZT S,
no B THEITLIZGEIE. ATy 7 va v MERRNE LD,
[/ — ]
AKavw s RiE, LMS A3 —Vx —L LTEEL TWAGAEDOARAERTH 5.
[ EH]
AF v Tvay MERERNZT S,
SWR2311P (config) #snapshot enable
4262 2} v a v FORBHBRICHEREZZDDDEPDRE
E&

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—TU— ]
except-wireless  :  BEREEG S NICIRIGHME 2T v 73 v OB EN LRIV D,
[FIEARE]

no snapshot trap terminal

[AJTE— ]

Ja—)ars 74— g — R

[FAA]

ARG EZ ATy 7 a vy POHBRRIZED 5,

except-wireless 47> = U EAIRE L1213, W7 7 8 AR A 0 M PSR S o im R IF L, XAy 7
2 v MO GEN GRS LD,

no I CTHEAT L= HA I, MREHRIZA T v 7> a v NOBHRI LD,

[/—H]

RKa=wr Rix, =3%—Y¥—& LTHEMEL, 7> terminal-watch enable ==~ >~ K & snapshot enable =~ > K733
SNTVDHEDHAENTH 2,

[BREH]

IAREWMEZ ATy 7 a vy FOHBRRIZED 5,

SWR2311P (config) #snapshot trap terminal

e
it



A~ R 77 LR | RAT - EBEEE | 131
4263 2 F v 7 a v FOVER
[EX]
snapshot save [after-update]
[F—U—F]
after-update DRy MU ORI E R L%, ATy vay bELTRETD

[ASTE— F]

F¢HE EXEC E— R

B

LAN Yy 7 DR F T v ay MERRTR—RERDAT v TV ay N7 7 A NVERGFET D,

after-update 47> a2 U N EENRWIGE, BUEY R —Y v —DMREL TSRy N —7 OEeiREEZ 2 v 7
avy 7740 E LTRIET D,

after-update 7L a UREENDIHE. Ry VT — 7 OFEFIREOHERE R EH Liztk, XAy 7 vav b7
7ANE LTRIET 2,

[/— 1]

after-update 72 a U EENDLE. Y MU — T OEFRREOIEREZ N HEHT 207y U —7 ORI
Ko TUTEFNFE T 5 E TITRMDB DD D56 085 5,

[BEH]

Xy MU =7 OFRREEFHF LR, ATy T ay b7 7 A VERFT D,

SWR2311P#snapshot save after-update

4.264 2} v a v b OHIER
[ER]
snapshot delete
[AJ1E— K]
HHE EXEC £— R
[
AF T ay N7y ANEHIBRT b,
[BREH]
AF T ay N7y ANVERIRT D,
SWR2311P#snapshot delete

427 77— AU =T EBH

4271 77— LY = T EHY A FORE
[EF=R]

firmware-update url ur/

no firmware-update url

[/3T7 A—=F—]
url DA R KU AR (255 SUTLA)
77 —LT =T NENNTVD URL
[ E]
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2311p.bin
[AS1E—F]
Jua—m"narz4 7 b—va e —NF
[@iA]

WEB — R—|CE PN TCNWDE T 7 — AT =T 77 AN E ST T 77— =2T7 BFHTHEEOX T u— KD
URL ZiXET 5,
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ANFERIT “http:// P —S—=D P T RL 2B DHWERAR /N AZ” L) e D,
IPv6 7 KL ZADEEIE[IPVv6 7 KL A]"D X 512" CTH 5 BEND 5,
IPv6 V7 a—JIn 7 RUAZRET D501, BHA v —7 = — AL IRET D LB B 5 (fe80:X%vlanN DI
2o
= R—=D R — FEFH 80 LIS DLEIE, “http:// P —/S—D P 7 FLABHDHWNIEL R A "My — MEE//SAL” L
WO TERT, URL OFIZHRET D ME R H D,
[BREH]
Ty =AU =T DX m— R URL % http://192.168.100.1/swr2311p.bin (25X ET 5,

SWR2311P (config) #firmware-update url http://192.168.100.1/swr2311lp.bin
SWR2311P (config) #

4272 77— =T RBHFTHEHTS HTTP 70 % —HP—R—DRE
EEN|

firmware-update http-proxy server port

no firmware-update http-proxy

85 =5 —]
server : AB.CD

HTTP 7 u % v —H%—"—D Pvd 7 KL R
server T [Xe X XiX]

HTTP 7' m ¥ v —H%— =D IPv6 7 KL A
[X:X:X:X]D L D IZ[ITH S BE R H D

IPv6 U7 a—HhNT RUARAEEET LA, A V¥ —T7 = —ALEETLHHERD
5 (fe80::X%vlanN D)

Hfy AT IS KON RLE(255 SCFERAN)
HTTP 7 & % 3 —#—/3—@ FQDN
port : <1-65535>
HTTP 72Xy —H—N—DJ 2= 7V R— EKR

(AR RE]

no firmware-update http-proxy

[AFIE— ]

rua—s\varz 4 b—va e — R

[FiHA]

WEB = "—ZEIPNTND T 7 — LU =T 77 A NEESTT7 7 =0 =7 EHT5LEDOHITP 7'r X —

P——% &Eﬁ‘é

Hﬂ?7m#/~%~ﬂ~# RE SN TV RWEGS, HTTP 70 o — P — =2 RBETIZ 7 7 — L7 = 7 TR
fThihs,

A= FEZ LW RIICRET DRENRH D,

no IR THAT L728A1E, HTTP 7' 3 —H— _R—DREZHIHRT 5,

[BEH]

HTTP 7' 1 &% ¥ —H—/3—% 192.168.100.1(AF — hF 5 8080)IZi%ET D,

SWR2311P (config) #firmware-update http-proxy 192.168.100.1 8080
SWR2311P (configqg) #

4273 77— b U = T BEHEDELT
E=v

firmware-update execute [no-confirm] [no-reboot]
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[F—U—F]

no-confirm D 77— AU =T EHOMERRE L

no-reboot 77— AU = T EHBICHEER LW

[ASTE— F]

¥iHE EXEC £ — F

[FREA]

WEB — R—|CE PN TCNE T 7 — LT =T 77 ANV EBREETFO 77— 7270V EY g v 2F w7 L,

BE A CHIUET 7 — b 2T DY BT 3T 5T % FT 5.,

i%?ﬁzTﬁEiﬁ) EYarDT7 =L =T PIET DL, EREROLNDLD T, BHT 25813y 2. B
L7205 "'n" ZANTLHLEND D,

mwmﬁm%?ﬁ?ék Rz Eva T vy I EFETT D,

no-reboot ZfRET H L, VE T a 7 v 7FETHRICHET LV, KEEERFICESHZO 7 7 —L 0 =7 TEENT
60

[/— 1]

firmware-update url =~ R CTH¥ 71— REURL #ZEHTE 5,

firmware-update revision-down enable =~ > RZRETH L HWI BV a v ~D I BV a VXUV TZH K91

25,

no-reboot $§/EWF (X, firmware-update revision-time =~ > R E SN TWHATYH, BERZNICHESE) L2,
[ EH]

WEB = _—|ZEPNLTND 77— LU =T 77 A NVTT 77— LU =7 8T 5,

SWR2311P#f1rmware—update execute
Found the new revision firmware
Current Revision: Rev.2.02.01
New Revision: Rev.2.02.03
Downloading...

Update to this firmware? (y/n)y
Updating. ..

Finish

SWR2311P#

e
i

4274 77— LU T E U ra—RKEZA LT U NER O
[

firmware-update timeout time

no firmware-update timeout

[NT A —=HF—]
time 1 <100-86400>

ZA LT U NEERHEI(FD)
(AR E
firmware-update timeout 300
[AJIE— F]
Jua—n"Nnarz 4 b—va e —R
B

WEB %= R—=n57 7 — AU 2T 2 X rn—RT5LEDXA LT 7 MR EZRET 5,
no JEXTELT LB A TR EITR 5,

[ EH]

Ty =AU xT X ra—RKOXA LT U MNEMZ 120 IR ET D,

SWR2311P(config) #firmware-update timeout 120
SWR2311P (config) #
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4275 )V Vg U E U DA
[EF=X

firmware-update revision-down enable
no firmware-update revision-down

(AR E

no firmware-update revision-down
[AS1E— ]
Ja—\)arz 4 —y g rE'w—NR
B

WEB = = ZEINTWDE T 77— U 2T 77 A NEFESC T 77— U xTEHFTHEE, BIEOY EYa &
DHEENWIEY v ~D 77— AT 2T DY a AT EFAT 5,

no B THFAT LG AT B a v ¥ U UG L,
(B E B
VeV arZo s zeiffnd %,

SWR2311P (config) #firmware-update revision-down enable
SWR2311P (config) #

4.27.6 7 7 — LU = 7 BHRABER EDE R

E&y
show firmware-update
[AJ1E— ]
kiHE EXEC E— K
B
77—y = T EETEREIC B D B OR TR LR T D,
UTOHEANEREND,

« X7l u— Ko URL

« ZmFy—H%——D URL

s Xuyru—ROXA LT T MEHE

« UEVa XU UOFF

o KREEBRFEOT 77—y =7 ) EYVa

o HHZOREBRFZ

[BREBH]

Ty =AU 7 EHEREORERNERTT D,
SWR2311P#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2311lp.bin
http-proxy: -

timeout: 300 (seconds)
revision-down: Disable

firmware revision for next boot: -

reload-time: -
SWR2311P#

4277SD I— Ko DT 7—b 0 = T BEHDOEST

(BRI
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—Y— k]
no-confirm D 77— AU =T HFE SD I — RO~ U Mk OMER A L7z
no-reboot 77— AU =T R R LR

sd-unmount D Ty — AU o T BHRNCEREE T SDA—RET v TS
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[AJJE— K]

¥i#E EXEC £— K

[

SD 71— FRNIZKMENTND 77— LU =T 77 A VTT 7 =L =T B F474 5,

IRTA—=H—FFRE LR WGEIEL, SD 1 — FNICEEMIATRER 7 7 — AU = 7 BMFET D L BHi & SD h— KD
~ U MREEZMKET 50O 2 RO LD,

Ty LUz T EEHTAGEIE Y 2. EHLARVGAIE M AT OUNERD D,

SD 1 — RO~ v v MREBAET 25813y &, 7o~ U M 2581E " 2 AT 0ERH 5,
no-confirm 8 €T 5 &, MREZETIZSD I— RO~ T MREEZMKGEL 7 77— U = 7 BH &2 FEIT7T 5,
no-reboot ZfRET H &, VBV a 7 v FIATHRICHEE) Lo, KEREFHZEFEZO 7 7 — L0 =7 TREIT
ap

sd-unmount ZEETH &, HEREZETITSD I—RKOT o~ &7,

[/—h]

Ty =L =T 77 A%, SD I— KD"/swr2311p/firmware/swr2311p.bin" 7 7 A L Z HBHRT+ 5,

SDA—FANDT 7 =L =T 77 A NEBEFITHIOT7 77— 027D EYarF =y ZIITHRN,

SD 1 — R &Y 4 & 7a W iAE, BRI boot prioritize sd =~ > FOFREIZHENSD H— KND 7 7 — AT =
T CHEEIIND,

T FLTSDA—RERVALTHL 7 7 —A 0 =7 BRI T 5,

no-reboot 5 EHFIL, firmware-update revision-time =~ > 3R E SN CWZHATYH, FEERZNCHEEZE L2,

[EE Bl
SDI—FKANDTZ7 7 =20 xT7 77 ANTT 77— T THT 5,

SWR2311P#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.02.01

New Revision: Rev.2.02.03

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

SWR2311P#

4278 7 7 — LU = 7 BH OFREIRZ ORE
Ey

firmware-update reload-time hour [min]

no firmware-update reload-time

[R5 A—%—]
hour ;o <0-23>
77—y = 7 EH O E R (F)
min : o <0-59>
77— = 7 B O EIRZI(5))
[AJ1E— K]
Ja—n)aryz 4 l—y g rEw—NR
B

Tr—A U =T EHEOFESNCL ST 7 — AU = T AL AR ET D,

no R TEITLELGE R 7 7 — AU o7 HHEZRICHESH L CH 7y —2 v =7 2@ M4 5,
[ E R

77— =T EHOBFEIELE AM 1:30 IZRET 5,

SWR2311P (config) #firmware-update reload-time 1 30
SWR2311P (config) #
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4281 A7V a—)LDRE

[EX]

schedule id time date time template_id
schedule id event event template_id

no schedule id
[78T7 A —F—]
id

date

time

<1-10>

A a— )V

<1-12> £ 721% */<1-12> £ 7213 sun, mon, ... , sat F 7= *

A/H

R OREH] RENE

1 1A

1,2 1A&2A

2- 2AMB 12 AET
2-7 2HAMBTHET

-7 1AM THET

* (235

H DR EH RENE

1 1H

1,2 1RpE2H

2- 2HMPB 12 HET
2-7 2HMMBTHET

-7 IAMBLTHET
mon HWER

sat,sun +HEH & HIEH
mon-fri AWERMNGEMEH ET
-fri HIEALO&MEH £ T
* 1 H

<0-23> F721F * : <0-59> F721% * : <0-59>
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Rr DR EH] RENE
12 12 W
12,13 12 Fg & 13 B
12- 12 K§ 6 23 KfE T
10-20 10 B 5 20 BE £ C
-20 0 M5 20 FEE T
* iRy
53 DR EB RENE
30 30 47
15,45 1545 & 455y
30- 30 53705 59 43 E T
15-45 15575 45 53T
-45 035 4553 F T
* (=%0)
event A b
R EE B
startup EE L7z L&
sd-attached microSD 11— R&T7 Z v F LIz & &
template_id <1-10>
AP a— VT T L— RS
(IR E]
7L
[AF1E— F]
sra—m\)var7 47—y arE—FR
B

time ZFEHA L CAF P a— L ERE LGS, HELLHAIZR ST X IHESNTZAF Y 2a— T 7 L—F
IR ENTWET 7 v a v aFT9 5,

event ¥ L TR Va— NV EaRELTELGA. HELTEAXRY MRBELXIBESNTEAF VY a— T 7 L—
MIFERENTWBE T 7 v a v &2373 5,

no IR TIAT L7HAIE, FHE LT ID DAY Y 2 — L &2HIBRT 2,

[/—}]

DA ¥ 2 — VIRFEIRFZNCFAT SN D56, ID /NS W EBIRICE TSN D,

AOEECHT LA ZRAESHETIEET S Z LI TE 2R,

BOREZEME LIZGE., 00 REEELZGA LR UREICZR D,

A B &R O E TS0 2 AW #HEEC LD 2EEE2T 5 LN TE S, 72 LEUC """ % A
WHIPHIEEC""C LD RHREE T2 Z I TE 0,

[ EH]

AR D 0,12,1221,2223 65 & 5 PIZAF P a— LT o L—M# 2FTTHA Va2 — L #l ZRET 5,

SWR2311P (config) #schedule time */mon -2,12-14,21-:0 1
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4282 AV a—NTF L L— FOFHEAXORE

[EFX]

description /ine
no description

[/XT A—F—]
line DB TR L UCEATLE(64 SUTFRN)
ALY a—)VT T L— N ORI
[FIAER E]
no description
[ASIE— K]
A a—NT T L—hE—F
B
R a—)VT T L— OB EFRET D,
no R THEITLHEAIE. A7 Y a—NLT o7 L— O EEIRT 5,

[ EH]
AP a—)LT 7 L— M # IS ERET D,

SWR2311P(config) #schedule template 1
SWR2311P (config-schedule) #description Get tech-support

4283 A7V a—NT UL — s OFREHORE
[EX]
action switch
no action
[NT A—F—]
switch DAV a— AT T L— N ORE
RIEE B
enable AT a—NT T L— NEFINIT S
disable AT a— VT T L— N EEHICT D
[WIHIRRE]
action enable
[AJ1E—F]
A a—NT T —hE—R
B

R a— VT v — N EHNE I T B,

Ao~ RTdisable Z¥8ETHZ LT, NV A—DEENZLAT 7 a  OE[TEZIEDDHZLENTE D,
no R TEITLIELESIE. Ay a2—LT7 7L — e a%hic

(B EH]

A a— )T T L— N # RN T A,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #action disable
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4284 Al a—NT U L — NDORE
[ER]

schedule template template id

no schedule template
[/$5 A—%—]
template_id ¢ <1-10>
Al a—)vT T L— N
[FIHIER E]
L
[AJ1E— K]
Ja—rparyz 47 b—vg =R
B
AR a—)T T — NERET HE— NIIBITT 5,
no JERTEITLIESAIE. HBELIEAF Y a— LT 0 FL— N 2HIRT 5,
[ EHI]
AT a—nT T = b ERET HE— FIIBITT 5,
SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #
4285 A7V a— VTS L —hDa<wr RETOHRE
[EX]

cli-command id command

no cli-command id

[/NT A—F—]

id o <1-20>
a~wy KE=E

command : avw R

[WIHARRE]

mL

[ASTE—F]

A a—NT T b—hE—R

B

AT a—/VERED U =B L7 & EIIATEIN D a vy RERET D,

no B TIATLIEGA ., FBELEEFOa~y REHIBRT 5,

[/— 1]

RUAY Y a—/L7 7 L— NI cli-command 2~ > R & script 2~ 2 RO NERE SN TV DA, seript 2~
¥ RMFELTEN, cli-command =< > RIFEIE L 220,

BHEOa~y FERE LSS, 23y FESHNNESWELLIRICIAT SN D,

BEOa~ L FEELESGS, 2~ RRBPTETZ I —IZho/c LTHEY Oa~»y NIFETEN D,
U =SB LR T, FiE EXEC E— R Ta~y FRFITEND o), a~vy FIZd > TR#EdZRE— NI
BT L0 av s bbby TRETDILERD D,

REERTT DHEAITRED write I~ > RERITTHMERH D,

HMETa~y RERETHZ L3 TERY, BlZIEA 4 —7 =2 —2 L LT Portl.] DASIE— RIZADZEE, int
portl.1 Ti%72 <. interface portl.1 LR T HHENRH 5,

UTFDa~y RIZFETTERN,
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backup system, boot prioritize sd, no boot prioritize sd, certificate user, clock TiiE 5 2~ > R, cold start, copy radius-server
local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update execute, firmware-
update sd execute, logout, ntpdate T4 5 =2~ > K, no ntpdate T b =2+ > K, password-encryption, no password-
encryption, ping, ping6, quit, reload, restart, restore system, schedule, no schedule, schedule template, no schedule template,
show T FE 5 2~ K, ssh, ssh-server host key generate, startup-config select, no startup-config select, system-diagnostics
on-demand execute(*1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {F321T Al HE

[ EH]
A a—)T 7 L— K~ #l O3~ REE #1 T copy tech-support sd =~ > RZEEKT 5,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #cli-command 1 copy tech-support sd

4286 AV a—NT TV =t DR ) T EEITORE
[EF=
seript ref

no script
[/3T7 A —F—]

ref L AT U N T A NVOSRRY

B EE B
sd microSD 71— K

(R

no script

[AS1E— ]

A a—)NT S — =R

[@A]

Y A—EBEEREDR 7 U T N EATOF RN R ET D,
no B THFAT LG AIX. A2 VT FEITEZEHIZLET,
[/— k]

A 2 —)VERED N U T —NEE) L= & & microSD I — RN D/HFE4 /schedule/script.txt (25Ol &AL T2 CF
&SRS 100/ TE Ca~vy FE LTHEITT D,

RIUCA”Y 2—/T 7 L— MZ cli-command 2~ > K& script 2~ 2 ROW T ARE SN TWDHEE . script 2~
v RMMFELT S, cli-command =2~ > RIZEME L 7200,

cli-command 2=~ > R CETNEIEINTWSa~vwy RIETTLHZLIXTERN,
Bal]
Al a—=T T L—h#l TR VT NETEZHDICT 5,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #script sd

4.29 RFEH

4.29.1 A 4D
EE

hostname hostname

E

e

no hostname [hostname]
[/3T A —HF—]
hostname DA L UM ELE(63 SCFRAY)
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WA MM
(AR E]
hostname SWR2311P
[AJ1E— ]
sa—m\)varZ g S L—varE— R
B

RANGERET D,
RKa<w RCTHRELEFA MMda~vr R7er 7 e LTHEMAT S, SNMP 7 7 & X A[REZR AL, MIB 24
sysName Offi & L CHEM T 5,

no B CHEAT LB A IR E 2 W HEICR T,
(% EH]
RA N4 % "yamaha"|ZREET D,

SWR2311P (config) #hostname yamaha
yamaha (config) #

4.29.2 VA7 LADHIES)
E&

reload
restart

[AF1E— K]

FiHE EXEC E— R

[BAA)

VAT hEBREHT D,

[/—HI]

FITHFORE(T =7 a7 4 DYPEREBFREOREAXY — N T v 7 a7 4 )y hoERIN T H5E, BiLH)
\C X O EFENENZ /D720, LB C T, reload 2~ 2 R restart 2~ > KEITHIIZ, copy running-config
startup-config =~ > F<C write =2~ R, F£7/idsave 2~ REFETTH T L,

B!

VAT LEHEET 5,

SWR2311P#reload
reboot system? (y/n): y

4.29.3 & EDHIHAL
BN

cold start
[AF1E— ]
¥i#E EXEC £— K
[FHA]
TR O E CHEENT 2, SYSLOG & #IH#lkd %,
[/—}]
avy REATIRFICEE AR Y — REANTLHHERND D,
BHNAT — RBYHEREDIREETIZ, Ra~v U FEETTLENTEEYA, Aibo TEHEARAY — REEH
TOHVENRDY ET,
[ EH]
BRE 2 T %,

SWR2311P#cold start
Password:
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4294SD I— RO~<w >k
[ER]
mount sd
[AS1E— K]
JEHEHE EXEC &— R, H# EXEC E— K
[BEFA]
SD 1 — R~ > ML AZFATT 5,

SD 71— RIFARHZIZAEIC~Y 7 FSNHTDFETT HMEIL/, unmountsd =2~ RTT > ~U Y &S
TWAHHBRIZETTOINENRD D,

[/ —F]
SD #— RiZ7 >~ » MREDLE, HHTE20,
(B EH]

SD 71— &~ > 35,
SWR2311P>mount sd

4295SD W — FKDT7 <~V k
&

unmount sd
[AJ1E— K]
JEHHE EXEC £ — R, 554 EXEC £— R
[FiAA]
SD 1 — FDT =0 v MLBLZFITT 5,

Ko< REETLR0o720, Web GUL Enb 7 or~oy MU AZETLARWTSD 1— K% SD Ay bovbik
WG, 0SS ETREOESNHLGENH D,

[/ — ]
SD 1 — RiZ7 »r~v v MREEOSGE. HTE20,
[BREH]

SD—K&ET >~ T 5,
SWR2311P>unmount sd

4.29.6 F1H] LED E— FOH®RE
B

led-mode default mode

no led-mode default

[/XT A—F—]
mode : YIE LED £— K
B EME LA
link-act LINK/ACT &— K
poe PoE E— K
vlan VLAN £— K
off OFF £— K
[FIEARR E]

led-mode default link-act



[ AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

W LED E— R&ZET S,
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Ra<wr REFITTHE RELIZE—RTLED BWaM 5, Fio, =7 —0%4 L STATUS £— RIZBITLI25%

ATH, =7 —fRH%ILERE L7- LED E— RIZR 5,

no JEATHEITT D & FIHIRREIZRE D,

[RXEHI]
#IH LED E— R % OFF E— RIZ&ET 5,

SWR2311P (config) #led-mode default off

4.29.7 LED £ — ROFER

[ER]

show led-mode
[AF1E— K]
FEFFHE EXEC £ — R, F#tE EXEC E— K
[
LED E— FORELKREELZETT D,
UToHEAZR T D,

. WM LED E— FORE

o HIfED LED F— FDIRHE

[ EH]

LED E— ROREIKEEERTT D,
SWR2311P>show led-mode

default mode : off
current mode : link-act

4.29.8 IR— b5 — LED JREEDOFE R

[EX]

show error port-led
[AS1E—F]
JEHHE EXEC & — R, H# EXEC £— F

[FiFA]

TT—NRELTVDER—FDID LUTOT T —HEHRNE2FKRT 5,

HH

AL

loop-detected (blocking)

N—THH LT T ry X 7

loop-detected (shutdown)

JL—7 K L T shutdown

sfp rx-power error (low)

SFP 2 L~UL N IE R PH L 0 KT

sfp rx-power error (high)

SFP S0 L~ LS IEF#PH L 0 B 5

poe error (port limit)

PoER"—FU I v MZ XV #HEFELE

poe error (system limit)

PoE \/X?A) Ty MRV REEELL £ T— A

RISk B AREIE

poe error (PD error)

PD = Z —fH L CHEREIE

[BREH
A—FrDOxT T —REEZFKTT D,

SWR2311P>show error port-led
1D error
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portl.1l poe error (PD error)
portl.2 loop-detected (blocking)
4299 TZDRA v F#ERS | HAERRLR
EN
find switch start sec method
[NT A —=HF—]
sec 1 <5-3600>
[ZDAA v F 2 fd ) BEH(E)
method D HlE
T A =L — B!
led fECAR— N LED & MRS EE T,
[AJIE— F]
FitE EXEC £— R
[@iA]
FRE LI EFIET TZORL v F 2T HiEE FEITT 5,
[/— ]
HIFED LED £— 2% OFF £— FiZ72 > TV 256, LED Z Rk TE £ A,
(B E B

LEDIZ XV 10 I TZDAAL v F 2T AT 5,

SWR2311P#find switch start 10 led

42910 TZDAA v FEHT | HEeElL

[F=
find switch stop
[AJ1E— F]
FiHE EXEC £— R
B
(DAL v F 2T WaezlF1bT 5,
[EX )

[ZDAAL T BT HELEIET S,

SWR2311P#find switch stop

4.29.11 VAT LEBDONN I T 0

[F=

backup system
[AFIE—F]
F#HE EXEC £— R
[@iA]

AIRDOLLTFEEEL SD H— R~z —3 5%,
« RE—RT v T arT 4 JH-#4 L ENOITHBET D1
startup-config select =~ > N DX EH
boot prioritize sd =~ > K D% EfH
+ boot aute-apply =~ > RO EHH
SD 71— R® "/swr2311p/firmware" 7 4 /L 2|2 "swr2311p.bin" BWHFIELTZHE, Ny 7 7 v P74 FlZa—4 5%,



SD I— RFR~U L FSNTWDLEHAICIRY ETTE D,
[/ — D}
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SD 1 — RN I T v 7 ENTET 7 A WVITHREL LOHIBRZITHRWnWZ &,

(B EH]
VAT DERON Y I T T EFETT D,

SWR2311P#backup system
Succeeded to backup system files and firmware file.

4.29.12 VAT LERD Y A T

(&=

restore system
[ASTE—F]
FikE EXEC E— R
[@iHA]

SD H— FHIWIARw 7 T v P LTV AT AMERERIE~Y 2 N TT 5

o

SDI—FKHNDONR I T T T HNENT 77— 2T 77 ANDHFELIEGE, TO77ANVERHNT T 7—A4 T

=T OEHHITH,

VR NT#H, BEENTONS,

SD H— R FENTWAESIZBY (T TX %,
[B% &)

VAT MMEREARIKASNY AT D,

SWR2311P# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.02.01

New Revision: 2.02.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWR2311P#

4.29.13 ProAV 7’'u 7 7 A LFERBI DR E

EEN
proav profile-type #ype
no proav profile-type

[/3T A —=F—]
type © ProAV 7’1 7 7 A JLFEH
REME B
dante-primary Dante 77 14~V —
dante-primary Dante ¥ 7 > & U —
ndi NDI
sdvoe SDVoE
[WIERRE]
mL
[AS1E—F]

A H—T2—AE— R
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[FiAA]
ProAV 7' 7 7 A MR ZET D,
Az~ RiE, Web GUI @ ProAV g iE£~~—C VLAN & ProAV 7’12 7 7 A )L Ot Sak Bl O T2 DIZHW B D,
[/— ]
ARa~2 R%& CLI TEITLTH, ProAV 7’1 7 7 A L OREILHEH Sz,
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HSE
A B —7 —AH|H

il

5.1.1 FRBASC DR
EE

description /ine

no description
[T A—F—]
line DA ST KL UREARL (80 UL
HGA L H—T = —ATxT DA
(AR E]

no description

[AJTE— K]

AR —T 2 —AF— R

[FREA]

RRA VA —T 2— AR L CHAXEZRET D, no BN TEITLZEEIE. A EHIRT 5,
[B%E B

LAN R— R #1 [ZEBACERET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #description Connected to rtxl21l0-router

512V %y hE TV
B

shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy N L TER LWL 1295,

RKavw RIRREINTA U F—T 2 — AL, #EfInTb I 77 v 7 Lelkd,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 125D,

[/—}]

A~ RIiX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D HG% iE FhE,

B VA — T 2 — ARG L L TR RERELTESGAIX, TOA ¥ —T7 =R IR THETO
LAN/SFP /R — DR ENEHE I D,

[ E 5]

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #shutdown
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5.1.3 BEHE - BEE— FORE

[EX]
speed-duplex type
no speed-duplex

[XT A —=F—]
type DOBEHWE - BEE—-RFXAT
BERE - BfEe—FN&4A(4 7 B!
auto F—hxI>z— g
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
[AJ1E— ]
A HF =T z—AE—F
B

BEHE L BET— RERET D,
no IR CHAT L= B I3W R TCICRE D,
[/ —F]

RAv U RICRDOREELZIT) &, YA =T == AR—FC) 7 X0 T 5,

A< Rid LAN/SFP 7R — DB 3% E flHE,

LAN 7R— N Z typel0000-full 1TF%E TE 220,

A RR— MIRIETE D ppe 1T auto & 1000-full DA TH %,
[BEH]

LAN R— b #1 O@(E #1815 E— N % 100Mbps/Full IZRET D,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #speed-duplex 100-full

5.1.4 MRU &€

&

mru mru

no mru
ST A—5—]
mru T <64-10240>

ZAEATRER KT L — LY A A(RET HEITHEETH D Z &)

[FIEIERE]

mru 1522

[AF1E— K]

A H—T2—AF—R

[FLFA]
ZAETRERE RN T L— bV A XERET D,
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no JER THEAT LI SAITIR EIT R S,

[/ —F]
AKza< 2 R LAN/SFP R — MMI D B3 E T HE,
(B EH]

LAN &"— b #1 ® mru % 9000 /XA MIFRET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #mru 9000

515270 R/ Ak L— HERHIBIERE
[

mdix auto action

no mdix auto

[/XT A= —]
type : r7r A S AR L— N BEPHRO#EE
REME S
enable 7 mA/A b L— b BRI Z AT D
disable 7 m A/A b L— b HEPAE 2 BT 5
(AR E]
mdix auto enable
[AS1E— F]
A F—=T=2—AE—F
(@]

7 A A L— FEEERZ AT D, AT D L BEIRICLER T —T VR X A T (A b L— FETi3s
B AR L, Bk a BUICERET D,

no G THEAT LG G IR, BEVHBIAEZNIZ/Z2 D MDI & 725,

[/—}]

A< Fid LAN R — MO B E T HE,

AKa<wr RICEDRELEFEZITI & BHgA v A —T =2 — AN v 7 X 45,
[BREH]

LANAR— F #1 27 v A X |k L— b O  HEPHRIERE & #2015,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #mdix auto disable

5.1.6 EEE g% &
[EF=]
eee action
no eee
[78T7 A —=F—]
type :  EEE O@jfE
BRIEME B
enable EEE /T 5%
disable EEE Z 0235
(IR )

eee disable
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[AFTE— F]
A H—T 2 —AE— R
B

4485 JI¥%BE Energy Efficient Ethernet(EEE) % A ZhiZ 3 5,

no I CTHEAT L7254 1%, EEE WNELZ/2 5,
[/ —H]
Kz~ FIZLAN &A— MIOLETEAHE,

KAaxwy FICRORELEZITO & HgA v A —T == AN B 7 40 T %,

(% EH]
LAN R— k #1 @ EEE BT 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #eee enable

5.1.7 EEE XL AR &2 RRT D

[#FX]
show eee capabilities interface ifname
[/XT A —F—]
ifname : LANR— DA X —T 2 — A%
FHRTHA LA —T 2 —A
[AJ1E— K]
FEFFHE EXEC E— N, F¢kE EXEC £— R
B
FRELIEA VX —T 2= AN EEE IZHIE LTV DENE I hERRT D,
UTFTOHEANFEREND,
HH A
interface A H—=T 2—RA%

EEE(efficient-ethernet)

H & 73 EEE IZ% s L T B 20>

Link Partner

$HEHEDS BEE (255 L TUN B asH

[/—

SIS N B ST W AR WAL, EEE IZRSE L TWARWE EREINS,

[BREBH]
LAN 7R— b #1 ® EEE ®Ht Al & FRd 5,
[xf A4 7% EEE (256t L TV D 355]
SWR2311P#show eee capabilities interface
interface:portl.l
EEE (efficient-ethernet): yes (1000-T,
Link Partner : yes (1000-T,

[t 23 EEE (23 LTV R WA

SWR2311P#show eee capabilities interface
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T,
Link Partner : not enabled

51.8 EEE 27— & R [EREFTRT S

portl.l
100-TX)
100-TX)
portl.1l

100-TX)

[

show eee status interface ifname

[/XT A —=F—]

ifname : LANAR— DA F—T 2 —2A4




av U R 77 LR | A0 F—7 x— Al | 151

BRTAEA LB —T 2 —RA

[AS1E—F]
FEFHE EXEC £— N, Kb EXEC T— F
[FFA]
ELIEA L H—T 2—ADEEE AT — X A% FKrt 5,
UToHEANE RSN,

HH B!
interface AU H—T x—R%
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZfEMOBEESE— FOIREE
Tx LPI Status ERMOEEST— FOIRRE
Wake Error Count TT—AU b
[ E B

LAN 7R— ~ #1 ® EEE A7 — &% A2 KT 5,
[EEE N EZ DIGA]

SWR2311P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE 352D DH54]
SWR2311P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE NE N 2EES)E— R~BATHDOGA
SWR2311P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE NH NN OB EIE— RABITL TV D54]
SWR2311P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 R —FIT7—1) UV TORE
B

mirror interface ifname direction direct

no mirror interface ifname [direction direct]

[*—T—F]
direction D N T T v OER R ERET D
[T A—F—]

ifname : LAN/SFP R— b DA VX —T = — A%

NFT 4 I HIT=V T HA =T 2 — A
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direct D NI T 4w OB T
N7 4 v 7 DEHFIN B
both AR & EE MO ST
receive A
transmit EIE A
(18I E]
L
[AFTE— F]
A H =T 2 —RAF— R
[FRHA]
RRA LV H—T 2= RAE A=T 7—7R— b ifname & T =4 —R— & LT, direct CRREINTZ T T4 v T &
=V T35,
no B TEITLIZEEIE. 27—V 7 oRELZHIRT 5,
[/ —F]

AKza< > R LAN/SFP R — F O L3 E T HE,
AT 7 —R—PMNIBRETEDA L H—T—RT 1 DD,

(B EH]
IANR—F#l Z#RA=T77—R—FL LT LANR—F#4 DFEZET L —LE LANR— M #5 OEE 7L —0 %3
F—=V T35,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #mirror interface portl.4 direction both
SWR2311P (config-if) #mirror interface portl.5 direction transmit

5110 R— h I F—1 VT DIREBER

[ER
show mirror [interface ifname]
[F—7—F]
interface D RRTLERA— N EEET D
[/XT A—&—]
ifname : LAN/SFP ' R— "D A vV H—T = — A4,
FRT DA — b
[AFIE—F]
FHHrHE EXEC E— R, %M EXEC E— N
B

R—=hrIT7—=V VT ORELFR T D, interface ZEME L72BEIL. ETOERR— MIHTIRERRRIND,
1 OOEMRFR— T L2, LFOHEERFRRIND,

HE B
Monitored Port R — DA L H—T 2 — R4,
Sniffer Port A=T 7 —R— DA H—T = — A4
Direction N7 74y 7 OEERTTM

B!

IT7—V IR NDOEREEETRT D,
SWR2311P#show mirror

Sniffer Port Monitored Port Direction
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portl.1l portl.4 both
portl.1l portl.5 transmit

5011 A V¥ —7 = —ADIREFER

(BRI
show interface [ type [ index ] |
[T A—F—]
type LA HE =T 2 — AT
AV =T 2—RAEALT B!
port ML A —T 2 — R
vlan VLAN f ' HZ—T = — A
sa ABT 4 Vi o H—T = — A
po LACP #mBiA v X —T = — X
index AT I AR
fvHE—7x—R1ID S
WA B —T = — ADAK v 7 ID(S), &
S.X RICHIFENT2BEFX)EFET D, X
SWR2311P X, A% v 7 ID=1 [EE,
<1—4094> VLAN ID Z457E9 %,
B ABRT 4 ViGEA LV —T 2 — A EE
<1796 e 5.
<l—127> I;:)ACP WHA L H—T 2= AERSERET
[AJ1E— ]
FFiHE EXEC £ — N, F7HE EXEC £— R
[FLAA]
ifname THRE LA V¥ —7 = —ADWREEZEXRT D, ifname ZEWE LTZGEX, 2TOA ¥ —7 = —ADIREE
BRTT D,
UTOHEANERISND,
T BB
Interface AU HF—T 2 — R
U AT —H A %2 (shutdown
IFEREZFTRT D)
Link is « shutdown g% &K : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H—7 = — AFEH(Ethernet,
VLAN 72 &)
HW addr PELMAC)T RL A %1
Description A H =T = — ADFHIL
iflndex AR =T 2 —AA T v 7 AEE
MRU Maximum Receive Unit %4
L ARP % A L7 7 MRF[#(ARP = |
ARP ageing timeout Y — (R %3
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EHH B
BEHEE, BET— FOREHEL®)
-Dupl o e
Speed-Duplex TEIREE X1
Auto MDI/MDIX Auto MDUMDIX A %h/#%h %1
IP7 RLA/~AZE %3(IP7 FL
IPv4 add e _
v4 address ARTEREOHRFRIID)
IP7u— R ¥y AT RLA %3 (P
broadcast

7 FUARERFDHFRIND)

A vy FHR—FDE—FR
Switchport mode s access: ¥ U7 L
« trunk: ¥ 7 fF&

ANZ 4 B2V w7 DIRRE
Ingress filter * enable : A%
+ disable : %)

ZAEFREIR 7 L— LB AT
Al RTDTL—LEZFE Y
Acceptable frame types AIEAMR7Z L)

+ vlan-tagged only : VLAN % 77 Off
W27 L= ADREE

27 L7 L —A%H 5 VLANID

o X7 LER—FOHE:
switchport access vlan =~ > N C
f7E L7z VLAN

Default Vlan . HUER— N OBE AT 4
7 VLAN

o HZITfFER—NTETFENT Y
kD HZAGERE D56 : None

o KRIEERF : vianl

WA H—T 2 — AREE LT

Configured Vlans % VLANID ®—W&
packets 2Ty X2
bytes ZAF A MK %2
input multicast packets ZEZNT XX A MoXy M %2
ZAE Ny T 7RIV LTy N %
drop packets
2,%5
packets EIE Ty MR o%2
bytes EIEANA MEox2
multicast packets EE~LVTF v A MRy Mx2
output
EETr—RFFx 2 3Ty M
broadcast packets 5
T Ray T LIRE Ty MK
drop packets %2,%5

X1 WMEA X —T 2 — ADIHFR

X2WMBEA LV F—T = — A @B U — T 2 — ADIHEIR

%3 VLAN A ¥ — 7 = — AD B FER

4B A —T 22— ABLORVLAN A VX — T =2 —AZADEEIT. FOA L H—T2—RAZBLTWAYEA
B —"T7 = — A D g/ IMBE & T

X5 7=V Ra vy TRENRGEICERE R, BRI EOFROARRTINET,
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[ EH]
LAN R— k #1 OAREEZ FRT D,

SWR2311P# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description: Connected to router
ifIndex 5001, MRU 1522
Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 3 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets : 0

VLAN #1 DIRBEZ R RT D,
SWR2311P#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3(u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.S8(u)

5112 4 V' Z— 7 =— ADIRBOH G F R
[EX]
show interface brief
[AFTE— F]
FERFME EXEC *E— K, §5# EXEC E— K, f@pl=a> 747 L —ra v E— K
B
A B =T 2 —ZADIREEHGRRT 5,
TFToOHEENERIND,

EHH BH
Interface AVH—T x— R4
Type A B —T = — AFER| %2

gl%

PVID i; L7 L —2u%4%% 5 VLANID

AA y FR—=FDE—F %2
Mode e access: X772 L
o trunk: ¥ 7 fF&

Status Vo RAT—HA
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g&li

EHH BH

Voo 2y DR

+ AD: shutdown iR &

e ED: A— h=7 —ft
« PD: RECLISL

Reason

Speed BAEHE DOEMEIREE %2

g 2amBliA v X4 —7 = — ADFE

Bl %1

© ) AFT Ay T EEA S =T
= — A

« (P):LACPfm#Af o F—T =—2A

AR d DA v ¥ —7 = —AD ID

Port Ch

Description A B —T = —ADFAL

X1 WA B —T 2 — ADBFR

X2WPRA LV H—T 2 — A GBSV H — T = — ADHFIR
(B EH]

A B =T 2 — ADRELTHHFERT D,
SWR2311P#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.1l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up = lg = =
portl.3 ETH 1 access down PD auto -- ==
portl.4 ETH 1 access down AD auto -- ==
portl.5 ETH 1 access up == lg == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up == 1g == ==
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up - -

vlan2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1g ==

5013 A F—Txz—AD Vv I

E&y
interface reset ifname
P85 A —&—]
ifname : LAN/SFP F— M EiTimEEA v ¥ —T = — X
Uty hHf 02 —7x2—2R
[AJ3E— ]

HrfE EXEC £— R



[FAA]
EELTA X —T7=2—R %)y b5,
[/—H
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WHRA L Z =T =2—ADY 7 REE VY P L, V7 2BiELT D,

mEB. Uty MTHEN—RIZY 7 Z T U RRET D,

FRERA o — T = — AZFTE LT % LAN/SFP AR — R

[BREH
LANAR—F#1 2ty M5
SWR2311P#interface reset portl.1l

5114 7V —AL A U F—FRKR

IFEATTE 2R,

EN

show frame-counter [ifname]
[/NF A—F—]
ifname LAN/SFP R— DA > X —T = — A%,

BT DAL H—Tx—RA
[AS1E— ]
FFrHE EXEC E— N, F#kE EXEC £— R
[RLBA]
ifname CIRELTcA V=T =2—ADT L—L N Z—IFWRELRRT D, ifname ZEM LIZHEIX, £2TOA
B —T7 2 — ADIERERRT D,
ITOEANFRREND,
HH A

Packets EE/ZENT Y MR
Octets HEE/ZEF 7T > MR

Broadcast packets

Ta— kF X by bR R

Multicast packets

A FF A RSy R EIER IR

Unicast packets

2=F v A NIy MEEERZEEK

Undersize packets

T U= RNy NEAEE(64 AT T BART DR
7 )

Oversize packets

Fr—= =Y ARy NAERA523 A7 T v R D
sy B

T 7 A "Ry NEAEH(64 A7 T > MR T CRC

Fragments NERETHDH/7 v b)

Jabbers Py NNy RARH(1523 A7 T PLLET CRC
WERETH Dy R %)

FCS errors FCS =7 — "7 v M8

RX errors T 5 — ¥

TX etrors EETIT—H

Collisions 2 Vg R

Drop packets 7N 1\ "y Lffi’i:%/\"#:/ O AP g = (Ui
DZFETERNoT 37y M %2

64octet packets 64 F 7T FEOS Y FEZEK

65-1270octet packets

65~127 47T v ROy FEEHK

128-2550ctet packets

128~255 477 v hEDO/NT v MEEE
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HAE

B

256-511octet packets

256~511 &7 7 v RO/ NEZE

512-1023o0ctet packets

512~1023 &7 7 v "EDO/r v N EZERK

1024-MAXoctet packets

1024~ KA 7 7 v MR DD/ v b

1 KA EZ—7 2 —AD MRU T L TEET A,
X2 7 —)V Fa vy IRENLRGAICEROFR,. BHLRGEICIEZEOEROAFRREINET,

(B E B

LANFR—RF#l DT L —AL AT H—

o SN A

SWR2311P#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets 84
Octets 6721
Broadcast packets 8
Multicast packets 76
Unicast packets 0
Undersize packets 0
Oversize packets 0
Fragments 0
Jabbers 0
FCS errors 0
RX errors 0
Transmitted:
Packets 91
Octets 11193
Broadcast packets 0
Multicast packets 91
Unicast packets 0
TX errors 0
Collisions 0
Drop packets 0
Received and Transmitted:
6doctet packets : 1
65-127octet packets 166
128-2550ctet packets 7
256-511loctet packets 1
512-1023octet packets 0
1024-MAXoctet packets 0
5115 T L—b ATV E—DI YT
[ER]
clear counters ifname
clear counters all
[F—V—F]
all DT RNTCDOA =T 2—AD TV —L I E—% T VT T 5
85 A —5—]
ifname : LAN/SFP A — M EEimBiA v ¥ — T = —ADA X —T = — A4
HWHROA B —T x—A
[ASIE— K]
¥t EXEC E— I
[FFA]

A HE—T 2 —ADT VL —AH I X —% T T+ 5,
ifname ZIEE LTG5 EIE. TDOA X —T =2—AD T L—L IO X —% 7 VT T 5,
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ifname \ZFRERA X —T 2 —ABIRE LTEHAE, TOA L H—T 2 —AZFTET A4 TO LAN/SFP R— h D7 L

— LI E—% T VT T 5,

[BREH]

LANAR—M#l DT L—L A2 —% 7 VT T 5,
SWR2311P#clear counters portl.l

5.1.16 SFP £ = — /L DIREER R

[EFX]
show ddm status
[AJ1E— K]
FEFFHE EXEC £— R, Fi#E EXEC £— K
B

SFP % ¥ 2 — L ORIERFTRT 5.,

1 SO BZX LT SFP AR — b T & ICHEE, ERBME, FREMEAF RSN S,

HH A
Temperature F Y 2 — /LINERIREE(°C)
Voltage TEIEAE(V)
Current L E(mA)
TX-Power 7 D5 (dBm)
RX-Power LD TR E (dBm)

[B%E B
SFP & ¥ = — /L DWREERFTRT B,

SWR2311P#show ddm status
Temperature High Alarm High Warning

Interface (Celsius) Threshold Threshold
portl.9 34.6 90.0 85.0
portl.10 35.2 90.0 85.0

Voltage High Alarm High Warning

Interface (V) Threshold Threshold
portl.9 3.28 3.60 3.50
portl.10 3.28 3.60 3.50

Current High Alarm High Warning

Interface (mA) Threshold Threshold
portl.9 6.0 25.0 20.0
portl.10 7.0 25.0 20.0

TX-Power High Alarm High Warning

Interface (dBm) Threshold Threshold
portl.9 -6.4570 -3.0008 -4.0001
portl.10 -6.0102 -3.0008 -4.0001

RX-Power High Alarm High Warning

Interface (dBm) Threshold Threshold
portl.9 -40.0000 -2.0004 -3.0008
portl.10 -40.0000 -2.0004 -3.0008

51.17SFP E2 22— VD2 LV~ )VEHORE

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

=17,0115
-17.0115

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

-10.5012
-10.5012

Low Alarm
Threshold

-18.0134
-18.0134

EEN
sfp-monitor rx-power action
no sfp-monitor rx-power
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[78T7 A —=F—]
action : SFP &Y 2 — VD2 LU O ENE
REME ek
SFP & 2 — /LD LU BER % 402
enable
15
di SFP & ¥ = — /LD L~ LEE A 5T
isable
ERA)
(#8137 2]
sfp-monitor rx-power enable
[AF1E— ]
Jua—\)aryz 4 b—y g rETw—NR
B
SFP E ¥ 2 — /L O L~IVEER AR ET D,
[ EHi]

SFP & ¥ 2 — /LD L~ ULBE R 2 E4h 23 5,
SWR2311P (config) #sfp-monitor rx-power disable

5118 15X = —DFERARERDOBREC AT D)

[EX]
tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate

85 A — 5 —]
action D VAT AEEROEEF 2 — O RERORE
REMHE Gzl
VAT AEROREE X 2 — O RGN %
enable BT B
. VAT DRIKRDFEF 2 — O REH &
disable e
(AR RE]
tx-queue-monitor usage-rate enable
[AF1E—F]
rua—m\varz4 s b—va e —R
[

VAT DEEROFEF 2 — O HREHZ AR E 2T ENIT 5,

no JEATHEAT L2 Bl 3AIRE I =T,

[/ =}

EEX 2 —OEHFREREZAENCTH01I00F, Ka~vr Rz T, A ¥ —7 2 —ATHLEEF 22— D%
BERAZANCT D0ENH D,

[BREH]

VAT DK TEE S 2 — O REAR A2 80§ 5,

SWR2311P (config) #tx—queue-monitor usage-rate disable

5.1.19 EEF 2 —DFERAREHROREA VX —T7 = —R)

[EX

tx-queue-monitor usage-rate action
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no tx-queue-monitor usage-rate

[78T7 A —=F—]
action DORRA K —T 2= ADEEF 2 —DEARERORTE
RIEE B
enable WRA L H—T 2 — ADEEF 2 — D]
REB AT 5
. XNHBA R —T 2 —ADEEF2—DfFH
disable EHA AT 5
[WIHIRRE]
tx-queue-monitor usage-rate enable
[ASIE—F]
A B =T —AE—R
B

RIGA B —T 2= ADEEX 2 — DO HRERE TN E X EICT D,

no IR CHEAT LI & I3 IR E IR T,

[/—}]

A~ RiX LAN/SFP 7R — NI D AR E AlHE,

PAEFX 2 —DFEHAREREZANCT H72000F, Ka<r FIZMA T, Y AT ARKTEHEEF 2 —Off IR
EHINCT DVERH D,

[ EH]

LAN R— | #1 O%[F ¥ = — O ARER L2 BT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #tx—-queue-monitor usage-rate disable

5.1.20 /5 % = — DA RER DR ERT
[EX]
show tx-queue-monitor
[ASTE—F]
HHrtE EXEC £ — R, %5 EXEC £— I
[RFA]

EfEF 2 — O ARERORE L ZTT D,
FTRHNEFUTO LB,
o VAT LABKROKEF 2 — O R O E
+ LAN/SFP R— kT & DFRE
o AU H—T = — A4 (port)
* LAN/SFP 7R— h DE[F F 2 — O il HREEHL O 7E (usage-rate),
[BE B
EEF = — O ARERORELFTT D,

SWR2311P>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
7

disable
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port2.1 enable

S22V 0770 5—ayv

e
i

S22 AEZT 4 v 7imBEBA LV F—T =2 —AD
[ER

static-channel-group link-id

no static-channel-group

PS5 A—5—
link-id 1 <1-96>

AET Ay I REA S —T = AR
AHE— K]
B —Tz—AEF—FR
(B9

Kt A B —T 2 — A% link-id CHEELTEAX T 4 v VHBEA V¥ —T 2 — A IB S5,

O R TET LSS, B A LV E—T 2 —REART 4 v ImBA A —T 2 —ANLIBEE 5,

[/ —F]

A=< FIZ LAN/SFP R — NT D &% E Al RE,

ABT 4y T A H—T = — ANFE L2\ link-id \Z%f L C, LAN/SFP /R— kAR S8 5581, #iifzic A
BT 4o VBB A VA —T 2 —ANEREIND,

ABT 4y ViAo =T 2= AN BB SR, BB T 5 LAN/SFP AR — MV EES oo 725813, AX2 T+«
v IHREEA A — T = — ARYIBREN A,

1 DDAZT 4 TR A v X —T = — AR K8 DD LAN/SFP RA— MBS A2 LN TX 5,

BEICHFTEL CWAHRAE T 4 v IV iaBiA v 2 — 7 = —AZx L CHTB S 585815, LAN/SSFP AR— hERXZT 4 v 7
REA VA —T 2= AT, UTORTEEZET - HIEDZ L, REBBRRDIGEITI=T— L7725,

¢ VLAN O E

* QoSDhTANE—REET 7 4/L K CoSH, K— MEREEET)

o —THRHEOFREL—TREOA/ES, R— T v % T OF /L)

TR T 4 VA Vo — T = — ADRER END5HETE, LAN/SFP R — h D EFREN A Y T 4 v 7 il A
VE—T 2 — ZADIMRIEL 2D,

LAN/SFP R— NZRAX T 4 v VE#HBAA VX — T = — A ZATR S5 &, MSTP ORENVIHREMBIZIE S, F1-.
ABT 4 ViAo H =T 2= A BRI A S MSTP Of%E RS HIHRR EEICR D,

1 >® LAN/SFP R — N 2B OHIEA v ¥ — 7 = — AR S5 Z LITHEZ, no XA TR S Tmns R
RAHMBA A —T o — ARSI TS T L,

[ E R

LANKR—F#l ZAZT 4 v Vil A VX —T7 = — A #5 I S5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #static-channel-group 5

522 AT 4 v ViREA VF —T = — ZADIREFRR
[ER]
show static-channel-group
[AJTE— K]
JEHFHE EXEC £ — K, ##E EXEC £— K
Bl
ART 4 VBl A —T = — ZADIREERFKRT B,
FHETAHAAZT 4 v VA v A — T 2 — A LICLLFOEENEREN D,
o RET A v UEEA Vv H—T 2 — A
o T— RARF U AEED L — )L
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« FIEBLTWS LAN/SFP AR— h DA X —T = — A4
12— RNT 2 AFEEED L— L2 DU TlE, port-channel load-balance =1~ > RD type /X7 A — X —ZBDO T L,

[BEH]

ABT 4y T v H—T = — ADKEE R TRT D,

SWR2311P#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

DS wWwN

523LACPSHBEA L X —T =2 —ADHRE
[EF=R]

channel-group /ink-id mode mode

no channel-group

[2XT A —%&—]
link-id . <1-127>
LACP A v Z— T = — A &K=
mode L OEMEE—NR
mode e
LACP % ACTIVE &£ — N CHSRES ¥ %,
active ACTIVE &— R Tl *fmg2sioxt L CTHE
MIIZ LACP 7 L— A5 EET 5,
LACP % PASSIVE F— R CHRES ¥ 5,
assive PASSIVE &— K Ci%, Xfmasm o LACP
P TL— L EZE LTSAIC DA LACP 7 L
— AL EEET D,
[AJTE—F]
A H—T2—AE— R
[FRHA]

RGA B —T = — A% link-id THEE L72 LACP faBilA v ¥ — 7 = — R |ZFfE S/ 5,

no JERTEITLIERAIE. I8 A —T7 2 — A% LACP#HiFRA v 2 —T7 = — AL B S5,

[/— "}

A2~ RIE LAN/SFP 7R — MZ D HFRE A HE,

LACP @A % —7 = — AT LAN/SFP AR — F Z T8 & 723551%. 2% LAN/SFP AR — 1T lacp timeout long 735%

EEND,
F72. LACP iAo ¥ —7 = — AL PR S B 728518, %4i% LAN/SFP /R — h @ lacp timeout =~ > KDFXE N
HikRE N 5,

LACP iAo v ¥ — 7 = — ANTFAE L2\ link-id (Z%F L C, LAN/SFP 7R— h ZFi)@ S ¥ 554 1X, #7212 LACP &
BA B —T 2= ANEREN D,

LACP faHiA v X — 7 = — AN S Pk S 7255, B 5 LAN/SFP iR — R L 7 o 7235413, LACP GaE1( o
H—T 2 — ANHIEZ D,

1 ©>®D LACP ZaBhA v Z—7 = — AT/ K 12 O LAN/SFP R— N 2B S5 2 LR TE 5,

@3 % LAN/SFP iR — 45725, 8 % TlX LACP fgFllAf v ¥ — 7 = — AICHIFFICR A B L, 8 D&Bz 7243120
TIEEEREICMZ COMFSR— N5,

WET— FNY"HED LAN/SFP R— MILACP UV 7 7 7 U F— g G Ly, (FTBIXATEETZ /S LACP U
YO T V=g LTEMEIZLZRV,)

WEHE N 72 % LAN/SFP AR — F23[Fl— LACP #@#li A v % — 7 = — RZFTE L TV D 8A OEMEIZREE Y 7
TV = a COREIIET D, FHMIT lacp multi-speed 2~ REZZMD Z L,
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BEIZAFAE LT 5 LACP #BilAf % — 7 = — A |2%f LT LAN/SFP K — h Z TR S¥ 55413, LAN/SFP R— b &
LACP##if v X —7 = — AT, UTORELZETHIEH L, HRENERLIGHIITT—L D,
« VLAN O#FE
© QSD LT AFE—RREGT 74/ b CoS ., N— MEFEEET)
o N—TRHOBREV— TR OAZNIEL), R— 71 v ¥ 7 ORZN/EL))
B2 LACP GBlA v 2 — 7 = — AN ER SN D613, LAN/SFP AR— k@ LFEaRED LACP fa#llf v 7 —7 = —
ADYERE & 72D,
LAN/SFP 7/R— k% LACP #FiA L F — 7 = — A ZATBR SE 5 &, MSTP O EN I EEICR D,
F72. LACP #BlA v & — 7 = — AN G RBLE L7254A H MSTP Os%EN IR EMEIZR S,
1 2® LAN/SFP R — N B OFRIA v ¥ — 7 = —ATFHTR S E 5 2 LTk,
no P CHLB S HTHDLRARDHRIALS L ¥ — T 2 — AR EED T L,
[ EH]
LAN "— K #1 % ACTIVE £— R CLACP ##liA v ¥ —7 = — A #10 ICHTR S ® 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #channel-group 10 mode active

52.4 LACP 3 A v ¥ — 7 = — ADIRER R

[

show etherchannel [ifname)
[/NT A—=HF—]
ifname : LAN/SFP A R— DAV HX—T = — A4,

LACP i#iAf v F — 7 = — A&l L TWHA v F—T =— X

[ASIE— K]
FHHrHE EXEC £ — R, FrkE EXEC £— F
[FA]

ifname %AW LT-54 . LACP #wBliAf ¥ —7 = — ADREE LR TRT D,
TEET A LACP #iA v ¥ — 7 = — A Z L IZU FTOHEARE RIS,

« LACP#FiA v X —T 2 — R4

s B— RNRTUAEEED/L—L

« FIBLTWS LAN/SFP R— h DA X —T = — A4,

12— RXZ 2 ZAERED L— LT DT, port-channel load-balance =1~ > KD fype /NT7 A —X —SMD = L

ifname Z¥EE L1238, LACP faBlA ¥ —7 = — A &K LT 5 ., LAN/SFP R— F DIRFEEZ FRT 5,

UTOHEANERIND,
HE B
Etherchannel portN.N LAN/SFP 7" — 44
Physical admin key ig ﬁi’]} 7;26 ig; )75’ #5519 % $(bandwidth,duplex,mru, VLAN
LACP 7’2 | =1/l Receive machine @& £ DIk HE
* "Invalid"

e "Initialize"

*  "Port disabled"

* "LACP disabled"
+ "Expired"

e "Defaulted"

e "Current"

Receive machine state
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HHE B
LACP 7’1 | =2/L Periodic Transmission 2524 DIk He
e "Invalid"
Periodic Transmission machine state © 'Nop erl(.)dlc. S,
+  "Fast periodic" (1 FV & Ti%(E)
+ "Slow periodic" (30 B [HlE CT41E)
e "Periodic"
LACP 7’1 |k =2/l Receive machine B Ik fE
* "Detached"
Mux machine state o "Waiting"
+ "Attached"
* "Collecting/Distributing"
fili FIIRRE
Selection " "Selected )
* "Unselectedic"
+ "Standby"
Information LLFDF %2 M (Actor A4 H &, Partner xf[A#HT)
Aggregator ID LACP Lo ID
Information TIZLL FOIHENRR I D,
HAE Bl
LAG LACP VAT LID(FT7A A VT 4, MACT KL R)
Admin Key LACP #D 5T & 72 5 IDGREER — R &)
Port priority LACP R — MEJEE
Ifindex A B —T 2— AEF
Timeout Timeout fE("Long"=90 >, "Short"=3 )
Active LACP E){EE — R ("Active", "Passive")
Synchronized Synchronization 7 7 7
Collecting Collecting 7 7 7
Distributing Distributing 7 7 7
Defaulted Defaulted 7 5 7
Expired Expired 7 7 7

[ EH]
LACP §¥iA v X — 7 =2 — ADREEZ T T 5,

SWR2311P#show etherchannel
% Lacp Aggregator: polO0
% Load balancing: src-dst-mac

% Member:
portl.1l
portl.2
portl.3
portl.4

LACP i A v —7 = — R &R LT 5, LAN/SFP R— FOREZFRT 5D,

SWR2311P#show etherchannel portl.1l
Etherchannel portl.1l

Physical admin key 3

Receive machine state Current

Periodic Transmission machine state Slow periodic

Mux machine state Collecting/Distributing
Selection Selected

Information Actor Partner
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LAG 0x8000, 00-a0-de-e0-e0-e0 0x8000, 00-al0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP 2T MELEEDHRE
[EFX]

lacp system-priority priority

no lacp system-priority

[/XT A —=HF—]
priority 1 <1-65535>
LACP ¥ AT LS
INE W EEEE D E
[(WIHIRRE]
lacp system-priority 32768
[AS1E— ]
Ja—\)arr74 g b—varsE— R
(@]

LACP v AT MENE#RET D,
no IR CTEIT LG A TR EZ MR T,

[/—

LACP i@l A > # —7 = — A3 e L R SN 6 . AT MBS 2 i U T SRR D @O J5 ISl S
Gzbhs,

[ AEBI]

LACP ¥ A7 LMESEE Z 100 IZRET D,
SWR2311P(config) #lacp system-priority 100

5.2.6 LACP ' 2 AMBEEDFRR
BN

show lacp sys-id
[ASTE— K]
FEFFHE EXEC & — I, 54 EXEC E— K
B!
LACP v AT AMEHE L LACP VAT AL ID 2FRT 5,
UToHEENRRREIND,
« LACP ¥ 27 LEJEE(0x ThaE 5 16 XD
« LACP A5 A 1D
[/—F]
LACP ¥ A7 LESEEIT, lacp system-priority =~ > R CRETE 5,
LACP A7 A ID I, MAC 7 RLAMBARKREN S,
[ EH]
LACP OV AT MERE A FIRT D,

SWR2311P>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0
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527LACP BEEV LT 7V F— a VORE
[EX]

lacp multi-speed switch

no lacp multi-speed

[23F A —%—]
switch OBEY o T Y= g VEESRED AR - BERNERE
BEE B!
enable % WEYV L IT TV =2 a v EHEDIC
disable % WEY I T 7= g BT
[FIEAER E]
lacp multi-speed disable
[AJTE— K]
Jua—npar7 4 —yarE'—NK
[ﬁ%]

LACP [ZBIFDHEEY 7 7 7V A= a VSREDA RN « BhAFHET D,

no JEX CHEAT LG A ITREE WHEICRE T,

[/ —}]

BREY o T 7 = a URNERIOSA OEME

o BREE@F— N EFTOTRCOFBRR— FNE@BEHEICHEHLLT T 77 4 71275,

s B— RKRTURTTRTOFTER— N ZRZEIZH D,

o KIFEER SR HEEHE ZZ T AN WGE, B xR L CHTERA— FO—BEEZ AL, BT
WNERRERFTBR— 2T 27T 4 7 L9 5,

W) o T 7= g UINERIOBEA OEE

o FIRAR—MNTERYNCY > 77 v LEER— M EeRUBREEEDR— NOHRET 7T 4 71275,
o BEHEENBELIMOR—MNIAZ AL DEELT D,
e F—bRITVT = a VICRESN TV AEA B R— PN TROIICKA T o — g LR L R CiEE

Ef@f~b@#%77747 75,

o BNV I T v LTER—= MR ET) v A Lz &, LACP A v X —T =2 =AY v 7 Z 4
2,

[ EHI]

BEEY o T 7 = a v EAMCRET S,

SWR2311P(config) #lacp multi-speed enable

528 LACP ¥ A4 AT U FDFRE

[EFX]
lacp timeout duration
[NTRA—=H—]
duration D AALT Y NERRET D
duration S

short ZALT U N3 ETD
long ZALTU MR ETD

[AS1E— F]

A HE—=Tz—AE—F



168| 2~ RU T 7 LU A | A & —7 =— A
[FEA
LACP # A L7 U NERET 5,
[/—}]
Az FILLACP i@l A % —7 = — T8 L T % LAN/SFP 38— T D B3R E FI e,
LACP i #iA > & —7 = — A2 LAN/SFP R — h & 1@ S ¥ 7245813, 43% LAN/SFP R — K (Z lacp timeout long 737%

EINd,
F7-. LACP##liA v ¥ —7 = — AL PLE X E7285A1%, %4i% LAN/SFP 7R — h @ lacp timeout =~ > K DX E N
HIFRE N D,
LACP % A A7 7k &1E, RSSO LACP 7 L — AERZETE R oAy vy Li- L e+ ToR
F'Eﬁ % %‘g—o

F7-. LACP # A A7 7 FOFEREIL LACP 7 L — AITKHN S IV TRIAEERIZIE DL, 218 Lo xR I S
7Z-LACP ZA L7 7 D 13 DRI TLACP 7L — L2 EETDH LR D,

HEH®LACP 7 L — A DEERIIEIL, SR HE LN TL 5 LACP 7 L—ANIZEEM STV D LACP % A1 A
T MRS D,

[ EH]

LAN R— k #1 ® LACP # A A7 7 N % short IR ET 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if)#lacp timeout short

529LACP 7V —AL I Z—D7 VT

[#F]

clear lacp [/ink-id] counters
[T A—=HF—]
link-id ¢ <1-127>

LACP A v 5 —7 = — A&

[AJ1E— K]
Kt EXEC £— R
[BLFA]

LACPD 7 L—A oA —% 07 )T 5,

link-id ZEWE LTI2GA1F, FETDHIETCOLACPHBEA vV H—T 22— ADT L —L I F—% 7 VT T 5,
[BXEH]

ETOLACPE#HBA L X —T 2 —AD T L —L BT X —% 7 VT T 5,

SWR2311P#clear lacp counters

5210 LACP 7 L — A B U L X — DR

[EF

show lacp-counter [/ink-id]
S5 A — & —
link-id 1 <1-127>

LACP iwBiAf v 2 — 7 = — 2K 5

AHE— K]
FEREHE EXEC £ — I, F7#E EXEC £— N
B

LACP D7 L—AL N7 Z—%FRT 5,
link-id AW L2581, FETDHETCOLACP i vV ¥ —T 2 —AD T L—L A7 U ¥ —%FmT 5,
FTE L CW5 LAN/SFP AR— h T L2, I FTOHEERERIND,

o EZ[FENIZLACP 7 L — A4

o EE{EENTZMarker 71 b7 L—A
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. EZEEINETT—TL—A
[ EH]
ETOLACP#HEA L B —T 2 —ADT L—L N T B —5FKRT 5,

SWR2311P#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l1 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

(1

5.2.11 72— KXT o AEEED NV — VDR E
BN

port-channel load-balance type

no port-channel load-balance

[/XT A —F—]
type DRV F— T 2= A BRD BT D L — )L
type Gk
dst-ip 5.5 IPv4/IPV6 7 K L A
dst-mac 6.5 MAC 7 KL A
dst-port %65t TCP/UDP 7R — h &5
src-dst-ip E(E 03 L O%E L IPv4/IPv6 7 R LA
src-dst-mac FELE LU MAC 7 R A
src-dst-port EE L L U%ESE TCP/UDP AR — R &7
src-ip {5 T IPV4/IPv6 7 R L A
src-mac FEEITTMAC T FL X
src-port 16{5 7t TCP/UDP R — K &5
[WIHARRE]
port-channel load-balance src-dst-mac
[AS1E—F]
Ja—r\)arz 4 b—yarE'w—NR
B

0— RRF o ZERE DR A VX — T 2 — A RO DD DN — IV ERET D,

ZE L7 L— AN L2J/L3/LAfF@REEH L, kN REIND,

no FENCEAT LGS I3WIHIREICR 5,

[/ —}]

Ko< RIIV AT AEBIRORE L 725,

IPV4/IPV6 7377 R TIE72 W7 L—ADEAIE, HESN TV A L—LZBEb LT, EErk XL 0%EE MAC 7 KL
A% JITHRE G A V H— T = — ABRTET D,

[ EH]

10— RNT 2 ZRERE T, AE LB L U%EYE IPV4/IPV6 7 R L A % JLITHRE G, V¥ — T = — A ZRET H L 9 ISR TE
T 5,

SWR2311P (config) #port-channel load-balance src-dst-ip
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5212 LACP @B A V¥ —T7 = — XD 7 v b a)LIREBRR

LACP A v 2 — T = — 2 &K=

[ER
show etherchannel status [/ink-id] [summary | detail
[F—TU—F]
summary o B FROR
detail L EEMIER
85 A —&—]
link-id 1 <1-127>
[AJIE— F]
FEREHE EXEC £ — I, #7#E EXEC £— N
B

link-id THEE L7~ LACP #%BRA v ¥ — 7 = — ADIREEER T RT 5,

link-id =W L= & 3. £7T?D LACP

BERA LB — T = — AARIEE FTT B,

summary & fiE L7258 13 R R L, detail Z157E L7235 B 135K~ T 5,
summary &, detail HEME L7- & X, summary NFRE SN b D ET 5,

UTOHEENRERIND,
HH G
Aggregator LACP @A v Z—7 = — XA
ID LACP ##liA v & —7 = — A OB ID
Actor LAG %ﬁii)ﬁ@ LACP VAT L ID(F'F7A AV T 4, MAC T
Admin Key B4y H & D LACP # D7t & 72 5 IDGREER — FEH)
Status Vo7 70— arDAT—H X("Not
ready"/"Ready")
Partner LAG igrsi;ﬁ)iw LACP VAT A ID(FF7AF VT 4, MACT
Partner Key stEFHFO LACP 8ot Lt 72 5 ID
Link count T — X B(E AR — NME/AEE RTRE e AR — Mk
Link #8795 LAN/SFP 7R — b —EGEEMIZLL F D %)

Link (ZIZLLFOHEANFRSN D,

fE AR RR A
"Unselected" LACP #|f#l~" v k = V(g .,
"Selected" LACP 28 %h72, LAN/SFP AA— bk & LTI L7z,
"Standby” 17;ACP DAEZ72, LAN/SSFP R— k& L, FpfAR—h &L
Synchronization 7 7 R
"no" Synchronization 7 7 2 2335 TUN7R U,
"yes" Synchronization 7 7 27 7335 T\ 5,

flE FdREE & . Synchronization 77 7226, U 7 7 w7 L7z LAN/SFP " — ks DIRBENR DB,
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(RN

Synchronization

V> 27 w7 L7 LAN/SFP &~— b
DIREE

Unselected

no

LACP #lf 7" v2 » = )Lid@{E 1,

Selected

no

LACP 23 EH %072, LAN/SFP 7"— h &
LC®ERIRLE, Vo770 r—v
g LTHRNPDEDD, rdvT
—> g i,

Standby

no

LACP 23 E%h72, LAN/SFP iR— hk &
L CBIRL ., SR — N ERE LT,

Selected

yes

LACP 28E%h72, LAN/SFP 7/R— |k &
LCEBIR L, Voo T 7=
ar L THRRLNTT —XEE
HEE o7,

(BB

LACP B v # — 7 = — ADWREEE R RT 5,

SWR2311P#show etherchannel status summary

Aggregator pol

ID 4601

Status Ready

Partner LAG 0x8000, 00-

Partner Key 0001

Link count 1/ 1
Aggregator po?2

ID 4602

Status Not ready

Partner LAG 0x8000, 00-

Partner Key 0001

Link count 0/ 1
Aggregator pol27

ID 4727

Status Not ready

Partner LAG 0x8000, 00-

Partner Key 0001

Link count 0/ 1

a0=cle=11=11=11

a0=cle=11=11=11

a0=cle=11=11=11

SWR2311P#show etherchannel status detail

Aggregator pol

ID 4601
Status Ready
Actor LAG 0x8000, 00-
Admin Key 0001
Partner LAG 0x8000, 00-
Partner Key 0001
Link count 1/ 1
Link
portl.1l Selected
Aggregator po2
ID 4602
Status Ready
Actor LAG 0x8000, 00-
Admin Key 0002
Partner LAG 0x8000, 00-
Partner Key 0001
Link count 0/ 1
Link
portl.2 Selected
portl.3 Unselected
Aggregator pol27
ID 4727
Status Ready
Actor LAG 0x8000, 00-
Admin Key 0127
Partner LAG 0x8000, 00-
Partner Key 0001

Link count 0/ 1

al0-de-e0-e0-e0

al0-de-11-11-11

Synchronized vyes
al0-de-e0-e0-e0
al-de-11-11-11

Synchronized no

Synchronized no

al0-de-e0-e0-e0

al-de-11-11-11
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Link
portl.4 Selected Synchronized no

5.2.13 LACP R— MBS E DR E

[ER
lacp port-priority priority
no lacp port-priority

[R5 A—&—]

priority 1 <1-65535>
LACP R— MBS
INSUVE EESEE A

[WIHRRE]

lacp port-priority 32768

[AJ1E— K]

f B =T 2= AF— |

[FHA

LM}T—%F%V%%E#

no B CEAT L= EI3RTE %*ﬂﬂ;ﬁf R,

[/ —h]

ump WA v H— T = — R %@5&%@LAW%PT%%@%80$T1LMP GELA VA — T =— AR
IR BIL, 8 DEMZ - IC OV TIEERAEIH A TR R— M &7 D,

Z DX 5 7eE, LAN/SFP AR — b CESENEML3FH S v T, BRIBEM.OE W O HRABID,
ESENEN. ORI L, LR o@Y Th o,

1) LACP AR — MESEE D/ NS WRESE SN D,

2)LACP R— MERENRFE U THNIE, A v X —T 2 —AZAFEN/NSWVRERSND,

SFP A — M A SH 254515, LACP A — MEEEAZMOR— N KD /NELSEETLHILERD L.
B!

LACP R — MEICEZ 1024 IZRET D,

H

SWR2311P(config-if) #channel-group 1 mode active
SWR2311P(config-if) #lacp port-priority 1024

5.3 AN— §Ri

5.3.1 ¥ AT ALK TO IEEE 802.1X AFHERE DEXE

[EX]
aaa authentication dotlx
no aaa authentication dotlx

[FIEARRE]

no aaa authentication dotlx

[AS1E— K]

Jua—\)arz 4 l—yarEw—NR

B

v AT AAIKTC IEEE 802.1X RAEZ AT 5,

no A THEAT LI E1X. A7 A42K T IEEE 802.1X #BGE & 2+ 5,
FUREIL. radius-server host =~ N Ci% & L7 RADIUS Y — "—%fHT 5,
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EFZ [EEE 802 1X FAF AT 572 0I12i%, ®EA v X —7 = — A TH [EEE 802.1X iF & AN T 2 MLE N H

%, (dotlx port-control =~ > V)

(B EH]
A5 NAAET IEEE 802.1X RBaF 2 B+ %,

SWR2311P (config) #aaa authentication dotlx

532 VAT LK TD MAC REFEREDR E

[

aaa authentication auth-mac
no aaa authentication auth-mac

(AR E]

no aaa authentication auth-mac

[AFIE— K]
Jua—\)arr4 b —varE— R
[FAA]

‘\/X?A/\ﬁ:f MAC uunﬁ%ﬁ)‘j
no FEX CTEIT LG A . /XTAi{ZIST MAC 3

o R ) | N RS

FRFFEIX. radius-server host =~ > K CiRE L 7= RADIUS — _— % T %,

[/ =}l

FERIZ MAC FAEE T 57291213, MHRA VX —T7 =2 —ATH MAC BiEZ AN T HLENRH D, (auth-mac

enable =~ > )

Batl]
AT AR T MAC A2 kT %,

SWR2311P (config) #aaa authentication auth-mac

533 AT AR TO Web REFHERED R E

[EX]
aaa authentication auth-web
no aaa authentication auth-web

(AR E

no aaa authentication auth-web
ASE— K]
Ja—nnarz4 s b—varE —F
[@iA]

‘:/25:.5\/\{$¢C Web N nﬁ%;ﬁfjj —quDo

no ﬁ/‘t(%ﬁ’? 1/7"; i /ZT-ZA {Zl:*(‘\ Web HALDLE%ﬂ)(jJ j—éo

FREEIZ. radius-server host =~ K Ci% & L7z RADIUS — _—&{FHT 5,

[/ —F]
%I‘%\ﬂ: Web nuuﬁ%{i}zﬁﬁ‘éf\_ EN i¢%4 VHE—T 2 —ATEH Web uunﬁ%ﬁ)‘ﬁ ?‘5%%7553?)50 (auth-web

enable =~ > )

(B EH]
AT LR Web BREEE AT 5,

SWR2311P (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FRirEnEEE— NRE

[

dotlx port-control mode
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no dotlx port-control

[2XT A —%—]
mode : IEEE 802.1X fBREOEEE— F
B{EE— K 24 B
IEEE 802.1X #2ZF™ Authenticator & L CEfE
auto
35
}'h
force-authorized IEEE 802.1X FRREDFRFEHT 7 R — M E
ET D
— MNCEERE
force-unauthorized IEEE 802.1X GRGIEDAFEFEAR — M ERE
ERA)
[FIEIER E]
no dotlx port-control
[AFT1E— ]
A B —T 2 —AF— R
B

st v % —7 x— A%t LT, IEEE 802.1X SREFHEREDEIEE— RERTET 5,

o BERTa~vr REEITLEEAIE, Jd% A v #—7 =—AD [EEE 802.1X FIFHEREITER) & 72 5,
[/—}]

A< RIZLAN/SFP R — F B L OGHEELA v X — 7 = — AT DR EFHE,

[B%E B

LAN 7R— b #1 . IEEE 802.1X FXFFEREDENET — K% auto [T ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FRFEDARFRIER— b TOERERIE ORE
[

dotlx control-direction direction

no dotlx control-direction

[T A —F—]
direction DORGER— R TRy NREENMEE R E
EEEE B!

both ERAE & bMIET D,
in ZAE DIHEET D,

[WIHIRRE]

dotlx control-direction both

[AS1E—F]

A B =T 2—AE—FK

[FiA]

RRA A —T = — ATk LT, IEEE 802.1X iRFEDRIRFERF D7 v NRIEENEEZEE T 5,

no JERCEIT L72E1T. FIHIREIZRE S,

both ZIHEEL TWABHE., V7 U B b OZELEZ Ny FEEEL, thoR— b 37U b boER S
TNDHA U H =Tz —=A~DT7 B — X ¥ A NTLFXx ATy BHIEET S,

nZHEELTWDIEAE., 7TV I OZELEATY Yy FORZEIEL, OKR— 0D 77U 00 b O S
NTCNWABAL L H—Tz2—A~DT 00— RKF vy A MNILFXYr ATy MIERET D,
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[/—}]
ARza< 2 RIXLAN/SFP A"— FEB X OGHELA ¥ — 7 = — AT D A E FHE,
WMBPA L H—T 22— AT, RANE—REwLTFTH TV H o hE— NIRELZLEAS MAC §8GE L OFH L7255
X, BEIMICIn &5,
KHA v H—T 2— AT A N VLAN DR TE % qu\éiE'A ;t\ AKa~ s FOREHERPEDE D,
AKawy ROBREXERT L&, BIRIREBIZIHNRAE
Kavwy REERAT 57-0121E, f5A /5%-7:»-74*73‘& NEEREASRE A AN T AT H S, (dotlx port-
control =< > )
[ EH]
LAN R — b #1 ORGEIER— b TO/RT » MREEEE G O AMEIECT 5

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #dotlx control-direction in

5.3.6 EAPOL /X7 v F OXERIFEDOERE
[

dotlx max-auth-req count

no dotlx max-auth-req
[/NT A—F—]
count o <1-10>
EAPOL /™7 v | D KiFE K
[WIHARRE ]
dotlx max-auth-req 2
[ASTE—F]
B =T z—AF— R
[BEFA]
XA B —T = — A% LT, EAPOL /X7 v h OEEEE O KEEHET 5,
no JTER Ca~ > REFITLGEIE. WIHRREICR D,
[/— 1]
A< RIXLAN/SFP A— B L UGREA v ¥ — 7 = — AT D HGRE ",
Kav o REMHTL720I21E, 5 A 7 —7 2 —ATHR— MNUGHER L AN T 2 0E N H 5, (dotlx port-
control =~ > R)
[BREH]
LAN A"— |k #1 T, EAPOL /7 v h DOXfFEHEZ 3 ([ZRET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #dotlx max-auth-req 3

5.3.7 MAC FFFBERED R E
[EX]

auth-mac enable
auth-mac disable
no auth-mac

[F—U—F]

enable : MAC BiEREZ BT 5
disable © MAC FBRFHEE 2 N c 3%
[ E]

auth-mac disable
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

WRA LV H—T 2— AT LT, MAC BFEE AT 5,

no FERCHELT L7=HA . F72id, disable 28 F€ L7258 15, MAC BREZ2 2T 5

[/—F]

Ko< RKIZLAN/SFP R — F B LI OGHEA v X — 7 = — R T DO HFRE T HE,

FEFRIZ MAC FEREA T 2720121, v AT AR TH MAC BREE2 AN T 20483 % 5, (aaa authentication
auth-mac =~ > R)

[ EH]

LAN 7R— b #1 ® MAC #8ilre 2 A2+ 5

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth-mac enable

5.3.8 MAC IO MAC 7 RL AR DOERE
[EX]

auth-mac auth-user fype case

no auth-mac auth-user

[/XF A—F—]
type B EREE
R IEME V=N
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case ORLT - NFEREE
BREME P
lower-case /NI (a~ 1)
upper-case KILF(A~F)
[FIHIRR 2]
auth-mac auth-user hyphen lower-case
[AJ1E— K]
Jua—)arz74 g b—varsE— R
[RHA]

MAC FBREIC BN T, RAERFICHEN T 22— =4« ART— FORRELET 2,

MAC FBRETIE, ¥ 7V W PO MACT RL Rz a—H—4 « NZATU— R L& LT L RADIUS ¥ —/N—~GRGE 4
BRI %,

no B TIHAT LA X, WIHIREICR 5,

AN

Kawy REEHT H7-01I2iE. HEA ¥ —7 2 — AT MAC B RE L AT 205D H D, (auth-mac
enable =~ > )

[ERE B

MAC FBFEAEN T 25 MAC 7 FL AR EZ A 7 7 L, RXFHUTEET D,

SWR2311P (config) #auth-mac auth-user unformatted upper-case
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53.9 MAC BREED R Z T 4 v 7 BERDER
[EX]

auth-mac static enable

auth-mac static disable
no auth-mac static

[F—TU— F]

enable LR T 4 DB EANCT S
disable ORET 4w IR EENCT D
[F1EIER E]

auth-mac static disable

[ASE— R

A VB —T 2 —AF— K

[FRHA]

MAC nunEEi% N nunEé’/\xL/ﬁ_'}j‘7)ﬁ/h@MAC?]‘VX%_’FDB X&?/l’ /73:\/]“U*‘k L“C%i‘ﬁ‘?‘
5,

no B TEIT LA, £7213. disable 245 E L7ZA1E. AX T 4 v 7 BEEE2 BN T 5,

[/—F]

AKa< 2 KIiZLAN/SFP R— B L OGHELA v ¥ — 7 = — AT DA E T HE,

Ka< FOBREEEET DL &, RFEREIZIHNIRGE

SN Mmhwliﬁmé&4%:yﬁi/b)ﬁ&bfﬁﬁfék@l%?yﬁ§4A7?%@ﬁ%&&éﬁ\
RKa<wr FEBRFFIAZYT 4 v 72 R —L LTHET DH-0Ox849 L7 D,

clear auth state =~ > K, F72/%. auth clear-state time =~ > R C, A¥ T 4 v 7 BGGRAEER)Z 7V 7 +52 &
MNTED,

Ko< REMHT 2720120, B A F—7 x2— AT MAC PRFHEREEZ AT 2 4ENH S, (auth-mac
enable =~ > )

[ EH]

LAN R— h #1 ® MAC BBFED A X T 1 v 7 ek a0

SWR2311P(config) #interface portl.l

SWR2311P(config-if) #auth-mac static enable
5.3.10 Web FEFEBERE DR E
[EX]

auth-web enable
auth-web disable
no auth-web

[F—VU— K]
enable © Web iR RE X BT D
disable © Web iSRERSHE 2 5295

[F1H13% E]

auth-web disable

[AS1E— K]

A H =T 2 —AF— R

[RHA]

ﬂg%/l’ \/&_‘7:12_7( 7;(_1—1/(\ Web uunm%ﬁfj ﬁ‘é

no B CTELIT L7254, F721%, disable 26T L7254 15, Web iRGEE BT+ 5
[/—F]

AR~ RiZ LAN/SFP R — B X OGREEA v ¥ — 7 = — RO B iE 7 HE,




1m|nvaU77vy2\4y&—7l~xﬂ@
FEERIZ Web BREZ AT A 720121F, VAT AR TH Web iBREZ AT 24803 %5, (aaa authentication
auth-web =~ > )
~NVFH 7Y B hE— RLATIE Web iBiESREZ AN T D Z Ll TEEHA,
A N VLAN & OfOFHIZ T EHA,
[BX EH]
LAN 7R— |k #1 @ Web iRFEHEREZ BN 5

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #auth-web enable

53.11 m A hE— ROFEE
[FX]

auth host-mode mode

no auth host-mode

[/XT A= —]
mode ¢ AN— MNEREOEIEE— R
BEE— K Eij
1 R—=FHZ 197V 7'7/ ~ D FriEfE %
single-host PP 28— RT, ROICHRAEZ /S A LTz
BTV NOBRETAT D
I W= bV EEY 7Y h > Fo@ERExE
AT HE— T, PO TY I R
multi-host PREZR NA T D L A UAR— M T 7
U1y MIFSREZ1TH72 < THIB(E 2 e
L%
VA= b0 @Y7 ) b b OilfEE
multi-supplicant AT HE—RTHT YD MEIZHED
P RSB EIRET D
[WIHIRRE]
auth host-mode single-host
[AJ1E—F]
A H =T 2 —RAF— K
B

KRA L HE—T 2—AZX LT, R— FEIEOEEE— RE2EHE T 5,

no B, CEAT LI-HE01%. FIHIEREICRE D,

[/ —F]

A=z~ RIZLAN/SFP R— B L OGHIEA v &% — 71—xa®ﬁﬁﬁﬂ%o

ARKa< FOREEZELTDH & FRARREIT PR AE
7»?#7)%/%%%PT&4T\V7WAN%ﬂ%?é%é\ﬁfUﬁVﬁ%ﬁTWAN%%E?é:kﬁﬂ
(=8

VIVFHRANE— RTHAFI v 7 VLAN ZFHT 2856, 2EFBUBEOY U > MIEYIOT 7Y 1 R v
A L7 VLANID 23 FH &b,

RKa<wy REMHATHDI20F, MRA L H—T =2— A TH— NEGEEREEZ AN T H2XLE N H D, (dotlx port-
control =~ > N, auth-mac enable =~ > . auth-web enable =~ > )

[BXEH]

LANKR—h #l Z~AFV 7V o b E— RIIETT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth host-mode multi-supplicant
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E

e

5.3.12 FREENERF O
[EFX]

auth order dotlx auth-mac
auth order auth-mac dotlx

no auth order

[F—U—F]

dotlx : IEEE 802.1X &k 53
auth-mac © MAC GRFES =
(AR RE]

auth order dotlx auth-mac

[AS1E— ]

AVH =Tz —RAE—F

[@ ]

AN— FERRERE C, EEA R AP LG 6 . SRR T O IRE AR ET 5,

no JEA THEAT L?’: EliE. WIHEREICR 5,

[/—h]

Az~ RILLAN/SFP AA— B X UGREEA ¥ — 7 = — AT D B E Al RE,

Web #8aEIE. AR TEIZEIFR7: < Web REEHEE C ID/Password 2 A ) L7z & EIZBFEETT ),

IEEE 802.1X F¥GE. MAC GBilE, Web iBiEDRRE NN 2556, € ORGEST AT FEH S g,

Ko<y REFEHTL7201203, SR A v F—7 2 —ATHR— MRS HNCT 20N H D, (dotlx port-
control =< > R, auth-mac enable =~ > [, auth-web enable =~ > R)

Bl

LAN R — b #1 OFBFEHFRONEE %, MAC F%GE -> IEEE 802.1X FBREDNEFE TIT 9 L 9 ITRET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #auth order auth-mac dotlx

5.3.13 FHEREDRIE
B

auth reauthentication
no auth reauthentication

(R E]

no auth reauthentication

[AS1E— K]

A H =Tz —AF— R

(R A

ﬂ%/f‘/5’~7::—7< Zxt L, %7)77/%@%111“&?%%‘)%
no ﬂ%iﬁ:(%?? Lf: j: ﬁ:wu uﬁ%ﬁyj Té

AKREEZAIN LTISE FRREICRRZD L7297 U v b & BRI ERRGET D,
P8Rt MEIL, auth timeout reauth-period =~ > RTCEHE TX 5,
[/—}]

ARza<> RIZ LAN/SFP R — b B LI OGHHELA v ¥ — 7 = — RIZDO AR EFHE,

IEEE 802.1X F8aFM 1T, ﬁmﬁw&4 R B E . BT YU S MTEAPOL 27 v FEEE LT 2—H—{EH %
FHE L. RADIUS H— N—|ZRFEER 24T 9,

MAC ZEERIL. FEREEDZ A I v Wb e, YU B FOMACT RL Ak a—H—4 BLO, RZ2ATU—F
& .72 LT RADIUS H— N—|ZFRFFER 21T 9,

Web FULAQJ‘-EH% j: E:FULAQJ‘.EO)&/I) /& 73?5 & —6-7 ) jj/ ]\@D‘LAFI ’H(/LAE j%mun :%%é.ﬁ—éo
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Ravwy REERT2720100E, R A 7 —7 2 — A THR— MRBAHEREZ AT 2 4R H D,  (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )
[ EH]
LAN R— h #1 OFRIEE AT

SWR2311P(conf1g)#1nterface portl.l
SWR2311P(config-if) #auth reauthentication

53.14 A} v 7 VLAN DORE
EE

auth dynamic-vlan-creation
no auth dynamic-vlan-creation

(AR E

no auth dynamic-vlan-creation
[AJIE— F]

A HF—Tz—AF— R
B

RGA B —T 2 —AZX LT, #1477 VLAN 260275

no I THAT LI AL, ¥4 v 2 VLAN #Hhicd 5,

XA F v VLAN a7 A > ¥ —7 =— AT, RADIUS ¥— =5 57E &7z B MEAE (Tunnel-Private-
Group-ID)% & & 12, FT/E VLAN ZEhiIC AR T 5,

[/—}]

A~ R LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg% iE W hE,

AKavwy ROBEZERT DL, BibREBIZYHREICR S,

~NTFHTV A NE— RTHAFT I v 7 VLAN ZFIHT 2856, 77U B> RHALT VLAN Z18ET 5 2 L3 A]
=8

~YIVTFRANE—=RTHAF I v 7 VLAN ZFIHT 256, 2 FEBUBEROY T Y B2 MIEAIOY 7Y J1 > k3
i L7 VLANID 2 S v b,

RKa<wy REMHATH-0I20F, MRAH—T =2— A TH— NEGEEREZ AN T D X4E N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

B!

LAN AR— ks #1 TH¥ A F I v 7 VLAN Z BT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
E]

auth guest-vlan vian-id

no auth guest-vlan
[73F A =4 —]
vian-id - <1-4094>
7" Z I VLAN H1? VLAN ID

(AR RE]

no auth guest-vlan
[AJ1E— F]

A H =Tz —AF— R
[@i ]

RRA VA —T 2= AR INTWDE T T U B DOREEGE, 2D WIE, REERR O & X I(ZATE T 57 A b VLAN
FIRET D,
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no JERTEITLIZHAIE. 7 A2 F VLAN ORELXHIERT 5,
[/ —F]
ARz RIZLAN/SFP iR — F B L OGHEEA v X — 7 = — AT D iR E W HE,

RKa<vw FOREZELT H &, FRARREITAIHRGE
Rawy REMHAT L0120, 54 //}75*7::“*}('673** MR RE 2 AN T D EDH D, (dotlx port-

control =~ > N auth-mac enable =~ > I)

AKavr RliE, Web BREBNAe L ERETEEEA,
(R H]

LAN 7R— b #1 T4 Z I VLAN #10 Z45ET %,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #auth guest-vlan 10

5.3.16 FRIEREE OIEHAR DR E
BV

auth timeout quiet-period time

no auth timeout quiet-period

P85 X —%—]
time 1 <1-65535>
RAERHE, 7V B b EOBEEEST 5 HIEE)
(AR RE]
auth timeout quiet-period 60
[AS1E— ]
B =T z—AE—F
[@ ]

KRA H—7 = — AT LT, Rk RE OFRGEILE IR 25 E T 5,

no JIECTHEAT L= E 1, W EIZR S,

FRREAN LR IS SAR LT Xy MR THEET 5,

[/—}]

Az~ FILLAN/SFP R— M B X UGHELA o Z —7 = — AT D HGE Al hES

ARa<y REFHATDH72020F, WHHA v H—7 2 —ATHR— NBIHEREE AN T D2LENH S, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > R)

[BREH]

LAN R — bk #1 OIIEHIFH O E S 300 IZRET D,

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #auth timeout quiet-period 300

5.3.17 FHaRiEREIR DX E
[EX]

auth timeout reauth-period time

no auth timeout reauth-period

[/3T A —HF—]
time : <300-86400>
F7Y A N OFRAEFRED)
(WX E]
auth timeout reauth-period 3600
[AJ1E— ]

Ay s =Tz —AE—F
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[FHA]
MNRA =T == AT LT, B 7Y I FOBRAERREERET 5,
no FECTHEAT LG EIR. IR EIZRE 5,
[/—H]
A~ RIX LAN/SFP R — b K OGREEA ¥ — 7 = — AT D B E I HE,
2&:“’\7‘/ }\ff'fiﬁqﬁ—éf’_ Wi, X‘T%4' VA —T 2 — A THR— nmuE*%&é VINON ﬁmuuﬁ*}% %ﬁ?ﬁllﬁ“éd‘é%ﬁ‘
5, (dotlx port-control =~ > N, auth-mac enable =~ > ', auth-web enable 2= R, auth reauthentication =
<2 F)
[ EH]
LAN AN— b #1 OFBIERF OB E 2 1200 1S3 ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth timeout reauth-period 1200

E

e

5.3.18 RADIUS ¥ — \—2{kD LB HEEE DF
BN

auth timeout server-timeout time

no auth timeout server-timeout

[/3T A =4 —]
time 1 <1-65535>
FAREEL RT3 2 RERE T — /3= & D IRE R B IR (D)
(IR E]
auth timeout server-timeout 30
[AJIE— F]
B =T z—AEF— R
[@i ]

WBRA VB —T 2 — A TR— FRIAEZAITH & & D, RADIUS Y — "—2{K) 5 OIS ERF HIEM 2 % 2T 5,
no B THEIT LIZHAIE, PIHIREICHS,

[/ — 1]

A< RIXLAN/SFP R — R B L OGmEA ¥ — 7 = — AT DO BG%E "l HE,

AR EAHL

(radius-server timeout =~ KD

PLEICT2H0ERS S,
Ko<y REFEHT L2010, SR A v ¥ —7 2 —ATHR— MNRIHERREH T 2 0E N H D, (dotlx port-

control =~ > N, auth-mac enable =~ > K auth-web enable =~ > |)
[ E 5]
LAN A— k #1 OFFEE RT3 5 RADIUS H— " —2{KDIRERF B 2 180 TR ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth timeout server-timeout 180

5319 %7V B MNBERFLREBORE
E=N

auth timeout supp-timeout time

:J'h

H

FEfE) x (radius-server retransmit =~ > N DX ESE + 1) x (RADIUS H—/3—4$)

no auth timeout supp-timeout
P85 A — & —]
time 1 <1-65535>
BV B RS OINEREHRFE(R)
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(AR E]

auth timeout supp-timeout 30
[AJ1E— ]

A HF =Tz —AE—F
B

KRA LB —T 2 —RZHK LT, A= RFEEATO L 2DV TV I M b DISEFRF LR 25X ET D,

no B CHEAT L=HA 15, WHIREIZR DS,

[/—}]

Kz~ FILLAN/SFP R— M B X UGHELA » F —7 = — AT D H G E Al 6E,

Kawr REERT L0100, J%A v 2 —7 = — A THR— NRASRELZ AN T 548235 %5, (dotlx port-
control =~ > N auth-mac enable =~ > | auth-web enable =~ > )

Bl

LAN R— M #1 OV 7V 2 b6 OISEFF B A 180 FMICERET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS %— X—/K X FOBRE
EEN

radius-server host rost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—T—F]
auth-port : RADIUS $— N—OFRiEH UDP A — hEEARET D
timeout : RADIUS $— 3=~ DRI 5 BRI 2 5E %
retransmit : RADIUS ¥ — "=~ DERFREE AR ET D
key : RADIUS ==L OBERFITHEHT 532U — RZ2RET D
[73F A —&—]
host i IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 N L A(X:X::X:X)
IPv6 U > 7 a =BT RUAZEET 2HEAIE, BHA VX =T 2= ABRET 20 E R D
% (fe80::X%vlanN D)
port 1 <0-65535>
FSAEM UDP K — 3 5 (G IR ITATIE D 1812 2653 2)
time : <1-1000>
B FERSIRE R (FD) (48 WS IF 1 radius-server timeout =1~ > R E(FIHIME 5 EONZHE D)
count : <0-100>
TR P4 [ (E WS IR 1T radius-server retransmit =~ > Ra% & (FIHIME 3 [0)29E H)
secret DOCPARBTRB IO . A=A EREATE(128 XTLIN)
HAGRA T — REBEHEI radius-server key =2~ > R%EICHE D)
[FIHIERE]
7L
[AJJE— K]
Ja—n"narz4 7 b—varE—F
[BLAA]

FREY— 3= A MY — =% BINT 5,
AT R =58 TH D,
no X Ta~r FEETLEEAIR. BE LY —R—2FGE— "~ 2 B HIRT 5,
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[/ — b
FXEMIL. (radius-server timeout =~ > N DF% EfH) x (radius-server retransmit =~ > KO EME + 1) x (RADIUS
~/\~§5{) DAEHS, auth timeout server-timeout =~ > FOEREMNIZR D KO ICHET HIVLENH D,

LLDP H #7% EREHE TR E S N7 radius-server host =~ ROKEIZIL, —HMRHRETHDL Z L2 #

9 "dynamic"4 7Y 3 UAMTE &S, "dynamic"A 7 Y g UM E STV A EEA L write 2~ REFEITLTH R
A=K T v Tar7 g JITRFES AR,

[BEH]

IP 7 R L A 192.168.100.100, & FFHERFR] 10 B, BEOREEREELS Al & L TRRREY— 3 — U X MZBINT 5,
SWR2311P (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 R L 2 192.168.100.101, FAFEMH] UDP 7R — |k 1645, A /S AU — Rabede" Z7alk ¥ —/3— U X MZIBMNT %,
SWR2311P (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

7 —77 b RADIUS % —/"—ZRGEY — 3 — U X MBI 2,

SWR2311P (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS —X— 1 EH 7= DILEFHLEB ORE
[EF=R]

radius-server timeout time

no radius-server timeout

[T A—=F—]
time : <1-1000>

SERIGE AR (7))
(AR E
radius-server timeout 5
[AS1E—F]
Ja—nnarz 4 b—ya rE'w—NR
B

RADIUS r—— 1 HH 70 OIEHFHLIFH 2R ET D,

n X Ta~r REEITLESAIT. PIHREICRED,

[/ —F]

radius-server host =~ > N TH — —[HA OBERISEFHEFE DR ESIN TV S-S radius-server host =~ > N
DEENHED

REEI
(radlus server timeout =~ > N D E(H) x (radius-server retransmit =~ > RO EME + 1) x (RADIUS ¥ —/3—%0)
DOFEZAS, auth timeout server-timeout =~ > KO EMEMNIZ/2 D X 5 IZHHET 2 XLENH D,

[ EH]
RADIUS H—_— 1 B5H 72 DISEFRF LR % 10 IR ET D,
SWR2311P (config) #radius-server timeout 10

5.3.22 RADIUS ¥ — N—~DERFEEE DR E
]

radius-server retransmit count

W

no radius-server retransmit

[/3T7 A —=HF—]

count : <0-100>
FORF A

(IR E]

radius-server retransmit 3
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
RADIUS H—/N—~DERE LB ZHET D,
no B Ta~r REET LA, FIWEREICRE D,
[/ —F]
radius-server host =~ o R TH — S—[Ef DO ERFEEBARE STV 535G, radius-server host =~ > ROk
EIZHED,
[ EH]
RADIUS #—/N—~DHERFEEEZ 5 FIIRET D,

SWR2311P(config) #radius-server retransmit 5

5.3.23 RADIUS % — R_—HEF R T — RORE
E&N|

radius-server key secret

no radius-server key

[7NT A —=F—]
secret A RRAT— R
FRABHT B LT, 7 AR=2Z2EREARLT(128 SUTLIR)
(AR E]
no radius-server key
[AJ3E— ]
Ja—)ars7 47—y g % — R
B

RADIUS #—"— & O@ERFICHERAT A A AT — REFRET 5,

no B Ca~r REEITLELAIL. PHRTEICED,

[/ —F]

radius-server host =~ > R CH—N"—FEHDOLF AT — RRBREIN TV AHEG. radius-server host =< > KD
FRIEIZHED

[ E B

RADIUS #—"— & DA /XX T — K& L Tabede" Z % ET D,

SWR2311P (config) #radius-server key abcde

5.3.24 RADIUS ¥ — X —fi Fi Il RE ] D% E
E&V

radius-server deadtime time

no radius-server deadtime
T A—F—
time 1 <0-1440>
RADIUS - —/S— o F I e (45)

(#1313 2]

radius-server deadtime 0

[AS1E— K]
Ja—)aryz 4 l—y g rEw—NR

B
RADIUS —/R—~DHERN X A LT U b LI &, SV —_"—DH 2T 2REME2RET D,
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no B Ta~y REFETLIESLAIL. HIHEREIZRE D,
[BREH]

RADIUS H— — i FIMGIREE 2 1 22 ET D,
SWR2311P(config) #radius-server deadtime 1

5.3.25 RADIUS % — 3—|Zi@ &9 5 NAS-Identifier DR E

E&

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

[73T A —%—]
line DORRBISCT (253 SUFELLN)
NAS-Identifier )&t & L CERE T HEE D LFEF|
[F1H13R 2]
no auth radius attribute nas-identifier
[AJTE— K]
Ja—)naryr7 4 lb— g F— R
[FHA]
AN— FFEFFHEREIZ BT, RADIUS Y—/3—|Z NAS-Identifier JEM: & U CRENT 2IEE DO LTI Z R ET D,
ARE%Z LI2E 1%, RADIUS ¥ —/3—(Z NAS-Identifier B & U CEE L., s EZHIR LA i@maE1k4
Al
o X Ta~r FEEITLESAIL. PIHREICRS,
[ EH

RADIUS Y—/N—|Zi@ %19 5 NAS-Identifier &2 Nas-ID-001] 2> F9 5,
SWR2311P (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 A — FRIHEWRDOF R

[EFX]
show auth status [interface ifname]
[F—TU—F]
interface CEBEDOA L E—T 2 — ADEROREERRT S
[/NT A—F—]
ifname LA H—T 2 — AL
FRTHA L H—T 2—A
[AS1E— K]
FEFFHE EXEC £— R, F#E EXEC E— K
[ﬁ%]
N RRERSBE DR TEREE, B L OBIEORGEREEZ KT 5,
[ﬁﬁ%]

A— R rﬁi&%ﬁﬁj—é

SWR2311P#show auth status

[System information]
802.1X Port-Based Authentication : Enabled
MAC-Based Authentication : Disabled
WEB-Based Authentication : Enabled

Clear-state time : Not configured

Redirect URL :
Not configured



Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

(port:1812)
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802.1X Authentication Auto (configured:auto)
MAC Authentication Disabled (configured:disable)
WEB Authentication Disabled (configured:disable)

Host mode

Single-host

Dynamic VLAN creation Disabled

Guest VLAN Disabled
Reauthentication Disabled
Reauthentication period 60 sec

MAX request 2 times

Supplicant timeout 30 sec

Quiet period 60 sec

Controlled directions Both (configured:both)
Protocol version 2

Authentication status Authorized

Clear-state time

Interface portl.4 (down)

Not configured

802.1X Authentication Force Authorized (configured:-)
MAC Authentication Disabled (configured:disable)
WEB Authentication Enabled (configured:enable)

Host mode

Multi-supplicant

Dynamic VLAN creation Disabled

Guest VLAN Disabled
Reauthentication Disabled
Reauthentication period 3600 sec

MAX request 2 times

Supplicant timeout 30 sec

Server timeout 30 sec

Quiet period 60 sec

Controlled directions In (configured:both)

Protocol version
Clear-state time

5327 37U By MEBRODER

2

Not configured

&

show auth supplicant [interface ifname]

[F—Y—F]
interface
[/NT A—F—]

ifname

AU H—T 2 — R

DA v 2 —T 2 — ADEWRO LA FRmT 5

BRTAHAA L E—Tz—R

[ AJTE— K]
ke EXEC £— R

[FiHA]

N— FRFEICB T 23 7Y U MERERRT D,

[BE B

LANR—F #1 OV 7V v MEREERT D,

SWR2311P#show auth supplicant interface portl.l
Port MAC address User name Status

portl.l1 0011.2233.4455 Authorized

VLAN Method

1 802.1X
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5.3.28 FFHEMDER

[EX]
show auth statistics [interface ifname]
[F—U—F]
interface COBEDA VA —T 2 — ADMEHER DO A F T D
[/XT A—F—]
ifname D AR —T = — 24
BRTHA v H—T =2 —R
[AJ1E— R
FEHFHE EXEC £— R, FiHE EXEC £— K
B
A— RRBREIZB T 537 v NOMEHERE R TRT 5,
[ EH]

LAN /R— b #]1 O#EFHERE L RT D,

SWR2311P#show auth statistics interface portl.1l
Interface portl.l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455

Transmitted frames : 11
EAP Request ID 1
EAP Request C
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets : 10
Access Request : 0
Access Challenge : 9
Access Accept 1
Access Reject : 0

Transmitted packets : 10
Access Request : 10

5.3.29 #EHE#MDO 7 Y T
[ER]
clear auth statistics [interface ifname]
[F—U—F]
interface D REDA v H =T 2= ADHFERORE T VT T D
P85 X —%—|
ifname DA HE—T 2 — R
FRTDHA VA —T 2 —R
[AJ1E— K]
K EXEC E— N
B

R— FREREICE T 237 v b OKEHERZ 7 VT3 %,



[BREH]
LAN 7R— b #1 OfiatiEze 7 V7§ 5%,
SWR2311P#clear auth statistics interface portl.1l

5.3.30 RADIUS ¥ — NN—REFBDOET
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[EFX]

show radius-server
[AFTE— ]
¥iHE EXEC £ — K
B

RADIUS ¥ — —|ZBT 3R EHHRE T TT D,

FREHY —/3— U X MZHEGE L Th 5H RADIUS H— _"— DR EFR(—/3—FK A b, #FEH UDP A — &5,

A

PNAT— R ZORIGERHER ., ZOREEEE, Y — S — R 2 257 5.

(B EH]
RADIUS $— —{ZT 2R EHFHREFTTT D,

SWR2311P#show radius-server
Server Host : 192.168.100.101

Authentication Port : 1812
Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102

Authentication Port : 1645
Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3
Deadtime : 0 min

5.3.31 Web FRFERRIhE DU ¥4 L7 b4 URL ORE

[EFX)

auth-web redirect-url ur/
no auth-web redirect-url

(/%5 A —5—]

url DOPEARET R L ONEAR S (K 256 30F)

VXA L7 Mo URL
(AR E]

no auth-web redirect-url

[ASE— F]

Jua—n)arz 4 —y g rET—NR

[REEA]

Web FBREREhEICY A4 L7 3425 URL 2$RET 5,

no G THEAT LI EITRERER D U X 1 L7 MEREZ EICT 2,

[/—F]
"MEEAZURL ZIEETH I EIXTEERHA,
(B EH]

Web F8RERKEIR D U XA L7 NHEIZ http://192.168.100.200 Z F57ET 5,

SWR2311P (config) #auth-web redirect-url http://192.168.100.200
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5.3.32 FBEERRED 7 VT

[ER
clear auth state [all] [interface ifname] [supplicant mac-addr]
[F—T—F]
all D ATOV TV Ay NORFEREEZ 2 VTS
interface D BREDA A —T 2 — R I T WA YU b FORGRREEER 2 U T T 5
supplicant D BREOY T b FORERIREE 7 U T TS
[T A= —]
ifname L AUE—T 2 — A
TIVTTHA L HE—T = —R
mac-addr : hhhh.hhhh.hhhh (h 13 16 #E5%)
XD MAC 7 R LA
[AS1E—F]
FiHE EXEC £ — R
[@i ]
Y7V FOBIEREEZ 7 VT 5,
(BB

LAN AR— M #1 ICHERR SN TN LY T Y B v S ORGERIEER 7 V)V T3 5,
SWR2311Pf#clear auth state interface portl.l

5.3.33 FBALIREED 7 V T4 B RZ DOREE AT H)

[EX]

auth clear-state time time

no auth clear-state time
[/NT A—F—]
time o <0-23>

FREIRRER 7 U 79 5 R

[F1H1ER 2]
no auth clear-state time
[AS1E— K]
Jua—npparz 4 J—yarEt—NK
[RREA]

VAT AERIZY T 1 S OFRGEIREE 7 ) T AR B ET D,

no JETIAT L2GA 1%, WEEREE 7 V) 7 3 2O E 2 HIBRT 5,

[/ —H

AU H—T 2 —RA|CEBIRRBER 7 U T T ARLNHRESN TCWAES, A Z—7 2 — AR TE I N TR CHGEE
RREDZ VT AT D,

[ E B

VAT LEIRTY Y T FOREERIRIEE 7 V) T DA A& 12 FRCERET D,

SWR2311P (config) #auth clear-state time 12

5.3.34 BREEIRFED 7 U T AL DR E(A v H—T7 = —R)
[ER]

auth clear-state time time

no auth clear-state time
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[NT A —=HF—]
time i <0-23>
REiREZ 7 U T D R
[HIHARR E]
no auth clear-state time
[A1E— ]
A HE—=T 2 —RE—F
[
RIGA 2 —T A RZY TV T FORIEIREEE 7 V) T LA R ET D,
no JEATHEAT LG A1E, WBRERIEZ 7 U 73 WA O E 2 HIFRT 5,
[/—}]
A=~ FIE LAN/SFP AR — b8 L OGREEA ¥ — 7 = — XIZ D HFRE Wl HE,

MBEA L HE—T 2 ATIIV AT LAERICGRGEIREEZ 7 UV T T AN BRESNLTNTE, Kavw 2 RTRESIN
7':_ jﬂ‘:*uvtntun 'H( 5@7 )7{/??50

[RXEHI]
LAN AR— M #1 IZHEe S0 7 U b o FOFRGEREER 7 U 73 D04 & 12 BRCERET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth clear-state time 12

5.3.35 Web SREFHE I A X~ A AAT7 7 4 VO E
[

copy auth-web custom-file all src_config num dst_config num

copy auth-web custom-file filename src_config num dst_config_num

[F—U— ]
all : ﬂif@ Web & G @ﬁx&’?/]’ X)EH77/(}1/%3 to‘_"a—%)
[/NF A—F—]
filename DA B LOEARL S
Web ZSREBIH I A X~ A X7 7 A NDT 7 A V4
src_config num . A —gxOaAL T 4 TES
REME B!
0-4 AR—= R T v a7 4 I&Ks
sd SD #— K
dst_config _num c oav—Soar T 4 rEE
X EE A
0-4 AB— T v Tar7 4 7k
sd SD 71— F
[ASIE— R
k¢bE EXEC £— R
[‘%FEED%]
Web SRGEHEH A A X~ A ZAHDOT7 7 ANV at—T 5,
[/—}]

SD #1— FMMBAA v F~ Web RaEHTI N A X~ A AT 7 A )VEa b —F 55813, SD A— RN HEFEA/
startup-config/web-auth/ {247 7 A L& FHE L T &0,
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SD 11— KRB~ S TWRVIRRETIE, SD #— FIN® Config ZXRIZL TARa~vy REEfTTHET—L
5,

[BXEH]
TO Web JRFFEE A AXZ~A A7 7 A NVESD A= FKNBAX— T o7 a7 40 7 # ~ab—3 5%,

SWR2311P#copy auth-web startup-config all sd 0

5.3.36 Web SRFFEEE T A X~ A A7 7 A )V OHIK
(&)

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[F—TU— K]

all i ATO Web #GEHEII A A X~ A A7 7 A4 )VEHIRT 5

8T A—5—]

filename DOCPEARET R L ONEARE S
Web FZREEI[ 7 A X~ A AHT7 7 A VDT 7 A N4

config num Do arv I 4 IEE
B e
0-4 AR =T v Tar7 4 J&KE
sd SD /71— K

[AJ1E— R

¥i#E EXEC £— K

B!

Web FRAFBE N A X~ A ZAHD T 7 A4 L Z2HIERT 5,

[/ — 1]

SD 71— KRB~ SR TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vY REEfTTHET—L

b,

[BXE B

logopng # A X — N7 v a7 4 J#H O HIBRT
SWR2311P#erase auth-web startup-config logo.png 0

5.3.37 EAP /X2 A L —DERE
[EX]

pass-through eap switch

no pass-through eap

ST A—F—]
switch : EAP A2 L—DEME
REE B!
enable EAP /XA Z )L —ZHNZT 5
disable EAP /R A Z )L — &2 %
(AR 2
pass-through eap enable
[AF1E— F]

Ja—\)ary7 4L — g E— R



a<v R 77 LA | A B —T =—AHli | 193
[FHA]
EAP /N A AV —DHE I % Y) 0 X2, EAPOL 7 L — A DHRE R[S 2R ET D,
disable Zf8E L723561%, BAP 7 L — A& HET 5,
no B CELIT L7=HHE. F721L, enable Z45TF L7=A 1%, EAPOL 7 L — A& 55T 5,

[/ —}]
802.1X FRFEMSRENF N 72 A v X — T = — AT OV TGS RE A B L, EAP XA X )L— D EIT#EH S,
[RXEHI]

EAP /XA Z )L —Z T 5,
SWR2311P (config) #pass-through eap disable

54 R—hEXF2UT 12—

541 R—bEXx =V T 1 —BEORE
E&
port-security enable

port-security disable
no port-security

[F—TU—F]

enable DR —= X2V T —BEREEAICT D
disable DR —= X2V T R EICT D
[(WIHIRRE]

port-security disable

[AS1E—F]

A B =T 2—AFE—F

(@]

RBA B —T 2—AZXH LT, A—bEXx=2VT 0 —iEEHHT 5,

no FETEITLTZEE. £721d. disable ZF8E L7255/ IE. MRSV H—T =2—ATHR—bEX =27 ¢ —HFEE
Nz T 5,

[/ —}]

AK=a< RILLAN/SFP R — M B L OGREA ¥ — 7 = — R ZDHGHE AT RE,

A= hEXa U7 0 =B AN LIERER T, B IN TW W RITEIEI N D,

[ EH]

LAN R— b #1 OFR—+ X2V 7 o —HiE2 AT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #port-security enable

5.4.2 ZFF] MAC 7 R L R &é%
[EF=R]

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—T—F]

vlan : VLANID #45/E

[T A—F—]

mac-addr : hhhh.hhhh.hhhh (h (% 16 #E%0)

KD MAC 7 R LA
action : mac-addr 58D 7 L— AT xIT HEME
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RIEE B!
forward 2T 5

ifname : LAN/SFP AA— M E7oidimBilf v 4 —T = — X
MEDA B —T = — A%,

vilan-id c <1-4094>
X420 VLAN ID

(AR E]

L

[AJIE— F]

Jsua—mnarz4 s b—va e —R

[RA]

R—bheFa T —52FNNILI2AR— N THREEZFTF T 5 MACT RLRAEZRERT D,

no FETIAT L2 GA 1R, BEEHIRT 5,

[ EH]

MAC 7 F 1 A 00:A0:DE:00:00:01 %, LAN AR— k #1 OFFA[ 7 KL A & L TEET 5,
SWR2311P (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

E

e

543 %2 VT 0 —EXEEOEHED

[F=

port-security violation action
no port-security violation

[23F A —%—]
action D AR—bEeXa VT 4 —EXEFOENE

BifEE— K B

discard Xy Ml

shutdown R—rETYy N T

[FIH1ER 2]

port-security violation discard

[AFTE— F]

A H—T2—AE— R

B

RIGA VB —T 2 — R ZH LT, R—bFx2 VT 4 —EXEOBMET 7 v a v ERIET D,
no IR TEITL2GEE 1. IIHIREIZRES,

[/ —h]

shutdown E— R TV ¥ v N U EN7-A— F&EIHIE 585481, noshutdown =~ REHWD
AKa< RIZLAN/SFP R— b B L OGREEA ¥ — 7 = — A DA E I HE,

[ EHi]

LAN R— b #1 OERFEOBMEZ R — N T CEET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #port-security violation shutdown

544 R —FEX 2V T 4 —EHOER

[EX

show port-security status
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[AF1E— F]

¥ EXEC £—

[FFA]

N—rEF=2 U7 —FREETRT D,
[ E B

R—hEXa2 T 4 —FREETT D,
SWR2311P#show port-security status

Port Security Action Status Last violation
portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
5.5 = 7 —HRibikEee
5.5.1 errdisable JREED> & D B B)E IHEEBE DEXE
[#FX]

errdisable auto-recovery function [interval interval]
no errdisable auto-recovery function

[F—7—F]

interval © BEE IR O E

[/3T7 A —F—]

function . errdisable DR & 72 Hi#Re

REME S

bpduguard BPDU # — RE&RE
loop-detect Jb— 7 R RE

interval : <10-1000000>
HEhEIHT 2 & TORFHEIED)

(IR E]

no errdisable auto-recovery bpduguard (BPDU %' — F#iiE)

errdisable auto-recovery loop-detect interval 300 (/L — 7k i E)

[AS1E— K]

sa—\)varZ g S L—varE— R

BN

=T — R HEEREIC L o C errdisable IREEIZ /R o 72 & S ICHBEIWIZIEIH T 2HREZ BNC LT, BEMEIHT 5 £ TOR
MERET D,

interval Z4 M L7561, 300 B3GR E SN D,
no IER CHEAT LI GE 1%, BEMEIRMEREEN TR L 72 5,
[/—F]

Ko< R&2EITT S0 BPDU B — FHHEIZ X - T errdisable RAEEIZ 72 - 7= LAN/SFP &"— k Ti. k[l BPDU %
BHE L IR EDLEENKREND,
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[BREH]
BPDU # — R C errdisable IRBEIC 72~ 7= & * O EBEIHA G L, IR % 600 #1235
SWR2311P (config) #errdisable auto-recovery bpduguard interval 600

JL—TFRHIC errdisable IRFEIZ 72~ 72 & X O BENME IR 2 #2hi2 T 5,
SWR2311P (config) #no errdisable auto-recovery loop-detect

5.5.2 = 7 —RHEEDERFT

ESN!

show errdisable
[AFTE—F]
FHFFHE EXEC £ — N, %54 EXEC £— N
[FiA]
T 7 — R REOE R A R T D,
LFOBEBENRREND,
« errdisable JREEN B D HENE IH NH L D>
o errdisable IRIED A L X —T7 = —AB LT T — &Kl L7146
[EE B
T 7 — RO R A R R T D,
SWR2311P>show errdisable

function auto recovery interval
BPDU guard disable

Loop detect enable 300
Port-security disable

port reason

portl.1l BPDU guard

portl.7 Loop detect

sal Loop detect

5.6 PoE

5.6.1 PoE {5 EBMEEDRER AT L)

[

power-inline switch
no power-inline

[/XT A= —]
switch i VAT AERD PoE #EMSRE DR E
R EME i
enable VAT LARD PoE AR EMRE A AT D
disable VAT LAAARD PoE K ERERE A BN T D
(IR E]
power-inline enable
[AFTE—F]
sa—s\)var7 47— a sE— R
[

VAT NERTO PoB MR EMEEDFH R - M ERET D,
no IR CEIT LIS A IR EICE S,
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[/— "}

VAT AEROD PoE FEMTEN AN/ > TV TH, EIOFR— I EICHEMRENEDICINTWDEE, £
A— MR EHEBEN 72 D,

Batl]

VAT LERTO PoE #SEAEREEZ AT D,

SWR2311P (config) #fpower-inline enable
VAT KR TO PoE #GBEIHRE & HENIZ T2,
SWR2311P(config) #power-inline disable

5.6.2 PoE AR BHREDRE( v F— T = —R)
EEN

power-inline enable

power-inline disable [delay time]
no power-inline

[%—7— K]
enable DORBA B —T = — AD PoE #AEMEE A AT D
disable DR A U H—T = — AD PoE #AEHERE R T D
[/XT A —F—]
time ;. <1-3600>
FRFENE IR F T OERLERER (D)
[FIEIEXE]
power-inline enable
[AFE— ]
=T 2= RE— R
[AA]

KIGA 2 —T = —AD PoE R EMREDH L) - TN aRET D,

no FECHEAT LGS 3R EICR 5,

fadEls I CORERM A FEE L7cHG. 2~ v FEITHLIRERFFEZ 1Z power-inline disable 235% & S5,
F7-. LLDP |Z X % HEER EHRE(Idp auto-setting) 73 F 2N 70856, A mE S (LB IE HIHFE O v~ A~ EERR AP 123 LT
WEE IO A I TRBHIND,

[/ — 1]

PoE R— FUSClIa~y RFEfTS— L7 5,

A B =T 2 —RAF— FTHREBENANCR>THThH, UTOBRSITHRE I NN,

o VAT LAEIKD PoE FEERENEN o TV D LG

XAR— bR vy MU RETHAEITAGR T 2,

BB IR EE RS L T\ D720, T =27 a7 4 7 ETid power-inline enable & L T 5,
[ EH]

portl.1 T® PoE #aEEMEREAL AN T 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #power-inline enable

portl.1 T® PoE #5 fEFKAE & MEMNIZ T 5.

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #power-inline disable
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5.6.3 PoE "h— h OFBI L DR E
[EX]

power-inline description /ine

no power-inline description
[XT A —=F—]
line D64 SUTFLAN DI T

[FIIRRE]

7L

[AJ1E— K]

A B =T z—AE— R

[BLAA]

PoE 7R — MZHEET %5 PD Hs O L Z R ET D,

[/— 1]

% E L 72t 3CId show power-inline =~ > R CR/RE 5,
[BREB]

portl.1 (8T 5 PD #ar DA & L CT"AP1" 25X ET 5,

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #power-inline description AP1

5.6.4 PoE "— N DI BEISLE DR E
[EF=]

power-inline priority priority

no power-inline priority

[T A—=HF—]

priovity o e e
R EE BL
critical e
high =
low &

(AR E

power-inline priority low

[AJ1E— F]

A HF =T z—AEF—F

B

KRA LV H—T 2 — ADFEBE LR ET 5,

2R — b ORUEEA NG FTREE ) EIRE BRI 725G 1R, BRIEM.O 6 o & IRV — DG E AT IET 5,
no A TIHAT LA I3 EICR D,

[/—}]

FAFEME L 1L show power-inline =~ > R CH/REN 5D,

[BEH

portl.5 OFFEAE L A high(F)IZT D,

SWR2311P (config) #interface portl.5
SWR2311P (config-if) #power-inline priority high
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5.6.5 47— RNV RORE

[EFX]

power-inline guardband watts

e

no power-inline guardband

[XT A —=F—]
watts 1 <0-30>

T — R ROME(W)
[ E
power-inline guardband 7
[AJIE— K]
Jua—n"narz4 s b—va e —F
B

H— R REHRET D,

= R Rid, REOKERIEZ ST2OICRET DG FTREE ) ERIZH L ToO~—Y 0 Th 5.
AR ATRETE N3 — R X RELF & 2o 72854, PoE 7R— MIHTT-IC PD BESR 2 Bt L CHE SN2,
OW ZH8E L7=GA . H— K30 RIFEME L Z2uy,

no I CTHEAT LI B IIHIIRRE IR 5,

[/—H]

[ EH]

H— RN RE30W 12T 5D,

SWR2311P (config) #power-inline guardband 30
T — R REBNT 5,

SWR2311P (config) #power-inline guardband 0
H— RN RagREIC R,

SWR2311P (config) #no power-inline guardband

5.6.6 PoE fr B M DFIR
[

show power-inline

show power-inline interface ifname

[T A =5 —]

ifname : PoE AR— |
[AJ1E— K]

e EXEC E— R, F§#E EXEC £—
[RLBA]

PoE R— h Dl & 21 5,

ifname 8T T 5 &, $FED PoE R — h DiEMEREFRT 5,
[/— 1]

[FRE B

PoE Rl a R+ 5,

SWR2311P#show power-inline

PoE Status
Available Power : 124000mwW
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Used Power 20500mwW
Remaining Power 99500mw
Guard Band 7000mwW
Operation Status: Enable

PoE Interface
Interface Admin Pri Oper Class Power Max Description

(mW) (mW)

portl.1l Enable High* Powered 4 12000 29536* AP1
portl.2 Enable Low Standby n/a 0 30000 n/a
portl.3 Enable Low Powered 4 6800 30000 n/a
portl.4 Enable Cri Powered 2 1700 7000 n/a
portl.5 Enable Low Standby n/a 0 30000 n/a
portl.6 Enable Low Standby n/a 0 30000 n/a
portl.7 Enable Low Standby n/a 0 30000 n/a
portl.8 Enable Low Standby n/a 0 30000 n/a

* - Assigned by LLDP.
portl.1 DfFEMEHRZ KR T D,

SWR2311P#show power—-inline interface portl.l

PoE Status
Available P
Used Power
Remaining P
Guard Band
Operation S

ower

ower

tatus:

124000mwW
20500mwW
99500mW
7000mwW
Enable

PoE Interface portl.l
Powered device type

PoE admin
Priority
Powering st
Detection s

atus
tatus

Current power consumption
Powered device class

Powered allocated

Powered pai

rs

* - Assigned by LLDP.

n/a
Enable
High*
2-pair
Powered

12000 mw

4

29536 mW*
(Alternative A)

Signal
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o=
Layer 2 $%5E

6.1FDB(Z + U —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 ERED
BN

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAEEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
(R

mac-address-table learning enable

[AJ1E—F]

rua—\varz4 7 b—va e —R

[FAA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

(BB

MAC 7 N L 2 EEEREZ AT D,

SWR2311P (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI & I3 EICK 5,

[/—F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWR2311P (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

[EF
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T FLAZIRET D
vlan : VLANID #f8ET %
interface DA E—T 2 —AERET D
instance D MST AV AF L AZFRETD
[78T7 A —=F—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[AIE—F]
¥EHE EXEC E— K
[BLFA]

MAC 7 RLAT =T Vinb B A F Iy 7w M) —&HIRT 5,

F—U— RFEEELLHEE. HERMHC—B Lz b =R EHIRT 5,
XF—U—RERELRWEEIEL, &2 TOXAF Iy 72 N —%HIBRT 5,
B!

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWR2311P#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/3T A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 KL A
action : mac-addr 56D 7 L — A% A ENME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 41— — R

[FREA]

MAC 7 VAT —TNVIZAZT 4 v 72 b)) —%5E5kT 5,

action \Z forward R E LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZBELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — A%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7238 1L. VLAN#l DR ESND,

[/—F]

action \Z discard Z 3R E LT, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A BETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.FFFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 35 & 9 Békd 5,
SWR2311P (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

[#F]
show mac-address-table
[AJ1E— K]
JEHME EXEC & — R, 5+ EXEC £— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o TV MNU—OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWR2311P>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—TU—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—H&—]
ifname DRI HA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaE A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9% VLAN ID
[AJ1E— K]
FERFME EXEC £ — N, ¢ EXEC E— I
[FHA]

FDB = F VIZHHFINTWS MAC 7 RL A AEFRT D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
S,

[B%E B

FDB = F V2B SN TWS MAC 7 RL A A F T 5D,

SWR2311P>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
sua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 12th D VLAN E— RIZBATT 5,
[/ —}]

VLAN E— b7 a—\var 7 4 7 b—v g — NIZRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWR2311P (config) #vlan database
SWR2311P (config-vlan) #

622 VLAN A V' Z—T7 = —ADRE

205

[EX]
vlan vian-id [name name] [state state]
no vlan vian-id

[FF—TU—F]
name : VLAN OA4HIZRET S
state : VLAN OIREEZFRET D
[T A—F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ORNEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REMHE B
enable T U— LERET D
disable 7 L —AEEEE LR
[FIHIERE]
mL
[AJTE— K]
VLAN &— K
[BLBA]

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT L2 EIL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 #70 VLAN ID)DSE%E S 5,
state M L7-855 1%, enable BERE I NS,

disable Z45E L7285 A1%, Mi% VLAN A V¥ — 7 = — A~OREIXETHIBRE L E T,
[/—}]

BEIZ name WFRTE SN TW25 VLANID 2% L T, name ZE M L TR~ RERELEZHEIL, BEICRE
% name DFEFEFINIRUN,

vian-id \Z#3D VLAN ID Z#$8E e, 7277 L., #H3 D VLANID 2T L7-8451%. name ZFEETH N TE 2

A
BERET HE. UTFTO LI, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ T EIRT 5585 2-4

« VLAN#2 & VLAN#4 23R 5586: 24

[ EHi]

VLAN #1000 % Sales &\ 9 4RI CiXET 5,
SWR2311P(config-vlan) #vlan 1000 name Sales

6.2.3 77 A X— | VLAN OF&E

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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55 A — 5]
vian-id o <2-4094>
vlan =~ R CRE S 41TV % VLAN ID
type i 774 ~— | VLAN O]
REME A
primary 774~ Y — VLAN
communit EHUH Y —VLAN(Z S 2 =F ¢ —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHIRRE]
L
[ASE— K]
VLAN &— K
[BA)

vian-id % 77 A4 X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 14— VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —H]

O32=2FT 4—VLAN ¢ LCRETDHE, 7794~V —=VLANDOD a2 I AHAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB L7 A Y L — k VLAN
WATBT AL v X —T 2 — AL ILRECTE 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDLBETLHIENTES
N, AI2=F A —VLANBLORT A YL — | VLANIZFTBTAMDA v 2 —T = —RA LI TBETE L5,

B!

UFD7Z A4 ~_X— K VLAN Z&ET D,

+ VLAN#100: 77 A~ U — VLAN

« VLAN#101:® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#102: ® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#103: 5> % U — VLAN(7T 4 Y L— b VLAN)

SWR2311P(config-vlan) #vlan 100

SWR2311P (config-vlan) #vlan 101
SWR2311P(config-vlan) #vlan 102

SWR2311P (config-vlan) #vlan 103

SWR2311P (config-vlan) #private-vlan 100 primary
SWR2311P(config-vlan) #private-vlan 101 community
SWR2311P(config-vlan) #private-vlan 102 community
SWR2311P(config-vlan) #private-vlan 103 isolated

624 774~ — VLAN IZX$BEH % U — VLAN OFERE
BN

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vian-id association

[F—U—F]

add © fEE L7 VLAN % B#AHT %

remove © fRE L7 VLAN OB T & HIBR$ 5
[/3T A —F—]

vian-id o <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET2HE. UToX oz, """ "2 fH+sZ L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FEA]

FFIAX—=FVLANDZ T A<V —VLANIZX LT, B XU —=VLAN(T A YL —K VLAN, 23 =2=7 (—
VLAN)D BEAF T &2 3 ET 5.

add ZF8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTHEIT LeHalE. 774~ Y — VLAN ~O B 1T 2 X THIFRT 5,

(B EHI]
UFDOTZI7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U—VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: %5 >4 U — VLAN(7 A Y L — k VLAN)

SWR2311P(config-vlan) #vlan 100

SWR2311P (config-vlan) #vlan 101

SWR2311P(config-vlan) #vlan 102

SWR2311P (config-vlan) #vlan 103

SWR2311P (config-vlan) #private-vlan 100 primary
SWR2311P(config-vlan) #private-vlan 101 community
SWR2311P(config-vlan) #private-vlan 102 community
SWR2311P(config-vlan) #private-vlan 103 isolated

SWR2311P (config-vlan) #private-vlan 100 association add 101
SWR2311P(config-vlan) #private-vlan 100 association add 102
SWR2311P (config-vlan) #private-vlan 100 association add 103

6257 JEAR— METRLA— NDFRE

[ER
switchport mode access
(AR E
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
WA Z =T 2= ZAOR— M EZT 7 E AR — MTRET D,
[/— ]

Kz~ FIE LAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N— F DRENER SN D,

A—RNERE T 7 R— 067 78 AR— MIEE LA 1L, switchport trunk allowed vlan =~ > KO E
k & O switchport trunk native vlan =~ > K D% E S #I IR E )qué

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
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[ EH]
LAN R— kN #1 27 7 B AR — MR ET 5.

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LAR— bM)DFTE VLAN DORE

[F=

switchport access vlan vian-id
no switchport access vlan

X A—5—]
vian-id o <1-4094>
FTJ&4 % VLAN ID
[FIHIERE]
switchport access vlan 1
[ASTE—F]
A H—T2—AF—R
[RLRA]
RGA B —T 2 —ANT 7 EAR— ML LTHTET 5 VLANID Z3%ET 5,
no JER THEAT L2 B3R E IR D,
[/— 1]
A3~ Rid switchport mode access =~ > RV E 4L TV 5 LAN/SFP AR — B L UGRELA & —7 = — R |ZD
HE% TE IR,
WA A — T 2= AERBLE L TR RERE LSRR, 2O ¥ —T7 = —RBT58TO
LAN/SFP R— F DRRENE L I D,

AR— MNERZ N7 7 R — MIEE LELAIE, Ka~vy FORENPYIHEEICKE D,
[RXEH]
LANR— M #1 N7 72 AR — K& LTCHIRT 5 VLAN % VLAN #10 |Z3% 7 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport access vlan 10

627 b7 I R— MNETFER— NDORE

EEv
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter AN T A —OEEERET D

[78T7 A —=F—]

action D AT v —0EE
BEE B
enable AT AN =TT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

mL

[AS1E—F]

AUH =T 2—AE— R
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EZLE

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
LEDH, TL—hElEET 5,

AN T 4 VB =BG EIE, TTOT L—AZiRET 5,

[/— 1]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA L H =T 2= AR E LTRAY Y FERELILSGAE, O =7 2= RAICFBRT22TO
LAN/SFP /R — M DR ENEHE I D,

R— MR ZET 78 AR— 5 T 7 A — MIERE L7z5ATL., switchport access vlan =~ > K O3 E 23 A%
EINZR D,

FZ > 7R — k& LTHET S VLANID |4, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[ E ]

LAN KR—hF#1 % b7 7 KR— MIRET 5,

SWR2311P(config) #interface portl.l
SWR2311P(config-if) #switchport mode trunk

628 NTF U AR— MNE TFHEER— F)DPTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all ¢ ovlan a7 FTHREIINLTWAHTNTO VLAN IZATE S5
none : 2TOVLAN OS5
add  FREL VLAN IZFTE S H 5
except © HEE L7 VLAN LSO, vian 22 RTREINTNDHTXTO VLAN IZFTE S5
remove : FBE L7 VLAN O iEXE 5
[3F A—F—]
vlan-ids o <1-4094>
vlan 2~ R TREIN TS VLANID
BERET 256, LT Loic, "R "2 HTHZ &
« VLAN#2 7»5 VLAN #4 £ CTH®RIRT 5545 2-4
+ VLAN#2 & VLAN #4 % RIRT 5355 2,4
[#IEIEXE]
7L
[AF1E— F]
A B =Tz —RAE—F
[RLBA]

SNBA LV HE—T 2—AN TR —FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID DN T X CHIBRS IV CAR— MNERINT 7 B AR — MIEFEIND,
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[/—}]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
TR TE AT HE,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
R— MER 2T 7 £ AR — MIER LEGEIE, Ra~y FOBRESYIHIREICR D,
all £721F except #FHE L TRE LIZGAIL, ZORICEE Lz vlan 2 v RONENFICKBEND,
all £721F except ZFHE L TRE LIZGAIEL, LTORELZITI &, FEV OFFE L TW% VLANID % add THREL

TEREICEEEND,

remove & f5E L CHT/E L T\ % VLANID ZHIfk L7 5%&
switchport trunk native vlan =~ > R CHT/& L C\\% VLAN ID #f5& L =556

except ZHHE L CaRE & 1T - 7%, add 257 L TR L Cu 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE L2 EICEE S5,

remove Z fEE L7 ICHTE L CWRW VLANID Z2f5ET 5 L =7 —IZ72 5.
Az~ R & switchport trunk native vlan =~ > ROREIL, BEELLE 2D,

Ko< R THE SE72 VLANID %457 L T switchport trunk native vlan 2~ > RZ % E L= E, fEEL-
VLANID 25k ESH 545,
switchport trunk native vlan =~ > N T E 41TV 5 VLAN ID Z 57 L CHT/ER S 72354, switchport trunk
native vlan none 23i%/E S 115,

switchport trunk allowed vlan add =~ > K C, vian-ids {Z"-"°" " 2l A G OE CTRE LHAE, ivwI—T g v
(Rev.2.00.08 LAFNIZIR T & aa~ o RRREICKRT 5, R e L TIIEFICHBETE R R WRErd 5, FERF:
switchport trunk allowed vlan add 101,103-105)

(B EH]
LANAR—h#l Z b T 7 R— MIERELTVLANR I &85,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #switchport mode trunk
SWR2311P (config-if) #switchport trunk allowed vlan add 2

629 FT IR — MNFTHRER— M)DERAT 47 VLAN ORIE

[EFX]

switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[¥—TU—F]
none : AT 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLAN ID
(AR E]
switchport trunk native vlan 1
[AJIE— F]
A B =T z—AEF— R
B

RRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZEE L72HAIE. XA T 4 7 VLAN BRENT/2 5, ZHICK VR A 2 —T =2—2ATIE, ZIELI=X V7%
L7 L —A5TET 5,

no B CHAT L7258 I3 EICE D,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
Fr R E W] e,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~vr FORENPVIHIREIZR S,
Az~ K& switchport trunk allowed vlan =~ > RFOFREIL, HEEL LD,
+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #f8E L TR~ RERE LHEG, BELL
VLANID 76t s ¥ b5,
« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHJE X ¥ 7244, switchport trunk
native vlan none 235X & S 415,
[ E B
LANR— R #l % b7 7 R— MIRELTRA T 4 7 VLAN IZ VLAN#2 2R ET 5.

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport mode trunk
SWR2311P (config-if) #switchport trunk native vlan 2

6.2.10 75 4 X— | VLAN OR— NEB|DOHE
BN

switchport mode private-vlan port-type

Wl

no switchport mode private-vlan port-type

[/3T A—HF—]
port-type © AR— hOBEME
R B
promiscuous 7' I AN AR— |
host RA RR—
[WIHIRRE]
L
[AJ1E— K]
A B =T 2—AE— R
(@]

WRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZ R ET D,

no R TEIT LA, MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN OREEHIFRT 5,
[/ —H]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z D AR E Al HE,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e FIFUIR—FPELTEIEL TS U F—T =2 — A

[B%E R

LANR—F#l 2702 I 2D AR— K, LANAR— F#2 KA FAR— MIRET D,

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #switchport mode private-vlan promiscuous
SWR2311P (config-if) #exit

SWR2311P (config) #interface portl.2

SWR2311P (config-if) #switchport mode private-vlan host

6211 54 ~_X— K VLAN OF R F R— FOHRE
[EX]

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—7—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN 2% ET H
[78T7 A =5 —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TRREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L CREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE—FR
[BLEA]

MNPA L HE—T 2 —ANT T4 _X—=K VLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
&Y — VLAN ZBEfTT 5,

no WK TEIT LGS, JBA L H—T =2 —ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB LNk
H & Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— k& LT E I TV 5 LAN/SFP AR — M2 D&
B E P HE

pri-vian-id & 2nd-vian-id X, private-vlan association =~ > R CEHEfT T LN TV HMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N 5,

[BREB]

HBA L HE =T 2= AL FDOT T A ~_— | VLAN ZRET 5,

o LANKR—h#1: 7714 ~1U—VLAN#100, &5 > % VU — VLAN #101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &7 > % U — VLAN #103

SWR2311P(config)# interface portl.l

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 101
SWR2311P(config-if)# interface portl.2

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 102
SWR2311P(config-if)# interface portl.3

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 103

6212 5 A4 _X— K VLAN D712 I A H A R— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F—TU—F]

add 774~V —VLANIZxT HEH &Y — VLAN 2% ET 5
remove : 774~V —VLANIZxT D&l &Y — VLAN ZHIkRT %
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE I TW% VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TV 5 VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254: 2,4

[FIEIER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN Z%E LT, EH % U— VLAN
& BT B,

R TCET LEES. MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X &Y — VLAN OBBEN T 28R 5,

[/ —H]

Az R switchport mode private-vlan =~ > RC7 R I AN AR — & L THEIN TS LAN/SFP A — h
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA A —Tz—R

pri-vlan-id & 2nd-vlan-ids %, private-vlan association =~ > R CRIH (T SN TWDHHERH 5,

B VH— T 2 — AR B L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TOH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > K CR— hOFERIN 7 1 I AN AR — NUAMIRE S NTHE, KRa<wr Fo
BOEITHIBRE D,

2Ia2=F7 4—VLAN L, B 7 I 2B AR— MU THEEMNITAZ ENTE S,
1OD7 7 A4~V —VLANIZX LT, HEDOTaIADAR— FERETE D,

TA YL —FVLANINDOA L HZ—T 2 —ZF. 1 O0 70 I AN AR~ EDBBENTRERT-D. 1 ODT A VL
— k VLAN ICBHESIT B D 71 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. BH % U — VLAN
#101, #102, #103 % BHEAT T 2,

SWR2311P(config) # interface portl.l

SWR2311P(config-if)# switchport mode private-vlan promiscuous
SWR2311P(config-if)# switchport private-vlan mapping 100 add 101
SWR2311P(config-if)# switchport private-vlan mapping 100 add 102
SWR2311P (config-if)# switchport private-vlan mapping 100 add 103

H

6.2.13 "A A VLAN D& E
[E=]

switchport voice vlan #ype

no switchport voice vlan

[T A—=HF—]
type AT
R EME B!
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged 2T LT L—LEMHT S
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[FIHIRR E]
L
[AJIE— F]
A H =Tz —AE—K
[RiAA]
RAAVLAN O EET D, TI7EAR—NMIRELIEYEA X —T7 2 — ADHFKETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANVLANID (20 T, CoS ENFEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— b #1 2784 A VLAN & LT VLAN #100 [Z%ET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS {EDHE

[EFX

switchport voice cos value
no switchport voice cos

PS5 A—g—
value o <0-7>

BRI CRR ET 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLF® & &2 LLDP-MED CHEEGias (Z5% & 2 4 5,

o HWIR— FTARA A VLAN BEEIN TS,

o F4WR— [T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7"— k #1 THA A VLAN & LT XE CoSE%E 6 (IR ET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

E&

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0



a2 KU 77 L2 A | Layer 2 #&HE | 215

[AFTE— F]
A H—T 2 —AE— R
B

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7V VLAN 7 /L—7 1D
BEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[FIEIEE]

7L

[AS1E—F]

A H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI N—TZIRE LB, #8A v ¥ —7 =—ATiE, v F 7V VLAN 7L —7 730
CA v H—T 2 —AMORTEETE S, [M L VLAN ThH, w/LF 7L VLAN 7 —T7R3E S 45, @B T/
|

MBS L =T 2= A VI TN — v a Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no G THEAT LI2GEG . PIMIRREICR S,

[/—HI]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V —va w2 —T7 2 — AR S5 R — O~ /LF 7L VLAN 7 —F 3R —I2 T D0 E
Nd 5,

~/WVF TV VLAN Z N —7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y MIwALF 7L
VLAN 7 )V— T RIE DB Z T IR0,

~IVF TV VLAN 3 E L TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—0T a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ E B

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \IZ3&ET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport multiple-vlan group 10
SWR2311P (config-if) #exit
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6.2.17 <)L F 7 )L VLAN 7' )V — T DL HTDRE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T7 A =4 —]
group-id ¢ <1-256>
~/VF 7V VLAN 7 /v—7' ID
name D OPRAEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 /7D 7 /L —7" ID
[AJ1E— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 V—T 4R &R ET D,

no JZTHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4Hi1lZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHNCHRET S,
SWR2311P (config) #fmultiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 /L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch ;. ¥/VF TV VLAN ZERED YMPL 7 L — A GiEHRE O B
REME B!
enable IR EEZ AN T D
disable TR 2 3 5
[WIHIRRE]
multiple-vlan transfer ympi enable
[AS1E—F]
srua—arr 4 L—va E—R
B
~NVF TV VLAN RERFI, ¥~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ A NERT 7B ARA L BN EL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E 7~
ITHRRLAN = b — T — A FIH L7-WIEA, ANCT 08’5 5,

no I CTHFAT LGB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 Mshic 5,
SWR2311P(config) #fmultiple-vlan transfer ympi disable
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E&N

show vlan vian-id
show vlan brief

[FF—U—F]
brief : A& TOVLAN [E# & #1725
[73F A —4—]
vilan-id - <1-4094>

#"4 % VLAN ID
[AJ1E— K]
FFrHE EXEC E— R, %M EXEC £—
[RLBA]
fEE L7 VLAN ID DIEHM A R7T 5,
UTOHEBEBREREND,

HAE B

VLAN ID VLAN ID
Name VLAN D4, i

VLAN OIRFE (7 L — LA HEET 5 200
State « ACTIVE: #5157 %
« SUSPEND : fizit L 72\

VLANID IZFTB L TWAHA » H—T = — %
Member ports c (): T EAR—MNETIRLAE—])
c ): hTUIHR—NETHFER—])

[ E B
2 VLAN 1§ £ T 5,

SWR2311P>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fF#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID
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HAH G
tH 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS VH—T = —R
[BXEH]

7'Z A X— k VLAN Oz &R 5,
SWR2311P>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 ¥ /VF )L VLAN 7 /L —FREBROET

[EA]

show vlan multiple-vlan [group group-id]
[F—T— K]
group D REDS VT TV VLAN Z N —T DI E AT 5
[/3T A =4 —]
group-id 1 <1-256>

~/VF 7V VLAN 7 /v —7 ID

[AFIE— K]
FERFHE EXEC £ — I, %5 EXEC £—
[

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWEL IV —TFTRTEFRRT D
YMPI 7 L — A BBEEE DR EIRRE b £ T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWR2311P>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUP0O001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(A =27V U —7u1a Fa)l)

E

e

631 AT LDANN=V T —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

[WIEIRRE]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4L —yg T — R
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B
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—H]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWR2311P (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (FD)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[FiA]

RSB IERF R 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—F]
AKa< s ROBREITLLTOFRMELZTIZTHENH D,

2x (NE—H A L+]) S RRT— VU T = 2 x (IRRIRERFRH - 1)
AT — 7 HE#IZ, spanning-tree max-age =~ R CHETX 5,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 ICERET D,

SWR2311P (config) #spanning-tree forward-time 10
633 ZRT—T LV JIREDRE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR RE]
spanning-tree max-age 20
[AJ1E— F]
Ju—nmnarz 4 b—va e —R
B

RRT—V U TRHERET D,
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no JEATHEAT LI B3I E IR D,
[/— 1]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIHET ORHTH D,
Ko<y ROREFLLT ORMEZEWTZTHER D D,
2x (N —=H A h+1) = RRT—V 0 ZHEEE = 2 x (EREELERRE - 1)
HADE R IEIF[#] 1T, spanning-tree forward-time =~ R CXETX 5,
=LA NI 2T, BETLHZLIETTERY,
Bl
I RT— 0 T % 25 IICRET D,
SWR2311P(config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRIE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(WIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—F

[FHA

TV VT ITATYT 4 ZBET Do BEN/NS VI EBILEDE,
no JE A THEAT LIE GBI EIZR D,

[/—HI]

MSTP DAL CIST(A > A X v A #OWIK T HRIE & 72D,

[BREH]

TV TTTAFYT 4 & 4096 (Z&IET D
SWR2311P (config) #spanning-tree priority 4096

635 AV FZ—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y U —OENE
R EE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BHZT D

[FIHIRRE]

spanning-tree enable

[AF1E—F]

A B —T 2 —AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGRELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET L LILTE RN,
(B EH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #spanning-tree disable

636 A FZ—Tx—ADY T EATORE

[EX)
spanning-tree link-type type

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV WY —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB =T 2= ADY) I B TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZD AR E HE,

B X — 7 = — RZFTE LTS LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &Galli A % — 7 = — R S AT1E. M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
PR EITR D,

[ 2B

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree link-type shared

(1

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DOHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[/3F A —4—]
filter : BPDU 7 4 V%2V v 7 OEME
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REMHE B
enable BPDU 7 A V&2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—}]

A~ RIX LAN/SFP R — M L OGRERA ¥ — 7 = — AT D Ha& & I hE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— b ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR~ ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7x—AD BPDU H— KOH®E

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —=HF—]
guard : BPDU #— FO#EE
RIEME B
enable BPDU — & {5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FBA]

WA VA —T = —AD BPDU H— RERET D,

no FECEAT LG A& IIWIHIRR EITR 5,

[/—F]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T7 2 —AZHTB L CWA LAN/SFP iIR— M L TARa~ L RERETH Z LT TE 2R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S B 725613. Hi% LAN/SFP A — NIt AR~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & > T shutdown S 1L7285E1%, HUi% A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TITDHZ L THIATE 5,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&SLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #spanning-tree bpdu-guard enable

639 AL F—T—AD/INAITA FMDERE

a2 KU 77 LA | Layer 2 #RE

1223

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/NT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—ADY 7 HEIE T T, LTOEEFEHT 5,
YT S 3 RA= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
Ao B —T 2 —RAE— R
[FA)

KGA B —T 2 —ADNRAAR NEHET 5,

no TR THEAT L= A IR EIC R 5,

[/—}]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%TE Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LT TERL,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ A5 AR~ ROFTED.

*)]:H;LJX/E \—)j:ééo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree path-cost 100000

RIE

(1]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX)
spanning-tree priority priority
no spanning-tree priority

[P35 A =& —]

priority 1 <0-240> (16 DfE%R)
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R
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[FHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
ARz~ RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = —RZFTE LTS LAN/SFP AR — MIXf L TARa~ Y RERET D Z LIFTE 20,
LAN/SFP R — M &Galli A % — 7 = — R S 5A 11X, M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
WIHIEREIZR D,
REBH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree priority 64

6311 f V2 —T 2 —ADT vy R— FDHEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(AR E]

no spanning-tree edgeport
[AJIE—F]

B =T z—AEF—FR
[@i ]

MHBA VA —T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg& iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlilA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktT AR a~ 2 ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l > UR— MIT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGm A ¥ — 7 = — ADA R
FRT DALV H—T 2 —RA
[A1E—F]

FEHHE EXEC B — I, 454 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, BTOA ¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y Y —7a k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AKE,

Root Port N—hrT Vo TDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFEFTERRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERJERE ] R EE

Hello Time N— TV DO m—HF A LREM

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHER SN D

Bridee Id TV VA, TV v T T A AT T ¢ (16 EHEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu 7z BPDU Otz =)

last topology change

BRIC MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A NREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EECTE 4 M) & MAC 7 RLATHERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL AT S D

Message Age Ayt — Ut

Hello Time Na—F A LNFEE

Forward Delay His 15 AL PR [ AR fiE

Forward Timer

FEBROHRERIE X A ~—

Msg Age Timer

A v H—T = — AN BPDU DIFRAMWIEST 5 % 4 ~—,
WIHEARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—OFFIHENT 524~ —, 012725 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDK A
Ty VR — N O EM & BIEDIRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ Ny *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V v THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BiAE DR AR
. A B=T=2—=ADY 7 ZA T OREMEBHEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
[3% 2 5]

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWR2311P>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =227 U —® BPDU OFEERDFER

[EFX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH



ST A—F—]

ifname

[AS1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FAA]

A= 7 U —® BPDU OFEGHERDFE R T D,
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LAN/SFP iR — F E 72 135HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. B TOA UV H—T7 =2 —ADIRERFRRIND,
(B EHI]

LAN 7"— k #1 ® BPDU OfieHE#HR A2 TR =T 5,

SWR2311P>show spanning-tree statistics interface portl.1l

o o o 00 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KD VT
EEN

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRA BT o —AERETD

[78T7 A —=F—]
ifname : LAN/SFP AA— M E 70 idGimBlilA v ¥ — 7 = — A D4
IVTTHA A —T = —R
[AS1E— F]
M EXEC E— K
B
STP AT — RTCTEIEL T\ A v ¥ — 7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA U HX—T7 =—ADREN T VT b,
[/ —F
STP @ BPDU % %5 L7=35A, %5 LA v ¥ —7 =— AL STP EME— RCTEET 2 L9122 5, LirL, T0
#% STP @ BPDU 25 L2 2o T, YA v ¥ —7 = — AL STP At — FTEMELKET 5, 2D X5 RBE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE S,
[BREBH]
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWR2311P#clear spanning-tree detected protocols interface portl.1l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 41—y g T — R
[FREA]
MST A vV AZ L ARLMST U — 3 VOBREZITI 12D MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—)Lary 74 7 Lb— g 0 — RIORAICIT exit 2~ 2 RE2fEH L. ¥ H#E EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEHI]
MST &— RIZBITT 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #

6.3.16 MST A ' A X ADAERR
BN

instance instance-id

no instance
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[78T7 A —=F—]
instance-id o <1-15>
A VAL A ID
[FIHEIERXE]
7L
[AF1E— ]
MST £— I
[BLFA]
MST A > AR A& AT 5,
no FECTEAIT LA L, MST A v A X AZHIBRT 5,
[/— 1]
MST A A% o ADA[LE VLAN & OBHEAT T X, instance vlan 2~ > R TRET D,
[BEH

MST AV AZ A #]1 T 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—5—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
(AR E]
mL
[AJ3E— ]
MST &£— R
B

MST A A X 2 A|Z%F LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A AKX A2k % VLAN OREEAT T 2 HIRT 5, BIRL7-fE%E, MST A > %
B R xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &It 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A VA X ADAERKRBITHON S,
[/—F]

o> MST A > A% o AZBAEAHT 5 CuvD VLANID 25895 Z L IXTE /R0,

[ EH]

MST A > A& o Z #1 12 VLAN #2 % BIEfF T 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTLFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[78T7 A —=F—]
instance-id ¢ <1-15>
A AL A ID
priority © o <0-61440> (4096 DE4R)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
[RA]

MST A VAR ADTZAF VT 4 HRET D,

BIED /NS WZEELRERE LS, MST AV AX U ANOIL— KT Y v DI272 5 alietE 3 m < 72 5,
no JERCIAT L= AI3VIIR EICE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 |ZHET D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 2
SWR2311P (config-mst) #instance 2 priority 4096

63.19MST J —T 3 VA DRE

[EFX]
region region-name
no region

[NT A —=HF—]

region-name DO ATEUT R L OVEMAEE (32 SUFEEAN)
V—T a4

[WIEARRE ]

region Default

[AJTE— F]

MST E— K

B

MST U — a VAERET D,

no FECHAT LG A IIWIHIR EICR 5,

[BRAEH]

MST U — 3 U4 % Testl IR ET D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P(config-mst) #region Testl

6320MST V—T 3 DY BV g U BEEDORE
[EFR
revision revision
[R5 A—%—]
revision 1 <0-65535>
Veva  &E
(AR E]

revision 0
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[AF1E— K]
MST E&— K
[BLAA]

MSTVU—> a3 EYa v BELXRET D,

no B TCEIT LA ITVHBREIZR S,
B&il|

MST VU —Ya3>Dlela rBEra 2R ET S,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #revision 2

6321 A VH—T =—RIZKTDHMST A VARH LV ADHEE
[ER]

spanning-tree instance instance-id

no spanning-tree instance

[/RT A —F—]
instance-id oo<l1-15>
AERRENTND MST AV AX U AD ID
[WIHIRRE]
7L
[AJ1E— K]
f B =T 2= AF— |
[FHA

KA B =T 2= A L TCMST AV AX L AERET D,

no B TEIT LB AL, MST A v A XV ADREEHIRT 5,

[/—h]

ARa=<> RiZLAN/SFP iR — M B L UGHEEA > ¥ — 7 = — AT D AR E I HE,

FEEA v H—T7 = — A ZFTB LT D LAN/SFP AR — MIxt L TR~ RERET D Z LT TE 720,
LAN/SFP AR — F i@ Bl A > % —7 = — R TR S ET25AIE. 4i% LAN/SFP R— MIX oA =< FOBEN
MR EITR D,

REHI

LAN R—F#1 ICMST A L AZ VA # ZRET D,

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #spanning-tree instance 2

63.2MSTA LV AEZLVRIZBITAA L EZ—Tx2—RADTFF7AF VT 4 DHRE
[E=]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
WRA A —T 2= ATRE SN TND MST A Y AHX 2 AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE]

spanning-tree instance instance-id priority 128
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

MST A VAR L AZBITDRBA LV Z—T 2 —ADTTA XV T 4 ZRET D,

no JER TFEAT LB A I3 EICE S,

[/—}]

A=z~ RILLAN/SFP R — M B L OGREA ¥ — 7 = — AT D HFRIE AT HE.

A v H— 7 = — AT LTV D LAN/SFP AR — MIxt L TR~ RERET H Z LIETE 720,

LAN/SFP "R— M & A ¥ — 7 = — R ZFTE S 5A 1, Y% LAN/SFP AR — NI4T 5 AKa~ 2 ROREDN,
MR EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT 4% 16 IZRTET D,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #spanning-tree instance 2
SWR2311P (config-if) #spanning-tree instance 2 priority 16

63.23MST A VAFZVARIZBITAAVHE—T =2—AD/NAIARA D

R
i

E&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —4&—]
instance-id o <1-15>
WRA LV H—T 2= ATRESNTND MST A LV AX L AD ID
path-cost : <1-200000000>
IRA 3 A ME
[WIERR ]
AVE—=Tx2—ADY) I HEEIZE U T, LFOEEFEHT 5,
NS ;3 NA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMEA X —T7 = — A, FTB LTS LAN/SSFP AA— h DU v 7 HEZ G LA JtIc, S22 X MESRE
Do
[AS1E— F]
A4 =T x—AF— R
B

MST A VAR LV AIBITDHHMBA VA —T 2= AD/NAT A NERET D,

no IR CELIT LIS ITHHRTIIRE S,

[/ —}]

A~ FIXLAN/SFP A" — M B X OGRBEA » F — 7 = — AT D HG&E I hE,

B X — 7 = — ZICHTE LTV D LAN/SFP AR— Mt L TR~ RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZTE SE728613. H% LAN/SFP AR — MIxd o AR a~ 2 ROBREN,
IR EIZR D,

[ EHi]

LAN R—k #1 D MST A > A X > Z #2 D/8ZA 3 Z k% 100000 [Z#ET 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #spanning-tree instance 2
SWR2311P (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — ¥ 3 VfFROFE R
[ER
show spanning-tree mst config
[AJIE— F]
FEREHE EXEC E— K, FfHEEXEC E— K, / V¥ —T7 = —RE— K
B
MST U — a v OBERE R =T 5,
[FE B
MST U —2 a v OBEREZ R =T 5,
SWR2311P>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 D FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERET D
[/NT A—F—]
ifname : LAN/SFP AR — M E72IEGml A v ¥ — 7 = — ADA R
RKRT DAL H—Tx—A
[AF1E— F]
JERFHE EXEC £ — R, FFMEEXECE— R, f V¥ —T7 = —AE—F
[@H]

MSTP DIE#R = FrT 5,

HHFIIMST A v AX AL VLAN BE S V¥ —7 = — AT IE#RE R RT 5,
detail Z¥EE LT AIE, A1 v F—T7 2 —ABLUMST A v A X o ADFAME R E FRT D,
interface ZE{ Mg L7=HE1E. T _XCTOA v X —T 2 —ADERBPERIND,

[/—F]

ifname |2, FRERA L H —7 = — AT LTS LAN/SFP AR — R Z24RET 5 Z LixTE 0,
B&l|

MSTP O1E#H = FK T D,

SWR2311P>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£f2300110
Default: CIST Reg Root Id 8000ac44f2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ® MSTP DFEMIE %z £RxT 5

SWR2311P>show spanning-tree mst detail interface portl.S8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AEBRDFIR

[E]
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA —T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2D ID
ifname : LAN/SFP AR — b E721E5mBA ¥ — 7 = — ADAH]
FRTAAL L H—T 2 —R
[AJ1E— ]
FEFHE EXEC T — R, $HEEXEC E®— R, f V¥ —T = —ZAE— R
[RLBA]

FRE LI MST A v ARV ADIEREERT S,
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interface M L72HA 1L, FEE LT MST A V AZ U ARREINTNDTRTOA V¥ —T = — ZADIERPER
Sho,
[/— "}
ifname \Z, FHEREA X —7 = —AIZFTE LTV D LAN/SFP AR — R & HET 5 Z LT TE 20,
[BXEH)
MST A VA X U R #1 OIF#HELRRT D,
SWR2311P>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L — 7 BHBEREDRER AT L)
[E=

loop-detect switch

no loop-detect

[/NTA—=HF—]
switch D VAT AEERON— TR RE DR E
RIEE B
enable ZX?AéW®w~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AFIE—F]
Jya—r)arz 4 r—y g rE'w—NR
[RLBA]

VAT ARERON— TR EERE A A D E T IX NS T B,

no JEITIFAT L2 G A I3 IIER E IR T,

[/ —h]

VAT ABIRTANR= 7Y ) —iie L L — TR RE R O T & B,

N—THRHEEREE AN T H720100F, Ka~r RIgzxa T, £ v ¥ —7 =—ATHL—7 e A0+ 2

VENH D,

N—THRHERERENEDRBETH, LTDA V¥ —7 =2 — AT — 7RIS REIZEE L 20,

o ANR=27Y U —HERENENME L TV 5 LAN/SFP AR — R B X OGeEEA > ¥ —7 = — A, 7272 L, Forwarding /" — b
TIXLDF OEZIEEIT O 120, BRI L 0 L— 7 N8 A LBEEa1T. v—7RHEEENEIET 5,

e X7V UIUHREDOI T —AR— h& LTEMEL TUW5 LAN/SFP AR— k
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[BXEH)

VAT LRETL— TR AT D,
SWR2311P (config) #loop-detect enable
VAT LR T — TR RE A T D,
SWR2311P (config) #loop-detect disable

6.4.2 )V —TIRHEREDREAL V' X — T =—R)

[EFX

loop-detect switch
no loop-detect

[/XT A—F—]
switch DR A —T 2 — ADNL—TRHRE DR E
BEME B
KA B —T 2 — AD ) — T B
enable T 5
. KB A B —T = — ZAD ) — T H G
disable T
[FIHIER 2]
loop-detect enable
[AJIE— K]
A H =T 2 —RAF— K
B

RGA B —T 2 — A —T SRR AR £ 7 IX T 5,

no I TIFAT L2 GA I3 IR E TR T,

[/ — 1]

N—TRRHBEREZ BT H7-DI2F, AKa~<wr RigMa T, Y A7 AR THV—THmHEREEZ BT 2038

N b,

RKa<y RORENTR/2D LAN/SFP AR — MIGHHEHA L HX —T7 =2— AL LTHNRD Z EIITERWY, 7272, AF—

Ny 7ar7 4 7 EOwEA X —7 =2 —AIZFTE L TV 5 LAN/SFP AR — F OFREIL, &R — b DR E I i

A —T 2 — R ZHEAINAS,

FRERA X — 7 = — AZFTR LTS LAN/SFP AR — MR I~ ROFATIXTE 220,

N—TRHEBERENAE 2 GETH, LTOA ¥ —7 = — ATV — 7 BRHEREITENME L 72\,

o ANR=2 7YY —HREDENIEL TV 5 LAN/SFP AR — b K OGRS ¥ —7 = — A, 7272 L Forwarding 78— b
TIXLDF OEZEEITO 120, BB LV L— 704 L, v—7RIEEENEIET 5,

e X7V VTHREDI T —FR— & L TEEL TV D LAN/SFP A — h

A= 7 U —RERE(STP)E L UL — 7 R HASHE(LPD) DR EARREIZ R LT, EB L OEEN AN D ELLT

DFEITRT,

A B =T z—R
LPD %) LPD A%
STP 47 STP %) STP #£%) STP H%h
STP %) - - - -
LPD %)
STP A% - STP - STP
AT I
STP 4% - - LPD LPD
LPD A%
STP A% - STP LPD STP
[RXEHI]

LAN AR — |k #1 O —TRHEREZ A2 5.
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SWR2311P (config) #interface portl.l
SWR2311P (config-if) #loop-detect enable

ART 4 VAV H—T = — R #] ON— TR RE A H T 5,

SWR2311P (config) #interface sal
SWR2311P (config-if) #loop-detect enable

LACP #¥EA v — 7 = — A #1 O/ — R BT 5,

SWR2311P (config) #interface pol
SWR2311P (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 HSRE 2 NI+ 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #loop-detect disable

6.4.3 )L — 7 HRHKFD Port Blocking DEXIE

E&
loop-detect blocking switch

no loop-detect blocking

[T A—=HF—]
switch D XA v H—T = — AD Port Blocking D% E
RUEfE B
XfGA v B —T = — A D Port Blocking % H
1
enable Ele
L. N . - . M
disabl iﬁ%% > #—7 = —AD Port Blocking %
B Il
[WIEIRRE]
loop-detect blocking enable
[AFTE— ]
A H =Tz —AF— R
[

KRA LV H—T 2= AT, —TEMH L7=85A O Blocking A% F 72130245,

no FECEAT LG A& I3WIHIR EICRE T,

[/ —F]

Ka< o ROFENE LD LAN/SFP AR— MIGHBIA V4 —T 2 —R L LTHRDBZ LIZTE R, 7272 L, AZ—
NT a7 4 O A v F—T = —ZIZATE LTS LAN/SFP iR — F DR EIL, IEHER— N ORED i
B —T 2 —RZHEAEND,

FRERA X — 7 = — RZFTE LTV D LAN/SFP iR — M IR~ ROFATIZTE 220,

[ EH]
LAN 7R— |k #1 TL—7 %M L728A12 Blocking 25 X 5127 %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #loop-detect blocking enable

ABT 4 TiREA v H—T 2 — A #1 TA—T % L7255 12 Blocking 75 L 51275,

SWR2311P (config) #interface sal
SWR2311P (config-if) #loop-detect blocking enable

LACP fwBiA % —7 = — A #1 T/L—7 % L7255 12 Blocking 35 X 9127 5,

SWR2311P (config) #interface pol
SWR2311P (config-if) #loop-detect blocking enable

LAN A" — | #1 TAL—7 %8 L7284 12 Blocking L72W &L 512§ 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #loop-detect blocking disable
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6.4.4 Port Blocking D)\ — 7 f#{H % —EH R CHER T 5
[ER]

loop-detect blocking interval interval

no loop-detect blocking interval
[R5 X —5—]
interval 1 <10-3600>

I — T RIERERR O TR (FD)

(AR E]
L
[ASTE—F]
ra—nNarsz 4l —ya TR
[LBA]
W, 7 DRE S VD & BIEELC Blocking I fEBR S 415,
Zoavy RERETDHE, —EMBETL—7BEIN T D0 MHRET DL 212D,
Jv—T M AU TOFUE Blocking Z BRI 223, — 7 BRE STV R ITHUE, FEZORFMARET 2 E T
Blocking ZifikfEd 5.
no B THAT LI A I, AIHIRREICHE T,

[/—}]
Port Blocking JREED AR — kAU > 7 #' o Lizi54 . Port Blocking (FRIFFZfEER S5,
[BREBH]

Port Blocking 0> /L— 7 i {8 D M FRIRE [ & 300 FYIZRRET 5,
SWR2311P(config) #loop-detect blocking interval 300

6.4.5 V—7RHREDO Y £~ |
[ER]
loop-detect reset
[AS1E— K]
¥5#E EXEC £— K
[
BETDOA Vv E—T 2— A0V —THREEZ )y 45,
[/—HI]
Kavwr RiE, VAT LABERONL—TIREEREDERIGECORIATTH I LN TE D,
[ E ]
N—TRRREZ Y By T 5,
SWR2311P#loop-detect reset

6.4.6 /v — 7R R EE D IRREZR N

(&

show loop-detect
[ASTE—F]
FEFFHE EXEC &— R, FftE EXEC E— K
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FTRNRITUTOLED,

o VAT AEEKRDON— TR EE DR E
+ Port Blocking @ /L — 7 i {2 D [ FREFRE ("auto” F 7213 "N seconds")
« LAN/SFP A— FBLUGHEA v ¥ —7 = — A T L O —T Rt Ok EE
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o AU H—T x—A%(port, sa, po)
« LAN/SFP R"— R B X UGHEEA % — 7 = — ADb— 7 fr HEERE D 3% E (loop-detect), /L— 7 T HHFSREASENE L
TWLHEEE. P fFEEnD
«  Port Blocking ® 3% K RE(port-blocking)
o Jb— 7 O K RE(status)
[/— ]
B v H =T = — AZHTR LT D LAN/SFP 7R — MME#ER L,
Bl
N—TRHIRE OB 2 FR T 5,
SWR2311P>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable 0 0—----—-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5 DHCP AX—t° >

6.5.1 DHCP A X — ¥’ L J DEZESRE (VAT b)

E&
ip dhcp snooping switch
no ip dhcp snooping

[7XTF A —&—]
switch © VAT ALRIRD DHCP A X — b VHEBE DR E
BIEE A
enable AT AAED DHCP A2 X — v JHERED
REEHMITD
disable VAT LEROD DHCP A X — ¥ JHERED
B & N B
[FIEARR E]
ip dhcp snooping disable
[AF1E— F]
Ja—x\)ary7 41— g T — R
[FREA]

VAT LERD DHCP A X — Vv JHEBEDRR T & A0 F 1133 5,

no JEX THAT LG A I3HIIER EICRE T,

[/ — B

DHCP A X — b FHERE 2 AT 5= 01213, Az~ RIZIMA T, VLAN A > #—7 =—AT% DHCP A X —
v IR E RN T AMER D D,

Z 512, ip dhep snooping trust 7~ > K C DHCP H— =3 SN TWHHR— R ERET HLENH 5,
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[BREH]
VAT AAKTDHCP A X — ' ZHREE H T 5,
SWR2311P (config) #ip dhcp snooping enable
VAT AA{RTDHCP A X— B> 7 e & e+ 5,
SWR2311P (config) #ip dhcp snooping disable

6.5.2 DHCP & X — v 7 DA R/ERE (VLAN)

[ER
ip dhep snooping switch
no ip dhcp snooping

[R5 A—&—]
switch DML H—T = —AD DHCP A X — B JHE DR E
R P
enable WA H—T = —AD DHCP A X —t
THEREDREZ A NTT D
disable WA B —T = —AD DHCP A X —t
7 HEREDRRE & BN T 5
[WIERRE]
ip dhep snooping disable
[AF1E— K]
Ao HF—Txz—AF—FR
[RLBA]

KA X —T7 = —AD DHCP A X — b o JHRED R EZ AL E 1213 EIT 5,

no I TIFAT LGB I3 IIER EIZ R T,

[/ —}]

RKa<w KIZVLAN £ VX —7 2 — A ZDOIHRETE B,

DHCP 2 X — b JHREZ AN T H1-0DI21E, Ao~y Rz T, Y A7 ALK TH DHCP A X — b ZHfe
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ > K CDHCP ¥ — _—REFH SN TWNWDHR— NERETLHILERD D,
Bl

VLANI T DHCP A X — b JHBEZ H N T 5,

SWR2311P(config) #interface vlanl

SWR2311P (config-if)#ip dhcp snooping enable

VLANI T DHCP A X — b JHSRE & 5029 5

SWR2311P(config) #interface vlanl
SWR2311P (config-if)#ip dhcp snooping disable

6.53 DHCP A X— L FDR— FNERIRE

BN
ip dhcp snooping trust
no ip dhcp snooping trust

(AR RE]
L

[AJTE— K]
AR =T 2 —AEF— R
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[FHA]

KGA v H—T 2— A% DHCP A X —t L 7' ® Trusted IR — MMIRET 5,

no FECEAT LG & I3WIHIREICRE T,

HIRAE TIZ TR TOAR— 2 Untrusted A"— MR TEI N TS,

[/—}]

A< RILLAN/SFP R— b L OGHEEA v ¥ — 7 = — AIZDOHRFHKETE D,

FRERA X — T = — A ZFTE LT D LAN/SFP AR — MMIFRE TE 220,

Trusted 78— N TIZ DHCP /X7 > b D7 4 V& U 73 ToivT | (B I 4172 DHCP h— =034 S LTV H AR —

ICRET Do

Untrusted R— b TiX, A RO DHCP X7 b7 4 )V Z ) o THBNEITIND,

[B%

DHCP #— "=/ 5% &5 DHCP X7 v F &2 E3ET 5,

NAVT AT T—=HR=ZAZMAC 7 RUARBFEINTNT, DOBERA v X —T = — AL [FR D4 %
— Tz —ANBZIE LI IP 7 KL A fif 2k (DHCP RELEASE) B X OVIP 7 KL A &K H@% (DHCP
DECLINE) Zf¢3Ed 5,

MAC 7 RV ARRIENFZIOEA . DHCP /N7 v hDIRFEIEMAC T RLVAE T FTA TV bN—Ru =77 KL XA
(chaddr) ZLb#EZ L, —E L72RWIGAIE Y% DHCP X7 > N & EEET 5,

Option 82 NHZN DA, DHCP 7 74 7> k65245 L= DHCP /3% » MZBEIZ Option 82 fH#HAMS 5 LT
H L&, YU DHCP N7 v hEMEET 5,

TEH]

portl.5 % Trusted A" — MIFEET D,

SWR2311P (config) #interface portl.5
SWR2311P(config-if) #ip dhcp snooping trust

6.5.4 MAC 7 KU R REEDHLh/ BN E

&N

ip dhcp snooping verify mac-address switch
no ip dhcp snooping verify mac-address

[73F A =4 —]
switch : MAC 7 KL ARFEDORE
REMHE B
enable MAC 7 R U ARREDRREZ AT 5
disable MAC 7 R L A RFEDHR E & T2 35
[FIHIRRE]
ip dhep snooping verify mac-address enable
[AS1E—F]
sa—\)varZ 4 S L—varE— R
[

Untrusted "— k TZA{5 L7 DHCP X7 v FDEETLMACT RLAE I FA T o= R =77 KLU A (chaddr)
L, —E L 2WSA 13 DHCP N7 v h & EH#ET 5,

no JEATHEAT L7255 E BHIHIRE ISR T,

[3

TEB]

MAC 7 R L ARRRED R E & T2 3 5,
SWR2311P(config) #ip dhcp snooping verify mac-address disable

6.5.5 Option 82 DA %N/ TR E

E&

ip dhcp snooping information option switch
no ip dhep snooping information option
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[78T7 A —=F—]
switch : Option 82 DFXE
BENE 53
enable Option 82 DR E X AN T 5
disable Option 82 DFEXIE % MHZT 5
(AR RE]
ip dhcp snooping information option enable
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
[@i ]

DHCP /37 v @ Option 82 1FHRDOAHIN, B, HIBROA RN/ DR EEIT o
no JE A THEAT LI BI3AIIEE IR T,
Option 82 2N AN D54, Untrusted 78— " CDHCP 27 7 A4 7 > k22535 L7 DHCP /3% » hZ Option 82 f&# &
5L,
DHCP #—/3—=725 DHCP 7 7 A 7 > i CDO R Y /3% > kD Option 82 i # Z Hlkk L THikd 5,
Option 82 {HHIZLL FD & B0,
* Remote-ID
« T 74N BNTIE, KD MAC T RLUARFEISND,
« ip dhcp snooping information option format remote-id =~ > K C, Remote-ID (ZALE D74 CHA TR
FOCEHTLE) & 5T 5 LATE D,
» Circuit-ID
« 7 7%/ FTIE DHCP 7 74 7 > it DHCP /37 v F&%f5 L72 VLANID & A v ¥ —7 = — AF S )M
s,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
2747 "3 DHCP 37w b &%ZE L7 VLANID & AR — FESICALT LI ENTE D,
* Subscriber-ID
o T 7V ETIEfHE SRR,
« ip dhcp snooping subscriber-id =~ > KT, XIRAK— kD Subscriber-ID I[TEEDLFHN AR ET H 2 & TG

o,
%72, Untrusted 78— bk TREIZ Option 82 1§23 5- S 4172 DHCP /X7 v b % %(5 L7c¥4& . £ DHCP X7 v M &
RHES 5,

ip dhep snooping information option allow-untrusted =~ >~ K C, Untrusted 78— K |Z331F % Option 82 % & ¢» DHCP /¥
7y FORRER AT T HZLINTE D,

[BREH]

Option 82 D IE Z TN T 5,

SWR2311P(config) #ip dhcp snooping information option disable

6.5.6 Option 82 £} & /3% > k@ Untrusted A" — N ZAZFHF IR E
[ER]

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIEIRRE]

7L

[AS1E— R

ra—r\var7 4 b—varE—F

[BLAA]

Untrusted 78— I "C Option 82 [H# 23+ 5- S 4172 DHCP /X7 v b DRk Z H T 5,
no JEATHEAT L= B3R E IR T,
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[BREH]
Untrusted 78— I T Option 82 {f# 23 F 5- S 4172 DHCP /X7 v b D¥REAZ AT 5,
SWR2311P (config) #ip dhcp snooping information option allow-untrusted
6.5.7 Option 82 ® Remote-ID DFXE
[#FX]

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XFSIZEET 5

hostname : REMOTEID (2K A " 2R ET D

[/NT A—F—]

remoteid D ATRE OS] CEARET R L OCEATE S 63 SUFLAN)

[FIEAER E]

L

[AJTE— K]

A H—T 2 —AET— R

[FHA]

Option 82 @ Remote-ID (ZAEE D LT 25925 Z LN TE 5,
2720, EEOLFIN" MG D Z LIXTE R,

no JTE, TEIT L7858 1%. Remote-ID IZAED MAC 7 KL AR HEEN %,
[/ —F]

RKa<w RIZVLAN £ VX —7 =2 — A ZDOIHRETE B,

[ E B

Remote-ID (ZAEE DO LFH % 595,

SWR2311P (config) #interface vlanl
SWR2311P(config-if)#ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 ® Circuit-ID DR E
[EF=

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[F—T— K]
vlan-port : Circuit-ID type 0 VLAN ID, Module(A % 7 ID), R— h &S &5
string : Circuit-ID type 1 fEE O CFHNZ T 5

vlan-ifindex ¢ Circuit-ID type 2 VLAN ID, ifindex % H 4%

[/3T A —=HF—]

string D ATRE OIS CEA T K OCEA LS 63 SUFELIN)

[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

Option 82 @ Circuit-ID TEEMT 2 FHAEZIEET D,

vlan-port Z 45 € L723A 1%, DHCP 7 74 7> k76 DHCP /N7 > b &5 5 L7 VLANID &, A% v 7 &5, K—
NESEM 5T 5,

string 45 7E L 72 B 13, AEEOXFINEMET 5, 12720, fEEDOXFINI" M EEDH T LT TER,
vlan-ifindex Z# f§E L723%81L, DHCP 7 7 A 7> k5 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMHT 5,

no JTEITIAT L2 GA 13, WIHIRREITR D,

[/—}]

RKa<w2 RIZVLAN AV H—T7 = —RIZOHFRETE D,

[ E B

Circuit ID (Z DHCP 7 7 A 7 k736 DHCP /"7 v & %f5 L72 VLANID &R — FE S5 5,

SWR2311P (config) #interface vlanl
SWR2311P(config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DFXE

&
ip dhcp snooping subscriber-id subid
no ip dhcp snooping subscriber-id

[XF A—5—]
subid D ATE O CEA T L OEAEE S 50 SCTLIN)
[WIERRE]

7L

[AF1E—F]

A B =T 2 —AF— R

[FHH]

KGR — b D Subscriber-ID (TR D SCFFN(1~50 L) E /X ET D, 722 L, LFHNI"MEEZHDH T LILTERU,
no JEITFAT L7235A 1. Option 82 15 # (T Subscriber-ID 23 G- S 41720,

[/—}]

ARz~ FIZLAN/SFP R— FB LGS 7 —7 = — ATDHRETE D,

A v F— 7 = — ZZHTE LTV D LAN/SFP AR — MIERE TERLY,

[ E 5]

portl.1 @ Suscriber-ID % ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #ip dhcp snooping subscriber-id a room

3

6.5.10 DHCP /X% v {5 L — MHIFRDFRE
ESN

ip dhcp snooping limit rate /imit

no ip dhep snooping limit rate
[/3T7 A —F—]
limit : 10-125
1 B & 72V 1255 A BE72 DHCP 347 v M (pps)
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[WIHIRRE]
L
[AS1E—F]
ra—\var 747 b—va E— R
B!
VAT LER TS VITZIETEE/ DHCP /N7 v M A RET %,
ZELV— o ERAZEE LZGE, ZfELV— FE#E A 7%(E DHCP N7 v MIBEET 5,
no A TIFAT L7245 1%, DHCP X7 v h DX L — MHIRZATH 220,
[BEH]
AT LAERO DHCP /37 v b32{5 L— b & 100pps (IS ET Do
SWR2311P(config) #ip dhcp snooping limit rate 100

6.5.11 DHCP ¥/ v NZERF SYSLOG /1 DE L/ SR E

[EX]
ip dhcp snooping logging switch
no ip dhcp snooping logging

[2XF A—%F—]
switch : DHCP /3% v MEFHERF SYSLOG Hi ) D% E
R EE A
DHCP /X7 v MEFERFIZ SYSLOG (2 )7
enable %
di DHCP /3% v MEFEREIZ SYSLOG (ZHH 7 L
isable
VAR
[FIH13R 2]
ip dhcp snooping logging enable
[AJTE— R
Ja—\)ary7 4l —g s — R
B

DHCP /37 v MREERFICREERL 2 SYSLOG (ZH )4 %,

no JEATHEAT LI B3R E IR T,

[BXRE )

DHCP /~% v Mig#ERFIZ SYSLOG (ZHI T3 5%,

SWR2311P (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— U T DV AT AR EFBRDOE T
By
show ip dhcp snooping
[AJ1E— ]
FERFHE EXEC E— I, %5 EXEC E— I
B
DHCP AX—E VT DV AT AREFREFTRT D,
Bl
DHCP AX—Y 7T DV AT AREEREFTRT D,

SWR2311P>show ip dhcp snooping
DHCP Snooping Information for system:
DHCP Snooping service ............. Enabled
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Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit .......iiiiiiiineennnn. 100 pps
LOGgINg & oo v i i e ettt et ettt et e e Enabled

6513 DHCP AX—Y 7 DA v F—T7 =z —AREBTBHRDOERTR

E&N
show ip dhcp snooping interface
[AJ1E— ]
FEHFHE EXEC E— N, ke EXEC £— R
B
DHCP AX—¥ T DA v H—T 2 — AREFERETZRT D,
[BXRE B
DHCP AX—VE T DA U H—T 2 — AREFHRERTT D,

SWR2311P>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlan2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-1ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané4:

DHCP snooping ... Enabled

Remote-ID ....... yamaha

CleeulE=ID oooooo torakusu

Interface Type Subscriber-ID
portl.8 Untrusted e room
portl.9 Trusted

6514 XA VT 4 T T — B R— ZADFR

[ER]

show ip dhcp snooping binding
[AJ1E— K]
FEHFHE EXEC E— N, F#tE EXEC E— I
[FHA]

NA VT 4 T T = R=RAIRGFEIN TN DY N —IEHRERRT S,

T M —ERIILLTFTO LB T,

« DHCP 7 747> k)5 DHCP A v & —%%/5 L7z VLAN ID

« DHCPZ AT ;6B DHCP A vt —V2Z G LinA v ¥ —7 = — A
« DHCPZ A4 7> hDMACT FL %

« DHCPZ A7 hDIPT LA
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[BXRE )
RA LT AT T —=ER=ADONEERTT D,
SWR2311P>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address
1 portl.l 0000.1111.2222 192.168.100.2
1 portl.2 0000.3333.4444 192.168.100.3
2 sal 0000.5555.6666 192.168.200.2
2 portl.1l0 0000.7777.8888 192.168.200.3

6.5.15 DHCP R X — b 7 O HERF T
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Expires (sec)
259170
112000
100000

infinite

[ER

show ip dhcp snooping statistics
[AS1E— ]
JEEFHE EXEC E— K. ## EXEC £— K
[FAA]

DHCP % 3 — &> 7 O e 21 %,

AHE—=Tx2—AT LT, %G LIZDHCP /N7 v b EFES 1172 DHCP N7 > RO AERRT 5,

[/—H

DHCP % v FEZEL— MHROREIZ L > THRESNT- 7y MIT T FERZRu,

Bail]
DHCP 2 X — V' VO EHE M A2 ForT 5,

SWR2311P>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4T T —=ERXR—=ZADI VT

[ER
clear ip dhcp snooping binding
[AJ1E— F]
FiHE EXEC £— R
B
NA T AT T—=ER=2 %7 V7T 5,
[EXRE )
AT 4T T—=ER=2A% 7 VT T 5,
SWR2311P#clear ip dhcp snooping binding

6.5.17 DHCP R X— b2 7 DiFzHEHD 7 V7

[EF=

clear ip dhcp snooping statistics
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[ASTE—F)

et EXEC B— R

[FiEA)

DHCP A X—Y¥ v 7JOfeHERE 7 UV 795,
[ EH)

DHCP A X — V> 7 OfigiHEsma 7 VU 74 %,
SWR2311P#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL 2 EH

71.11Pvd 7 RL ZADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A — 5]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AS1E—F]
AU H—T2—AE— R
[

VLAN f 2 —T7 2 —ZAIZX LTCIPVE 7T RL A LRy h~ AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T x2— A2, T34 <V —T KL REZ1fHé, AL F)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETHEDICIE, HONTDT T4~ =T RLAZRETIHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACRE—Y T %y hOIPVAT RLAZEID Y THZ LITTEXR,

(B EHI]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ip address 192.168.1.100/24
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71.21Pvd 7 R L ADFERR

[
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E—F]
FFrHE EXEC E— N, %54 EXEC E— N
[
A H =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ K> TERJIZIPvA 7 R LR MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RABKERIZ IPv4 T R L ADRFRIE SILTWRWGE (Y — S 5E) 13, "searching” &
FRT D,

+ ip address =< RETE S TWRWIGE T "unassigned" & FRd 5,
o WEE OIREE
« T2 TEDOIRNE
AU H—T 2 —AEEELFEEAIIEOA L —T7 2 —ADIEREY . B LTEHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/ — 1]
FBELIA L E =T == ARIPVAT RLZZEID B TONRNEDTHLILEITTT =T D,
Bt
ETHOVLANA VA —T 2—ADIPv4d 7 KL A EHRRT D,
SWR2311P>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 54 7 MZ X AEH IPvd 7 RL ADRE
BN

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #r—/"—DHRA NERET D
[NT A —=HF—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— K]

A B =T 2—AFE— R
B

DHCP 7 94 7 > b & LT, DHCP v — = bft5E XN 1Pvd 7 KL A% VLAN A —7 = — R LT
BRET D,
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DHCP Y — _—%$5E T 5 &, Discover/Request A 1 — 2 HostName 47+ a > (A7 ara—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFEITT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/ " —(Z3£ %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no JER CHEAT LI=HAIL. DHCP 7 74 7 hOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Txf L CERT 2 U — A MIRNT 72 BRI CREE &+ 5, 72720, EBRICY — 2 Sh 5 HifHI1% DHCP %
—N—DOREINMAFT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I N D,

AKa<wr FEHTELTSH DHCP —_— 5 [Pv4 7 R LU ABRFETX 72V EE . Auto [P BERENH %) 72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,

[ EH]
VLAN#100 \Z DHCP 7 A4 7> MZ X > TIPv4 7 L A& ft59 5,

SWR2311P (config) #interface vlanl00
SWR2311P (config-if) #ip address dhcp

714 DHCP 27 A4 T F DIREBDORTR
E&

show dhcp lease
[AFIE—F]
FERFHE EXEC — R, %M EXEC ©— K

[FLEA)
DHCP 7 74 7> FOWREEZRRTH, UTOHEBRERIND,
e« DHCPZ A7V FELTHMELTWVWAA X —T =2 — R
BB THNTZIPVE T KL A
. U—ZHIR
o U —RIERFRHIR
o U —ZAFRIUSGHIR
¢ DHCP #—1—%
« DHCP A7 a3 & L CHALFBR
T N S 4
« FIFNIT—RT A
o U — IR
+ DNS H—s3—
« DHCP #—/3—1D
e KAAUA
[/— 1]

(B EH]
DHCP 7 74 7 > FOIRBER TR T 5,

SWR2311P>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:
subnet-mask 255.255.255.0
default-gateway 192.168.100.1
dhcp-lease-time 259200

domain-name-servers 192.168.100.1
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dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BEE DR E
[ER]
auto-ip switch
no auto-ip
[T A—F—]
switch : Auto IP HEREDEIE
RUEME id
enable Auto IP HEEEZ A NZT D
disable Auto IP #EREZ EZNIZ T 5
[FIEIERE]
auto-ip disable
[AJIE— F]
AL H =T z2—AF—F
[RiAA]

VLAN A > # —7 = — |2 LT, IPv4 U v 7 m—H L7 R L A(169.254 xxx.xxx/16) % H #1453 % Auto IP #§AE

AT B,

Auto IP F§HEIZ. ip address dhep =2~ > RZFRERIZ, DHCP H— 3= 5 IPv4 7 R L ADRRSG TE WA IZO A

PREET Do

Auto IP #HEIZ. 1 DO VLAN A > X — T = — AZDOHBEMNITHZLENTE S,

no FENCHEAT LG & I3 W EICRE T,
[/ —H]

IPvd Vo7 a—R)L7 RLUADPRIE L72%IC DHCP — =5 IPvd 7 RL AR CTEHE . IPvE Y v 7 o —

BT RLUAZMFEL T, DHCP V— _XR—00BE L2 IPvd 7 LA ZH T 5,

[BXEH]
VLAN #2 @ Auto IP ¥ERE & 202§ 5,

SWR2311P (config) #interface vlan2
SWR2311P (config-if) #auto-ip enable

7.2 TPv4 % B 4

7.2.1 IPv4 FHORR B ER &

[#EFX]
ip route ip _address/mask gateway [number]
ip route ip_address/mask null [number|
ip route ip_address netmask gateway [number]
ip route ip_address netmask null [number|
no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|
no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[F—TU—F]

null DNy MEBEETIRET S
[/3T A —HF—]

ip_address : AB.CD
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IPv4 7 KL X
TI7ANNT = U A ZARET H L 130000 £ 95
mask ¢ <1-31>
~YAZEy M
TIANDT= U2 A ZRETDHLEEIT0LTD
netmask : AB.CD
7 RLABEROR Yy b~
T AN DT U A ZHRET D L 130000 £F5

gateway : AB.CD
TF—h 7 =ADIPv4 T KL A
number o <1-255>

EELEREE (RRESERIREFOBEE) ERLIESE 0D
AN ST E SRR &,

[FIEIER E]

L

[ASE—F]

Ja—x\)ary7 4L — g T — R

[FRHA]

IPv4 OFFRJRRIE 2B INT 5,

no B CTHEIT LG EIE,. BE LIRELZHIRT 5,

[EX EH]

FTITFINVEF— T A% 192.168.1.1 £ T 5,

SWR2311P (config) #ip route 0.0.0.0/0 192.168.1.1

BV D3 172.16.0.0/16 DIFED S — N7 = A & 192.1682.1 L35,
SWR2311P(config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 BRIER DFIR
[EFX]
show ip route [ip_address[/mask]]
[73F A —4F—]
ip_address : AB.CD
IPvd 7 R LA
mask 1 <0-32>

v A7y ML (B LTESE : 32)

[AF1E— K]
FERFME EXEC B — K, F5fE EXEC E— K
[

IPv4 #5313 (FIB: Forwarding Information Base) % /9 %,

IPv4 7 R L A ZEME L2581, FIB ONELE T X TERRT D,

IPv4 7 RLVRAETIIFRy NU—2 7 FURZIEE LG E, SiEREND & —ET DT b Y —OFEE# %
FKRT D,

[BREH]

IPv4 IR AT X THRRT D,

SWR2311P>show ip route
Codes: C - connected, S - static
* - candidate default
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Gateway of last resort is 192.168.100.1 to network 0.0.0.0

§* 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, vlanlO0O

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 s CD X7y hakd & JIHEH SN LHREEFRTRT D,

SWR2311P>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* i1s directly connected, vlanl

7.2.3 IPv4 R R DR
[E
show ip route database
[AJIE— K]
FFekE EXEC & — N, %4 EXEC E— N
[RLBA]
IPv4 #2# 3 (RIB: Routing Information Base) % ZF/~9 %,
[BEH]
IPv4 R KR 2 TR T D,
SWR2311P>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
S *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl00
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl00
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPv4 BEFEICEREINTVARKEZY N —DY~< U —DFER

[EX]
show ip route summary
[AJTE— K]
FEFFHE EXEC £ — N, %54 EXEC £— N
[
IPv4 %3 (RIB: Routing Information Base) (2B SN TWVARET L N —D¥ < —%2FRRT 5,
[ERE B

IPv4 R ICEFZ SN TVWDIRKET Y N —DH~ U —%F KT D,

SWR2311P>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5
7.3 ARP

7.3.1 ARP T —7 VDR

[EFX)

show arp
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[AF1E—F]

FRFME EXEC £ — N, b EXEC E— K
[FFA]

ARP ¥ v v v a2 RRT 5,

[BREH]

ARP ¥ v v ¥ 2RI T D,

SWR2311P>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

7.3.2 ARP T— 7 )V DiHE
ESN

clear arp-cache
[ASIE—F]
F#E EXEC £— K
[FLFA]
ARP X v v a2 VT T 5,
[BREH]
ARP X ¥ v a7 U7 T 5,
SWR2311P#clear arp-cache

733 ARP =2 Y —DORE
[EX]

arp ip_address mac_address interface

no arp ip_address

[/3T A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA =T = A A4
(AR RE]
L
[AS1E— ]
sua—\var7 4 b—varyE—R
[@i ]

By 7 —7 ARP = b U —&2{ERET 5,
no B THEITLIZEEIE, BE L= MY —%HIRT 5,

[ E 5]
portl. 1 [ZEERE X472 IP 7 R LA 192.168.100.100, MAC 7 K LA 00a0.de00.0000 D ##) ARP =2 K U — & Epkd
Do
SWR2311P (config) #farp 192.168.100.100 00a0.de00.0000 portl.l
734 ARP ¥ A4 LT 7 hDFE

[EFX

arp-ageing-timeout time
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no arp-ageing-timeout [time]
[T A—F—]
time : <1-3000>
ARP = b U —{RFrIFH] (7))
(AR E
arp-ageing-timeout 300
[AS1E—F]
AP =T 2 —AFE— K
B
KB VLAN A 2 —7 = — A2 5 ARP = b U —{RFFH 2 L9 %5, Z ORFRINICZAE S 72> 72 ARP
= M) —FHIBRS LD,
no A THEAT L7 a3, ARP = U —Ifi] % 300 FHI2 T 2,
[BXRE )

VLAN #1 ® ARP =2 [ U —{RFFRERT % 10 ICEET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config) #arp-aging-timeout 600

735ARP # A LT 7 hEED ARP UV 7 = X hEEFRDORTE
&

arp-ageing-timeout request mode

no arp-ageing-timeout request

[/XT A —=F—]
mode : ARP U 7 =R hiXE =
RIEE B
imicast ARP % A L7 7 FRFIZIAET S ARP U 7 =
A E=Fy A P CRIET S
broadcast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
ARETR—R¥x A NCTEETD
(AR E]
arp-ageing-timeout request unicast
[AF1E— F]
A H =Tz —AF— R
[FiA]
G VLAN A > Z—7 = — A2V T ARP =2 b U —OLRFFIFRHINN T L7z & SICEFET 5 ARP U 7 =X h D)5
KERET 5,
no JZ: N TIAT L 12 B3R E IR T,
[FAEBI]
VLAN #1 @ ARP = | U —DOLRFFFFEAN T L2 & SICEETDHARP Y /T A R &7 0 — F¥y A P TEET
Do

SWR2311P(config) #interface vlanl
SWR2311P (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiEH 4

7.4.1 IPv4 B53%5ERE
BN

ip forwarding switch
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no ip forwarding [switch]

[/XT A —=F—]
switch © IPv4 N7y N DERERRE
REE B
enable IPv4 /X7 S DEREZFNCT D
disable IPv4 /377 b ORRE & BT %
(AR 2
ip forwarding disable
[AF1E— F]
rua—\arsr 4 S L—va E— R
[

IPv4 /377y b ORREZF RN E T IT DT 5,
no JE A THEAT LGB BHIHIBE ISR T,

7.4.2 IPv4 ERIEER € DFEIR
EN|
show ip forwarding
[ASTE— R
JERFHE EXEC & — N, %7 EXEC £— F
B
IPv4 /X N DERRERTE & RonT 5,
[BXEH]

IPv4 /37y S DRRIERE A R T D,
SWR2311P>show ip forwarding
IP forwarding is on

7.43 MTU DR E
[EX]

mtu mtu

no mtu
[/XF A—&—]
mitu . <68-9216>

PAEFRER IR X A X

(IR E]
mtu 1500
[AS1E—F]
A B =T z—AE—F
[FHH]
VLAN A ' # =7 == AN LIREFTRER N7 v b YA AOFHKIEMTU B) & 3% ET 5.,
AREREET 257 v b BROARED L3 BEOLV—T 4 > )T 587 v RB%IGE R Y | ARG L2 3%
(AA v F U NTDHA =V T L—LiFxgs L e B,
IPv4 ~ v #— Total Length 78 MTU B 2. % /3% v R & L3EGEET 24, IP 75 7 A F SN TEESNL.

IPv6 ~~ v % — @ Payload Length 78 MTUEZ B X 2 /37 v b & L3 85T 256, ICMPve = 7 — 3Rk S LT3 7
v MIFEINLD,
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mru Iv 2 RCREINTA —F 7L —ARINEL YA XDONT y "ISV—T 4 T ORNR LR DD, Ux
RIT VL —LEN—T 4 7T 5550 mu 2~y RCZEMRERA —F 7 L —AE2RBETIVLERD D,
no JETHEAT LI G I3 E IR T,
[/—}]
A< RIXLVLAN A X —7 = — A 2D % E i HE,
MTU 1%, WIHMEZBRONTRRTT DL TR DEEZRETDH I LN TE D,
ipv6 enable R E S 4172 VLAN A ¥ —7 = — ATk, MTU OF%E v GEFLPHIL <1280-9216> & 725,
MTU 73 1280 £V &/ S RE SN TS VLAN A ¥ —7 = — A 2% L Cipv6 enable 2~ R&HET D Z
EIXTER,
[ EH]

VLAN A V' Z =T = —A#1IZFTETH LANAR—F#1 &, VLAN A X —T7 =—ZA #ZHTET %5 LAN " — K #2
1T, 10240 N1 FETOTV Y A7 L—2%EFAEL. MTU % 2000 /31 ~ZT 5,

SWR2311P(config) #interface portl.1-2

SWR2311P (config-if) #mru 10240

SWR2311P (config-if)#interface vlanl-2

SWR2311P(config-if) #mtu 2000

7.5 1Pv4 BREER

7.5.1 IPv4 BRiEFESR

(BRI
ping Kost [repeat count] [size datalen] [timeout timeout] [source ip_address]

[F—T— K]
repeat D FETEHEARRET D
size i ICMP 7= DR S (3 MRAD)ZRET S
timeout © SATIEERST D Echo U 7 T A M BB LB DOINER LM 2R ET 5
source : ICMP "7y FOREILT FLAZRET D
[/3T A—HF—]
host : ICMP Echo % %57 %5155

RA MG, £70E, 568560 1P 7 KL A(A.B.C.D)
count DT (B LTESE 0 S)

RUEME B

<1-2147483647> A L7 EIERAT S 5

continuous Ctrl+C MAT) SN D E TFEATZAMR D KT

datalen 1 <36-18024>

ICMP 7 — X E5 DR S(N b)) (Bl L7255 56)
timeout 1 <1-65535>

INERFDREH] (B LS8 1 2)

FATEI% % continuous (2 L2 G I3 I N D
ip_address : AB.CD

IPv4 7 RL- X
[ASIE—F]
FiHE EXEC £— R
B

ICMP Echo Z#57E L7278 A MZiEHI L, ICMP Echo Reply D& % 150,
ISERHIIE., FOERFRTH, a~vr ROKTRICHKEEREETT S,
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[ EHI] )
IP 7 L Z 192.168.100.254 56 CIZT — & A X 120 /SA ~, FEATFEEIL 3 [0 CHUBMIREZIT O .

SWR2311P#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms
128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—- 192.168.100.254 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 PREEHESR
[EX]
traceroute /sost
[7$5 R —%—]
host TR A WERB 9 D 5u sk
RA M, F720F, 586D IPvd 7 KL A(A.B.C.D)
[AFTE— F]
¥¢iE EXEC £— F
B
FRE LA A M E TORKBIFRERRT D,
[ EHI]

192.168.100.1 F CTORMIEREIT S .

SWR2311P#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1), 30 hops max

1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms

2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms

3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms

4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms

5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms

6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 N L 2 EH

7.6.1 IPv6 DX TE
[EX]

ipv6 switch

no ipvé
3T A—5—]
switch : IPv6 DENE
REfE B
enable IPv6 Z HZNT %
disable IPv6 Z HZHIZ 5
[WIHIRRE]
ipv6 disable
[AS1E— K]
A H =T z2—AE—F
[FHA

VLAN A X —7 = —RIZKLTIPV6 AN L Y 7 a—h T LA HERRET D,
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IPV6 3R 8 HE THO VLAN A VX —T7 = — A THIITHZ LN TE D,
IPv6 Z N L7256, BT H5%E & FRFICHIBR S 115,
no TR TEAT LA IR EICR 5,
[/—}]
HEERE S > 7 m—4)L7 KL AL, show ipv6 interface brief =~ > K CHER T 5,
[ EH]
VLAN #1 @ IPv6 ZH 4215

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 enable

7.6.2IPv6 7 K L A DFRE

[ER
ipv6 address ipv6_address/prefix_len

no ipv6 address ipv6_address/prefix_len
no ipv6 address

[73F A —5F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len : <0-127>

IPv6 L7 4 v AR
[AJ1E— ]
A HF =T z—AEF—FR
B

VLAN A U # =T 2 —AZX LTIPV6 7 RLA LT VLT 4w 7 ZARERET D,
IPv6 7 K L A (X ipv6 enable =~ > RGHE SN TS VLAN A V¥ —7 = —RAICRETDH I ENTE D,
Az~ RiX, ipv6 address autoconfig, ipv6 address dhcp, ipv6 address pd =~ > R & fff T %,

IPv6 7 RLAX 12D VLAN A X —7 = — R, 70 —sL7 KU ARA B E. DHCPv6 7 7 A 7 > . DHCPvé6-
PD ZfEH L7=IPv6 7 KL AD§ E’%aiﬁ)%ﬂ@if& Vorna—aNT RLA% I ERETE 5,

VAT LRRTRETE D IPv6 7 L RAITHEKRSEETTHL(HBMIZHI VY TonL Y 7 e—L7 RLA
ZFR<),

no JEATEIT LGB FEELIZIPV6 7 R L AZHIBRT 5, IPv6 7 R L AZERIE L 1o Bid, 2T O IPve
7 KL A(RA &E, DHCPV6 2747~ k., DHCPv6-PD Z i L7z IPv6 7 N L XA DF E%af{r)%ﬁl brd %,

[/ —}]
BHDOA L 2 —T 2 —AZF—H T3y FOIPV6 7 RLZAZE Y YU THZ LT TER,
(B EH]

VLAN#1 [ZIPv6 7 R LA & LT 2001:db8:1::2 & ET 5.,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31Pv6 7 KL A D RA &TE
&

ipv6 address autoconfig [stateless]

no ipvé address autoconfig
[F—U— k]
stateless : A7— bk L A DHCPv6 ZEESH D
[WIEIRRE]
mL
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

RA ZH LT, VLAN A v Z—7 =—R|ZIPv6 7 L AZRET %,

RA [T ipv6 enable =~ > RARE SN TWVD VLAN A U H —T7 = — R IZRETH I ENTE B,

Az~ RiL, ipv6 address, ipv6 addresspd =~ REGHHTE 5,

ipv6 address dhep. dhepvé-server (DHCPv6 — S =3t ET LD A) 2~ 2 KT TIZERE I TV D VLAN A >
H—T 2 — AIRETE 720,

Ko< REFNT L=, Router Lifetime N AZ)72 RA 2ZE LT25HA. RA ZEE LIHEEROT RLAN, 57
LAl NV G AEI=Y) | F=V IS

F7-. Router Lifetime 230 ® RA Z2ELT-HBEIT. T 74NV M —F 7oA 25 RA ZXE LIEEOT L AN
HIFRE N D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 G%E SN TV DAL, RAICHESS T 740 o7 — b
v A OBIMIITOIIR,

stateless # F57& L7244 . DHCPv6 O Inoformation-request % 55 L C. DHCPv6 A7 — k L A&— R CTEIfET 5,
stateless Z+57E L7284 (X, ipv6 dhep client pd =~ > R TIZEHE SN TV D VLAN A > ¥ —7 = — R TITFHE
T&E720,

1 20 VLAN A > ¥ —7 =—A|Z, DHCPv6 A7 — L AT 1 DR ETZ 5,

stateless ZFE T L72ARK 2~ R K T8 D VLAN £ VX —7 = —AILRETE D,

ipv6 address autoconfig stateless =~ > R & 57 L 7-1%. ipv6 address autoconfig =~ > K C_LEX L7244 DHCPv6
AT — b L AE— FNIFLT 5,

no A THEIT L72HAEIE. RA OREXHIRT 2,

[/ — P}

ZAELIZRAD O T T ITNA Y ThHHNAT Th DR stateless 259 % &, DHCPv6 D AT — L' X
IERHDCR D,

A7 — b L ABERE, DHCPv6 ¥ —/3—|Z%f LT, TOPTION_DNS_SERVERS| (4 7'¥ =3 a—R23)L,
[OPTION_DOMAIN_LIST] (#7'v 3> @— K 24) 2R T 5,

DHCPv6 H— =S8 AT v a VP> TE7E &, DNS = _—Z 34, FAA U A NI 6MFETHE
TE 5,

AT — F L ZAEERFOELRIZ K - THAG L7 DNS —/3—_ R AA U A M, show ipv6 dhep interface =~ >
THERTE D,
BARLIERAAL YA RD RAL CHDORREIZ ) B0nGaid, T BMyEshd,

ARza~< FIZEY DHCPv6 Y— 3=/ 5 DNS Hh— 33— R KA A U A & Hf5F L7284 T, dns-client name-
server. dns-client domain-list =~ > ROHFREDIT I BDELEEINSD,

VAT MMIBREESNTZ DNS —_—_ KA A U Z ~Z., show dns-client =~ R TR Tx 5,
[B%E B
VLAN#1 12, RAZHH L TIPV6 7 RL AR ET 5,

SWR2311P (config) #interface vlanl
SWR2311P (config-if) #ipv6 address autoconfig

7.64DHCPvV6 7 5 A 7> MZ X B2EHIPv6 7 KL ADRTE

[EFX]
ipv6 address dhcp
no ipv6 address dhcp

(AR 2
L

[AS1E— K]
AV HE =Tz —AF— R
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[FHA]

DHCPv6 7 7 A 7 & LT, DHCPv6 H— N—n bt 5-SL72 IPv6 7 R L A% VLAN A ¥ — 7 = — ATxf
THET D,

ARza< 2 RiL, ipv6enable 2~ RO E I TS VLAN A V¥ —7 = —R|THETE D,

1 OO VLAN A > X —7 = — R, Rawy R 1 SFITRETX 5,

ARz~ FiL, ipv6 address, ipv6 address pd =~ > K& TE %,

ARa<wr Rid, KTS8O VLAN A X —T7 = —ATRETE D,

ipv6 dhcp client pd, ipv6 address autoconfig, dhcpvé-server(DHCPv6 h—/N—XFEET /L DRH) 2~ R T TR

EEZNTWND VLAN A X —7 = — A TIERETE 2\,

IPv6 7 K L A Z Hf% L 72 JREE T no ipv6 address dhep =~ > REFITT 5 L, B L CWIZIPV6 7 K L A DR A
v —% DHCPv6 — "—(Zk D,

no JTEITIFAT L7245 iDmmm7747/b® K EXHIRT 5,

ipv6 =~ > N7 disable IZRE SN HE, Aa~vr RHHIBRSND,

[/ —h]

AKa<w s RTIPv6 7 RLAZABRET 2HE. TV 74 v 7 ARIE 1128) L72d,

ZELIZRADM 77 7 INA L ThHNA 7 ThHhHMCERRLS, Ravy REET H L, DHCPv6 D AT — |
ZIVEIE(IA NA)NENZ 725,

DHCPv6 7 7 A 7 > &, DHCPv6 ¥ — 3—{Z%f L C, TOPTION DNS SERVERS| (47 = > a—R23)k,
TOPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K 5,

DHCPv6 H— =SB AT a VR TEZE &, DNS —_—T 34, RAA VA MI6MHFE T
T& 5,

DHCPv6 7 7 A 7 > h DERIZ L > THfG L7z DNS #—/3—_ KA A U X K&, show ipv6 dhep interface =~ >~
R THERTE 2,
BAFLIERAAL DR MDD RAAL AOREIS ) Bngaid, ) BMIhsinsd,

ARa<r RiZXE Y DHCPv6 H— 3—=225 DNS r—N— BB N A A U X FE2EE L7Z5EETH, dns-client name-
server. dns-client domain-list =~ > KOREDITE I MBI D,

VAT DT IE ST DNS = —_ KA A U A M, show dns-client =~ R THEGRTE 5,
Ka<r REHAZT L%, Router Lifetime 2372 RA 2ZE LI-8E. RAZEELEEEDOT RLAR, T7
FN =oAL ITEBNES 5,

F7-. Router Lifetime 250 ® RA ZZE LTS3, T 74N T — 1" T =240 RA ZEELEEOT RN
HIEEN 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 FHE N TV DAL, RAIZESS T 74V 7 — b
U = A OBIIATOIIRN,

[BREBH]

VLAN #100 {Z DHCPv6 27 74 7 MZ XL > TIPv6 7 FL A &ft 57 %,

SWR2311P (config) #interface v1anl00
SWR2311P (config-if) #ipv6 address dhcp

7.6.5 DHCPv6-PD Z{Ef L7~ IPV6 7 KL R DR E

&3]
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipvé address pd pd_prefixname pd_ipv6_address/prefix_len
PS5 A—g—
pd_prefixname : DHCPv6-PD 77 7 A 7> bk (ipv6 dhep clientpd 2~ R) TRE LT VT 0 v 7 A4
PREHT . By M) A T2 T o F—3—() (32 LFLIN)
pd_ipv6_address . X:X:X:X
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DHCPv6-PD 7 54 7> FTHEAE LT L7 4 v 7 ZZh &S5 IPv6 7 R L&
DHCPv6-PD 7 7 A 7 R CHAF L= L7 4 » 7 AZX LT, TOL(BRYD) O AR ET

)
DHCPv6-PD 7 A4 7> N CEUG L7 V7 4 v 7 ATk LT, 10) ZHET 5080
»H5H

prefix_len 1 <0-127>

IPv6 L7 4 v AR

[WIHARRE]

7L

[AJTE— F]

A B =T 2 —AFE— N

B

VLAN A V' Z =7 == A LTIPV6 7 RL AL T LT 4 v 7 AREHRET Do

IPv6 7 K LA (X ipv6 enable 7~ > RAFHE SN TWND VLAN A V' F—T7 = —RA|ZRETHIENTX D,
DHCPV6-PD 7 74 72 MEREIC L o TEH LT L7 4 v 7 RAZHESE IPv6 7 R AE AR T 5,
R ENTZIPv6 7 R L A%, show ipv6 interface =~ > N CHE T& 5,

A=< RiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ > FEJFHTE 5,

IPv6 7 KL A1 DD VLAN A V' H—T = — A2, 7 a—sLT KL ARARE, DHCPV6 7 74 7 > b &&te)
ZSEETE, Vo —nT FLAZ LEERETE D,

VAT AR THERETEDLIPV6 7 KL A IR K SHECTTHAH(HEMIZEH VY ToNDY 7 e—HLT KL A

ZFR<),
no IR TEIT LI AIL. FEELZIPV6 7 R L 2 ZHIRT 5,
[/ —}]

DHCPv6-PD 7 74 7 > MERET, L7 4 v 7 AFEREIIFTE TORWEAIL, IPv6 7 F L A TAERK I,
VU7 4w 7 AERE TALT FLAOMAGOENRELL RWNGER, A VX —T7 = — AT 7 Ry BEHL
oAb, IPve 7 R L R3S ueu,

Bl

VLAN #100 C DHCPV6-PD 7 7 A 7> MZ X > TIPV6 TV 7 4 v 7 AR EFT 5,

Bffs L7271V 7 v 27 A4 [PD VLAN100J %M\ "C, VLAN#200 (2, IPv6 7 KL AZFHET 5,

Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:aaf0::/60] % Hif5F L7z L RET D,

PLF OF%E T VLAN #200 (2., 12001:db8:1:aaf2::1/64] BNREIN B,

SWR2311P (config) #interface v1anl00

SWR2311P (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2311P (config) #interface v1an200

SWR2311P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

7.6.6 DHCPvV6-PD 7 5 A4 7 v N DHRTE

&3]
ipv6 dhcp client pd prefixname

no ipv6 dhcp client pd

[R5 A—&—]
prefixname D BDETHNLET VT 4y 7 RIS D NER 224 i
EATHT. Ry MO A T V() T H—3—() (32 ILFLAW)
[WIEIRRE]
L
[AFTE—F]

A H =Tz —AF— R



264| 2~ > KU 77 L A | Layer 3 #&HE

B

KGA o H—7 = —ATDHCPV6-PD 7 747 o MERZEIL L. TV 7 4 v 7 ZADFND Y TEERTH LD ITEK

}H:E’—é‘éo

ARza< 2 RiL, ipv6enable 2~ RO E I TS VLAN A V¥ —7 = —R|THRETE D,

Ka< RO prefixname THRAG L7V 7 4 v 7 AE, LT THEHTE %,

« ipv6addresspd =~ NIZC, BGLEZT VL7 4 v 7 A&MHLT, IPV6 7 RLAZERET 5,

« DHCPv6 E— K® range 2~ > RIZ T, G L= L7 ¢ v 7 A% LT, DHCPv6 H— X—TENIZEI D Y
T2 IPv6 7 R LU ADHEIFAZRET D, (DHCPV6 — X=X E T /LD Ir)

« DHCPv6 &— RO prefix-delegation =~ > FIZT, BfF L7277 4 v 7 A& LT, DHCPv6 #—/3—T
V7 4y 7 ZADFEID Y TEHRET D, (DHCPV6 H— N—%fISE T /L DFr)

1 OO VLAN £ v F—T = — A |2, Kavwy RiE 1 SFFHETX 5,

Aa<wy RIFHEKT8DVLAN A U H—T = — A ZHRETE D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpvé-server(DHCPv6 Y — N —X%fIGE T /L DFA) a2~ RHRT

TICHE SN TS VLAN A V¥ —7 = — AR ETE 20,

IPv6 7'V 7 ¢ v 7 A% MG L7 JRBE T no ipv6 dhep clientpd =~ > FZ2EITT5 L, L TW=T L7 4 v 7 A

DL A > — % DHCPv6 Y —/3—|Zk 5,

no IR TIHAT L 7238413 DHCPV6-PD 7 7 A 7 > b DRRIEZHIRT 5,

ipv6 =~ > K23 disable [ZEXE S NG, Ka~vr FLilbfrsi s,

[/—}]

ZELIERADOM 77 VN A L ThHHINA T ThHINICEFRR Ra~vr RERET 5 &, DHCPv6-PD D AT —

k7 VEIMEIA PDYRHNC /2D,

DHCPv6-PD 77 7 A4 7 > ~ &, DHCPv6 ¥— 3—{Zxt L C, TOPTION DNS SERVERS| (7' 32— K23)&,

TOPTION_DOMAIN LIST| (A 7'v 3> a— K 24) #F:RT 5,

DHCPv6 Hr— N—= OO AT g V3R> TE 2L & DNS —_"—F 3, RAA U A NI 6 hE TG

-(“% 60

DHCPv6-PD 77 74 7 > R CTHUS L7 DNS #—/3—_ KA A U R X, DHCPv6 & — R dns-server, domain-
name 2~ FTHIMF 25 Z LR TE %, (DHCPV6 H— X=X E T /L D7)

DHCPV6-PD 7 7 A 7 F DERIZ L - THAF L7 DNS —/3—_ KA A U X ML, show ipv6 dhep interface =
~ . R THERTE 5,

BELIERAAL VA ND RAL AOKRRBIZ [ BRWEEIE [ MY EIn5,

A~ FIZE Y DHCPv6-PD H—/3—713 5 DNS r— 3— R R A A U 2 M Z G L7256 CH, dns-client
name-server. dns-client domain-list =~ > FOERTEDIE ) NELIN D,

VAT DMMIERE I DNS =3 —_ KA A U X KL, show dns-client =~ N CHER T 5,

Ko< REANT L7-#%. Router Lifetime 234572 RA 225 LT-HA. RA ZEE LIEEEMOT FLAN, 7
AN =N A IZBINEN5,

F7-. Router Lifetime 7 0 ® RA #ZE L=/ . T 74V P —FU oA 05 RA 2355 L72EEROT KL AN
HiREh 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 E I TV DAL, RAIZESIS T 74V 7 — b
T = A OBINT TR,

[BREH]

VLAN #100 C DHCPv6-PD 7 7 A4 7 MZ L > TIPV6 7'V 7 4 v 7 A& BHT 5,

Bfs L7717 4 v 27 A4 [PD VLAN100) %M\ "C, VLAN#200 (2, IPv6 7 KL AZFHET 5,

Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:2af0::/60] % Hif5 L7z L RET D,

PUF D% E T VLAN #200 12, [2001:db8:1:aaf2::1/64 | 235X E S5,

SWR2311P (config) #interface v1anl00

SWR2311P (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2311P (config) #interface v1an200

SWR2311P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

76 7TRAICE DT 74/ b7 — b U A DBHEBNREKRE
BV

ipv6 nd accept-ra-default-routes switch
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no ipvé nd accept-ra-default-routes

87 =5 —]
switch : RAIZKDT 74/ M7 — U = A BEVRERRE
BRIEME il
enable RAICE DT 74N b7 — U =A BB
REEADCT B
disable RAIZE DT 74V b7 — U = A BB
RIE & WS D
(AR RE]
ipv6 nd accept-ra-default-routes enable
[AJ1E— F]
A H =T 2 —AF— R
[@i ]

KRDA 2B —T 2= ATZIE LI — X — S RA) DA T FLRIZH &S, IPv6 DF 74V b7 — R = A
D HEVEEROF RN/ N AR ET D,

A< RiL, ipv6enable =~ RN E I TS VLAN A V¥ —7 = —R|IHRETE D,

no JEATHAT L7568 13 E Z A1 HIEL )%To

ipv6 =~ > K73 disable [ZRXE SN2 E, Ka~vr FuHllRESN D,

[/—}]

ipv6 address dhep. ipv6 dhep client pd, ipv6 address autoconfig =~ > RFZERFRA %5 L1 &2, Aa~<v R
DOBENEA S5,

INb0avy RRREINTWARWESIE, Aa~vry RBRECERESN TN THL, 774V P —h7 A D

EEDESoIEC R ey aWAdAN

[ EH]

VLAN #100 TRAIZX DT 7 4 /V h 7 — b U =4 HEVRERE 2 BN T 5,

SWR2311P (config) #interface v1lanl00
SWR2311P(config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 N L A DFEIR

EEv
show ipv6 interface [interface] brief

[T A—F—]

interface : VLAN A V' #— T = — R4,
TR T DA H—T =2 —R&

[AJ1E— F]

FFeHE EXEC & — R, %74 EXEC E— N

[RLBA]

=T 2= ABDIPV6 T KL A& FERT D,
e IPVv6 7 KL R
 ipv6 address dhcp =~ > RIZ L > TEIIIZ IPv6 7 R L AMERIE Z I TWAH AL, IPv6 7 K L ADR{IZ "*"

EANL CERT 5,

* ipv6 address dhep =~ > RZFLERIC IPV6 7 R L ADRERE STV WA (P — ¥ H1%8)1d, "searching"
LFIRT D,

* ipv6 address pd =~ > KT pd_prefixname % H\NTERE L7127 KL ADOEEIX, IPv6 7 KL ADH{IZ "*" % fF
ML THRRT D,

o IPv6 7 RLUANMEE SN TWVARWIGE T "unassigned” & 725,
o WEEORRE
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« T—HXU LI EORKE
VB =T 2 REAGE LT O Z DA v 4 —T = — ADWH A . B LA V6 7 L ASBRE S
TOA L H—T 2 —ADIEREFTRT 5,
[/—}]
WBELIEA YV E—Tz—ANIPv6 7 RLZAZE D U TENR VWD THLIESITZ T —IT 5,

[FE B
ETDOVLAN A VX —T =2 —ADIPV6 T KL A& ERT 5D,
SWR2311P>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 77 7 A 7 v b DIRBED R/

[EFX]
show ipv6 dhcp interface [ifname]
ST A=
ifname © VLAN A V% —7 = — A4,
[ASTE—F]
FERFHE EXEC £ — R, F##E EXEC £— K
[@i ]

DHCPv6 7 74 7 > h DIREEE TR T 5,

ifname HIEE Lo 126, TXTO VLAN A U ¥ —7 = — ADFERELXRT D,
[/ — D}

[ E B

TRTHOVLAN A X —T7 =—AD DHCPv6 7 T4 7 > FNOREEERZFR~T 5,

SWR2311P#show ipv6 dhcp interface
Interface vlanl

Client Type : IA NA
Address : 2001:db8:1:aal0::dd2d
IAID : 0£28924a
DUID : 000100010000000000a0de000000
preferred lifetime : 604800
valid lifetime : 2592000
expires : 2023/4/19 07:25:48
Interface vlan2
Client Type : Stateless
DUID : 000100012ce737dbac44£f284efdd
DNS Server : 2001:db8:1:bb10::100
DNS Server : 2001:db8:1:bb10::200
Domain Name : example.com.

Interface v1anl00

Client Type : IA PD

Prefix name : PD _VLANI1O0O

prefix : 2001:db8:1:aaf0::/60

IAID : 0£28924a

DUID : 000100010000000000a0de000000
preferred lifetime : 604800

valid lifetime : 2592000

expires : 2023/4/19 08:08:04

DNS Server : 2001:db8:2::100
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DNS Server : 2001:db8:2::200
Domain Name : example.com.

7.6.10 DHCPv6 7 AT bD VY I
EN

clear ipv6 dhcp client ifname
[/NT A—F—]
ifname : VLAN A & —T = — R4

[AS1E— K]

¥i#E EXEC £— K

[FHA]

RBDA v H—T 2 —ATEHWEL TS DHCPV6 7 7 A 7> v &7 VT4 5,

Ka<wr REFITTHE, [MBDA % —7 = —ATHIE L= DHCPv6 DIEHN—ElME SN D,
ZO LT, B LTWZIPve 7 R L ADfiEk A v &— % DHCPv6 Y—/N—~i% %,

% D%, DHCPv6 H—/N—~DE RN FEE(E 4, DHCPv6 7 74 7 NOFHEEEIT I,

DHCPv6- PD I7IA4AT v bEFERLTWEEHE, ipv6addresspd 2~ KT, BEGELZ7 V7 0 v 7 ZA&FEHLTW
Teb&, RELTWEA & — 71%x®7%vx%ﬁ RIES D,

DHCPv6 ‘5“—/\*—1%%% 2T, DHCPv6 E— R® range 2~ N, prefix-delegation =~ > | dns-server 2~ " |
domain-name =~ > KT, B L721EM A A L Tz & &, DHCPv6 — N—fERE L R E S5, (DHCPvG
— R—HEET LD R

[/ — I
(B E B

VLAN #100 ® DHCPv6 7 A4 7 v 27 VT35,
SWR2311P#clear ipv6 dhcp client vl1anl0O0

7.6.11 DHCPv6 7 7 A 7V "REFRIZCZIETAND DS VT 4 v 7 ADFRE

[EFX]

ipv6 dhcp client nd-prefix prefix_len
no ipv6 dhcep client nd-prefix

[/NT A —=HF—]
prefix_len 1 <1-127>
ZETHNDOT VT 4 v I AR

(IR E]

L

[AF1E— K]

A F =Tz —AE—F
[

ipv6 address dhep =~ > RIZE > TIPv6 7 RLA(F L7 4 v 7 A /128) N HENERE S/ VLAN A U ¥ —T7 = — R
TIE, BEEICIPV6 7 R LRI 57 9T ND(Neighbor Discovery)/ 37~ F & %59 %,

RKa<w REFRETHEND Xy NZERICULTFTOMEEZ, RE LT VT 4 v 7 AO#ETHIERL, Fl—&7
A FOBWAITIZFDND 7y F2ZET S, Fl—8 27 AL FTIEHABROVESIZIE., ZOND X7y FEEET S,

* ipv6 address dhep =~ > RIZ Ko CHEIERE S4L72 IPv6 7 R LR

« ZfELEND N7 v hOREITLIPV6 7 R LA

ARza<2 FiL, ipv6enable 7~ RRRE I TS VLAN A VX —T7 = —RIHETHI ENTE D,
ARKa<w FOXG LD ND 237 v RiE, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D 4 T&H 5,
no JEATHEAT LA, DHCPv6 7 7 A 7 > MRERICZIETHND DT V7 o v 7 A&HIERT %,
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[/— 1]

ipv6 address dhep =~ > RIZE S TIPv6 7 RV A(F L7 v 7 A28 HEFEE S 4L/ VLAN A V' F — T = — R
TOHIET D,

B!
ipv6 address dhep 2~ > FIZ X > TIPv6 7 R U AN HENERE S4L72 VLAN#1 T, 7 %> K /64 725D ND /37 v
FNOHRZETEDH LT D,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % Bl 4

7.7.1 IPv6 FRHUFREE R E

[ER
ipv6 route ipv6_address/prefix_len gateway [number)
ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—VU—F]
null DTy MEBEETICHIET S
[73F A —&—]
ipv6_address D XeXeXeX
IPv6 7 R L A
T AN N = U oA ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DERETE) & T2
prefix_len o <1-127>

IPv6 L7 4 w7 A
TI7FNMT— U oA ZRETHEEIT0ETD
gateway D XeXeXeX
F—=hTxADIPV6 7 LA
IPv6 U7 m—VT FURAZIRET D L &1F, FHA v =7 = — AL HRETDHLLERH
5 (fe80::X%vlanN D)
number o <1-255>
EHERE (RO (B LSS 1)
EAV NS VIE E SR E,
[AJE— F]
Ja—\)arz 4 b—varsE— R
B
IPv6 DFFAIREES 2B 5,
no B THAT LI2GEIE, 57E LR 2 HIBRT 5,

[/ —}]
FIHINV =R 2 OREIZ. RAICEDZHRELD b, HHIRBICLIRENRKESLEIND,
B&l|

£ S50 2001:db8:2::/64 DIGA D7 — k7 = A % 2001:db8:1::1 & T 5,
SWR2311P (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1
T 7 H NN — MU A Z R VLAN #1 O £e80::2a0:deff:fe:1 & 95,
SWR2311P(config) #ipve route ::/0 fe80::2al0:deff:fe:1%vlanl
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7.7.2 IPv6 BRER DEIR
[
show ipvé route [ipv6_address|/prefix_len]]
[XT A —=HF—]
ipv6_address D XeXeXeX
IPv6 7 R LA
mask : <0-128>

IPv6 7'V 7 ¢ v 7 AR (B LT=%HE : 128)

[AJ1E— K]
JEEFHE EXEC ©— K. ## EXEC £=— K

[FEBA]

IPv6 #i51%5%  (FIB: Forwarding Information Base) % /"3 5,

IPv6 7 R L A &AM L7235E1E, FIB ONKEEZT X TRRT D,

IPv6 7 RLAEIHR Yy V=27 RLVAZIRE LIZGE, ENRENL & —ET R KT M) —OFEMiEHRE
FRT D,

[/— 1]

[EXEHI]
IPv6 HRikFK 2T X CEKRT D,

SWR2311P>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nry haED & XA I REEFR T D,

SWR2311P>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

Qnwn

7.7.3 IPv6 R DFRIR
[EX]
show ipv6 route database
[AJIE— K]
FEFFHE EXEC £ — N, %5 EXEC £— N
[FLEA]
IPv6 #%# % (RIB: Routing Information Base) % #7579 %,

[/—

[ EH]

IPv6 R R A KT D,

SWR2311P>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn
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7.7.4 IPv6 R ICBBEIN TWVWEIRK= M —DHY~ ) —DFER

[ER
show ipv6 route summary
[ASTE— F]
FFiHE EXEC & — N, %M EXEC E— N
[RA]
IPv6 ##%3 (RIB: Routing Information Base) I[ZBEKINTWVWEIRKE = N ) —DHY <) —2FRT D,

[/— ]

[EXEH]
IPv6 RIEE DT~ —%F T 5D,

SWR2311P>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ > 3 =

7.8.1 #H) Neighbor ¥ ¥ v =2 b —DRE

[EX]
ipv6 neighbor ipv6 _address interface mac_address interface

no ipvé neighbor ipv6_address interface

[/3T A —HF—]
ipv6_address DX XXX
IPv6 7 R LA
interface : vlanN
VLAN A > 2 —7 = A 24,
mac_address . HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA B —T = A A
[AJ1E— F]
Ja—n_par 74— g T — R
[@ ]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 2384 %,
no R TIAT L7 A X, FRELTZH= N —ZHIRT 5,
[/— 1]

(BB
VLAN #1 @ portl.1 IZ&H 25, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFET D,
SWR2311P (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.l

7.8.2 Neighbor ¥ ¥ v ¥ 27— /VDFIR

[FX
show ipv6 neighbors
[ASTE—F]
FEFFHE EXEC £ — N, 45 EXEC £— K



a2 KFU 77 LA | Layer 3 #&E | 271
[FHA]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
[/—}]
[ E B
Neighbor ¥ ¥ > ¥ a7 —7 V&R RT D,
SWR2311P>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bcd:1a23 0011.2233.4455 vlanl dynamic
2001 :db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22ff:£fe33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =7 —7 /L DHZE
[ER]

clear ipv6 neighbors

[ASTE— R
b EXEC B— RN

B
Neighbor ¥ ¥ v 2% 7 U7 3%,

[/ — I
[EX B

Neighbor ¥ ¥ v > 2% 27 VT4 5%,
SWR2311P#clear ipv6 neighbors

7.9 TPv6 Hx kil

7.9.1 IPv6 EE35ERE
B

ipv6 forwarding switch

no ipvé forwarding [switch]

[/3T A—HF—]
switch © IPV6 NT b DERIERRAE
B EE A
enable IPv6 /X7y N DEREZ N T D
disable IPv6 /377 v b Diiik Zz BN 4%
[ RE]
ipv6 forwarding disable
[AFIE—F]
sa—s\)var7 4 b—3a sE— R
B

IPV6 /37 kDB E AR E 721X INIC T 5,

no 3 CELT L= Ha I3 E IR T,
7.9.2 IPv6 BEIEFR € DFIRN

B

show ipv6 forwarding
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[AF1E—F]

FRFME EXEC £ — N, b EXEC E— K
[FFA]

IPv6 /37 N DERIERE 2 RKRT D,
[BREH]

IPv6 /X7 v N DIRERE & TR T D,
SWR2311P>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BiiEHERR

7.10.1 IPv6 BiEHESE

[ER]
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address]|
[F—T—F]
repeat DT ERET D
size : ICMPv6 7 —HZ R DR S(NA MDA R ET D
timeout D FTIEHUY D Echo U 7 = A R X5 LIcR DOISERF DR 2R ET D
source : ICMPv6 X7y RDIRETLT RV AEZRET D
[73T A =4 —]
host AR A RN, F2E IPVe T R L A(X:X:X:X)
ICMPv6 Echo % %57 % 565%
IPv6 U 7 m—HNT RURAZBET 25E1E, BHA V=7 = — A BET 2L ERDH
% (fe80::X%vlanN DI =)
count COSTIE (B LTESE 0 S)
BRIEE B
<1-2147483647> AR L7 BI3RAT %
continuous Ctr+C MAN EN D E THFEATZHR Y IRKT
datalen 1 <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout 1 <1-65535>
ISERF DR (B LSS 1 2)
FATEI¥ % continuous (2 L= AT SN D
ipv6_address DX XXX
IPv6 7 R LA
IAF1E— K]
¥t EXEC E— I
B

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL D&,
EOLNTEEL, TOEA2FETRT D, A~ RPN TT5 LHEARFKEEREFTT D,
[/ — 1]

[B%E B
fe80::2a0:deff:fe11:2233 6 CIZBIAMERR 21T D o
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SWR2311P#ping6 feB80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
fe80::2a0:deff:fell:2233: segq=0 ttl=64 time=2.681 ms
fe80::2a0:deff:fell1:2233: seg=1 ttl=64 time=4.760 ms
fe80::2a0:deff:£fel1:2233: seg=2 ttl=64 time=10.045 ms
fe80::2a0:deff:£fell1:2233: seg=3 ttl=64 time=10.078 ms
fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

--- fe80

from
from
from
from
from

::2a0

:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 R IETHER

[EFX]

traceroute6 /iost

ST A—5—

host

[ASTE— ]
b EXEC B— RN

[@i ]

S AT
RA NG, FT20E, 585D IPv6 7 K L A(X:X:XX)

HRIE LIoh A b CORBHERE TR 5,

[/ — P}
[BEB]

2001:db8:1::2 F TORRMEHERZAT D,
SWR2311P#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

2001
2001
2001
2001
2001
2001

o Ul W N

:db8:
:db8
:db8
:db8:
:db8

10:
:20::
:30::
40: :
3503 3
:db8:1::2

:1 (2001:db8:10::1) 0.563 ms

I = S

0.412 ms 0.428 ms
(2001 :db8:20::1) 0.561 ms 0.485 ms 0.476 ms
(2001 :db8:30::1) 0.804 ms 0.693 ms 21.104 ms
(2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
(2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
(2001 :db8:1::2) 33.948 ms 10.413 ms 7.681 ms

711DNS 7 A4 T~ b

7.11.1 DNS ~O\W\W&hefE DR E

[EF=

dns-client switch

no dns-client

[2XF A—%F—]
switch
[FIH13R 2]

dns-client disable

[AS1E— K]
Ja—\)arz 4l —g s — R

[@iHH]

DNS 7 54 7 s OEME

X EE B!
enable DNS 7 A4 7> hERMZTDH
disable DNS 7 94T v BT 5

DNS ~D W& DOEREZ A2 £ 1213 T 5,
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no FETEIT LA ELhIC T 5,
[BXEH]

DNS ~D W& b HEREE AT 5,
SWR2311P(config) #dns-client enable

7.11.2 DNS —X—1U 2 N DRE

[EF2

dns-client name-server server

no dns-client name-server server

[78T A—F—]

server : AB.CD
DNS #—/3—® IPv4 7 R L &
XX XX
DNS #—/3—® [Pv6 7 K L A
IPv6 U7 a—HhT RUAZEET2HEGE, E2HA V¥ —T7 =2 —ALEETLHILERD
% (fe80::X%vlanN D)

(IR E]

7L

[AJ1E— F]

sra—\)var7 47—y aryE—FR

[FA]

DNS #—/3—=U 2 MZH—"—ZBI§ %,

P N— IR KR IHFETRETE D,

no JERTHEAT LA, & Lo —/3—% DNS —"—1U X F 2B HIBRT 5,

[/— 1]

ip address dhep. ipv6 address dhep, ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > N{Z &> T DHCP #
—/N—=/n5 DNS = "=V X hEIG LIRS, Ao~y FORENMELRIND,

7272l Ka= FIZX % DNS ==V X b OBEEN 3 ERm DS EIE, At 3% TY X hdRZIZ DHCP
== BLHS L7 DNS #—/3— U X M ZBINT 5,

[BEH]

DNS #—/3—=U 2 MZIP 7 KL X 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 Z BT 5,

SWR2311P (config) #dns-client name-server 192.168.100.1
SWR2311P (config) #dns-client name-server 2001:db8::1234
SWR2311P (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

T3 T 74V b AL VZDRE

[EX]
dns-client domain-name name
no dns-client domain-name name

[7XF A —&—]
name D RAA 4 (BK 256 XXF)

(IR RE]
L

[AJTE— ]
Ja—x\)ary7 4L — g E— K
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[FiFA]
DNS WA OERHIEHT 2T 74V N RAAL VA ERET D,
no R TEITLIZEEIET 740 b AL VA ZHIBRT D,
[/ —H
ip address dhep =~ > RIZ X > CDHCP = N—InLT 74 )V b RAAL V(AT v ara—RISEREG LS
f. Ravr RORENMELEIND,
dns-client domain-list 7~ R TIRBE RA A VU A MPRRESNTVWDIHEAIX, Aa~v > RCRELET 74/ R KR
AA 4 BEOYN ipaddressdhep =~ 2 NIZ K> THERESNTZT 7 4/ b RAAL CAITMH S0,
[ EH]
T 74 N RAA 4% example.com ([ZFXET D,
SWR2311P (config) #dns-client domain-name example.com

TNABRBERAA U R NORE
[E=X

dns-client domain-list name

no dns-client domain-list name
[/XF A—F—]
name R AA L (K 256 30F)

[FIHAER E]

L

[ASTE— R

Ja—N a4l r—g s — KR

[FAA]

DNS WA HOBERFIERATIMBE RAAL U A MIRAL £ E2BINT 5,
MBERAA Y ANMIFKKO6MFETRAL VEBETE B,

o K TEITLIESEARIE, 8ELTZ R AL VEZEHRBRAAL U A M HHIBRT 5,
[/ —F]

Kavwy RCHRERNAAL U R MRREINTWD%5E . dns-client domain-name =~ > N CRE L7727 7 4+/L b K
AA 4, BEON ipaddressdhep 2~ RIZK > THERESNZT 74/ b RAA AT S,

ipv6 address dhep. ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > N{Z X > T DHCP % —/X— L3R
RAAL YA NG LSS, Ka~vy FOREMELESNLD,

722, Ra~vy FIZEDMB AL U A FOBEED 6 R OGE 1L, it 6 £ TYU X FOFKEIZ DHCP
P N—=PORG LR R A A U R MEBINT 5,

[ E ]

R A A 4 examplel.com, example2.com #fR58 K A A U 2 MZTBINT 5,

SWR2311P (config) #dns-client domain-list examplel.com
SWR2311P(config) #dns-client domain-list example2.com

711.5DNS 7 5 A4 7 v MERDOFER

BN
show dns-client

[AFTE— F]
FHHFHE EXEC £— R, #5H#E EXEC £— K
[FREA]
DNS 7 74 7 v MEHRERRT %,
FRANFIZUTO LR,




276| =~ RV 77 L > A | Layer 3 H$AE

HHE B
DNS Client is enabled DNS 7 547 v S BER
DNS Client is disabled DNS 7 7 A 7 kL)
Default domain TN RAAL U4
Domain list BEBERAAL YA B
Name Servers DNS #—/"—1U X ~IP 7 R L R)
[ EH]
DNS 7 74 7 v ME#EFR T 5,
SWR2311P>show dns-client
DNS client is enabled
Default domain : example.com
Domain list : examplel.com example2.com
Name Servers : 192.168.100.1 2001:db8::1234 feB80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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HE
IP = /L F % ¥ A M

8.1IP v/ FF ¥ R MEAKFRE

811 KRAD~NLF X% A7 L —LDOUHEFTEDORE

EEN
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME il
discard (€ B pra)
flood 7I9TATTD
[ E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE R
[RLBA]
MAC 7 RL AT =T BRI TR LT F X 2 7 L— L0 IEEZRET D,
Bl

RKHDO< VT F v A NEIET 5,
SWR2311P (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)
[EFX]

12-unknown-mcast mode

no 12-unknown-mecast

[/$F A—5—]
mode D I TF XY AR T U —AONLER G E
REME S

discard e )

flood T7I99TA4ITTD
[FIEIER E]
L
[ASIE— K]
AR =T 2—AF— K
[FRHA]
VLAN A v Z—T7 = —ATZELI-MAC T RL AT —TILZBEEESN TR LTFF ¥ A N7 L—ADUHET;
EEFRTET D,
no B CTHEAT LGS IR EICEY . VAT AREKORMO~ LT X v A 7 L— LM FIEOBREICHE D,
[/ —F]

A~y RIZVLAN A ¥ 5 =7 = = AIZOHRETE 5.
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RKawy RIZT AT ALEORMOLTF Xy XA N7 L— LB FIEOREL VEBEINS,

[ EH]
VLAN #1 T%fE L7= MAC 7 RV AT —T VZBEIN TV W LT F v A N7 L—AEHIET D,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #12-unknown-mcast discard

813V v rua—hN<NFF¥ AT L —LDERERE

[EX]

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[FIEIER E]

L

[ ASTE—F]

Ja—pary7 47 b—vg =R

[FHA]

12-unknown-mecast discard Z5X EL TWA L&, Vo 7o —hL</LFF ¥ AT RLADT L — A ZEEECis
KT D,

no B CHEIT LG E1E, BE LERELHIRT 5,

[/—F]

Ka<wr RieBITA, Voza—hA~<wAFX3y AT RUVRIZLLTOHEL 45,

» 1Pv4:224.0.0.0/24
» IPv6: f102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTEIESNTZ, ZOBXBREEND 2T 4 T EFHRAALTEGAITE
BIAYIZ 12-mcast flood =~ > RIZEXH X b,

(B EHI]
Vo 7ua—An=LFXxx AT RLADT L—LERMOZILF Xy 2 b & L THESTICIESET S,

SWR2311P (config) #12-unknown-mcast discard
SWR2311P (config) #12-unknown-mcast forward link-local

814 <v/NLFX¥ R FT7 L —ADEEERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[/3T7 A —5F—]
ipv4_addr : AB.CD
IPv4 /L FF ¥ A hT KL A

[FI8AE% €]

L

[AFTE— K]

A HE—T 2 —AF— R

B

VLAN A A —T7 2 —ATZE LT~V F X ¥ A MBREOT CTHENEELZIPVE~ILTF XY A RNT RLADT
V—L%ET7 T T 4TI D,

RKa<y RV AT LALET 100 HE TREN T B,

n R TCET LEEASIE. BELEIPUM VLT XY A T RLADOREEZYIERT 5,

/2. IPVA L TF XY AT FLAZEK LA IE, TRTCORELHIRT S,
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[/—}]
RKa<w KIZVLAN £ V2 —7 =2 — A ZDIHRETE B,
Ka<w RTHESINEZIPVM LFXRY AT RLAZIGMP A X —E L T ORI E 725,
[ EH)
VLAN #1 TZAE L7235 IPvA 7 KL AN 239.0.0251 D7 L—L%ET7 T T 47T 5,

SWR2311P (config) #interface vlanl
SWR2311P (config-if)#12-mcast flood 239.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEDE D), BNRE
EY

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]
time . <1-30>
IGMP/MLD 2 = V) — %515 H IR (7))
[WIERRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—n)arz 4 —yarE'w—R
B
AR 7Y =28 D AR V=TT, 72U 77— IGMP/MLD 7 = U — % (5 HBREOBIE 2 3% E
Do

no JERCEIT LA IT0REITR 5,
IGMPMLD AX—¥E 7 L A= 7 ) =20 LRI, PR Y —ERICL > T T X v X MBEES—FF
BN 2 Z ERNH L0, AREEZ AT VEZ oMM 28T 52 LN TE 5,

A LTEGEIEL, MR Y —ER 2T 5 &, fAE SN 72& L IZ IGMP/MLD 7 =V —Z X575,
BN LIS EIE. PR Y —ZEERH->TH IGMP/MLD 7 = U —ZiXE L7V,

[BREBH]

PR\ —ZE B IGMP/MLD 7 =V —iXE 2 A2 L, bz 5 BICRET 2,

SWR2311P (config) #1l2-mcast snooping tcn-query enable 5

AR E =KD IGMP/MLD 7 = I —i&(5 & W5hic 4 %,
SWR2311P (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1IGMP A X—Vt° L 7 DOEZL)/ HWEhRE
BN

ip igmp snooping switch

no ip igmp snooping
[NT A —=HF—]
switch : IGMP A X —E» 7 OBE

R EM B!
enable IGMP A X — b 752/ T 5

disable IGMP A2 X — > 7 Z i+ 5
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(AR E]

ip igmp snooping enable
[ASIE—F]

U HF =T z—AFE—F
B

A B =T 2—ADIGMP AR —t v JOBELRET 5,
no JER TEAT LA IR EICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BEH

VLAN#2 @ IGMP A X — ¥ > 7 2G5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2851 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping disable

8.22 IGMP R X —t° 7 @i B D} &
E&N|

ip igmp snooping fast-leave [auto-assignment]

no ip igmp snooping fast-leave
[F—7— K]
auto-assignment  :  LAN/SFP AR — ML FIZ A A » F0EEE S AL TV D5 A mdl iR e 2 501235,

[FIEIER E]
L

[AJ1E— ]

B =T z2—RAE— K

[LAA]

AL H =T 2—ADIGMP A X —t" > 7k &2 H0d 5,

no I THEITT 5 &, IGMP A X — ' V& iR 2 hc9 5,

auto-assignment 47> 3 U MEE SN2 AL, LAN/SFP 7R — RELFIZA A v T RER SN TV D 5E, TOFR—
T A H BRI e s R B R A 85 ﬂ“éo

LAN/SFP 7R — ML I A A v F BB STV D ENOHIEICIE, Y%A — hT%/F L2 LLDP 7 L — A DA
EH TLV [System Capabilities] & [Bridge] 238 N TV EENTHIET S,

[/—}]

A< RIZVLAN A VX —7 2 —AZOHRHFKETE 5,

Az~ RiX, LAN/SFP R — MIBEE DR A F D STV D VLAN A ¥ —7 = — A TlX, auto-assignment 4
Tva rEAIITT D0, EEBURERE B IR A BT Z L,

[BREH]

VLAN #2 @ IGMP A X — ' 7 @i B 2 A0+ %

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & WMz 4 5,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if) #no ip igmp snooping fast-leave
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823 VI F X ¥ X b —F —DEFIEDORE
[ER

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname

[/3F A—&—]

ifname : LAN/SFP R— DA VB —T = — A4,
RETDHA v H—Tz—RA

(IR E]

L

[AJ1E— K]

AH—T2—RAE— R

[FEA]

T X xR ML—F — D ERE S LTV D LAN/SFP 7R — R & IICERET 5,

no JERCHELITT D L, RELMWIET D,

[/— 1]

A< RIZVLAN f VX —7 2 — A IZOIRFEETE D,

E L7 LAN/SFP AR— MZIZ, ¥V TFF ¥ XA M—FZ =PRI Tn5H T &, Ly —3=nb IGMP LAR— &

Zfg9 5 &, R L7z LAN/SFP 7R— hMZHEET D,

[ E ]

T X v A ML—F — O LT LAN A — b #8 A% ET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping mrouter interface portl.S8

VIVTF Xy A NL—F — OGRS LAN AR — k #8 2449,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#no ip igmp snooping mrouter interface portl.8

8.24 7 U —XEHEREDERTE
B

ip igmp snooping querier
no ip igmp snooping querier
(AR E
L
[AJIE— F]
A B =T z—AE—FR
B
IGMP 7 = U — A {EHBE 2 AN T D,
no P THEAITT 5 &, IGMP 7 = U — A EHERE 2 NI T 5,
[/—H
ARKa<w2 FIZVLAN A V' H—7 = —RAZDIHHETE D,
ARREEZ AN LIEEEIP T FLRAZEE T 5L ERRIZIELWIPY FLATZ 2 Y =2 E LR R 5D THE
HIoZ L,
[BXE B
VLAN #2 OEEHEREZ A0S 5.
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping querier
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VLAN #2 OXEHRE T N4 %,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ip igmp snooping querier

8.2.5IGMP 7 =V —E[EHIRBORE

[EX]
ip igmp snooping query-interval interval
no ip igmp snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 ) —&E HEE)
(R E]
ip igmp snooping query-interval 125
[AFIE—F]
A E =Tz —AFE— R
[FHA]

IGMP 7 = ) —DOFEMREZ R ET 2,

no BN CHEAITT D & IGMP 7 = U — DX RG2S,
[/ — ]

Ao~ RIZVLAN A VX —T 2 — A ZDOBHFETE 5,

[BREH]

VLAN#2 7 =) —ik{EHMRE%Z 30 IR ET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping query-interval 30

VLAN#2 © 7 = — %R %2 PIHEICRE T,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if)#no ip igmp snooping query-interval

8.2.6 IGMP /X4~ @ TTL {HREFSRED R E

EEN
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

[/RT A —F—]
switch : IGMP /37w k@ TTL fEfERERE
R EM A
enable BT B
disable BN T %
(IR E]
ip igmp snooping check ttl enable
[AJ1E— K]
A B =T z2—AE—F
B

IGMP /X%~ ~ @ TTL fERGFERE 2 3% T 5,
no B, CHAT LB A IR EICE 5,
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B LEEHEIE, TP~y X —O TTL EAARIE( LISM72 IGMP /37 v k2 ffEEd 5,
BN L7258, U v MAEEEd, TTLEA 1 ICHHIE L Tk T 2,
[/— 1]
AKa< RIZVLAN A VX —T =2 —AZDIHHFRETE D,
[BREH]
VLAN #2 T IGMP /3% k@ TTL fEMRGEFERE Z AT 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping check ttl enable

VLAN #2 T IGMP /34 b O TTL [EMFFHERE 2 2224 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E
E&N|

ip igmp snooping check ra switch

no ip igmp snooping check ra

[78T7 A —=F—]
switch : IGMP /%7 > kD RA FaaiFHERE
BEE 24 EH

enable BT 5
disable L9 s

[FIEAER E]

ip igmp snooping check ra disable

[AJTE— K]

A H =T 2 —RAF— K

[FAA]

IGMPv2/IGMPV3 737 v k@ RA KA RE A 7% E T D,

no IERCHEAT LI A I3 EICK b,

BN L5813, IP~v Z—IZ RA (Router Alert) 7> = v INEEN TV IGMPV2/IGMPY3 /347 v | ZigEE
T3,

N L EAIT. YNy y FEEYET, P~y ¥ —ICRA ST a &5 L ClEXT 5,

[/—F]

Ka<w 2 RIZVLAN A V Z—T = —AIDBHRETE D,

[B%E B

VLAN #2 T IGMP /34 v k@ RA BFHEREZ AN D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check ra enable

VLAN #2 T IGMP /4 > b D RA MiiFHSBE 2 21 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping check ra disable

8.2.8 IGMP /34 > b @ ToS MRIFHEBED R E
E

ip igmp snooping check tos switch

no ip igmp snooping check tos
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[78T7 A —=F—]
switch : IGMP 2347 > kO ToS HiFIFRERE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check tos disable
[AJIE— F]
AP =T 2 —AF— K
B

IGMP /37 > k@ ToS MiFERE A X ET 5,

no IERCHEAT LI A I3 EIZK b,

AT LT2BE1E. TP~y ¥ —0 ToS @ IP Precidence (3 &' M)ZSARIE(B'110 LASM) 72 IGMPV3 /37 > b 2 RHE L |
ZFHLSME ToS & 0xc0 12 FEX LT ET 5,

BN L7 AT, IGMP X7 v N 3R, ToS % 0xc0 |2 BEE L Tkt 5,

[/—F]

Ka<2 RIZVLAN A V' H—7 = —RAICDIHRETE D,

[B%EH1)

VLAN #2 T IGMP 737 ~ ® ToS Wit RE 2 AN T %,

SWR2311P#configure terminal
SWR2311P (config)#interface vlan2
SWR2311P(config-if) #ip igmp snooping check tos enable

VLAN #2 T IGMP /37 kD ToS I iFt¥RE 2 LN 24 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check tos disable

829IGMP X—T g LV DHRTE

[EFX]
ip igmp snooping version version
no ip igmp snooping version

[/3T7 A —=F—]

version 1 <2-3>
IGMP N— 3

[BIHARR E]

ip igmp snooping version 3

[AF1E—F]

AH =T 2—RAE—F

[

IGMP DR — 3 VAR IET D,
no JERX THEITT % &, IGMP N— 3 o Z IR E(VIITRET,
[/—}]
A< FIZVLAN f V¥ —7 = — R |ZOHFEETE D,
REEL BRI DHN—=a VD IGMP Xy M afE LIca, WFOEEE 2%,
. V2 RIERF
s V372V —%ZELLSGA, V272 —L LTHRk
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o V3 LAR— FEZELEEA, EE
o V3 RERF
s V27V —%ZF LA, V2 7= —& LRk
s V2UAR— | EZEFE LRSS, V3 LAR— k& LTk
[ EH]
VLAN #2 TIGMP N— 3 U & 2 IZHRTET 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping version 2

VLAN #2 T IGMP "— 3 » 2 HIH1EIC =,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #no ip igmp snooping version

8.2.10 IGMP L 7R — MHIHERE DR E
[E=]

ip igmp snooping report-suppression switch

no ip igmp snooping report-suppression

[78T7 A —=F—]
switch : IGMP LR — RmifilHAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMP L 7~"— MfIRSRE 23X E T 5,

no IR CTHEAT L= E 13 EICE D,

BN LTZBAIE. %15 L= Report A v E—3% Leave A v B —U b EERE S &2, RNRDOA v E—T%
I F X A ML —F—FR— F~3EETH,

BN LT a 1, %15 L7z Report A v E—UX Leave A vE— UV EZFR~ /LT F v A ML—H —R— h~HZkd
50

[/—F]

AKa<w 2 RIZVLAN A V Z—T 2 — AIDBHRETE D,

[ E B

VLAN #2 T IGMP L 7R— IS RE 2 B Zhc 4 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~MfIRERE 2 #4hi2 4 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MNEEHEBEDHRE
BN

ip igmp snooping report-forward switch

no ip igmp snooping report-forward
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[78T7 A —=F—]
switch © IGMP LA — MRAHERR
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-forward disable
[AS1E—F]
AP =T 2 —AF— K
B

IGMP LR — MREHEREEZ R ET D,

no IR CTHAT L7288 3R EICE D,

AT LIEHEIE, AT F ¥ A b—F —R— MIMA T, LAN/SFP R— ML FIZAA v TR SN TN L5
AT, EDOR— FIZxt L TIGMP Report A v — X Leave A v — Y & H51%ET D,

N LGB, vV FF v A Mb—F —R— NMID&H, IGMP Report A v —X Leave A vt — Y & #iikd
60

LAN/SFP R— M TIZA A v F G SN TWADNE DO TEITIL, B4R — FTZ{E L LLDP 7 L—ADHAK
BEE TLV [System Capabilities] (2 [Bridge] & L TWDNENTHIET 5,

[/ —F]

RKa< 2 RIEIVLAN A VA —7 =2 — R ZORIHKETE D,

AMBEZ N T HEE1T. IGMP L AA— FdlsRE 2 LT 5 2 &,

[B%E B

VLAN #2 T IGMP L 7R — MEGEHERE 2 A3 D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & hi2 3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-forward disable

1l

8.2.12 W VF F ¥ A hL—F —H— h~DF — F iR AR DR
[ER]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[P35 A—%—]
switch D AT X ¥ A M—HF —R— b ~DF — Z iRk GE
REE SiHA
enable BAINZT S
disable BN T %
[FIER E]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— R
A VB =T 2 —AE— ]
[FHA]

YT F ¥ R M= —R— h~OT — ZEEMGIERE R ET D,
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no JE TIAT LGB I3HIIER EIZE D,

B LIEBEAIE, vV FF v A Mb—HF —K— hTReport A v —L%%E LIBADOLENT —F &~ /LFF

¥ A ML—HF —R— b ~EEET D,

N LB, WO R— K TReport A v E—T %% E L TOIUE, 4T — X~/ FF v A ML—H
—AR—MIbiREIND,

[/—}]

ARa<2 RIZVLAN A VX —7 2 —AZOHRFKETE 5,

Bl

VLAN#2 T/ FF ¥ A h—F —KR— h~OT — X EREMGIEE 2 AT %,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN#2 TV /VFF ¥ A f)L—F —R— b ~O7 — Z ik il iee 2 iz 92,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L' F ¥ ¥ R h)L—F —EEHHR— MEROER

[FX

show ip igmp snooping mrouter ifname
[T A =5 —]
ifname © VLAN A v ¥ —7 = — 24

BRTHA I =T =2—2R

[AS1E— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[FLEA]
%j]é/ﬂ:?;;g Nz, £72 Li%%ﬂ’]&:%&ﬁ L7z~ /LFFv A ML—F —PfgAR— b ‘l%iﬁ!%i%ﬂi\‘@—éo
[XEH]

VLAN#2 D~ VT F v A hb—F —§kiR— N O EE£RT 5,

SWR2311P#show ip igmp snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.14 IGMP 7 )L —F A LR —3 v FIEH D FR
[

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—TU—F]

detail D R

[NT A—=F—]

A.B.C.D D WATFFXFXY AR A—TT R R

ifname © VLAN A V¥ —7 = — A4,
FRTAAL L H—T 2 —R

[ASE— K]

FEFFHE EXEC £ — R, $§#E EXEC £— N

[RLFA]

IGMP 7/ /=7 A 2 3=ty e Fowt %,
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[BREH]
IGMP Z v —F A v n—3 y FORER A FRT B,

SWR2311P#show ip igmp snooping groups
IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version

1 239.255.255.250 portl.5 R 01:06:02 00:03:45

192.168.100.11 V3
IGMP 7 /L—"T A 8=y T OFEMIE A R 5,
SWR2311P#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 ' ¥ —7 = — A D IGMP BEIFHR % Ko

[ER
show ip igmp snooping interface ifname
[XT A —=HF—]
ifname : VLAN A V' H—T = — R4
RRTHA VA =T =—R
[AJIE— K]
FEFFHE EXEC £ — N, F§#E EXEC £— N
B
VLAN A > % —7 = — 2O IGMP B#fF#R % F R T 5,
[EAEBI]

VLAN #1 ® IGMP Bl # & £~ 5,
SWR2311P#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.2

F - Fast-leave auto-assignment is enabled
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R - Report forwarding is enabled

8.2.16 IGMP /L —F AL _R— v IOy b Y —HI&
BN

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname

[FF—TU—F]
group COHIBRT AV AT XY A NI —TT RLRAERET H
interface © HIBRT D VLAN A X —T = —RAEZ4RTET D
[/XT7 A—5—]
A.B.CD DRATFRXY AT T LA
"I AT R Y —
ifname © VLAN A ¥ —7 = — 24,
HIbRd 24 v 4 —7 = — A
[AF1E— F]
F¢HE EXEC E— K
B
IGMP /' V=T A o=y 7Dy ) —ZHIERT 5,
[BREH]

VLAN #1 @ IGMP 7 /L —F A o= T O b —% BB 5,
SWR2311P#clear ip igmp snooping interface vlanl

83MLD AX—t°

8.3.1 MLD XX —V > F DALY/ 1BShE&RE
B

ipv6 mld snooping switch

no ipv6 mld snooping

[NT A —=HF—]
switch : MLD A X—E» 7 Ok
REME B!
enable MLD A X —VE > 7 &= /T 5
disable MLD A X — V> 7 % B35
[(IHIRR E]
ipv6 mld snooping enable
[AJ1E— K]
A E =Tz —RE—F
(@]

A H =T x2—ADMLD AX—t 7 OEEZRET S,
no I CTIAT LI B3I E IR 5,

[/ —}]

AKa<2 FIZVLAN f VX —T7 2 — A ZDOIHRETE D,
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[ EH]

VLAN#2 O MLD A X—E > 7 ZHNT 5,
SWR2311P#configure terminal

SWR2311P(config) #interface vlan2

SWR2311P (config-if) #ipv6 mld snooping enable
VLAN#2 O MLD A X — ' 7 %2845,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping disable

832 MLD A X— V' JEHEBEDOHE

[EFX]

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEIER E]

L

[ASE— K]

AR =T 2—AF— K

BN

A B —T 2 —AD MLD 2 X—t L FEREBIEE AT 5,

no FERTHEITT D &, MLD AX— V> 7 ml iR 2 M4 %,

[/ —F]

Aa<w U RIXVLAN A VX —T7 2 —RAZOHKFKETE D, £7o, MLD AX—E U I NERN G EDAHRETE D,
Ko< KiZ, LAN/SFP iR — MIBEEDOHE R "REFE SN TS VLAN A U H— 7 = — A TIEAME Lgnz &y
[B%E B

VLAN #2 O MLD A X — B> 7 & ik & e+ 5,

SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping fast-leave

VLAN #2 ® MLD A X — ¥ 7 E5d iR % 29 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping fast-leave

8.3.3 v/ T F ¥ X M—F —DERRICDETE

[

ipv6 mld snooping mrouter interface ifname
no ipv6 mld snooping mrouter interface ifname

[T A—F—]

ifname : LAN/SFP R— hDA » H—T = — A4
RETHA LV H—T =2 —A

[FIHAER E]

7L

[AJ1E— F]

AVH—T 2 —RAEF—FR

[RiAA]

< IVFF ¥ A hb—H — ) STV D LAN/SFP 7R— h & HHICRET 5,

no B THATT 5 &, RELMWIET D,
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[/ —}]

Aa<w U RIXVLAN A VX —T7 2 —RAIZOHKFKETE D, £7o, MLD AX—E U I NERN G EDAHRETE D,
S¥E L7 LAN/SFP R— M2, =L FF v 2 M —F =S N TS T L, L — =5 MLD LFR— R %
Zf{59 5 &, BRE L7 LAN/SFP 7R — MZH& AT D,

[REH]

VI FF v A RL—H—DORHEE LT LAN AR— kN #8 X ET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping mrouter interface portl.8

< VT X A ML—H —DOEEHG S LAN " — b #8 245,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping mrouter interface portl.8

]

8.3.4 7 VU —XEREREDEE
B

ipv6 mld snooping querier

no ipvé mld snooping querier
[WIHIRRE]
7L
[AJ1E— ]
A BF =Tz —AE—R
[
MLD 7 =V — & {EHEEZ AT D,
no LA TIHIT9 5 L. MLD 7 = U —iXEHRE 2 BENIC T 5,
[/—H
Ka<y FIIVLAN A v F =T 2= R IDHFRETE D, £l MLD ARX—E U I NENRGEEDHBETE D,
AEERE &3 55551347 ipvé enable 71~ > RZWTNDD VLAN A ¥ —7 = —RTRETH 2 L, ipvé
enable 7~ 2 FAAREINTWRWEA, MLD 27 = U —3XE SNRVOTEET D 2 &,
Bl
VLAN #2 @ MLD 7 = U —XfEHREZ AT 2,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping querier

VLAN #2 @ MLD 7 = U —X{EH#RE & AN 32,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipvé mld snooping querier

8.3.5MLD 7 = ) — X (ERIEDRE
E=y

ipv6 mld snooping query-interval interval

no ipvé mld snooping query-interval

S A—g—
interval 1 <20-18000>

7 = ) — =B HEED)
[WIHIRRE]
ipv6 mld snooping query-interval 125
[AJ3E— K]

s —T 2 —RE—F
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[REA]
MLD 7 =V — DX EMBEEHRET 5,
no R TEITIT AL, MLD 7 =V —DO X EMIREZ PR EICET,
[/ —H]
Ko< RIZVLAN f V2 —T7 =2 — R CDHBRETE D, £72. MLD AX—E U I RENBRBEDHRETE D,
B&il|
VLAN#2 O 7 = J —%EME % 30 RIZERET 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if)#ipv6 mld snooping query-interval 30

VLAN#2 © 7 = 1 —%E M 2 JHEICRE T,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N"— 3 VDORTE

BN
ipv6 mld snooping version version
no ipv6 mld snooping version

[/3T7 A —5F—]
version o <1-2>
MLD "—3 3 >
(R
ipv6 mld snooping version 2
[AFIE— K]
A HE—Tx2—RAE—NK
[FAA]

MLD O —2 g U ERET D,
no X TEITTH L, MLD N— 3 U AR E(V2)IZFE T,
[/ — 1]
AKa<w U RILVLAN A V¥ —T 2 —RAIZOBRFKETE D, £72, MLD AX—E U I NEN G EDAHRETE D,
BRELHIHNN—2 a3 D MLD N7y bEZE LTS AE, LFOEEL 25,
o VI RERE
e V27V —%ZELESEE, VI /) —& LTiik
« V2L R— I EZELELE, K
o V2 RERE
e VI —%ZELESE. VI 7 —& LTk
« VI VAR—=FEZELELGS, V2 LAR— & LTk
[BREH]
VLAN#2 TMLD N—Y 3 v & 1 IZRET 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD N— 3 > A IHHEIC R T,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P (config-if) #no ipv6 mld snooping version
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8.3.7 MLD L R— ~NfI#RE DX E
[ER

ipv6 mld snooping report-suppression switch

no ipv6 mld snooping report-suppression

[/$5 A—%—]
switch : MLD L7R— b il Bng
REME B!
enable B+ %
disable i) R
(IR RE]
ipv6 mld snooping report-suppression enable
[AJ1E— F]
AH =T =2—AF—F
B

MLD L AR — MHIEEEZ R ET D,

no IR CEIT LI A IR EICE S,

B L72GEE, %18 L7z Report A v E—UR Leave A v —U D OELE#RE D L2, /BOA v E—T%
2L F X ¥ A ML—F— R h~EET B,

SN Lo A 1E, 515 L7z Report A v E—UR° Leave A v E— VBRIV TF F v A MLb—F —HR— F~#5kT
60

[/ —F]

AKa< RIZVLAN A V2 —T7 2 — A TDRRETE D,

[ EH]

VLAN #2 C MLD L 7R— MIIRERE 2 B34 5

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 C MLD L 7R— hIfHIRERE 2 5hiz 4 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping report-suppression disable

8.3.8 ¥ /L F X ¥ X ML —&F —EFR— MERDOER

E&y

show ipv6 mld snooping mrouter ifname
ST A—F—]
ifname : VLAN AV H—T = — A%

FRTAL A —T o —R

[AJ1E— F]
FEREME EXEC £ — N, FiHE EXEC £— F
%FEEFJ]
I E SN, ERIEFHICERE LT~ LT F ¥ X bL— 2 —Hi AR — MEREERT D,
[EXRE )

VLAN#2 D~V FF ¥ A P —F —fgR— P OERE TR T 5,

SWR2311P#show ipv6 mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2£f£:£e30:291 00:01:04
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8.3.9 MLD /' )L — 7 X L\ —3 v FIEMDOFRR

[ER
show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X:.X:: X.X [detail]
show ipv6 mld snooping groups ifname [detail]

[F—TU—F]

detail D REHEE R

[73F A —5&—]

XX XX DT XF XY AR A—TT RLR

ifname : VLAN A V¥ —7 = — A4,
BRTHA L F—Tz2—R

[ASE— K]

FEFFHE EXEC £ — N, 45#E EXEC £— K

B

MLD 7 )V—TF A o™=y TR ERRT D,

[BRE ]

MLD V=T A = T OIEREFRT D,
SWR2311P#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface
Reporter
f£f15::1 portl.3

fe80::a00:27ff:fe8b:87e3
MLD 7 )v—7 A =3y T OFEMME R E2 FoRT D,

SWR2311P#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )

Source Address
fe80::221:70ff:fef9:8a39

8.3.10 1 > % —7 = —AM MLD EEEFR % FoR

Uptime v2 Exp
00:00:03 00:01:06

Uptime

00:00:44 00:01:07

Fwd
Yes

R

Expires

Flags

Last

EEN!
show ipv6 mld snooping interface ifname
[/$5 A—%—]
ifname : VLAN A > ¥ —7 = — A4
TR THA L H—T = —R&
[AS1E— ]
HHrtE EXEC £— R, %M EXEC £— I
B
VLAN A >4 —7 = — A D MLD B#fEH % £rT 5,
[BEH]

VLAN #1 ® MLD B#{E#H &2 F T 5,

SWR2311P#show ipv6 mld snooping interface vlanl
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MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: 0O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2

8.3.11 MLD ZV—F A _"— Oy MY —YI&
[

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—T—F]

group COHIBRT AV AT XY A NI —TT RLAERET S

interface © HIBRT D VLAN A X —T = —ZAE4RTET D

[78T7 A= —]

XX X:X DA FRY AT NL—TT KL R
AT R Y —

ifname © VLAN A VX —7 = — A4
HIbRd 24 v &4 —7 = — A

[AS1E— ]

F¢HE EXEC E— K

B

MLD Z V=T A=y TOx s b — 2R 5,

[BREH]

VLAN#1 O MLD Z V=7 A v 3=y 7Oz ) —ZHlRd 5,
SWR2311P#clear ipv6 mld snooping interface vlanl
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AV

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX]

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol IZ tep ZHRE L72HE. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 7 & AU Z F® ID

<1-65535>

=l U ARG, MBET 7RV A MAICBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICT Y M) —RBinsnd, oL &,

BEFORBRTY N —I2 10 ZNE LI2ERHHTY ) —0&F S L LTHERES D,
WO = o AR/ SR LTEBMLESES, = ) —0F 1L 101274 5,)

T 7R ARMECH T DEMEELRET D

RIEME B
deny FHEES"T 5
permit LM F IR B

HRLTLH7m barf@plzfiES S

REME S EH
<0-255> IP~yXO7a faLEs
any T_TO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 b

ST AERETIPVE T FLABFHREHRET D
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R IEME 24 HH

T4 RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 EMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—DIPvd 7 KL A(AB.CD)RIEET D
any TRXTOIPVE T RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T 0 ME LR — FEEH<0-65535>%fET 5. A&
3252 &b Ahe
BEHE B
eq X R— MEZX)EEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info DR LE T A IPVA T LU AERAERET D
R EE A

J AV KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L72 e, =& T 250088 — M 5<0-65535>%fRET 5, Ak
THZ L bR

fBEHIE A

eq X R— FEEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
2L
[AS1E— F]
Ja—x\)ary7 4L — g T — R
B

IPvd 77 A A NEAKT D,

AR L7778 AU R MCiE, BEMAX256 D&M ERETDH I ENTE 5,

AR LTZIPvd 772 AU A MEBHASELHAT. A % —7 = —AF— FT access-group 2~ > K& 5,
no XA T action LI 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N &HIBRT 5,

no U C action LARRZFRE L7e o728/, 778 AV A RO ID BN —ET51IPvd 778 AU X R ZHIRT %,
[/ — 1]

LAN/SFP R — FB L OGRHA v ¥ —7 = —ACHA L TWAH7 78R Y A NI, no B THIBRT 5 Z LixT& 72
W, ST Z R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFHAVNIEE TEZ A0, ZO X ICHFAZIE L IPvA 7 78 A U X NI AT ALK
T—2721F access-group 2~ R TA U H—7 = —AZ#EHTX 5,
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[ EH)
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWR2311P(config) #access-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWR2311P (config) #no access-1list 1

9.1.21IPv4 7 7 &2 Y 2 ~ OFAIGEAN

[F2

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[T A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
(IR E]
7L
[ASIE—F]
Ja—nN\)ary7 4 L—varE'E—FR
[BLEA]

R LTHDIPvE T 7R Y X MIEBSTEBENT 5,

o FERTHEIT LIS, IPVA T 78X Y A NOFAEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHEASE-H# S, Kavwr RCHAZBENT 5
ZLIEETHE, (BRAEDOTUHAXN EEET D)

(B EH]

PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ERR L, #RBISC
[Test] #i1BINT 5,

SWR2311P (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWR2311P (config) #access-1list 1 description Test

913IPvd4 77 ERU R ~DEHA

[EFR
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T Z7EAY A RO ID
direction D M7 L—A0FmERET S
REM A
in ZE7L—AIx L CHEASED
out EEZTL—AIXLTCHEAZIES
[FIHIER 2]

L
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[AJ1E— K]
AR =T 2—AE—F
[FHA)
LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

ZREAEETLV—LBT 7 RY A MDOREL B LEHE, T/ EAV X MOT 7 v a v BHYS T L—LICHT 5
7 7 3 a v (permit, deny) & 72 B,

no X TIAT LA, WHLEZT Z78AU A % LAN/SFP R— F B L OGREA ¥ —7 = — A LHIERT 5,
[/—h]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET7 V=BT 57 78 A U A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFEEIXLL T 0@,

N— hFE SHPH(range X Y)ZFEE LTZIPv4 77 A Y A ME, 257 L — L (out)lZili il TE 720y,

ZET LT DT 78 AU A RRERE S U7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTAET 7R R MIHREA VX — 7 = —R|ZHB L TVWA LAN/SFP R — Mok L AT
R, 2L A= T v ar 7 4 BB A A —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L —
DT BT I BAV A NRED D DHE. ABZR— FOREDHEA VA —T7 =2— A CHA SN 5,

B&l|

LANKR—F#l DZET7L—LIZX LT, 778 AU R #l Z#HT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #access-group 1 in

91.41IPv6 7 7B AU R DA
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[T A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 EAY X M@ ID
seq_num 1 <1-65535>
V=l ARG, RMBET 7B AV A MAICBIT L N —DNEEZRET D,
= U AFFEE LGS VA MORERRIZZ M) —RBINEhD, 2D E,
WAFORZRT ) —I2 10 ZIHE L7ZENHH#HT S R —0FK 5L L THERESN D,
(RN —r o AF SR L TEBIMLESRS, = R —0& ST 101272 5,)
action L TR ARMEICKT 2EMERRTET D
REME S
deny FEEESRT D
permit b S ot AT M )
sre-info ML T AEETLIPVE T RLUAFHRARET S
REME B
R BT xRy b A7 RMbi)f & D IPv6 7 R
XX:XXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZEXG LT 5
[FIHIRRE]

mL
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[ AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 782U R MCiE, BEMAX256 D&M ERETDHZENTE 5,

AR LT 78 A) A Ml SEL5A0F,. A X —7 x2—RXF— KT access-group 2~ > R&H 45,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ —}]

LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTTEHZER L T DHIBRT S Z &,

[ EH]

3fe:506::/32 N EH DNy M EESET D IPv6 77 B AU A K #3002 21T %,

SWR2311P (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWR2311P (config) #no access-1list 3002

9.1.5I1Pv6 77 &R U X s OFBHSGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[$F A—%—]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 77 EAU 2 R ID
line © BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r\)var 74— a rE— R
[BEEA]

ER L THDIPve 778 A Y A MIEHASCEZBINT 5,
no FERTEIT LIS, IPv6 7 7B XU A NOFHACEHIRT 5,

[/—F]
LAN/SFP R— FB L OGBS LV XA —T7 2 — AT 7B AV A M2 EASE %L, Ko~y FCBAZBEMNT5
ZEEARE, (BAEDBAX T LEEET D)

[ EH]
3ffe:506::/32 VB Dy NEFEST S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWR2311P (config) #access-1list 3002 deny 3ffe:506::/32
SWR2311P (config) #access-1ist 3002 description Test

91.6IPv6 7 7R YU X FDiEH
EEN

access-group ipv6-acl-id direction

no access-group ipvo-acl-id direction
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[78T7 A —=F—]
ipv6-acl-id : <3001-4000>
WHTHIPv6e 727 AU 2 LD ID
direction AT L—ADFMERET S
R EME Bl
in ZEZ7 LA LTHEASED
out EE7LV—LIR L CHEASES
[WIERRE]
7L
[AFTE— F]
AVH—T2—AE—R
[BLFA]

LAN/SFP R— b B L UOGHHEA v X —7 = —RIZIPv6 T 7B A Y A &M 5,

ZERERT V=BT 72 A R MORMEE B LIEHA, T/ EAVAMDT 7 ¥ a VS 7 L— AICHT 5
7 7 3 a v (permit, deny) & 72 B,

no X CTIAT L7=A. WHLZT 78 AU R % LAN/SFP R — F B L OGREA ¥ —7 = — A LHIBRT 5,
[/—}]

TIRAVANE, WO X —T72—A2, ZIET L—2AL(in) L EE T L—L(ut)DZNTIUT 1 DT D LK
FETE 7220,

EETZ7 V=2t 57 78 A Y A M LAN/SFP A — MK L COAEMAARETH 5,

HFFEIXLL T O# b,

ZIET L —DIRIT BT 7 A Y A FIRERIE S 72 LAN/SFP iR — MIGHELA v X — 7 = — R TR TE 20,

ZETL—AIHTBET7ERAY R MIHEA v Z— 7 = —R|ZFB L TVWA LAN/SFP R — Moxf L CiEf T
R, 2L A= T v ar 7 4 7 BB A A —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L—
DT BT I BAV A NRED D DHE. ABZR— FOREDGHEA VA —T7 =2— R CHEA SN 5,

[ EH]
LAN AR— R #1 OZ{ET7 L— LI LT, IPv6 7278 A YU X k#3002 2T 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #access—-group 3002 in

9.1.7TMAC 77t R U X FDAERK
E&N|

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

35 A—%—]
mac-acl-id : <2001-3000>

MACT7 7 &AUARDID
seq_num 1 <1-65535>

V=l U AEE, BT VBRIV A MNNIZBIT L = N =DM EERET D,
=T U AFFEEM LIZGEIT, VA NOFRZRRBICZ N —RBNEhD, Z0LE,
MFOREBERETY N —I2 10 ZMELZERFH= ) —0F S L LTHEREIND,
FWON = o AR SR L TEBMLEES, = ) —0FZIX 101272 5,)

action D T BASGMCK T A EMEERRET D
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REME A
deny SEEEE"T 5
permit BN T R )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
R —— %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T BEE MAC T LA RERET D
REME LA
DAL EHI—FEY b
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ETSH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[

MAC 77 €AV A N&EAKT 5,

AR LT 78 A U A MCE, BEMAX256 D&M E2RET D LN TE 5,

ERL7ET 78R R M EEAIEI5E81E. 4 ¥ —7 =—R2F— KT access-group 2~ > K& EIT7 5,

no JE. T action LI 28 E L7280, M2 TH—ET25 MAC T 7 BA U A M &HIERT 5,

no T action LUEZHRE L2288k, 778 AV A DO ID BN—FHT 25 MAC 77 AU X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 27 8AY X NI, no B THIFRT 2 Z LixT& 722
VY, ST Z R LT DHEIBRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ EH]

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 /BT 5,

SWR2311P (config) #faccess—-1list 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 AU A | #2001 ZHIpr3 5,

SWR2311P (config) #no access-1list 2001

9.1.8 MAC 7 7 EZX U X | OB IGEN

EEN
access-list mac-acl-id description /ine
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
(IR E]
L
[AJ1E— F]
sa—mnarz 4 S —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
no R TEIT LIS, MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA MR HAISE-#%Y, Aavwy NCTaBSIEZEBNT 5
ZlFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A %HEHET 5 MAC 727 AU A k#2001 Z{/ERk L. #HAASC Test)
ZBINT 5,

SWR2311P (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWR2311P(config) #access-1list 2001 description Test

9.1 9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 LD ID
direction D WAL= ERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[AS1E— ]
A HE—=Tz—AE—F
[@iA]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U 2 F&2HEAT 5,

ZET V=BT VB AV A MORMEL K LIHE, 77 EAV A MDT 72 a UREE T L— AT 57 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHL/ET 78 AU A F% LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEOT 72 AY A NERETDH I LIXTER,

HFEEIZLL T 0@,

ZETLU—LIRTET 7 BAY A NPERE ST LAN/SFP AR — MIGRELA > ¥ — 7 = — A ZHTE TE 72uy,
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ZIET L= ATHT BT 7 A Y A MIGREEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
R, TR AF— T T a7 g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MIZfE 7 L —
DT DT 7 BAY A MREND DYd, BAETFR— FORENTHEA > 7 —7 = —ATHEM S D,
[ EH]
LAN R— b #1 DZAE7 L —LIZx LT, 778 AU X b #2001 2@ H 95,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #access-group 2001 in

9,110 £ LT 7R XA FNDOFER

[#)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLEA]

BEESNTWAT 7E®ARAY A NEFRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A E—T 2—RZHEA I, o, ST hH o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/ —}]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]

—BEFRRT D,

SWR2311P>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 FHFE DI VT

[ER]
clear access-list counters [ac! id]
87 X —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T7I78ATVAMDID
[AS1E— K]
FHE EXEC £— R
[REBA]
show access-list @~ > N CHER I D HEit K (match)z 27 U 79 %,
[BREBH]

etz 7 V79 %,

SWR2311P>clear access-1list counters
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9,112 AV F—T =—RIZHEALET 7RV XA hOER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
[RA]
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FE B
—B\ERTT D,

SWR2311P>show access-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREBLNRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE(256 LFLRN)

TR AT v T

[FIEIER E]
L
[AFTE— K]
Ja—)ary7 4 Jb—yg rEF—NR
[FHA]
access-map-name CIEE L7244 BID VLAN 77 B A< v THEKR LTZ2OB VLAN 7 7 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LB EIT. HBE L VLAN 7 7 B2~y FHHIRT 5,
[/—F]
VLAN 7 7 B A<y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit 2~ R L., HikE
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWR2311P(config) #vlan access-map VAMOO1
SWR2311P (config-vlan-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78X Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L
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[ASTE—F)
VLAN 7 7 & 2~ v 7E— |
[FREA]
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —}]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 7 7 B A~ v 7Z2{ERL LT, 192.168.0.1 2D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWR2311P (config) #access-1list 2 deny any 192.168.0.1/32 any
SWR2311P(config) #vlan access-map VAM0OO1
SWR2311P (config-vlan-access-map) #match access-list 2

91.15VLAN 7 7B A~ T 4 LV Z —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I LOCEA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHT 7V EAY v 74

vian-id . <1-4094>
vlan =¥ > FC enable JRAEIZEE 41TV V5 VLAN ID

direction DA LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZE7 VAR L THEASES
out EEZL—HIRHLTEHASES

[(WIHIRRE]

L

[AJ1E— ]

ra—\)varyz 47—y a Ee— R

[RLBA]

FEE L7 VLANIZVLAN 7 VB A~ v 77 4 VX — T 5,

no JTER THEAT L7261, $5E L7z VLAN (235 VLAN 727 B A~ v 77 4 V2 —%HIERT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 &1L TERLY,

VLAN 7 7 B A~ L, W—DA 2 —7x—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTx5%,

72720, UFOT7 78 AV ARERE LT VLAN 77t A~ v 7 d, BE7 L— A(out) T TE 720,

s MACT7Z7EAURAR

o N— FESEIPH(range X V)AFEE LT IPVA T 7 AU X |

[ EH]

VAMOO01 & W5 44710 VLAN 7 7 B A~ » 7 H B LT, 192.168.0.1 226037 v NEERT LT 78RV A M
BELTZOH, VLAN #1000 D55 7 L— AIZxt LT VAMO001 Z i3 5,

SWR2311P (config) #vlan database
SWR2311P (config-vlan) #vlan 1000
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SWR2311P
SWR2311P
SWR2311P
SWR2311P
SWR2311P
SWR2311P

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AJTE— R
FHrHE EXEC E— N, %M EXEC E— I
[FiAA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToOHEANERIND,

« VLAN 727t 2~ v 7 DO4Hi

e VLANT7 7t RA<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWR2311P>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 B2~ v 77 4 V2 —ORIGHE ZrnT 5,
ITOHENFREND,
¢ VLAN 7 7 & 2= v 7 DO4L4Hi
s VLAN 7 7 ®A~ v 7 0EM STV VLAN ID
« VLAN 77 k2= v 7R T\ 5 7 L— ADFhl(in/out)
(B EH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRTH,

SWR2311P>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DR « HEZhHI4E
[EF=R]

qos action

qos_disable
[T A—=F—]
action © Qos DEE
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REME i
enable Qos ZHINZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—)arz 4 L—vg E— R
[FFA]

QoS Z AT 5,
no ER CEITLI-HA. QoS #MuT 5, ok X, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/— 1]
7 u—flEOY AT LEEBANLEE. Qos wAMIZTH I LITTERN,
QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNVLDONEZH D D,
[BXRE )
QoS ZH T
SWR2311P(conf1g)#qos enable
Iz
(

QoS N 5,

SWR2311P (config) #gos disable
92257 4V K CoS DRE

[ER]

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 #/V bk CoS &

(R E]

qos cos 0

[AJ1E— K]

A H =T 2 —AF— R

[FHA]

LAN/SFP R— F B X OGEIA v X —T =2 —ADT 7 /L b CoS ZRET D,

no I TIAT LG E . FIHIME(CoS=0)Z X ET 5,

T74NECoSIE, A X —Tx2—ADFTANE—RBCoSIZHESNTWNWDORETH 7 L7 L—LEZF L

FEICER SN D, (7 L— A2 CoS MBREE SN T2 ®))

[/ — 1]

ARa<r REFEITTDHITE, QoS A LT 2 &,

FATT DA H—T 2—AD KT A ME— KB CoS TlHaWHE, Ka~vy RIFET=I—L7i5,

T 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA » H —T7 = — R L LTHIRD Z LT TE R,

FITT A4 =T == AWNmEA U F—T = — AR L TV 5 LAN/SFP 7R — h D6, Ka<r FIEETE

~&ﬁ5 ttb x&~b7/7:/747i@ MELA X — 7 = — R ZFTE LT % LAN/SFP 7" — h O E
KT R — FOBRENHEA > X —7 = — A ZHH I D,

[ﬂﬁ%]

T 7 F b CoSfEA 2 IZRET D,

SWR2311P(config-if) #qos cos 2
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77 %V b CoS EZ MIHMEIZ R,
SWR2311P (config-if) #no gos cos
923 FF X bE— FORE
[EF=R]

qos trust mode

no qos trust

[T A—=F—]
mode : M7 ABME—FR
BREME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5 ¥ = —% DSCPEICE SV TIRET S
port-priority AR CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AJIE— K]
A HF—T2—AF—FR
[@iA]

LAN/SFP R— FB X OHBIA o X —T 2 —AD N T A ME— RZHRTET 5,
no JTETIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A RE— R cos DAL, ZET7 L— LD CoS 1l A 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2= AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fEX° DSCP fE, ZAEAR— MIHISTT 2 XEF 22—, LTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 RECHEATOIRERE |MEavrF

CoS CoS-EEx¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIGRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — A LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, =L, AX—1FT v
7:/747L® GHA X — T = — ZIZFTE LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIE, T A PE— RICL > TEITHIRA D D b O, RFRFHRORIRD LONRD D,
BBl
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWR2311P(config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWR2311P(config-if) #no gos trust

9.2.4 QoS HEE DR EIREBDRKIR

&
show qos
[ASTE— ]
FEHFHE EXEC &— R, $§#E EXEC ©— K
[@iHH]
QoS F&HRE D A #(Enable), % (Disable)ki&Z 27 %,
[ EH]
AT LD QoS DEEIREEFRT D,

SWR2311P#show gos
Enable

925 A L F—7 = —ZAD QoS ERDFR

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— MBI WGRBLA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, FrkE EXEC ©— F

[FEBA]
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHEHDORY —~ v T LT
7 A~y THEHRAE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— T (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 27 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND T L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWR2311P#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Scheduling:

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R— K #1 @ QoS X Ex &K ~T 5, (F7 A FE— K DSCP)
SWR2311P#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Scheduling:
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 EfE ¥ = —EHROEFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BREFEI R — N ERGLET 5,
TR T DA H—T 2 —R
[AJ1E— F]
JERFME EXEC £ — K, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP AR — h DEE X 2 —BOFHEL X RT D, F2—OFHRIILLT CHET S,
(Fz—DEHF) = (F=2—ICHEHII TSN 7758/ (F=2—DRALR)
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3| a~vr RUT7 LA | NT 7 4 v 7 HIH

[/ — P}

K= FiE QoS DIRIE(HE NN D LI TE %,

(% EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWR2311P#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
)

[EX

qos cos-queue cos-value queue-id
no (os cos-queue cos-value

[PXT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS EIZ G T % EEF = — ID
(IR 2|
[/ — M=
[AJTE— K]
Jua—nrarz 4 L—varE—R
(B8]

EEF2—ZRETHOIEHT S CoS-EEF2a— ID BT — T NVDOEERET D,
no IR TEIT LA, € L7z CoS HDEIEF = — ID ¥R IR,
CoS-EEFxFa2—ID BT —T /T, FTAPE—FRB CoSITRESN TWAERITHER NS,

[/—H

AKa~<r REFITTHITE, QoS =AML T Z &,

CoS-IHMEF = — ID AT — 7 LV OYHRET FERD LIV,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7

[F% 2]

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWR2311P (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWR2311P (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 /L DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE it 0D DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
(R E]
[/ — MR
[AFTE— K]
rsa—)rary 7 40— g F— R
[FRA]

EEX 2 —ZRET DO AT 5 DSCP-5{5F = — ID BT — 7 VOB AR ET D,

no TR CIFAT L7=45A . 857E L72 DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ % = — ID a7 — 7 /M iE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—H]

AKa<r REFITTHITE, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREILTTEDO LB,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREBH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWR2311P (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWR2311P (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=y

qos port-priority-queue queue-id

no qos port-priority-queue
[/NT A—=HF—]

queue-id : o <0-7>
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(IR E]

gos port-priority-queue 2

[ASE— ]

A H—T2—AF— R

[

LAN/SFP AR — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RICxHET DB EEGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQ)ICET,

A— MEEEX, T A ME— RR"F— MEE"CRESN TV ELAEDOREF 2 —DOWREICHEH SN D,
[/—}]

AKavy REFITTHITE, QS #H/MILTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= AN VF —7 = —ZITHTE LTV D LANSFP R — b6 Ao~ RIFEIT=7
—LB, LIl AX— R T T ar 707 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
I, BB R — FOREDTHIEA v X — 7 = —RAZHEA S5,

[ E 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—1D#M E2FV 4 T5H,

SWR2311P#interface portl.1l
SWR2311P(config-if) #gos port-priority-queue 4

9210 A1 v FARENOEEIND 7 L—LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AS1E— F]

sa—m\)var7 47—y aryE—FR

[BFA]

AL FAMK(CPU) D 45 LAN/SFP AR — b ~XE SN D 7 L — LD DREF 2 —2RET D,

no A CEAT LG E. FIHHE Z23ET 2.

[/—H

Ka<xy FEFT7T 21203, QoS #A#C L TH 2L,

CPUMNDLKEESNL T L—LDEREZ FT 5L, KVEEEDOHNF 2 —n0bDORENMELRINL 2D, mAakt
DIRAET L2MS RN — 77 EOBRENEIE L 22 < R TR B D, Z D728 ARREMITFIRERIR Y K& 72
E(EERE) L T2 2 &2 #E+ 5,

Bl

CPUMNBHIXEEND 7 L — L DEREF 2 — & #5 ITRET D,

SWR2311P (config) #gos queue sent-from-cpu 5
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9211 7 F A~ (NTF T 4 v 7 ODHESFE)DAERK
B

class-map name

no class-map name

[/XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")naryz4J—g T — R

B

I IRy T eAERRT B,

Ay TN, ZRETV—LENT T4 I I TACGET D20 D0FEMEERTHHOTHY, match 2~
RCER LIS L 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7278 AU A NMACL) % 8T L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT 7 avNI TR~y T DT Ivarbind,
« TRV A RNACLLSERE LIZGA
FF Al (permit) & 72 5,
Rk, TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1X, FHE LT T A~y T HHIRT 5,
[/—}]
AKa<wr RaeFAT9 512013, QoS ZAMIC L T Z L,
HBE LY 7 A~y TRERBE OGS, AiEOREICH L TERRMTRbRS, 7220, R v—~vv 7N
LAN/SFP R — h B L UGREA v ¥ — 7 = —RTHHE A OEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< Fclass1" VR T 5,

SWR2311P (config) #fclass-map classl
SWR2311P (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
[

class name

no class name
%7 X — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[@iHA]

RV =~y T T A~y 7 &BEEMT D,

77 A=y ZOEMTICKNT DL, R o—vo T« 7T 2= RNIIBIT D, R V—vv T 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV T

e KUV

e Uw—F 7

no WA TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMN T ZiERT 5,
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AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—DODORY =~y FIHEMIT oD T Ay FIE, 8 0FETELT 5,

[/— 1]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 77> a D774y 777 A LT, QoSMUHDFREL L THEMEN2,
BE)

LAN R— h #1 DZ[E7 L— LI L CUTOREET D,

¢ 10.1.00 DXy T =IO DNT T 4 v 7 ZFFHA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 ([CFEE#x . Red:MLEE

[N 7490 0T ADESE

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P (config-cmap) #match access-1list 1
SWR2311P (config-cmap) #fexit

[RY > —DRE]

SWR2311P
SWR2311P

config) #policy-map policyl
config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P
SWR2311P

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 5 FESRME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X K ID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
B

FNTT 4w 7T ADGEEKMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

FNoT 4y I ETT 78R A MIRETEDRMFITRKRIGFETERD,
B!

25 A<y 7 classl"DESARCT 7B AU A - #] ARET D,
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SWR2311P (config) #class-map classl
SWR2311P(config-cmap) #match access-1list 1

9.2.14 ~ T 7 4 v 7 3 FEHEDFTE(CoS)
[ER]

match cos cos-list

no match cos

[73F A —4F—]
cos-list o <0-7>
YRR E LTHET S CoS i, ek 8 fllE THEHTE 5,
[AJIE— ]
7 TAYy TE—F
(LA

NF T 4D 7T ADFEERMIC VLAN & 7~ XD CoS =M AT %,
no R TEIT LA, CoS OEMFREZHIBRT 5,

BEH D LIREB )£ T, REZHBVIRTZENTE D,

[/ — 1]

ARa<r REFEITTDHITE, QoS A LT Z &,

B!

7 72'7 /7"013881"@ iﬁ ﬁ: C081 "1"&"2"% ﬁjﬁé

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match cos 1 2

9.2.15 T 7 4 v 7 58S ORE(TOS BILE)
(&)

match ip-precedence ros-list

no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
SRS E U CTHERT B IP o~ Z D TOS #55E (precedence) 7 « —/V NE, K 8 il £ TH
TE D,

[AJ1E— F]

7 TAYy TE—F

[RLFA]

T T 4w 7T ADGFERMITIP ~ v XD TOS B (precedence) 7 « —/V RMEZ I HT %,
no JEITIFAT L72GA . TOS BIEEIC K 2 & EZ HIbRT 5,

BERE O FIREQ ) E T, REEAMOIRT LN TX D,

[/ —}]

Kavr REFEITT5I21E, QoS AL TR 2L,

B!

75 A= 7 class1"DAYHASAEIT TOS B E 3" L "4 &% iET 5,

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match ip-precedence 3 4

9.2.16 ~ 7 7 4 v 7 BRSO E(DSCP)

EEN!
match ip-dscp dscp-list

no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SRS L LTEM T 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L i, &K 8 {HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 4 w7 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ T %,
no X CIHAT L7284, DSCP IC K D 5M3E&HIBRT D,

BEED FIRGE)E T, REZXHRVIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMC L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" &2 % ET 5.

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match ip-dscp 48 56

9.2.17 + T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN % J & ZHRET S

untagged D KM VLAN Z 77 LA ET S

[/XT A= —]

type D A=Y Ry NI L —LDE A TERET S,

X EE A

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L — LD F A FEE VLAN & 7 DFELFETT 5,

no R TIITLHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M5%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 5,

[/—}]

AKa<xr RueFATT 51213, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LA L2 D(T 7 B AR— N TR T EZ 7 L— 2% bW 2w),
[3% 2 5]

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWR2311P (config) #fclass-map classl
SWR2311P (config-cmap) #match ethertype 0x0800
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9.2.18 87 7 4 v 7 HFRKHE DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEM T %5 VLAN ID
[AF1E— K]
JTAYy SE— R
[FHA]

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A. VLANID I X B 5M30E &2 HIFRT 5,
BEHD LERGOE)E T, BREAMY KT Z LN TE 5.
[/—h]

AKavwr REFATT 511, QoS ZAMT L T Z &,

[ EH]

7T A~ 7class1" D3RI VLAN #20 X ET 5,

SWR2311P(config) #class-map classl
SWR2311P (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID LV VHEE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SYMESME L LTS % VLAN ID O BRARE,
id-end o <1-4094>
SRS E LT 4 VLANID O#& T, BRAGD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IARy TE— R
[@ ]

7T 4w 7T ADGFERMC VLANID ZE 7 %,

SESAEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,

matchvlan 2~ > FOBRTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wy FEFITT 5T, QS AN L THLS Z &,

[B% e

7 F A=y T class1"D/PFASIEIZ, VLAN #20 0 H#30 £ TEEET 5,

SWR2311P(config) #class-map classl
SWR2311P (config-cmap) #match vlan-range 20 to 30

9.220 7 7 A< v TEBROFR
[

show class-map [name]
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[NT A —=HF—]
name DU T ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
[RA]
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv EH 257
57 55 (match) Match Access-List 772 AU 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &5 )&
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWR2311P#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —< v T DERK

[FX]
policy-map name
no policy-map name

[73T7 A —=F—]

name DR =y T B2 LFUT. KT/ F % KR %)
[AFTE— F]

Ja—x\)ary7 4L —y g T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTEUTONEEY N5 7 47 7T REITE &
Db DTH D,

s NTT 4w IR

s Tlvw—FF

« A—XULT

s RITUT

c Uw—F7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b L OGREEA > ¥
— 7 x—REHATHILENTES, I, RV V=~ THNOEI TASy TIZEoTZIETL—A0 b
T4 w77 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MER 7o s L 9
W27 %,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, ELLERY v—~ v 7 E2HIBRT 5,
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[/ —}]
Ka<wr REFEITT AT, QoS Az LT L

?ELKT)/~7/7#$Wﬁ$®ﬁu\mﬁmmm_ﬂbfﬁﬁhﬁ@bhé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[REH]

LAN R— M #1 OZET7 L— LI L TCUTORELT 5,

+ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]

. aR%mmcmn%wwEwlkwmf W T A %53
o Green:fi5%k, Yellow:DSCP % 10 IZEXH#i % . Red:fl3E

[NTF 74T 7T ADERR

SWR2311P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl
SWR2311P(config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit
[RY > —DRE]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #fremark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) fexit
SWR2311P (config-pmap) ffexit
(
(

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

92N ZET L —AIZHTEIRY —< v TFDEHA
[

service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
AT E— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP A" — B X OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SSFP A — B L UGHEEA v ¥ — T = —ANO R v—~ v T ERERT 5,
[/—}]

AKawy REFATT HITIE, QoS AL THL Z L,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA ¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— B L OHELS VX —T =2 —AD T A I
F—RERMGELBEWVERTEN D THLEENTWEGE, =7 —¢ERb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERRH D3~ RIZLLTO LR,

FFAFE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FF R BME—F a<w R HIRRPIZE
Port Priority set cos i FH A< W]

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

police, remark-map U ~—% 2 I REAEEEIMER
AR(E D)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST
D, Ho, ZY% A0 remark-map N E SN TWDLEAERET,

RN =~y 7TOMEH S V72 LAN/SFP AR— NI, faBlA v ¥ —7 = —RIZPTB TE R0,

R v—~ v FIIGHEA ¥ —7 = — A ZHTE LT\ D LAN/SFP AR — MMZxf L T TE RV, 72720, AX—Fh
Ty Tar 47 BICEA A —T 2 —AIZFTE LT D LAN/SFP AR— MIR U v—~ v TRIEN D D 85E. &
BERAR— FOBREVNHIA o H—T =2— R THEA S5,

R EHI

LAN R— K #1 12K Y v —~ » 7 policyl #iH T 5.,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #service-policy input policyl

LAN R— k #1 53R Y >—~ v 7 policyl &R %,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #no service-policy input policyl

9.2.23 L <—F L J DOFEE(CoS)
(&=

set cos value

no set cos
[7NT A —=HF—]
value o <0-7>
TLw—F% T TRET D CoS fE
[AJIE— F]
R)v—~vv 7« 7 TAE—FK
[BA]

SEULIE T T 47 7T AD CoS %, HRE LT CoSHICAEE T D, £/, FTAME— RICHIELTCAFEF =
—ID T =T MIEESE BEX 2 —DOFEID Y TEIT I,

no W THEITLIEG G, NF 74927 7 T RZxT 5 CoSTHD T L~ —F o TR ZHIRT 5,
[/—H]

Kavwy REFATT HITIE. QoS ZAMC L T Z &,

Tl —F% 73, FEF—HRERE LTS Z LiIFTE RN,

[BEH]

LANR— h #1 OZET7 L— LI LT FOREET D

¢ 10100 DRy NT—=U MDD NT T 4 v 7 ZFFA]

« LN T T4y 7T A% CoSE2"ICERT S

[T 74 v 7T ADERK]

SWR2311P (config) #faccess-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #exit

[RVU T —DFRIE]
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SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set cos 2

SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9224 7L ~v—% L FDFEETOS BFLEE)
B

set ip-precedence value

no set ip-precedence

[/3T A —HF—]

value o <0-7>
T=—F 7 TERET D TOS BILE

[AS1E— ]

RV =<7« 7T AE—F

(@]

LI NT 7 47 7T ADIP ~v X O TOS B E (precedence) 7  —/L RfE%, 5E L7- TOSEICEHE T %,
F72, PTARAPE—RIZHIGLEEEXF2—ID T =T MIESE, BEF2—0OFHE Y Y TEITH,
no JEATEIT LIS, FT7 7477 T AT D TOSBRED T L~ —F o ZWHEHIFRT 5,
[/—H

Ka<wy FeFT1 51203, QoS ZAMC L T 2L,

Trr—F% 7%, REF—HRERKRE LN 2 Z LixTE Ry,

Bl

LAN R— k #1 OZ[E7 L— LK LTUTOREEZT S

© 101.00 DRy FU—=IIN6D T T 4 v 7 ZiFA]

« DELIENT T4y 00T A% TOS B ICAEET S

[NF T 4277 T ADER

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWR2311P (config) #fclass-map classl

SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit

[R VU —DF%E]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set ip-precedence 5
SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.25 FL<=—% L 7 DFREDSCP)
[ER]

set ip-dscp value

no set dscp
[73F A =4 —]
value : <0-63>
T~ —F 7 TEET D DSCP A
[AS1E— ]

NI o—~y 7« 7T RAE—F
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[FHA]
ST NT 74y 2777 ADDSCP %, $5E L7 DSCPEICEE § 25, Eiz. F7 A ME— FITxHR L7%E
XFa—ID7T—7NWCHESE, EEF2—0OHHV Y TEITI,
no R TIATLISA. NTF 7 4 w7 7 7 RIkT 5 DSCPED T L~ —F » Z B EHIFRT 5,
[/—}]
ARKa<wr REFITTHITE, QS ZAMILTHLL Z &,
T =X 73 BEFa—EEER LT Z LIXTERY,
RFC THERR S L CWR W DSCP IE~D T L~ —F% 2 7)) ~—X 2 7%, Gt 4 FHE T2 CT& %5, RFC THESE
% DSCP %, FEROLEBY,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXEH)

LAN R— M #1 OZET7 L— ALK LU T OREEZT S

¢ 10100 DRy NT—=7nBD T 7 4 v 7 &7

« HELIZbNT 74> 7T A% DSCPE"10"CE T %

[N 74w 0T ADES

SWR2311P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-list 1
SWR2311P (config-cmap) #exit

[RY > —DRIE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set ip-dscp 10

SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #exit

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #service-policy input policyl

9.2.26 fARBIAR Y —DRER > T L1 —})
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—TU—F]
single-rate DU L— MR —EFEHT S
[7NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L — h(kbps)
CBS : <11-2097120>
WA h—2 v Ny RDsS—R R A R (kbyte)
EBS ¢ <11-2097120>

il b —2 Ny D= A X (kbyte)
action DOk T RIS Ny R OEME
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— F]
RN)o—~vv 7« 7 TF7RAE—N
[RLBA]

B NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ & R TRIEVMTON TV DEAIT. NEEZEHT 5,
A—=Z ) TE, YN b— b 38T —<——RFC2INZHEESNTITV, S LIk 7 2 cx LT, LL
TORHAFRET D5 LNTE D,
*  Green : #5315 D Z(F5E R AT)
© Yellow : #iik, fE#E, U ~—F 7 n6ER
« Red:ff3E, V~—F 2 78R
72770, V~—%270%, Yellow,Red D EH L —HDOAIRETHZ LINTE 5,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark" (2 5%
EINTZDIZNb BT, EOHIRT 7 26T 5 U ~—F 0 7 OFMBRED R o726, U ~—F 2 713 ED)
LD, ZOBE. WIHIERE(Yellow:fi51%, Red: AHE) A% fH S5,
no B TIEIT LIS G, A= V7 - RV T - Uv—F 0 ZOWREHIRT 2,
FEHIAR Y - —(police-aggregate =~ > R) & OFFHITTE 720y,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTEL Z &,
[ E ]
LAN R— h #1 OZET7 L— LI L TUTOREET S
¢ 10.1.0.0 DRy NU—=Z LD T 7 4 v 7 &
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, ###~7 7 A % 43 ¥d
+  Green:#5i%, Yellow:DSCP % 10 ([ZE & #i 2. Red:Al3E
(R T4 w200 T7 ADER]
SWR2311P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-1list 1

SWR2311P (config-cmap) ffexit

[RY 2 —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #fexit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.1l

SWR2311P (config-if) #service-policy input policyl

9.2.27 fHRIR Y p—DFREC A > L— 1)

E&
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU— ]
twin-rate D VA b= MR =TS
[/XT A—F—]

CIR : <1-102300000>
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~5 7 4 w7 L— h(kbps)

PIR : <1-102300000>
v'—2 b7 7 4 v 7 L— b(kbps), CIR LW/ NSUVMEIZFEETE 220,
CBS ;o <11-2097120>
WA h—2 Ny RON—Z M A X(kbyte)
PBS 1 <11-2097120>
E—2 h—=27 7y FOR—Z A X (Kbyte)
action DM T RSNy b O@E
BREME BifE
transmit iRk
drop T HE
remark ) <= —33 7 (CoS/TOS/DSCP)
[AJ1E— F]
R =~y 7 7 TAE—F
[BFA]

DL T 7 4 w7 7 T RH LT, R F—(V A v b— NERET 5,
BEIZ police =~ RTREMTOINLTWDEEIL, NWEZEHT 5,
A—=BZ ) TE, VA b— ]« 3HT—~—H—(RFC269)ZISWTITW, L8k 7 7 2z LT, LLF
DI EITEST D Z LR TE D,
*  Green : #5125 D A (FHE R A])
o Yellow: §i525, ZE, U ~—F 7 HiEiR
o Red:ff3E, V~—F2 7 nHiER
722l Vv—F 7%, Yellow,Red DEL LM~ OBRIEET D LN TE D,
U~—% 2 7 OFMEREIX, remark-map 2~ R(RY —~< v 7 « 7T AE— R)TIT9, action H"remark"|Z7%
ESINTZDIZPb LT, Z2OMHET 7 25T 5 ) ~—F 0 ZOFEMBREN o T HEe, )~ —F o 73S
LD, ZOBE. VIR E(Yellow:fi5k, Red: IR Nl SN 5,
no R TEITLIEGE, A—Z V7 - RV T - U=w—F U TONHEEHIRT S,
EHAR VU Y —(police-aggregate =~ > )& OHFHITTE 2L,
[/ =}
ARKav s REFITT 512, QoS AL THL Z &,
[BEH]
LAN R— M #1 OZET7 L— ALK LU T OREET S
¢ 10100 DRy NT—=7nBD T 7 4 v 7 ZFFA]
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte ¢, #i7 7 A % 435
+  Green:fizi%, Yellow:DSCP f% 10 [ZE X i % . Red:fi3E
[NF T 477 T ADER
SWR2311P(config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWR2311P (config) #class-map classl

SWR2311P (config-cmap) #match access-group 1

SWR2311P (config-cmap) #exit

[RY > —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #exit

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #service-policy input policyl
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e
&l

[EFX]

remark-map color type value
no remark-map

[/XT A—F—]
color D U= T RATOHY T R
BEME LA
H% 7 7 A Yellow DV ~—F v FRREETT
yellow 5
red W7 7 ARed DV ~—F U TEREEITD
type Y= TR
REME A
cos CoS V=—F> 7
ip-precedence TOS ) ~—F 7
ip-dscp DSCP U ~w—*% 7
value o <0-7>
CoS, TOS B ED U ~—F > 71l
<0 - 63>
DSCP V ~—3F > /i
[AJ1E— K]
RV o—v T s T AE— R
[FRHA]

BRI U — T/ L= #82 F X Yellow, Red (2% % U ~—% > VBIEOREEITH, £/-. FFZ bE—NIC
SIS LB EF2a—ID T — TS E, BEXF2—OFED B TEITH,

U~—X%271%, CoSfl. TOS ESEE . DSCPEOWTNMNERIRT DL Z ENTE D,

no JERTET LSS, V~—F U FHREXHIBRT 5,

V==X T 5ATH120IE, Aa~<r ROREDIED, police 2~ K(KRY —<v 7« 7T AE—R)Ti%47
L7 7 ADT 7 a v E remark"lTERTE L CTBLS MLERDH D,

[/ —}]

AKa<r FEFEITTHITE, QS AL THELL I L,

Ve—F 7%, TLe—F U IREEXFa—DRELIHT LI LN TE S,

REC THERE I N TWARWDSCP E~D 7 L~—F /) ~—F% 73, 4FiHE Cha—V—EH/MEEL L THEAT
HZ LN TED, RFC THESEX LD DSCP fEIZ., TERDOEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0,8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXE B

LAN R— R #1 OZ{ET7 L — A LTCUTFTOREET S

e 10.1.00 DRy NT—=IMBD NT T 4 v 7 &FFA]

« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #~7 7 A % 4348
o Green:#izit, Yellow:DSCPfEZ 10 I2ExH#1x . Red:fik3E



328| 2~ RUTZ7 LR bT 74w 7l
[N 7490 0T ADERE
SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #fclass-map classl

SWR2311P (config-cmap) #match access-list 1

SWR2311P (config-cmap) #exit

[RY T —DFFE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.29 IR VU P —DARL

ESN!
aggregate-police name
no aggregate-police name

[23T A —&—]

name O ERR YA (20 TFLUL T, KT/ LT % X 5)
[AJIE— K]

Ja—nnarz 4 r—ya rE'w—R

[FHA]

LRV P —% AT 5, BEICEREROGEIL. ZONEERET D,

avy RREIHT 5 &, BRIR) S —ONEEZRET H2ENR Y b —F— NITEBT 5,

no ERTHEITT D &, BHAY V—ZHIBRT D,

UTOHE, ERRVP—ONREEETDHZ LI TERVERR Y —— FIZEB L),

o EBRRVY—DOBRESNTZT TAS Y T 2GR —~ v 72 LAN/SFP R— h B L OGBS v X —T = — R
WZEH STV D

UTFOHE, R F—%2HIBRT 52 LIXTE R,

« police-aggregate =~ NIZ LV | ERNR VY =N T T 4 v 7 7 FATHEINTND

[/ =}

Aawy REFATT HIZIE, QoS ZAMMC L THL Z &,

[ EH]

R Y P —"AGP-01" % AT 5

SWR2311P (config) #faggregate-police AGP-01
SWR2311P (config-agg-policer) #

9230 EEHNR Y S —DREC I/ L— 1)

[EFX

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DI L— MR —EEHT S
[78F A =4 —]
CIR : <1-102300000>

FZ 7 4> 7 L— k(kbps)
CBS ;o <11-2097120>
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WA h—2 vy R DR—Z h YA X(kbyte)

EBS ;o <11-2097120>
i b —2 Ny DN —Z M A X (kbyte)
action DA T AT ST Ny S OEME
REME BifE
transmit ik
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[AS1E— K]
ERRY Y —F—F
[FLFA]

ERRY S —IT, DT NL— bR —DREEIT,
no JEATETLIGE. A—2 V7 R 7 - Ux—F 0 TORMEEHIRT 5,
A—=Z ) TE, TN b— b 30T —<—D—RFC29TNZFESNTITV, LK 7 2cxk L <, B
TORBEZIREST D LN TE S,
Green : 516D A (FEEAR 1)
o Yellow: #4325, EE, U ~—F 7 6iEiR
e Red:f(3E. UV ~v—F 73R
7277 L. Uv—F 271, Yellow,Red D ELHMN—FHOREETHI ENTX S,
U ~—% 7 OFMREIX. remark-map =~ FEEKIAR U —F— F)TIT 5. action 73"remark" Lﬁﬁﬁéﬁ’btﬁ)
b BT, EORET 7 ACKT D) v —F T OFMBREN P> GE, V~y—F o ZI3ES 25, =
. FIIRE (Yellow:#53%, Red:filgE) 2@ H Sh 2.
[/—H
Ka<o REFITTDHITIE, QoS #Ahc L TR Z &,
[BXEH)
EHKIR U P — "AGP-01" Z1ERLT D,
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM I LD A —& U 7% FAT
* Yellow:DSCP i % 10 |[Z#E & #i 2 . Red: 3
[SERI7R Y —DAERL]
SWR2311P (config) #aggregate-police AGP-01
SWR2311P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) fremark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

9.2.31 EXR U b —DFRECA L — 1)

[EFR]
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate DV MR —EEHT S
[/3T A —F—]
CIR ;. <1-102300000>
NZ 7 4> 7 L — F(kbps)
PIR : <1-102300000>

v—27 K77 4 w7 L— h(kbps), CIR £V /NSUVMEITIEETE 220,
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CBS ;o <11-2097120>
WA h—2 vy R DR—Z h YA X(kbyte)
PBS : <11-2097120>
v —2 h—27 N7y RO/N—Z A X(kbyte)
action DA T AT S TNy S OEME
REME BhfE
transmit ik
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[ASIE— K]
ERIRY p—F—F
[FLFA]

FERRY Y —I12, VA v b— bR F—ORELTT I,
no B TIAT LGS, A—F V7 - RV 7 - U=—% 0 FTOWMBEZHIRT 5,
A—=Z ) TE, VA b— ]+ 35T —<—H—(RFC2698)IZHSNTITV, B L-dk 7 7 2 LT, BLF
DR ZIEEST HZ LN TE D,
Green : 516D A (FEEAR 1)
o Yellow: #4325, EE, U ~—F 7 6iEiR
o Red:ffFE, V~—F 2 7 HiER
722l V=% 71E, Yellow,Red DEHEN—HDORIEET D LN TE D,
V~—%2 7O EIX, remark-map =~ > REEKR Y H—F— R)TIT 5, action 73 "remark"|Z5%E S L7z D
DO ZOHIRY T AT LV v —F T OFFMREN IR o T mE . VY —F o S\ LD,
DY, FIIRLE(Yellow:#Aik, Red: )3 H S 2,
[/—H
RKa<wr FEFEITTHITE, QS =AML THL Z &,
[BXEH)
EHKIR U P — "AGP-01" Z1ERLT D,
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT
*  Yellow:DSCP i % 10 |[Z#H & #i 2 . Red: i3
[SERI7R Y —DIERL]
SWR2311P (config) #aggregate-police AGP-01
SWR2311P (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

ILNENRIY—D) ~v—F L FTORE
EEN

remark-map color type value

no remark-map

[8F A—F—]
color DU —F T ERAITHOH T A
R EMHE A
Hlk7 7 A Yellow DU ~—F% v V&R IEELT
yellow 5
red WAk 7 5 A Red DV ~—F L THREZITD

type U ~—F U JFER
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BRIEME i
cos CoS V~—F 7
ip-precedence TOS B E Y ~v—F 7
ip-dscp DSCP UV ~v—F% 7
value : <0-7>
CoS, TOS #SEED V) ~—F > /{H
<0 - 63>

DSCP V ~—F o JH

[AJTE— K]
HEHRY p—F— K
(R A

ERRY S —THE LR 7 & Yellow, Red IZXT 2V ~—F  JEIEOREEITH, £, NI A ME—FIZ
SIS LT B ERa—ID T — T NICESE . BEX 2 —OFHE( DY TEITH,

U~—% 2713, CoSfE. TOSEE ., DSCPHEDOWTNMNEIRINT L2 LN TX 5,
no R TEIT LIS, V~—F U FRELHIKRT 5,

Ve—X 0 75T~ . ARawr ROREDIEN, police 2~ REEKIRY —F— N T4 o4k 7
ADT T =a /%"remark"hﬁﬁﬁ? LTBLMEND D,
[/—}]

Ka< REFITTDHIT1E, QoS #Azhc LT Z &,
V=% 7F, 7L~ —F U IREEFa—DRELIMHT LI ENTE S,

RFC THERE SN CWRWDSCPE~D T L~—F 0 F/ )~ —F 73, 4FEE CEra—V—CHFMEEL L THEAT
5 EMNTED, RFC THELE X415 DSCP fEIX. FFRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

(B 2B

ERIRY P —"AGP-01" IZ) ~—F U T OREEIT I,

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM (2L D A —H% U v 7 % 3T
*  Yellow:DSCP % 10 (ZE X #i 2. Red:Ail3E

[FEARI7R U — DIERK]

SWR2311P (config) #faggregate-police AGP-01

SWR2311P (config-agg-policer) #fpolice twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

9.2.33 £KR Y b —DFRKT

[EX]
show aggregate-police [name]
[R5 A —5—]
name COERKIARY =4, BREHIT R TOERIR Y =051 L7205,
[ASTE— R

FERFHE EXEC £ — R, F#HE EXEC E— K
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B

LR —ONEFEFRRT D, FRNEIL, show class-map =~ > K THEK/R S5 police ¥ 7 v a > & JAlkk,
[/— k]

Ka<wy FeFT1 51203, QoS AL T Z L,

[BREH]

HEHIR Y P —"AGP-01"ODNE & K1~ T 5.,
SWR2311P#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 £V Y —DEH

[EF2

police-aggregate name
no police-aggregate name

[23F A —%—]

name AT AENRY Y—
[AFTE— F]

RV —<vT+ JTRE—F

[FRHA]

FNT7 74y 77T AT LT, BRRY b—2HET D,

no B TIATLIEGE, T 7 4 v 7 7 7 RHTHEKR Y —ORELZHIFRT 2,

ERIR U —GRY >—~< 7« 7T AF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/— 1]

Ka<y FeFT3 51203, QoS AL THL Z L,

[BEH]

RY =~y 7 policyl"D2DOD N T 7 47 7T Alclassl", "class2"lZxf LT, KR Y —"AGP-01"Z i H T 5
+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM I L5 A —# U > 7 %34T

*  Yellow:DSCP fi % 10 ([C#E & #2x | Red:fIE

AR U T —DIER]

SWR2311P (config) #faggregate-police AGP-01

SWR2311P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

[RY > —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police-aggregate AGP-01
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #class class?2

SWR2311P (config-pmap-c) #police-aggregate AGP-01
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl
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9235 A—HF VU T hHU U/ Z—DFER

[EX]
show qos metering-counters [ifname]
[R5 A—5—]
ifname : LAN/SFP R— B L OGREBIA v ¥ — 7 = — A%, AIHIIER— Mextg 35,
[AS1E—F]
FFrHE EXEC E— N, %54 EXEC E— N
[BLFA]

FEE L7- LAN/SFP R— B L UG, v X — 7 = —RICBIT S, TXTORY B —{B8BIR Y S —/EKR Y $—)D
A=) TREHE M E TR T D,

FRESNDHEHERIIUTO LB,

HH B

Green Bytes W7 7 A Green |2 FE S V7231 MK

Yellow Bytes ik 7 7 A Yellow (2378 S iuiz A MK

Red Bytes W7 7 A Red IS T/ 31 MK

7172 N OBLAIX, LAN/SFP AR — MBI OGRHEA V¥ — T = — R R v—~ v T ZMH LR ini s 45,
[/ =}

Kawr REFITTHITE, QoS Z AL TEL Z &,

[BREH]

LAN R— h #1 DA =2V » ZEHERZE £ T 5,

SWR2311P#show gos metering-counters portl.1l
Interface: portl.1l(policyl)

* Kk kKK Inleldual * Kk kKK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok Kk Kk kK Aggregate * ok Kk Kk k kK
Aggregate- pollcer AGP-01

Class-map : class?
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—F Y THVLE—DIIT

[ER]
clear qos metering-counters [ifname]
[T A—F—]
ifname : LAN/SFP A — B LGS v X —T7 = — R4, AEHIER— b EdRET 5,
[AJ1E— F]
HitE EXEC £— R
[RLBA]

FEE L72 LAN/SFP R — b B X OGHELA VX —T7 = — R BT D, T_XTOR Y P—{@BIR ) P —/HEKR VU —)D
A =2V U TREHERE 7 ) T T 5,

[/—F]
Ao~y REFEITTHITE. QS EAMILTHLL Z &,
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[ EH]
LAN R— h #1 DA =2V o 7HaHE#RE 7 V735,
SWR2311P#clear gos metering-counter portl.1l
9.2.37 PE1E F = — DHEFE(CoS-Queue)
[EF=

set cos-queue value

no set cos-queue

[T A—HF—]
value : <0-7>
R 22— ID (ZHfJe L 72 CoS i
[AJIE— F]
RY)v—~vv 7« 7 T72FE—K
B

SEELTE NS 74w 7 VT RCEEXF 2 —FEID YT,
PE(E % 2 — ORI 1T CoS A L, [CoS-i{E% 2 — ID ZHT — 7] (HESVERIES 2 — 2810 4T Hh

60
no W THEITLIZGE, NI 74 v 27 7 T RT HKMEF 2 —DIFEZ BN 2,
[/ — ]

Ka<r REFEITTHITE. QoS AL THL Z &,
EEXF2—HBEIL, T~ —F AT EITTERY,

CoSIZLDIEEF2—DFFEIL, CoS FT A ME—FEMALARDE, R v—< v 7T $:v/b%a@77xv
TN —DOTHLEENDH \%wf)/%7/7iC®%7x%%%hu%@fw% T3 T & A,

[RXEH]
LANR—F#l OZET7 L — AR LTUTOBREEX TS

¢+ 10100 DRy NT—=TINLD NT T 4 v 7 &FFA]

s WELIENT T 4w 77 T ATEEF 2 — 3(CoSBNIEET S

[N 74w 0T ADERE

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P(config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit
[R VU —DF%E]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #set cos—-queue 3
SWR2311P (config-pmap-c) fexit
SWR2311P (config-pmap) ffexit

(

(

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.38 215 & = — DFEEMSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[/3T A —HF—]
value - <0-63>

(5% = — ID (2%} L7z DSCP fiE
[AS1E— ]

RN)o—~vv 7« 7T RAE—F
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[FHA]

FEULIENT 7 47 7 7 RZEEF 2 —2FID B ToH,

fF ¥ 2 —DFEEICIE DSCP EA M L, TDSCP-i(F % 2 — ID BT — 7 /1) (ZHSWIIEEF 2 —23E1) 4T
b b,

no X TEITLIZEE. N T 74 v 7 7 T RACKTHEEF 22— DIREE LT 5,

[/—}]

Ko< REETT DI, QoS AL THL T L,

EEXa—EEIL T~ —F 0T EITTE RN,

DSCP IZ X D FEF =2 —DFEEIX, DSCP F 7 A ME—RFEH LD, RV —~v oI, Kavr Regr 7 A
VTN —OTHLEENDIGA, TORY —~< v 7 I DSCP b7 A hE— RUADOFR— MIITEH TE 720,
[BREH]

LAN R— h #1 DZ[E7 L—AIZH L CU T OREET 5

¢ 10100 DRy NT—InBD NT 7 4 v 7 ZiFH]

s DELENT T4 v T ATEEF 2 — 3(DSCP2H)IEET 5

(N7 T 4200 T ADEH]

SWR2311P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-1list 1
SWR2311P (config-cmap) #exit
[R U ¥ —DRIE]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #set ip-dscp-queue 24
SWR2311P (config-pmap-c) #exit
SWR2311P (config-pmap) #exit
(
(

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #service-policy input policyl

9239 R —= v FEROETR

[EF=]
show policy-map [name]
[8F A—F—]
name D RNV =y T, BEEE, TRTORY v—<y SEBNERIND,
[AS1E— ]
FFrHE EXEC E— R, F#E EXEC £—
[FH]
ELLERY =~y 7OERERRT D, ZRNEITLLT,
HH B
Policy-Map Name KU v—< v 74
State RNV v—~ v 7 O H KR (attached/detached)
Class-Map Name 7 A~y T, FEHIIT show class-map =~ > F%&
SO &
Match Sy FRLA:

- Match Access-List (77 2 U X | ID)
- Match ethertype (Ethernet Type)

- Match vlan (VLAN ID)

- Match vlan-range (VLAN ID)

- Match CoS (CoS 1)

- Match IP precedence (TOS 154 %)

- Match IP DSCP (DSCP )
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HHAE

gl%

B

Set

T~ —F U TRIE, KEF 2 —FEE

-Set CoS (FL~—F 2 7 #&iE : CoS )

- Set IP precedence (7' L~ —=F » 5 E : TOS L)
-Set IP DSCP (' L' ~—=F% o 7 3% : DSCP fi)

- Set CoS-Queue (iX(5 ¥ = —f57E : CoS)

- Set IP-DSCP-Queue (iE1E ¥ = —+57E : DSCP)

Police

A—=BV TSRV TV w—F THE
XEEHILL T 2 2 1R

A=V TSRV T )~ =% TREDFHMILLTDO LB,

HH Bl

Aggregator-Police Name ERRY =B HERE SN TND S
EDRH)

Mode A=Y T T I R ASITCM/
TrTCM)

SITCM D HFK7~

average rate

s 7 4 v 7 L — b (Kbits/sec)

burst size

WE b—2 3y FOSR—=A M
A X(KBytes)

excess burst size

B s —7 oy FOAA—Z R
4 X(KBytes)

TrTCM D B3R

average rate

N7 7 4 v 7 L — K(Kbits/sec)

peak rate

v'—27 b7 7 4 v 7 L — (Kbits/sec)

burst size

WA R—2 vy hOS—R N
4 A (KBytes)

peak burst size

v'—27 =07 Ny FO/N—R b
1 X (KBytes)

yellow-action

IR 7 2 Yellow (254 S EhE

(transmit/drop/remark)

red-action

#4772 Red \Z%F9 % EFE(drop/

remark)

+ Match & Set /.

RESINTWVDEDONR—DIEITRREIND,

+ Match & Set & Police 1%, *fit~9 % =~ > RN(match, set, police) 3FXTE S AL TWRWIGHIXFTR A INAR,

[/—H]

RKa<y REFITTDHITIE. QoS AL THL Z &,

[FE B

RV =~ 7 "policy|"DIEH & T 5,
SWR2311P#show policy-map policyl

Policy-Map Name:
State: attached

policyl

Class-Map Name: classl
Qos—-Access-List Name:
Police: Mode: SrTCM

average rate
burst size

yellow-action
red-action

1

(48 Kbits/sec)
(12 KBytes)
excess burst size

(Remark

(Drop)

(12 KBytes)
[DSCP:101])
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9240 ¥ Y TAT —F ADFKMR

[ER]
show qos map-status type [name]
[73T7 A= —]
type LR T B~y TR
R EE i

policy RV =~y T ORAT—2 AERE TR
class I TGAR T DAT —H AFERE TR

name D BRTHRI T (FRIFT TA YY) OLHFR, AT TXTORY) v—<v v
(FR3 7 T2~ 7) BB LD,

[AJTE— K]

FERFHE EXEC & — R, $## EXEC £— F

[FREA]

R == TRV TATy TDAT —Z AFEREFITFT D,
RKa<w  REFEHRTL226 T, R —<v 7N EDLAN/SFP R— F B LIRS v ¥ —7 = —AZHEA STV
B0, TTARYTINEDRY =<y FICBFEINTWVENRE, R v—vv 7RI T A~ v 7TOFEICET

HIFBAEMD ZENTE D

KTRARIFUTO LB,

policy-map

HH RTRNE

input port RY v—~< vy 7HEH S TWD LAN/SFP A— b &
RS 25— 7 =— 2D

edit/erase policy-map/no policy-map 73 1T A[EEN & 9 2

attach limitation k7 A NE— NEOEH &

class-map

HE RTNE

policy-map asociation I TAR Yy T RBERSINTWEOLIRY =~y T D—F

edit/erase class-map/no class-map 3 FE{TA[FED & 5 M

attach limitation k7 A NE— NMEOwEH S

R o=~ 7RI T A~y TORENKIL, show policy-map, show class-map =~ > K CHERT 5 Z &,
[/— k]
AKa~<r REFITTHITE, QoS =AML T Z &,
[BREH]
AU —= v 7 "policyl"D AT —H A& FKRT B,
SWR2311P#show gos map-status policy policyl
policyl status
input port : portl.3
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

75 2w Fclass]"D AT — F A EFRRTAH,

SWR2311P#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
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edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEXF 2 — DRIV a—1 VU TRE

[EX]
qos wrr-weight queue-id weight
no qos wrr-weight queue-id

[73F A —4F—]

queue-id ;o <0-7>
HEEX2—

weight 1 <1-32>
WRR O H A

[FIERR ]

no qos wrr-weight 0

no qos wrr-weight 1

no qos wrr-weight 2

no qos wrr-weight 3

no qos wrr-weight 4

no qos wrr-weight 5

no qos wrr-weight 6

no qos wrr-weight 7

[ASE— K]

Ja—x)ars 74—y g F— R

[RLFA]

AR 2 —ICH LT, WRR(EFX 7 72 Ra e O EASTREET .
22— 7 FERIE, $XTO LAN/SFP R — B L UGBS v # — 7 = — A LHORE L 12 D,
no A THEIT L7, M5 F = —I1THaxHBE/E(SP) F R L 72 5,

[/—H

Ka<y REFTTLHITE, QoS #AHBC LT Z &,

[E 5]

EIE ¥ 2 —#T#6 & SP 720 (7 2MESD). #5,#4,#3 #2,#1,#0 2 WRR 720 (5:5:5:2:1:1) &+ 5,

SWR2311P (config) #no gos wrr-weight 7
SWR2311P (config) #no gos wrr-weight 6
SWR2311P (config) #gos wrr-weight 5
SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight

( )

( )

( )

H

SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight

O N WD
=N oo ol

=
il

9242 T T 4 v 72— T (R— FEAD)DH

[EX
traffic-shape rate kbps CIR burst BC
no traffic-shape rate
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[73F A —%&—]
CIR : <18-1000000>

b774/7v~b&m9 HOIABDIFEAET D7D ANJHMBEIZHT U T HEBROE FE DS 70
Y (WAENE %))

BC : <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BAL CTORIE & 725,

(IR E]

no traffic-shape rate
[AJIE— F]

A B =T z—AEF— R
[@i ]

— hMZH LT, Y= 7 EHET D,
no B CTEIT LGS, A— b o—VE U 7 OBRE M 2D,
[/—}]
Ka< FEFITTHITIE, QoS #AhcL TR L
774y 7 b= MINDIABRBIET D72, ATl iﬁb“(%f%@iﬁ ERERRDGE18H 5,
[ EH]
LAN 7R— k #1 7» 5 D415 % CIR:30016kbps, Be:1876000byte (245 %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 N7 4 v IV — T (Fa—H)DORE

E2N!
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue gueue-id rate

[/3T7 A —5F—]

queue-id ;. <0-7>
Pl o —

CIR : <18-1000000>

N7 74 w7 L— b(kbps), HOIALDIEAET D728, ATMEITH LT HER O B 572
LHENRD D[/ — NS

BC 1 <4-16000>
/N— A F A X(kbyte), 4kbyte AL TOFRE & 725,

(AR E

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[AS1E— K]
AV H =Tz —AF— R



30| a2~ KU 77 LA | NT 7 4 v 7 HIH
[FHA]
R FORFEF2—ITH LT, v=—Er 7 2RET 5,
no A TIAT LA, FEF 2 —ICHTH 2 - VOREFTEL L 25,
[/—H]
AKa<wy REFATT HITIE, QoS ZAMC L TH Z &,
N7 4 w7 b= MIRDIALBRIAET D720 ANEIT U CEBEOBNER R D560 5,
[ EH]
LAN 7R — [ #1 ®F = — #0 7> 5 O[5 % CIR:10Mbps, Be:64000byte (2 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —Hll{

9.3.1 7 u —fHfHIEEE 802.3x PAUSE D3i%Z(E)DREE AT L)
EE

flowcontrol #ype

no flowcontrol

[/8T A—&—]
type s 7ol oBE
R EM A

enable 7 n— il E AT D
disable 7 o — il & BhC T 5

[WIHRRE]

flowcontrol disable

[AJIE— K]

Jua—nN)narz 4 b—vaE— R

[@iA]

AT AR D 7 1o —HIEI(IEEE 802.3x PAUSE 7 L — A2V 2 AT 5,

no B TIAT LI, 7 v — il 2 EEhi2 95,

[/ —}]

QoS HEEM AR R L X, VAT AD 7 u—HlillAGNTT 52 LI TERU,

7u—ifl#E G Li-HmE. BEICT —/L Ky RIS /2 5,

A H =T 2—2FOT7a—HlHiL, AT LMEA L H—T 2= 2D T v —FHIHEREEZ TN ENA I Lz
BOHENET D,

[BREH]

VAT LADT7a—HlHEENT D,

SWR2311P (config) #flowcontrol enable

9.3.2 7 1 —|fHI(IEEE 802.3x PAUSE Di%EZE)DERE(AL v ¥ — 7 = —2R)

EEN
flowcontrol #ype
no flowcontrol

[RT A —=H—]
type D 7 el oBE
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REME i
auto TZun—HEOBER AT — g e HE)
[ )

both Pause 7 L' — L DEE/ZEE AT 5
disable 7 o — il & NI T D

[WIEIRRE]

flowcontrol disable

[AJ1E— F]

A B —Tz—AE—FR

[REFA]

LAN/SFP 78— b @ 7 b —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X THFEAT LG, 7 v —Hilll 2 Behicd 5,

[/—}]

A== Rk LAN/SFP 7R — B IZ DB E T RE,

VAT LD T a—HlEN RIS EEEL 2,

PAUSE 7 L — LDE(E L ZEIEM T v M THEREORE L 2D, (RELZEDOELLN—T7DOH 2 HMIHK
ETHIEIFTER)

rh BT B SR IR | AL 5 23261595 PAUSE 7 L — A 0 IR 1%, OXFFFF(65535)& 9%,
UTOHIRR & 5,

o I URIR— MIZIE"flowcontrol auto" & X E TE 720N,

[ EH]

LAN R— |k #1 © 7 v —#If 2 AT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #flowcontrol both

LAN F— | #1 © 7 a—§li % w24 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #no flowcontrol

9.3.3 7 v —flH OEIEIREB DR

[
show flowcontrol [inteface ifname]
[F—T—F]
interface DR TAEA L E—T —AFEETD
[/NT A —=HF—]
ifname : LAN/SFP AR— "4, BMERFIRA X —T = — ARG LT 2,
KRTHA L E—T = —A
[AJ1E— K]
FEFFHE EXEC E— N, 454 EXEC E— N
[BLFA]
7 v — N B D F (A 2/ L), PAUSE 7 L — LA DERZER) 2R T 5,
[/— 1]

PAUSE 7 L — AEZEHIT. U R— Fo 7o —§lnEhE 2o TV AEAEDRFEREINS,
PAUSE 7 L — A E2(Z400%. clear frame-counters =~ > RE[THECZ VT &N 5,

[B%E A1)

LAN R— k #1 ® 7 o —#IHEH s £ 1T 5,
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SWR2311P#show flowcontrol portl.1l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0

ER— bO7u—HflEERE LR TS
SWR2311P#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — Al

9.4.1 A h—LHBEDRE
[EX]

storm-control yype [type..] level level

{l

no storm-control

[2XT A—&—]
type DR N—AHE S AT
A b — AL EZ AT i
broadcast ZDHF%?XFXF“Aﬁ@%ﬁﬁﬂﬁ
multicast ~NVFFx A MR N—AHIEEFHCT D
. SESEAR D2 =% ¥ X b7 L — Al %
unicast Y
level : <0.00-100.00>
M & B RiE D S — v 7 — U THET D
BIMEIT/ R T 2 L E TRRIETE D
[F1H13R 2]
no storm-control
[AJ1E— K]
AR =T 2—AF— K
B

LAN/SFP B— Mt L7 o— F¥ ¥ A R R h—2AHfl, =ATFFv 2 F R F—AFEB L, s8EFRHOZ=%
A N7 L—AOHIEGNC L, ZEHIREZ T 5,

B2 B2 TZE L7 L—23EEESNS, 7272 L. BED 100% 05813 ZEHIRIZ Ly, BfEize7 L—2
HBETHY, FEINITHRETE 20,

(B EH]

LANR—F#l D70 — RKF ¥y A MR =4Il E L F X 2 b2 F—LHEEZ G LBME 30% %% ET 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #storm-control broadcast multicast level 30

9.4.2 2 b— Ll 28 EIREDORT
[#=X)

show storm-control [ifname]
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[7%F A —H&—]

ifname : LAN/SFP R— DA  Z—T = — A4,
FRTHA L E—T =2 — R

[FIEIER E]

L

[AFTE— K]

JERFHE EXEC £ — N, F5#E EXEC £— F

[FHA]

7 L—ALDO%E FIREE £RT B,

B =T 2= AZ B LT HA/E, B v X —T =2 —ANAB L5,

[% EH]

A B —T 2 — ADHBERIEELFTT S,
SWR2311P#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
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10 =
TV Ir—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 2= — % L RADIUS H— N\ —SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A= —]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & 2)
(R E]
radius-server local disable
[AFTE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

11— /L RADIUS H— S—HEREDH N/ MR 2 i BT 5.

F7o. WEEM UDP R — FEZEZEHTH I LN TE D,

no JER Ca~ > REFATLGE IR EMIC RS,

[/—HI]

72— 77 /L RADIUS $— N—HEREZ 32 72 I21E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TOMENRD D,

Bl

B —71/L RADIUS ¥ — —tKREZ AT 5,

SWR2311P (config) #radius-server local enable

10127 78R VB —T =2 —ADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' Z— T = — R4,

(1A E]

L

[ASE— R

Ja—\ a4l r—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 7 A% T[4 5,
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SWR2311P(config) #radius-server local interface vlanl
SWR2311P(config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[7XF A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

(18R E]

2L

[AJTE— K]

Ja—x\)aryz 4L —yg T — R

[FREA]

7747 v MNERAEEZBITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFETLyE1E, i€ Lio— FNEERZHIBRT 2,

[/—H]

N— FRBRER A AR L TV R WAL, = — /L RADIUS Y — N—FEREITAE FH T & 220,

BEIZ N — FREGER D AER SN TV ORI TR R R4 2R E L6, V— FMRERIL EEE S5,
N— FEGERZHIREIT EEETD L BITHELDOT T4 7 2 FEAFET TN TEY) L2 D,

Jb— REBFERAMFELE LT T 1 erypto pKi generate ca iX 232 & b— REBAER & LT TE 720y,
[BEH]

PFEfRA4 A "MYRADIUS" DLV — hiBiER % £ 5,

SWR2311P (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E—F

[E=]

radius-server local-profile
[AFTE— K]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »rE— NIZBITT A,

SWR2311P(config) #radius-server local-profile
SWR2311P (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX

authentication mode [mode...]

no authentication



346 | 2~ KU T 7 LU R | TT YV r—vay

[RF A —5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #AlE =
eap-md5 EAP-MD5 7845 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

GILLE 9|

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE—F]

RADIUS =7 4 7V Lb—va U E— R

[@i ]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no WA Ta~y REET LGB ITMIREEICREY . T X TORIMLTADRGIE D,
[/—H]

PEAP, EAP-TTLS #8aE 5 DO WEFRRE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #EHAT 25613, BREHF U eap-mdS ZFRET DL ENH B,

[ EH]

i 3 % 5855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #authentication peap eap-mdb

10.1.6 RADIUS 7 5 A 7 F(NAS)DFRE

[EFX]

nas fost key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[73F A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui &
. _ . Ty hU—2~ A7 OFHIT 8~32 T IP 7
IPv4 v b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L RIEET KL
IPv6 7 K L A (A:B:C::D) A(:/128), T 7 AL hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RV T- 6 D
IPv6 1> b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]" 2?2 A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

BORBEREIE 100 TH D,

no JEACa~ 2 FEETLEGEIE. $EE L RADIUS 7 74 7 FOREZHIFRT 5,

[/— "}

ARa< R TRE LT RADIUS 7 7 A 7 > M(NAS)IE#HIE. running-config, ¥ XU}, startup-config (ZILFEK R I 4172
Y,

Flo, BEOREI~VY FEFRRY, Ra~vr REFTLERRTRET —# & LTREFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H##IZ. show radius-server local nas =~ > K TR TX %,
AR O R — FERAEEARE T — L RADIUS H— —ZIEET 585 61%. L FTERETHLERDH D,
SWR2311P (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWR2311P (config) #radius-server local-profile
SWR2311P(config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan : #AF v 7 VLAN IO VLAN Z3RET 5
mac DR AR ERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZHRFE L7 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIAT V PEEORASEA AT VA EBRET D
auth CORRES RS A T ERET D
expire U TIAT Y NEBEOH IR Z R ET D GEEREST X A 73 EAP-TLS Oi56 O B4 7%))
T A—F—
userid . a2—H%—1D

(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)

FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EI<>") ANR— < I

EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R

(32 LFLIN, N [1" 2 A=A 2B A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN IO VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &St SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—Y—4
(32 LFLUAN, "2 A= 2 &R AT - AT
mail-address A=A T RLZA
(256 SCFLIN, AL - @)
bpe =V
REME B
PAP §BiE X (== —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF )72 (=2 —
beap P—1ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(EMSEE 2037/12/31 L1 5)
(YYYY/MM/DD AT B £ 725 2037/12/31 £ C)
[FIHAER E]
L
[ASE— K]
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA]
RADIUS #— _—TFFET 52— — & BT 5,
B KRB ERELIE 2000 TH 5,
no B CTa~vy REFETLELAIE. € Lica—F—%2HIRT 5,
FBREH T EAP-TLS 87 L7284, certificate user 2~ R CZ 74 7 2 FEHEDRITHNMLE L 72D,
Flo, NARATU—=RRZ 747 MiEHEOAEIWIRAZET LIGE S, BESZ 747 2 MEHEORITHLE L 72

Do
7 74T v MEAEZRITHAO 22—V —2HIRT 556, BBICY 747 & MEAEO KDL ZAT 9,
[/— ]

ARKa<y RCHEE L2 ——1F#HIL. running-config, 33 LT, startup-config (ZITFR/R I 720,

T, BEOREa~Y REFRRY, Ra~vy REFATLERRATRET —¥ & LTRFESIND,

BRTE Lz — —15#IL, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=HA A S h
60

[ EH]

FRREL— W —Z X T D,
SWR2311P (config) #radius-server local-profile

SWR2311P (config-radius) #user yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FEFEREIFR O E
[ER]

reauth interval time

no reauth interval

[T A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ a9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & L THEH T 2 228522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FRRGEM I %2 604800 FHICRRET 5,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #reauth interval 604800

10.1.9 17— %)L RADIUS ¥ — X—~DFET— & Kk

[EFX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £— K
B

12—/ RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LG EI1X, LT ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHFIE H 4
ERH D,

[/—}]

ARawy REFATLIHA. 2— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho il L s etk
WZHBET S

(% E A1)
17— 71/ RADIUS $r—"—{Z, BEORELZ XM IE 5,

SWR2311P#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FMEHFEOFAT L AR — =~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLL k32 SCFLAN, "DEFAULT" X8 EAS AT

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AF1E— ]
¥t EXEC E— I
[FHA]

EAP-TLS iBiF XA E L TWbHa—HF—D 7 T4 7 FEHEZHITT 5,

2—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELZ —FERITT 5,

s JIAT7 Y MNERAEE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

FRE % EAP-TLS ~A W L7z 2 —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMIZY T4 7 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDAA—LT RLA~NT T4 7T MEHELZEMT 5,
A=V DL EARINTHOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
A—LT RUARHEE SN TORWIGEIT A —LEE LR,

[/ — ]

7747 FEHFEIT 1 2= —IZOZ 2 BETHEITTE D, 2L EFITLIELHEITH WO L O BIEEIZ KL
ERCE

7T A4T v FEHFEO —ERATIIRFM R 00572/ Ny 7 75 R T TE Y | TP Th a~ 2 FETIIEE
Th D,

L, T a<y RIZOWTUIETTE RV E D IHIRZ 20 T D
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

 certificate user

+ certificate mail user

+ certificate revoke

 certificate export sd

* copy radius-server local

[ EHI]
7747 v MNiEHEE —ERITT 5.
SWR2311P#certificate user

10.1.11 7 5 A 7 hFEBHED Tk

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FIEE certificate user 2~ REFITTHZ LT 747 2 FEHZEORITZHBHATE 5,
[E 5]

7 IAT v MNEHEO—FERITE P ST 5,

SWR2311P#certificate abort
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10.1.12 7 74 7~ MEAEO RS
[ER

certificate revoke user userid

certificate revoke id certificate-id

[F—TU— k]
user D BELEa—Y =D 74T v FEEEZ R SED
id D HRELEZIAT U MAEAEID O T4 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CF-LL 1 32 SCFLIN, "DEFAULT" [ ZEEASAT)
BIEH R AJIFTRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 4 7> bEAELZ RSB,
747 v MNERENKRINTGE. T OEAEZ M S ZFRGEIT RIS 5,

[/—}]
7 7 A 7 > NREE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEHEEZ RS E D,

SWR2311P#certificate revoke user Taro

7747~ MFEBE ID "Taro-DFS98EE9B44D22CC" D7 T A 7 > M EZ KEh S w5,
SWR2311Pf#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A4 7 v biEAEO T 7 2R — ~(SD = E'—)
[ER]

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— 5

user D HELEa—Y -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTERET D

/3T A—&—]

userid . a—%—1ID
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(3 3CF-LA | 32 SCFLAN, "DEFAULT" 145 E A7)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AF1E— ]
¥t EXEC E— I
[FHA]

7747 v hEEEZ, SD h— NlZ= 7 AKR— T 5,
=7 AR— NEIE, SD 71— RN /swr2311p/certification/ T 5,
compress ZH57E LTz 1X. 7 747 > FREHEZ ZIP 7 7 A VITEM L TR b7 AR — T 5,

= AR— b &
" TRTDT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
)=}

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 fl]

2 —H—ID Yamaha ® 2 7 4 7 FEEE SD 1 — R~/ AR — 2%,
SWR2311P#certificate export sd user Yamaha

10.1.14 7 A 7~ FREBAE DT 7 2R — M(A —/ViE(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —LVEET D
user D HELEa—Y 27 T4 T NEAEEZ A —VEET D
compress © ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFPA L 32 SCFLAAN, "DEFAULT" (345 & A )
FRREH = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EAR S
\[1/:%|<>"2? AR_—R &R A
EAP-TL B
> PR
[AFTE— R
¥i#E EXEC £— K
[FAA]

74T v FEEHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 94070 FIFHEIR, Fa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW a2—F— 25 LTI, A—/LDEENMThILz,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
(B EH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWR2311P#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

[EF
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-4> a7 4 T HO-#4
sd SD 1 — FND=a 7 1 7
dst_config_num D av—onar T 4 rEkE
RIEME B
<0-4> T T HO-#4
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
B
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEBEER

o FITLT=V 747 2 FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Ta ™ —4 5 Z LN TX
éo

[/—F]

SD H— KB~ PENTWARVIREET, sd 2B EL-SEAIT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWR2311P#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 > F(NAS)DFIR
[EF]

show radius-server local nas /ost
[’XF A—&—]
host S IPT7TRUVA, FHE,. IPRy hU—=Z T RFL A
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BEE A
0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
[Z3AYl N0

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUZADHREANBIZO0 L7225

A=F XY A RT RLADY B RIEET L
IPv6 7 K L Z(A:B:C::D) A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KU AC128) &RV =8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 % b U —27 7 KL A(A.B.C.D/M)

IPv6 % v kT —2 7 KL Z(A:B:C::D/M) TVT 47 ARIL 1~128

[AFTE— ]

¥iHE EXEC £— K

[FHA]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24"® RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWR2311P#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 Bt — P —FHROFR

k={

[EX]
show radius-server local user [detail userid]

[F—U— K]

detail D RE Lo —F—OREMERE R T 5

[T A—F—]

userid : a—F—1ID
(3 CFLLE 32 SCFLIN, "DEFAULT" 8 E A 1)

RAEH R ATIAIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A= R %R AT EATL
dEI<>" ) ANR— e e TS

EAP-TLS \qy/#:ﬁt T ? A A% i< AR

[AJ1E— K]

HitE EXEC £— R

[RLBA]

a—F—FRERRT D,

[ERE B

A—PF—HFRO - HE2RRT D,

SWR2311P#show radius-server local user

Total 1
userid name vlan mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = —H —{F i & £ 1" 5,

SWR2311P#show radius-server local user detail 00a0de000001
Total 1



userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 5 A 7 FiEFAZE DO RITIREER R

a<w RV TZ7 LR | TSV r—3 3 |355

[ER]
show radius-server local certificate status
[AJTE— K]
¥iHE EXEC £ — K
B
7 FAT v MEEMERITRBEOREEZ R TRT D,

FATINER

Py

done

054 T NEHEORITNGE T E 1 I ARRAT

processing

7747 MEHEZ FE T

aborted

certificate abort 2~ K72 BN K-> To 747 > MiE#A
FEORAT & W

(B 2B
7747 v MREHERITLEOREZ RRT D,

SWR2311P#show radius-server local certificate status

certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U— 1]

detail DR -RERR TS

[T A—=HF—]

userid : 2—%—1ID
(3 XCFLA L 32 SCF LN, "DEFAULT" I8 EAS Al

A ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R PATEHT - AT
» P N

EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR

[AJ1E— K]

HHE EXEC £— R

[FHA]

FATH 2 TAT > NEBED ) A N2 RRT B,

userid Z¥eE LT-3HAIL. FOa—VF—OEMBERZE T 5,

(3= 1]
B —F—DRITH 2 T4 T v NEN R RRET 5,

SWR2311P#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £ —
[REA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RN NE

revoked FENZ KD KR

expired A RIABREIAIC K D K%)

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWR2311P#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 173
aaa authentication auth-web 173
aaa authentication dotlx 172
access-group (IPv4) 298
access-group (IPv6) 300
access-group (MAC) 303
access-list (IPv4) 296

access-list (IPv6) 299

access-list (MAC) 301

access-list description (IPv4) 298
access-list description (IPv6) 300
access-list description (MAC) 302
action 138

agent-watch down-count 123
agent-watch interval 123
aggregate-police 328

arp 255

arp-ageing-timeout 255
arp-ageing-timeout request 256
auth clear-state time (-f > % — 7 = —ZX%F— K) 190
auth clear-state time (7' 2 —/ )L a7 4 7 L—3 g »F— K) 190
auth dynamic-vlan-creation 180
auth guest-vlan 180

auth host-mode 178

auth order 179

auth radius attribute nas-identifier 186
auth reauthentication 179

auth timeout quiet-period 181

auth timeout reauth-period 181
auth timeout server-timeout 182
auth timeout supp-timeout 182
auth-mac auth-user 176

auth-mac enable 175

auth-mac static 177

auth-web enable 177

auth-web redirect-url 189
authentication 345

auto-ip 252

B

backup system 144
banner motd 31
boot auto-apply 39
boot prioritize sd 38

C

cable-diagnostics tdr execute interface 46
certificate abort 350

certificate export mail 352
certificate export sd 351

certificate revoke 351

certificate user 349

channel-group mode 163

class 315

class-map 315

clear access-list counters 304

clear arp-cache 255

clear auth state 190

clear auth statistics 188

clear boot list 38

clear cable-diagnostics tdr 46

clear counters 158

clear ip dhep snooping binding 247

g~ R 77 LA | H#5] 357

clear ip dhep snooping statistics 247
clear ip igmp snooping 289

clear ipv6 dhcp client 267

clear ipv6 mld snooping 295

clear ipv6 neighbors 271

clear lacp counters 168

clear lldp counters 121

clear logging 60

clear mac-address-table dynamic 202
clear qos metering-counters 333

clear spanning-tree detected protocols 228
clear ssh host 99

clear ssh-server host key 96

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 46
cli-command 139

clock set 47

clock summer-time date 49

clock summer-time recurring 48
clock timezone 48

cold start 141

config-auto-set enable 129

copy auth-web custom-file 191

copy radius-server local 353

copy running-config startup-config 32
copy startup-config 36

copy tech-support sd 44

crypto pki generate ca 345

D

description 147

description (schedule) 138
dns-client 273

dns-client domain-list 275
dns-client domain-name 274
dns-client name-server 274
dotlx control-direction 174
dot1x max-auth-req 175
dotlx port-control 173

E

eee 149

enable password 28

erase auth-web custom-file 192
erase startup-config 35
errdisable auto-recovery 195
event-watch disable 128
event-watch interval 128
exec-timeout 53

F

find switch start 144

find switch stop 144

firmware-update execute 132
firmware-update http-proxy 132
firmware-update reload-time 135
firmware-update revision-down enable 134
firmware-update sd execute 134
firmware-update timeout 133
firmware-update url 131

flowcontrol (f > % —7 = —ZFE— R) 340
flowcontrol (7 @ —/ )L a7 4 7 L—3 3 F— R) 340
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H 12ms configuration 121
12ms enable 122
hostname 140 12ms filter enable 125
http-proxy 91 12ms reset 126
http-proxy timeout 92 12ms role 122
http-server 88 lacp multi-speed 167
http-server access 90 lacp port-priority 172
http-server interface 89 lacp system-priority 166
http-server language 90 lacp timeout 167
http-server login-timeout 91 led-mode default 142
http-server secure 88 line con 52
line vty 53
1 1ldp auto-setting 110
1ldp interface enable 117
instance 228 lldp run 108
instance priority 229 11dp system-description 108
instance vlan 229 1ldp system-name 109
interface reset 156 lldp-agent 109
ip address 249 1ogg?ng backup sd 59
ip address dhcp 250 logg¥ng event 58
ip dhep snooping (f & #—7 = —AE— ) 240 1ogg¥ng facility 56
ip dhep snooping (/' 2 —/ Va7 4 JL— 3 UE— R) 239 10gg¥ng format 56
ip dhcp snooping information option 241 10gg¥ng host 55,
ip dhep snooping information option allow-untrusted 242 10gg¥ng stdout info 58
ip dhep snooping information option format remote-id 243 10gg¥ng trap debug 57
logging trap error 58

ip dhcp snooping information option format-type circuit-id 243
ip dhcp snooping limit rate 244

ip dhcp snooping logging 245

ip dhep snooping subscriber-id 244

logging trap informational 57
loop-detect (f v &% — 7 = — A& — K) 236
loop_detect (7 a—/N)varr g T L— g F) 235

ip dhep snooping trust 240 loop-detect blocking 237
ip dhcp snooping verify mac-address 241 loop-detect blocking interval 238
ip forwarding 256 loop-detect reset 238
ip igmp snooping 279
ip igmp snooping check ra 283 M
ip igmp snooping check tos 283
ip igmp snooping check ttl 282 mac-address-table ageing-time 201
ip igmp snooping fast-leave 280 mac-address-table learning 201
ip igmp snooping mrouter interface 281 mac-address-table static 202
ip igmp snooping mrouter-port data-suppression 286 mail certificate expire-notify 105
ip igmp snooping querier 281 mail notify trigger 101
ip igmp snooping query-interval 282 mail send certificate 104
ip igmp snooping report-forward 285 mail send certificate-notify 105
ip igmp snooping report-suppression 285 mail server smtp host 99
ip igmp snooping version 284 mail server smtp name 100
ip route 252 mail template 102
ipv6 259 management interface 55
ipv6 address 260 match access-list (QoS) 316
ipv6 address autoconfig 260 match access-list (VLAN) 305
ipv6 address dhep 261 match cos 317
ipv6 address pd 262 match ethertype 318
ipv6 dhcep client nd-prefix 267 match ip-dscp 317
ipv6 dhep client pd 263 match ip-precedence 317
ipv6 forwarding 271 match vlan 319
ipv6 mld snooping 289 match vlan-range 319
ipv6 mld snooping fast-leave 290 mdix auto 149
ipv6 mld snooping mrouter interface 290 mirror interface 151
ipv6 mld snooping querier 291 mount sd 142
ipv6 mld snooping query-interval 291 mru 148
ipv6 mld snooping report-suppression 293 mtu 257
ipv6 mld snooping version 292 multiple-vlan group name 216
ipv6 nd accept-ra-default-routes 264 multiple-vlan transfer ympi 216
ipv6 neighbor 270
ipv6 route 268 N
L nas 346
ntpdate interval 51
12-mcast flood 278 ntpdate oneshot 51
12-mcast snooping tcn-query 279 ntpdate server 50

12-unknown-mcast (f % —7 = — X FE— ) 277
12-unknown-mcast (7' 2—/ )L a7 4 JL—3 5 UFE— ) 277
12-unknown-mcast forward link-local 278



P

pass-through eap 192

password-encryption 28

ping 258

ping6 272

police single-rate (R J > —~v v 7 « 7 5 ZF— ) 324
police single-rate ((E#JA U H—EF— ) 328

police twin-rate (RN J ¥ —~< v 7« 7 T XF— ) 325
police twin-rate (&4 U H—F— K) 329
police-aggregate 332

policy-map 320

port-channel load-balance 169

port-security enable 193

port-security mac-address 193

port-security violation 194

power-inline (-f > % —7 = —A%E— R) 197
power-inline (7 72—/ )L a7 ¢ JL—3 3 UE— R) 196
power-inline description 198

power-inline guardband 199

power-inline priority 198

private-vlan 205

private-vlan association 206

proav profile-type 145

Q

qos cos 308

qos cos-queue 312

qos dscp-queue 313

qos enable 307

qos port-priority-queue 313
qos queue sent-from-cpu 314
qos trust 309

qos wrr-weight 338

R

radius-server deadtime 185
radius-server host 183
radius-server key 185
radius-server local enable 344
radius-server local interface 344
radius-server local refresh 349
radius-server local-profile 345
radius-server retransmit 184
radius-server timeout 184
reauth interval 349

region 230

reload 141

remark-map (R U > —~< v 7 « 7 T 2F— F)327
remark-map (32498 U $—F— ) 330
restart 141

restore system 145

revision 230

rmon 70

rmon alarm 73

rmon clear counters 78

rmon event 72

rmon history 71

rmon statistics 71

S

save 33

save logging 59

schedule 136

schedule template 139
script 140

send from 103

send notify wait-time 104

g~ R 77 LA | H5] 359

send server 102

send subject 103

send to 103

service terminal-length 54
service-policy 321

set cos 322

set cos-queue 334

set ip-dscp 323

set ip-dscp-queue 334

set ip-precedence 323

set lldp 110

set management-address-tlv 111

set msg-tx-hold 115

set timer msg-fast-tx 114

set timer msg-tx-interval 114

set timer reinit-delay 115

set too-many-neighbors limit 116
set tx-fast-init 116

sflow 78

sflow agent 79

sflow collector 79

sflow collector max-datagram-size 80
sflow max-header-size 81

sflow polling-interval 81

sflow sampling-rate 80

sfp-monitor rx-power 159

show access-group 305

show access-list 304

show aggregate-police 331

show arp 254

show auth statistics 188

show auth status 186

show auth supplicant 187

show boot 37

show boot prioritize sd 39

show cable-diagnostics tdr 47

show class-map 319

show clock 49

show config(show running-config) 33
show config(show startup-config) 34
show ddm status 159

show dhcp lease 251

show disk-usage 41

show dns-client 275

show eee capabilities interface 150
show eee status interface 150

show environment 40

show errdisable 196

show error port-led 143

show etherchannel 164

show etherchannel status 170
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