Y~V NNL2 AA v F
ATV FL2SWX232x U —X
o< Ry LA
Rev.2.05.17 / Rev.2.06.17

Yamaha Corporation

202541 A FE IR



2| a~v> R 77 LA B

SR/

BTt T U D IT e teeeeeeeeeesessssessssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 14
FLIE: I RU T 7 LU RAD R T eineenssessnsessssssssessssessssssesssssssssssssssssesesees 13
IR S B N A= R A N B I < ISR U SRR 15

1.2 TE R U 7 7 Ll DD BT oottt ettt ettt es e e et e et e et e et e st ee e eeeaeees 15

1.3 A L =7 = RBAUT OUN T ettt ettt ettt e ettt ee ettt ettt e et en e eeeaneee 15
1410 THRED T2 RO ATIIEIUT DU N T oottt s 16
32— SNl NIVDY : (VA 5 R 17
2L T Tl D B Bttt ettt 17
2001 T I Z =TI DT T T R e 17
2A2TELNET 7 T A T 2 DY DT D T oot 17

2U3SSH Z T A T 2 R DDT T T ettt ettt ees e eenaenn 18

204 T Tl S T L VTY DR T oottt ettt et et e et e e tee e tee e eesaeen 18

2.2 FRTE(CONTIZ) 7 7 A JUAT E DB E e 19
221 TFETP 27 T A T 2 BDYE DT 7 T Z oottt ettt ettt s ees s eeesaenn 19

222 FRTET 7 A TV D FEIFH U EZE TATR oo 19

2.3 T 7 A ettt ettt ettt e e ee e r e e r e 20

24 TI L R R T T R U DU N T ettt ettt ettt e et e st ea et ea et ea et e e s eases et es et ene e eneeeneaen 21

241 T R AT = RO EETR oottt e e s e e 21

A2 BT L T 4 7 Lt T L T R ettt ettt ettt ettt ettt ettt ettt ettt ettt 22

243 T R T RO T LT 3 D 2 ettt ettt 23

DA T2 B N T R 0D 1 L R B Tttt ettt ettt ettt et ettt ettt ettt ettt st sttt et et e e 23

2.5 T B I D 30 = TR = R 23

251 T IV A TT D FETRIE oottt ettt ee ettt ettt ettt 23

25,2 T L RN Il T ettt ettt ettt ettt et u e et e et ettt eae et eneen 24

253 A1~ ROMTE, F—T — FEM DRI o 24

254 1L R DZEE N TT oottt ettt ettt ettt ettt ettt ettt ettt e e 25

25,5 I L R A B T oottt ettt ettt ettt ettt e et et e reen 25

2.6 [SMOW ] T A D T L R ettt 25

26,1 T A 7 T A T ettt rean 25

BB U T f T LI T U srrsrreressnssssssssssssssssssssssssssssssssssssssssssssssassssssssssssasssens 26
Bl BRTEME D R B oot ettt ettt ettt e et e et s et e e r et e e 26

32 T 7 T Tl B B T ettt ettt e e r e et et e et 26

B BT AT o B A e eeeeeeeeeeesessensassssssssnssssssssssssnsasnsssssssnssssesssssssssnsnsnsnsnenes 29

A1 78 A T = R e ettt ettt e e e n e r e 29
AT BB S AT o R DD B IE ettt ettt ettt ettt ettt ettt et ettt et ettt ettt et ettt ettt en st et enenenean 29
A.1.2 78 AT = R DBE T oottt e et e e e e s s e e r e r e e 29
A2 T T T T L R B oottt ettt ettt ettt ettt ettt et eeer e 30
B ] T DD BRI ettt ettt ettt ettt ettt ettt ettt ettt et ettt ettt et ettt et et ettt et e eeeneean 30
420 LB R 0D ZE T oot ettt ettt ettt et et en et 31
423 07 A LT B R ODZETRR oot 32
B2 4 7N DB oottt e oo r e rean 33
A3 TIU T A T DB oottt ettt ettt ettt ettt ettt et n et et et et ettt en ettt en e eeen 34
B3] T T T T T D R F ettt ettt ettt eer e 34
4.3 T L T T T T T D R T ettt 34
433 T U Tl T T T A D ODFETR ettt ettt ettt 35
434 AH = RT T T T £ O ZETT oo 36

435 AZ = RT T AT £ T DT et 37



avw R 77 LA B3

B3.6 A = R T 2 T T T 7 0 T e 37
43T AL —KRT T T T L T DTEIR ettt ettt ettt ettt ettt ettt 38
438 AL —RT 0T AT 4 T DRI LD BETE oottt ettt ettt ettt ettt ettt en e 38
A4 FRTNIE TR OB FH oottt ettt ettt e et et e ettt e et e ettt e ettt er et er e er e s eeeeeae 39
B4 T TN IE R OD ZE 7T ettt ettt e ettt ettt ettt e et r et r et ee ettt ee e rean 39
BA2 TLTENIEERID 77 U T oottt ettt ettt e et e et et e et r et e et et e reen 39
BA3SD 1 R 7 B DRI oo ettt 40
444SD H— R 7 B EH B I HEBE OB T oot s e eee s e eeses e 40
4.4.58SD T — R 7 = FERTETE IR IDZRITN oottt 41
A5 BRI TR IR TR oottt ettt ettt ettt ettt ettt ettt e et et a et et ettt et e eeer e 41
A5, 1 B IR OD ZE 7T oottt ettt ettt ettt e et s et e ettt r e e et en e r e erean 41
A5 2 TR IR ID ZE 7T oottt ettt ettt ettt ettt ettt ettt ettt ettt eeerean 41
B.5.3 T AT IR oo 42
454 FEITHIOD T T A IDZRITR ettt et ees e eere s 43
4.5.5 AT U AE FHARITIDZETR ettt ettt ettt et ettt et et ettt et ettt e et et n s s s e en e 43
4.5 0 T TR N R 0D 2R TR ettt ettt ettt ettt ettt ettt 43
E A 57 el N 24V Y L OSSO 46
458 7 7 L DBEIVEIBIE IDZZTR oottt ettt ettt e et s e eee et s e e e es e s e eseen 46
B S AT AN ettt ettt ettt et ettt et ettt et et ettt et et et eenaene 46
4.6.1 AT I O TBIIFE I D ZRIR oottt 46
B.6.2 T T s R BB T OB T ettt ettt 47
B.6.3 T L T L R T B OO IIIA oottt e e et e e e e e eeaeean 48
AT 2T T T ettt ettt ettt ettt ettt ettt ettt et ettt ettt et et ettt ettt et et eneneneneneean 48
AT 2T T T R 0D BT ettt ettt ettt ettt ettt ettt e et r e 48
A7.2 27 =T JL R B 0D 2 U T et ettt ettt ettt ettt e ettt n et et ee s 48
B.7.3 27 TR TAE B OD 7T ettt 49
A8 TG R oottt ettt ettt ettt e et et r e e et et e et e enerene 49
A8, 1 Bl 0D B R T oottt ettt ettt ettt ettt r e er s 49
B.8.2 A N L DB TE oottt ettt ettt r e e r e enerean 49
4.83 V= H A IDFETEGIYD T L)oo 50
R R A (VA OL &=t (= K 5 1= 1= OO OO 51
A.8.5 BRIEFTFZ D ZETTR oottt ettt et e et ee et e et a e et et e ee et et et et et e e e et et e et raenenns 51
B.8.6 NTP B/ N DR I et e e 52
4.8.7NTP H—/3—=Z K DWFZIEI1 2 3 2 BT 53
4.8 8 NTP H— X—(Z K 2D WL [ A BETRR AL ). eveeeeeeeeeeee e 53
489 NTP Y — =T L D B R HI R BT R OIDZETR oottt e et s e eee e 54
A9 BEEZITFTEYT ..ottt ettt ea ettt e et a st et e et ettt et et aea et ettt s et ettt e e et et e en et et e eneeeerene 54
4.9.1 PTP BEAE DD FRIE (37 2 T 0 ettt 54
492 PTP BERE D RRIE (4 L F w7 s R oot 55
4.9.3 PT P DB E T R BRI oottt ettt ettt es et r e eee s e 55
494PTP A B DEREIE T T N T I DRI oot 56
4.9.5 PTP DD RR T IR HEZE TN oottt e ettt ee et s e e et e et e e s s et s e eeeeessaeneene 57
4.9.6 A L HF—T 1A 0 PTP BRI ZEITTR oottt ettt s s eee e eseeeseereae 57
B L0 T R TR T ettt ettt et ettt et et et et ettt et e et e et et e et e e et enes 58
4.10.1 TA E= R(A Y =/ Z =TI DIEIT it 58
4102 VTY A= FDEREBLRT A 2= FVTY K= F) DT T oo 58
4103 YRR T A L BF A DT T NI ORI oottt eee s 59
4104 FEHLTWVDEGR 1 X—=U BT DOFRITITELDZE T e 59
4105 AR 1 =872 0 D F IR TEL DD B IE oottt ettt 60
4.10.6 SV T ILTR = L N O ZE T oottt ettt ettt ettt s et e ettt ee e 60
B B T oottt ettt ettt ettt ettt e et e ettt ettt e e et et et et et e e et e e et e e et e e et e et e e et et e e et eeee e teseeeerenereneraes 61
A 11T AREST VLAN DDFRTE oottt e et n e eee e e e e e eeees e eeee e eeeesene 61
B.12 SYSLOG ..ottt ettt ettt e et e ettt e et 61
4.12.1 2 7 OFEFNTE(SYSLOG /N )DIFETE oot s 61
4122 T T DIBEL T A0 27 B O BRIE oottt s et e ettt r e re s 62
B123 T 00T T 3 U T A B O BRI et ettt ettt e e e s e es e e e e es s e e e ereeaeean 62
4.12.4 18 7 DHTT L UL(AEDUZ) DB IE .o nae e 63
4.12.5 7 7 O J7 L (informational) D FXE TE ......v.vveeeeeeeeeeeeeee e eeeeeeieeseeeaeeses st es e ses s tes s e sesenanen 63
4.12.6 T 7 D HLTT L IL(RITOT) IO FE TE .ot n e 63
A12.7 T2 DD T T TR T ettt ettt 64

B12.8 A XL N ENL O T8 2 H T O B e e ettt ee e eee et s et e e eneeeeseeeeens 64



4| avr R 77 LA HR

B.12.9 T DD 7N 00 7 T 5 T oottt et ettt ettt et e e et et et enen 65
4.12.10 T2 T DD SD 1= RN 7 T 0 T DD T oot 65
A2 1T T8 2 O BUBR oottt ettt e et e e ettt ettt st et s e et en e eeeerean 66
B12.02 T8 T DIOZEMB oottt ettt ettt ettt e et ettt et e erean 66
B.13 SNIMP.... ettt e et et e et e et e et e et et e e et e e et e et e et e e e e st en et et et e s e et e et e et e e e eeee e 66
4.13.1 SNMP GBI A B D IEMETETR R I DB T oo eeen 66
4132 VAT MBI IZEE A v — U A B E T A E ORI OB T oo, 68
4133 TEE T DIEINA BT H A T DRI oot 68
B34 2 AT INTI L H L N OB TE oot 69
A 13,5 3 AT NI T w3 T L DD T oottt 70
A.13.6 SNMP T8 S c T DR oottt ettt e e et s e e e s s eees e eee e er e s e eerean 70
B.13.7 SNMP B ot mm DD B TE oot e et e ettt e et e e et e et e et e e e e e e e e e e eeeeseeseeees e eeeeseseeseseeerees 71
B.13.8 SNMP 7 TLm T D I oot e ettt ettt ee et et e et e e e e e e e e et seeees e ees e es e ereeerenn 72
4.13.9 SNMP S =B DD FR I et 72
413.10SNMP YV —R_R—~T I B RATEDLTTAT L FDIP T FL R oo 73
41311 SNMP TS 2 =T £ = DB IR IDTETR oottt 75
4.13.12 SNMP B ot = D B T P ZE DD ZR TRttt et ettt ettt eae et en et ere st e seeaeeeeeeeeene 75
41313 SNMP Z 7= DB TEPNZE 0D ZETTR ettt ee et e et s et st s e eee st s eeneeseseneene 75
4.13.14 SNMP T B D FR TE PN ZE 0D ZETT0 ettt ettt ettt ee et s e te e e eee st e e st e esaeneene 76
A.14 RIMON . ..ottt e et e e et e et ee e e e e e et e eeeeeeeteeeeeeeeeeee e s e e e e e e ee e eeeeaeees et eseeeeseeees e es e ereeeeeeen 76
A.14.1 RIMON BB 0D B T teeeeeeeeeeeeeeee et eeeee et e e e et e e st et aeee et e e s eeeeeeeeaeae e et e eaeeee et s eseeeteaeeeenteeeeeeeneseseeneens 76
4.14.2 RMON A —H L MFEFHE R T /=T DFEIE oot 77
4.14.3 RMON JBTEE 77 71T DI B E <o 77
AT4ARMON A XU N T T T DB TE oot e oo s e s s e 78
4145 RMON T T = I 7 Tl T DI BR T oottt ettt ettt ettt ettt ettt et et ettt ettt ettt et et ee e r e e e e eneean 79
4.14.6 RMON FEHE ODURBEZZ TR oottt ettt et et ee s ae et et e s et e eeeeneee s eeeeeeesaenenns 81
4.14.7RMON A —H R MEFHER 7 /L —T DIRFETZIR oo 82
4.14.8 RMON JBTEE 77 7L DR TBEZE TR oottt ettt s e ee e e e e e e e s e eeeeeeen 83
4.14.9 RMON A X2 B T I TP OMRFEZE TR oottt 83
41410 RMON 7 T = T I OMRFEZE IR oottt s e 83
4.14.11 RMON A —H R MEEHEHR T =T DI L H 0T U T oo 84
A 15 SFIOW .ottt ettt ettt ettt et et e ee e e e et e teea e e e e e a e ————————ttetetetaaaetaatetetaaaaaaaaa—————————ataarees 84
4151 SELOW BB 0D B A oot ee ettt ee ettt ettt eseere e a e e et et s e s e et e e s s ee e e et ernaenn 84
O A 2l [ A e e NI/ F=3 =SSOSR 85
4153 SFLOW T8 L 27 B D T oottt ettt e et e et e et e e e e e s eeeseeees e ees e e s eeeeeeeeaee 85
4.15.4 SFlow T =2 7T DD EERT A RO BETE e 86
4155 %7 b7 —H U T DT T Y L T L B OB IE ottt 86
4156 %y h7a—H TV TDA—H Ry F T L—DLDE R~y H—H A XOFEE e, 87
4157 0 B =BT T DR T R OB T oottt ettt ettt ettt 87
4.15.8 SFLOW ODURFE DD ZZTTR ..o e e eeeae e eaeeeeeeeaeaeaeaeaa 88
4.15.9 SEIOW DT 2 7Y L 7 I ODZE T oottt ettt ettt st e e ee e eneenenaene 88
A6 TELNET 7R oot e e e e e e e e e eee e eeneeeen e 89
4.16.1 TELNET % — N —DOfEEIE L O AR — BT D ZE T e 89
4.16.2 TELNET P 3= DB TR BE 0D ZETR oot 89
4163 TELNET = 3= T T B ATE DTRA B DFETE oottt 90
4164 TELNET H—R—~T 7B RATEL7 T4 T FDIP T R AR oo 90
A7 TELNET 2 T A 7 2 B oottt ettt s ettt e ettt et e et e et e e e e et e et e st eeeeeeeeeseseeeeseeeeneenes 91
4171 TELNET 7 T A T 2 N OFRE ..ottt ettt s e tes et seeeeseeeeseeeeseeeenenes 91
4172 TELNET 7 T A T 2 DO A ZI oot 92
A 18 TE TP B /R ettt et e ettt ettt ettt eeeaene 92
4181 TFTP H— " —DENIS LA R — R D ZE T oot 92
4182 TETP /S DR T TRTE IDZEITR oottt ettt en e s s eeeeens 93
4183 TFTP H—/S—= T T B A TE DA A R DFEIE oottt sneen 93
A 19 HT TP /R oottt ettt et et e et e et e e et e et e e e e et et et e et e et e et et et en et ee et et eea e e 94
4.19.1 HTTP P — N — DR BN L O IR = D 5 0D 2 B oo et e e e ea e s e e s eseeneae e 94
4192 X% =7 HTTP Y — " —DEENEB L O AR — P BB DT oo, 94
4.19.3 HTTP P/ = DGR TE MR D TE TR oot 95
4194 HTTP = N— AT T B RATE DR A RDFETE oot s e 95
4195 HTTP = R—=~"T I B A TEBLTTAT LU FDIP T FL AR oo, 96
4.19.6 WED GUI 0D B ZE R T vvveveeeeeeeeeeeeeeee e eeeee e e e e e et e et e e eeesee e s e eeeeeeeseeeeseeset e et e e et e ees e e seeees e eeeeeeeeseesesaeresaens 926

419.7HTTP B = N—=D 1 T A L H A LT T SR O R TE oottt ettt ettt 97



a<w R 77 LA BKIS

420 HTTP PrOXY . eooueeuteieeeetiee ettt ettt sttt sttt sttt ettt e sa e esaeess e saeesae s ae e s e sane st eas et e euae bt ensesaeennesueennes 97
4.20.1 HTTP ProxXy FERE D AT I oo oo 97
4.20.2 HTTP Proxy #BED 7 A AT 7 REERI O EETE oo 98
4.20.3 HTTP Proxy HEHE B TETRAE D TRIIR oo 98
A2 ] SSH ettt ettt ettt ettt ettt et e et et et e e et e et e e eeeeeeraenn 99
4.21.1 SSH H— N—DEEENI L OSAF N — R BT DZE T e 99
4.21.2 SSH H R D B T TR 0D ZE 7T ettt ettt ettt e e et e et esesae e et s eeenens 99
4213 SSH Y —/R— T J BT ATEDIRA BRI oo 100
4214 SSH H— /T T A E D T T A T N O B eeeeeeeeeeeeeeeeeeeeeeeeee oo e e e 100
4.21.5 SSH /X7 A B HE O VE R oottt 101
A4.21.6 SSH T XK A RHEID T U T oottt s e 102
4.21.7 SSH M= 7N ZABHSE O ZEITR oottt ee ettt et et et e e e et s s eeeeeeeeaeeae 102
A21.8SSH 77 T A T 2 D D A E R DD T TE oottt ettt ettt e et s eeeeeeeseeeae 103
B22 SSH 77 T A T 2 B oottt ettt 104
A22.1SSH 7 T A T 2 B O TRE .o 104
4222SSH 7 T A T 2 D DTT I e 104
4223 SSH TR A T EIROID 2 U T e eeeeeen 105
B.23 R JUABT oottt ettt ettt e ettt a et e ettt a et et et et et et et et e et et e eeea e et et eee e e et ee et en et et eeeeneans 105
4.23.1 SMTP A = L 2R D FR T oottt ettt s et et ee s ees et e et ee e s ee s eeeeeeeeeeeeee 105
4.23.2 SMTP A = L 2R B DD B TE oottt e e et s e e e ees et e s e et s e e e e e e e eeeseeeeeeeee 106
4.23.3 A= JLIBENTD B U T BT oottt 107
4234 A= LI B DT L T L N B I T R oot 108
4.23.5 A JLTELE DD 7R ID DD BRI oottt eenaeen 108
423.6 AL IE B DTEIETE A m Il T R L R D BRIE weeeeeeeeeeeeeeeeeeeeeeee et ee e ee e ees s e eeeseeeneees 109
4237 A LT B D FEHE A Il T R L R DB IE oottt ee et et es s et ee s eneeee 109
4238 R T T B D B T ettt et e et et e et et et et et ettt ettt e et et 109
4.23.9 A L B D T 0D B TE oottt 110
4.23.10 FEFHZEIEATIE DD R JL BRI oot e e ee e s s ee s 110
42311 FEBH BTN 0D R L BRIE oottt e ettt s e e s et s e ees e eeesens 111
4.23.12 FEHEOHZYIABBYIIVIE I Z A X 2 7 D FRTE oo 111
42313 Al aB B B IR 0D 270 oottt ettt et ettt ettt ettt ettt 112
4.24 Yamaha Unified Network Operation Service (Y-UNOS).......coouiiiiiiiiiiieiee et 112
A.24.1 Y-UNOS BB DB AE ettt e st ee et ettt eseeee st e eae et et e e s e e et et eaeeeeee et eaeseeeeeseeseaseseaeeeseeneesesaens 112
A.24.2 Y-UNOS TB I ZE TR oot eeeeeee et ee ettt eee et et ae et et e ae e e et et teeeeet et eaeseeeeeseeseeseseaseeseeneenesaens 113
425 LLDP..... oottt ettt e et et a ettt e ettt et et e et et e et ettt e e e et e et et ettt et e et e et e et eneeeeen 114
4.25.1 LLDP BEBE D AT I oot 114
4252 2 AT I DT S DD BRTE <o aenns 114
A.05.3 3 AT DD BTN ODBRETE <ottt e st e st ee e st ee e seen st s e 115
4254 LLDP T30 3 B OB R eeoeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt et e et et e ettt s e 115
4.25.5 LLDP 1T J 2 H B iR L 0D R I oot e ettt et ee e s e et s s e eeeeeseneneees 116
42560 LD P T B T = R DR R ettt e e et e et et et e et e et e et et et eae et ee e et eaeee et eeeaeeeeeeae e enene 116
4257 BBLT R L A DTEEE DD BRTE oo e esesesea oo s esesesesesesesenesesesesenesenesesesenenesenenenenens 117
4.25.8 FEARTETE TV I BRI oottt e et ee e s et s eees s aeeseeseeeeeeeennan 118
4.25.9 TEEE-802.1 TLV DD IE «.. oo eeeaeee e ee e e eeeeeeeneeens 118
42510 IEEE-802.3 TLV DD FR A w.eeeeeeeeeeeeeeeeeeeee ettt ettt et n et ettt et eaee e enenns 119
4.25.11 LLDP-MED TLV D F8 T tvntveeeeeeee et e eeeeeeeeseeees e seseeses e sesssesesses s eesesseseseeeaesesaeseseseseseeseseesenes 119
42512 LLDP 7 L 2 D a B Tl B DD BRI e 120
4.25.13 FEEIEEHAR O LLDP 7 L A I B B R 0D B IE e eenenenens 120
4.25.14 LLDP 7 L — LG5 1L B FHIHIE F CORFRI TR IE oo, 121
4.25.15 BEZE B D AR FF R (TTL) & B 3 2 720 D FEI O ZE T oo 121
4.25.16 EEEEHIRTOD LLDP 7 b A B MBI BRIE <o 122
42517 R — N L O B C & DM R D Bt KA T8 0D B T ettt eeen 122
42518 LLDP BEAE I A o 7 = A R T oottt e et s et s e 123
42519 A L H T = A DU RTETE TR oottt ettt ettt ettt e et ee et en e en e 123
42520 & TDA 2 H—T 2 —ATEIT DEHHEEIR OTEBIR TR e, 126
42521 LLDP 7 L= TT T L F 00T U T e 127
4.26 L2MS (Layer 2 Mmanagement SEIVICE)TD BRI ......vuvuevereveereeeeseseeessesessessssessssessesessessssssesesassssessasasssssssassssessanenns 127
B.26.1 L2MS T R T T oot e et s et s e e e s e eer e eenaeen 127
A.26.2 L2MS F B D R T e eeeeeee et e et e ettt e et e et e e e e st et ee et et e e ee et e e e et et e e e et s e eaeenene 128
4.26.3 L2MS FE B O A B 0D B TE <ot ee et ee et ee et e s e e ee et e et et e esee et st eeeeeese s eaeeeeeseaeaeenens 128

4264 L2MS T £ U D D B I T T 8 D B T oo ettt e e esnee e 129



6|2~ U 77 LA HK

426512MS =— 2 = FDX 7 U RH 2 HIWT T DB DFETE (oo 129
4.26.6 TR O FIREHE OO R TE oottt e et teeaees e s e e e s s eesees e aeesees s e e eereseaeeseons 130
426, T T AR T I O E o I T T8 0D B T ettt ettt ettt e e e et eeee et eeesen e e eeeneaeeeeees 130
4.26.8 L2MS I 7 Ly 0 I B B T oottt ettt ettt oottt et et et ettt et ettt e e et et et et et et ettt et et eeenaen 131
4269L2MS T 2 3 RDEEFED U T B oottt ettt e et eesaeeeseenn 132
4.26.10 L2MS D TE TR ODZETTR e eeeeeee et ee et ee et eeet et e s e e et e eeee et et esee et et e e eseese e eeeeeese s eneeeeeseeeeenenens 132
42611 12MS D= 22 BT T A TIEEIDZTRIRR oo 133
4.26.12 HEHR AP B T O RAE B B REIBE OO RR I oo 136
A.06.13 A N N B R DD BRI o eeeeeeeeeeeeee ettt ettt s e st e st r s 136
42614 A X2 DR O B I T OO BR IE cv oo eeeeeeeee ettt s et s et ee e eaeese s s e e eeeeseneneees 137
42615I2MS =— V= hDER a7 4 TR EFEH T DD EDDEETE e 137
B.27 AT T2 F % B oottt ettt ettt ettt ettt ettt ettt et e et ee e 138
A27.1 AT T T DR DD R T oottt 138
4272 AF v T ay b OB RITHER Z G D D DT DN EETE oo 138
4273 AT 0 T T N OB s 139
4274 AT T T I OB e eeees 139
A28 T T AN T T B B oottt ettt ettt ettt ettt et et et e et 139
281 7 T T T T A N DD B T e 139
4282 77— = T HH THHT S HTTP 7 0 3 N D FR I oot eeeeeenes 140
4283 7 T T T I T BE T oottt 141
4284 77— AT 2T HZ 70— REA LT T REFRIODFEIE oo 141
4285 U B T T LT L DIFF P e eaen 142
428.6 7 7 I T T RE R E 0D ZEITR oottt ettt ettt e s 142
4287 SD = R D T 7 = T T BT 0D T2 Tt ee et es et s s 143
428.8 7 7 T T I O B R B ] 0D B T oot ettt et ettt ettt e e 143
4289 A X JHERRIED T 7 — A0 = 7 FHNT K D TR EN ITIE DGR T oo 144
B.29 A 7 T ettt ettt 144
B.20.1 A H 7 R BE D BRI <ottt ettt ettt 144
B.29.2 AH 7 TD OIZE T oot et ettt e ettt eeraeen 145
4.29.3 AH ) T BETRODZETR eeeeeeeeeeeeeeeeee ettt ee ettt e et e e et e ee et et e et et s e et n oo neees 146
4294 AF » ZR—RTHE I IP T R ZADRFHTEIE oo 147
4.29.5 AU N A A TN Y T N T A U oottt ettt 147
B30 AT 0 2 IV ettt 148
B30.1 AT T Tl DD BRI oottt ettt 148
4302 AT 2= LT 2 L N DRI SO BRIE e 150
4303 ATV 2L T T L N O I LI OB TE oottt et eae et seene e enea 150
4304 AT T L T L N DD B T ettt 151
4305 ATV a— T T L= RD AT REITORETE oo 151
430.6 A7V a— VT T U= RDAT VT REITOFRTE oo 152
B3] 7 ettt ettt 152
B3] 7 0D S AT N B T oottt ettt 152
A31.2 T 0D N U T B T oottt ettt ettt e e 153
4313 T o T TR T L R 0D B Tt e ettt ettt e et ettt st s oo neees 154
AT X = P I T ettt ettt ettt ettt et ettt ee et ene et et e et ee e neees 154
A 315 S P B oottt ettt ettt et ettt et et et ee et e et et s e neeaes 155
A31.6 7 VBRI ZEIR ettt ettt ettt r e r e 155
A3 R T ] 0 ettt ettt ettt ettt r et ee e 155
A.32. 1 TR A D B DD BT ettt eaenens 155
4322 2 AT IO TFELE oottt ettt e ettt ettt r et et s oo neees 156
B.32.3 FRTE DRI oottt ettt ettt e et e et ee et ee e ee e ee et ee et en e er e 156
B.32.4 SD 7= O™ T7 L/ B oot ettt ettt ettt ettt e et ee et et e et r e ee s 156
4325 SD = RODT 2T L B ettt 157
4.32.6 FTHI LED T RO BR AT oottt st s e et s s s e esees e eeeensaene 157
4327 LED TE = RODZRITR oottt ettt ettt ettt ettt ettt ettt 158
4328 TR— R T = LED JRBEIDZRITR oottt s e es e eensaene 158
4329 T2 D AA T AR BERETHIE oottt ettt e et e s s et s e eneees 159
43200 [T D A A T o B B 5 oo et e e n s 159
B32.11 3 AT DRI 7R 0 7 T 50 T ettt ettt 159
43212 Z AT IIBETRDD U A R T oot 160

43213 PrOAV T T8 7 7 A T D BRI ottt ettt ettt ettt ettt ettt e et e e s s e e s s s s e eeeennes 160



avw R 77 LA | BKR|T

BRI AU =T L R eeeeeeeeeeereeereseesssssssssssssssssssssssssssssssssasssssssssnsssnsasssssnsnses 102

5L A L 7 o R R R T oottt ettt ettt ettt ettt ettt ettt ee e 162
S L L B ST D BRI oottt 162
5 L2 S A 7 N B T ettt 162
5 L3 A T o T B T R DR I oottt 163
504 T B R T S T T L A T D B T weeeeeeeeeeeeeeeeeeeeeeeeeee et 163
5.0.5 A= PR L 3 T L D BRI oottt ettt ettt et 164
5. 1.6 MRU T T oot e et eee s e e e e e e et e e e et eee e e e es e e et eeeeesee e e e et eseeeeseeeeseeseeeeeee e eseeaeseeens 165
507 T TR A N L N B B oo eneseseae oo nenenesenenenenens 165
5. L8 EEE BRI oottt ettt e et eraeee 166
5.1.9 BEE S A T A5 2 2R IR T D oottt ettt ettt ettt ettt nn e 166
5110 EEE AT 2 A B R A Z57150 72 oot e et eee e ee et e e s s e ees e ee et e e s eseeeeneen 167
5L TR B S T U o DR oottt ettt ettt ettt et r e e e re e 168
5002 TR 5 2 T U L T D RTEZE T oottt ettt ettt ettt 168
5003 A L =7 o A DDUREEZE TR oot nenenene 169
5114 f 2 Z—T 2= ZDURFBED BT TR oottt 172
5005 A L Z =T 2= ZD U T Dottt eean 173
5116 7 LI TT T 2 B 3R IRttt ettt ettt es 173
5007 T U TTI T L B 007 U T ettt ettt e e teseeeee e eses s neen 175
5118 SFP T S0 = L DD RTEZE TR oottt s et e et ee et ee st ee et esaeeen e 175
5.1.19 SFP B30 o= I L 02 S L B L DD T TE oot e ettt e et s s eee et eaeeeseeene 176
5.1.20 25123 22— D FFREEBLO TR IE (S AT N oo 176
5121 EEF 2 — D HBREEBLDFRIE (A 2 Z 7 = R 177
5.1.22 5B 30 o O T R B AL DD B T ZE TR et e e ee s s eee e s see s es e 178

52 U L/ T U B S F L ettt ettt 178
520 A T A o T A L 7 e R D B T ettt ettt ettt ettt 178
S522AHBT 4 ViRBEA U H —T 2= ADURFETR TR oo 179
523 LACP FRFIA L 7 i m D I oottt ettt e et e et e et e s e eeseeees e eeseeeeeeeenaes 179
524 LACP GREILA L Z =7 2= A DUREETEIR oo 180
5.2 5 LACP 3 AT B B D BR AT oottt es e eeer e eneen 182
526 LACP 3/ AT BT E DD ZR TR oottt et s et e e e s eessaeneen 183
527 LACP BEIEIE U L 7 T ) 2 2 L DRI e eeeeeeeeeeeeeeee e ee e ee s s es s e eeenes 183
528 LACP A T T N DB T et eeeee et ee et et e ettt et e e e et ee et s e eeeeees et eseeeeseeeeseeeeeeeenaes 184
520LACP T LmUnTT 7 L Z DT U T oottt ettt e et st s e e s es e eeseeaeneeenas 185
5200 LACP 7 L= a T 17 L 0D FETTR oottt ettt e et e et e e ees et es e es s s eeeeeeenaes 185
5211 T KR T o R BE 0D L L DB T oot eses e e es e enee e enenenenan 185
S212LACP#HEBRA v X —T 2 —AD T 1T b T JLERFETETR oo 186
5.2 13 LACP T N S 0D B T oot e ettt e e st s e et et ee et en e eeeeseneen 188

5.3 TR R B AT ettt ettt ettt et ettt e et et e et n et er et et ee et e e ee e 189
53.1 Y A7 AR TO IEEE 802.1X FRAEHERE D FX TE ..vvvveveveieeieee ettt nes 189
532 L AT DAIRT I MAC FR R RE D FRIE <o eeeeeeeeeeeeeeeeeeeee et e ee e eee et eeeeees st e eaeaeeste s eeeeeeesesneneees 189
533 AT DEIET I Web R GIEHEAE D FR TE oottt eeeesenens 190
5.3.4 IEEE 802. 1 X B A D B E T R BRI oo et s e 190
5.3.5 IEEE 802.1X GBAEDARFHFEAR — b T OFRDERIH O FETE oo 191
5.3.6 EAPOL 7577 57 1 O I B 100D BRI oot s e e ee s s eeen e 191
5.3.7 MAC F IR AR D BRAE < eeeeeeeeeeeeeeeeee ettt et ee e et et e se s e e e eeeeeeee e seeseee e aeaessesesaeseeeeessaeneees 192
5.3.8 MAC FRFEFF D MAC 7 R L AT Z DD B T e oo 192
5.3.9 MAC FRFED A B T 57 7 BB DD IE oottt ettt et e et e e eee e e es e e e eeee e eeeens 193
5.3.10 WED FBIEHETE DR A <. oo ettt eee e eee e eee e er e es e eeenas 194
5.3 11 TR A N T R D B T et 194
5.3 L BRI B D B T e 195
5.3 13 T R AT E DD B T oottt ettt ettt ettt e et ettt e et e et e et e et e e 196
53014 B A T2 5 77 VLAN DR IE caeeeeeeeeeeeeeeee e e et e et et ee et et eee e et e et e eeeeeetesaeeesaeses e ees e esesee e eseeeeeans 196
5.3.15 27 1T VLAN DR IE oo e et e et ee s e et e eseee e e e es e e eseeeesese et eseeeeseeseseeeeseeesesee e eseeeeeeees 197
5.3.16 ZRREISHEIZ DI IEEIRET OB IE <.ttt eeeee e 197
5.3 17 TR R MEI T DD BRI oottt ettt ee e ee e e et 198
5.3.18 RADIUS P/ — AR D G B B IR DR IE oottt 198
5.3.09 T U 1 L D T B DD B T ettt e s e e 199

5.3.20 RADIUS T —/N=78 2 R OFZTE oottt 200



8| a~v R 77 LA | HIK

5.3.21 RADIUS = 3= 1 B H 720 OJEEFFHIRERIDFEIE oo 201
5.3.22 RADIUS H— /8=~ D BERFLE LI TR TE oot 201
5.3.23 RADIUS T 3 R R T RO BRI et 202
5.3.24 RADIUS VS {0 I BRI 0D BRI oottt ettt e e e ee e eneeneene 202
5.3.25 RADIUS H—/3— #8519 25 NAS-Identifier B D EETE ...ovovieeeeeeeeeeeeeeeeeeeeeeeee s 202
5.3.26 AR B BB G R 0D 27T oottt ettt ettt ettt n ettt ettt ettt e et 203
5327 VU T L PABEROIDZR IR oottt 204
5.3 28 T AT TR 0D ZETTR ettt 204
5.3 20 T BT T TR ID 77 U T ettt ettt 205
5.3.30 RADIUS H /N BRI T IR D Z2 7T oot e e s s e e st s e eee s sees e 205
5.3.31 Web GREEALINE D U Z A L7 B2 URL DRI oo 206
5332 FREEIRFE D 77 U T e nenenene 206
5333 FBFEIRFED 7 U T BHFA DR IE (S AT L)oo 207
5334 FBREIRAED 7 U T T BHFL DFXIE(A 2 HF =7 L Aot 207
5.3.35 Web 3REFEETAI A A X A R T 7 A TVD BRI oottt eenn 208
5.3.36 Web fREEEH I A X <A X T 7 A JVDBUBE .ottt 208
5.3.37 EAP 78R A L 0D TE oot e e e e s es e st et et e e et e et e et ee et ene e eraenn 209
5 R N 30 e U T ettt ettt ettt ettt ettt ettt ettt eeen 210
54 TR N 2 o U T o BB DD R T oottt ettt ettt ettt ee e 210
542 FFAT MAC 7 R LR TRERE oot ee e 210
543 X 2 U T 4 0B DB E O BR AT oo 211
544 TR = R I 2 U T A RO ZETR oottt e e ee e 211
5.5 T T B A oottt ettt ettt e ettt et ettt et et ene s e et et en e eneees 212
5.5.1 errdisable TRHED 15 00 H B IR AE D BRAE < oottt et et s st s et ee e eneeeesaens 212
5.5, T T B R E DD T TR 7R oottt ettt ettt ettt ettt ee e 212
58 POE ettt ettt ettt ettt et et a et et et e et e e e et et ettt e et et e et et e et et et et et et e et e et e et eeeeeeeeenae 213
5.6.1 POE A EEHEAE DRI (2 AT AN ). 213
5.6.2 POE AR EEREHE D RRTE (A L Z 7 S A ) oo 214
5.6.3 POE TR 1 DRI ST ODBRTE <. n s enennean 214
5.6.4 POE TR 1 O A B S B DD B T ettt n s en s 215
5.6.5 POE 7R — 1 0 CONtNUOUS POE DD B TE «. et eeeee et ee et et et e e eee e e e e e e e e e e e e e e e e e et et eeeeeeeeeeeenn 215
5.6.6 TT = R 7R L R DB T ottt ettt ettt ettt ettt ettt ettt ettt ettt ee et en e 216
5.6.7 POE BB T R UD ZE 7T oottt ettt e et e et e e ettt e et e et et et e s eeeeene 217

B 6 FE 1 Layer 2 HEAE....cccovererererererenenesessnsssseesssssssssssasaens

6.1 FDB( 7 4 U =T A L 7 T H R ) oo 219
6. 1.1 MAC T R L R 2 i 0D B T oottt ettt ettt e et ee e e et et e e et et s eeeeeeeseseereees 219
(R I eI/ e s N B vp T e A A (VN <= SRRSO 219
6.1.3 ZA T 2 7 Tl B U DR et 220
0.1.4 AT 7 T N ) o DR T e 220
6. 15 MAC T R L AT T TU DD ZE TR e eaeneen 221
6. 1.6 MAC T L ZELIDZETTR oottt ettt ettt et et e et ee e ee e ees e eseeee e eseeeeeeens 222

6.2 VILAN ...ttt e e e et e e e e ae e e ae e e ee e e e et e e et e ee e e e et ee e e e e e e e e e s s e s e et et e st e et e et ee et e et enaeeeen 222
6.2.1 VLAN T RO BB T oottt ettt ettt ee et a s et et e e ee st et eaeaeaneet s aeeeeeeessneneees 222
6.2.2 VLAN A 3 Z =7 = A DI R IE oot 223
6.2.3 7T A X 5 VLAN DD FR T oottt eee e ee e ee e 223
624774V —VLANIZKT B EA L Z U= VLAN DFETE cooooeeeeeeeeeeeeeeeeeeveeee s 224
6.25 T T AR = N(F T 7 LR D) D BETE oottt 225
62.6 7 7 EAR—NH T 72 LAR— F)YDFTE VLAN DFETE oo 226
6.2.7 R T 2 I N(F T E IR B ) D REIE oo 226
628 T U7 HR— MNE TfFER—= F)YDFTIE VLAN DFZTE ..o 227
629 FT7 TR — MNETIFER—=B)YDEAT 47 VLAN DFXIE oo 228
6.2.10 7T A =1 VLAN DR = FFEBDERTE ..o 229
6.2.11 7T A = F VLAN DR A R B DB TE coooveeeeeeeeeeeeeeeeeeeeeeeee ettt enesesnnnn 229
62.12 77 A _X—=F VLAN D7 12 X AT AT R OFRTE oo 230
6.2.13 TR A 2 VLAN DR TE e e et eee e e see e s e et eeeseee s e e et eee et e eseeeeteseeeeseeseseeseseeseseeseseeeseeeeeeeans 231
6.2.14 TR A A VLAN 0D COS M 0D BRI 1o eeeeeeeeeeeeeeeeeee et ee et s st s e e eeeteseeseesees s eeeeet s enesseseseeeeesessesaenns 232
6.2.15 TR A A VLAN 0D DSCP A IDER TE cvoeeeeeeeeeeeeeeeeeeeeeeeee et ees e eee s eese s eeeeeeens e 232
6.2.16 T ILTF T IU VLAN Z 7 T DI BRI oottt ee e ee s e s s 233
6.2.17 <V F T IV VLAN Z b= D ZHTDTETE <o 234



a<w R 77 LA BKI|9

6.2.18 /L F 7L VLAN ZRTERFD YMPIL 7 L B B AR D BRIt 234
6.2.19 VLAN FEERIDZR R oottt e ettt ee e s s ees s aeesees s e e eeeessaeneees 235
6.2.20 7T A X 5 VLAN TF IR IDZEIR oottt ees e s e s esee s 235
6.2.21 =/ F T IV VLAN Z =T TETE D ZETR oottt 236
6.3 STP(A /N I U N TEJL) ettt sttt 236
6.3.1 S AT IND R IR T U DB T oottt e ettt ettt e et e e 236
6.3.2 BRIETEAERTIET 0D BRI oottt e e ee st e eeeee s e eean e eeens 237
6.3.3 B R T 0 U T T DB T ettt 237
6.34 T U T T A T U T DD BRI oottt 238
6.3.5 A4 L H T A D AN L T D DB T oottt ettt ee s 238
03.6 A H =T 2 =AD Y LT B A T D FEIE oottt 239
637 A H =T x2—=AD BPDU 7 A JL D U T DRI ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeee et 239
63842 H =T 2= A0 BPDU = RO FEIE oo 240
6.3.9 A L H =T 2= ADINATTA R D BETE coeeoeeeeeeeeeeeeeeeeeeeeeeee oo 241
6310 A L X =T 2 AD T T A T T DB oo 241
6.3.11 A L H =T 2= A DI ) TR N DD BTt et r s ere e 242
6.3.12 AR 7 U DURFEIE TR oottt ettt ee e et e et e et 242
6.3.13 2= 7" U =D BPDU DFEFE IR IDFZTT oot 244
6.3.14 T8 N T L AT = RO T U T oo enenene 246
0.3.15 MIST T R DT Tttt eee e eenas 246
6.3. 16 MST A 2 A B L D HEFR ettt eeeeenas 246
6.3.17MST A 2 AKX 2 AIZKET D VLAN DB TE oottt ettt ettt eeeaeen 247
6.3.U8MST A L ARE L AD T T A T T DRI oottt et 247
0.3. 19 MST U 30 5 L B DR T eeeeeeeeeeeeeee et ee et ettt ettt e et e et e et e e eee e ees e teseeses e eeseeeeeeeeraes 248
6.3.20 MST U =0 0 LD ) B a0 L BB 0 D iR I  ceeeeeeeeeeeee et et e et e e ees e ees e es e eeseeeenenenas 248
6321 A 2 H =T 2 —AIZHKT D MST A L AH L A D FRTE oo 249
6322MST A LV AZ L ARZBITFAAL L B =T 2= AZD T T AT T o D BRI oo 249
63.23MST A L AZ LV AIZHBIT DA LA —T 2 —ADINATA N DFE T oo 250
6.3.24 MST U =30 2 LB TRIDTEIR oot et ettt e e e es e ees s eesseeseeenas 251
6.3.25 MISTP BRI ZEITR ettt ettt s et s e e s e s e e e et e e e e s e eeee e ees e eeeeseseseseeaees 251
6.3.26 MST A 2 A B L AREERIDZETTR oottt ettt ettt et e et e e ees e eeseeeeseeeneeeeeeeenaes 252
6.4 T 7 I ettt ettt ettt et et e ettt e et ettt et et e en et et e te et et e e et et e e eneees 253
6.4.1 /=T FRHBERE D BETE (T A T ) et 253
6.42 V=T HRRHBEREDRRIE (A L F 7 R e 254
6.4.3 /L — 7 HRHIRED Port BIOCKING D FX IE .....cvuieeeeveeirieriereseeesessesessssiesesesssesassesessassesesssssae s s s s sesssssasaesnas 255
6.4.4 Port Blocking /b — 7 fi{H 2 — FEFIE THERR T 2 oo 256
6.4.5 JL—THEHIIRIE DD U T 7 B oottt ee e ee e s e s et e e ee e eee e 256
6.4.6 JL— T B B BE OO URTEZE IR oottt ettt ee et e et s et et ee et esee e eeeeen 256
6.5 DHCP A B L oo ettt 257
6.5.1 DHCP A2 X —E 2 7 DATZNEZNFEIE (37 AT N sesee e 257
6.5.2 DHCP A X —E"> 7 DA N IENGETE (VLAN ..o 258
6.53DHCP A X —E 2 F DI NFEBUBETE .ot n e en s 258
6.54MAC T R L R O T /D R TE e eeeeeeeeeeeeeeeeee e ettt et e e et ese s s e eeee s enenn 259
6.5.5 OPtion 82 DI ZH/IEZNTE TE cov.veeveeeeeeieeies et 259
6.5.6 Option 82 {1 Z /377w I @ Untrusted 28— N SZABTFFIRRIE vvvevrerrereeireieiesesesiseiseie e seneas 260
6.5.7 Option 82 @ REMOLE-ID D FETE ....uvuveivierrierieiiie sttt s st sae bbb 261
6.5.8 OPtion 82 D CHrCUIt-TD ODFR AL ......ovveeeeeeeeeeeeeeee oo ee s ene s 261
6.5.9 Option 82 D SUDSCTIDET-ID DD FETE .....vcvviieieereveiesieeiesestesee ettt ae et sae st ssasse s s s aesessasassesenans 262
6.5. 10 DHCP 7% 5 N2 5 L B R 0D B IE oo e e e e s s s e e e e s s s e s s eneens 262
6.5.11 DHCP /~% » NMEFERE SYSLOG 7T DA N/ EZHTE TE oo 263
6.512DHCP AX—E L T DY AT IEETETTIHRIDZE TR ettt ettt 263
6.5.13DHCP AX—E L T DA BT 2 A GO ZE 7T oo, 264
6.5.14 /3A LT A U T T F N ZIDZRTR oottt 264
6.5.15 DHCP A X B L 7 O HREE 7T oot e e eeeae 265
6.5.16 /3 LT 4 2 T T B R AD T U T oo 265
6.5.17DHCP AR —E L T DFEEITEERID 7 U T ettt et es et s e eeneseas 265

%‘ 7 % : Layer 3 %ﬁ%.....0..0.0.0..0.0..0.0.0..0.0..0.0.0000.0..0.0.0.00.0..0.0.0.00.0..0.0.0.00.0..0.0.0.00.0..0.0.0.00.0.267
T IPVA T R L AT R oot ettt ettt et et e et et e sttt e ettt et e et ee et ettt e et et e et et enens 267
B B 1 i N O/ Y <= 267



10| 2~ RV 77 LA | BHR

TL2TIPVA T R L AT TR IR oo et eeraeee 268
TA3DHCP 7 T A T 2 MIZEBEIHTIPVA T R L R DB IE oo eee e 268
TIADHCP 7 T A T 2 B OURFEDIZETTR oot ee et s e s e s eeeer s eeseenas 269
T.1.5 AULO TP BB BE 0D BRI oottt ettt se e ee e s et et e ee et et e e e eee s s e seeeeesaseeenene 270
T2 TPVA TR ..ottt ettt ee et et e et e e et et e e e e e e et e e e et e eaes et ettt ee et et et et et e enenee et e eneeeeeeas 270
7.2 PV B R T vttt et e et et ea e e et st e eae e et et e e s et et e ee et et et e et et e e et et et eaeneenene 270
T 2.2 TPVA BRIEZZODZR IR oottt et s et ee e eee s e 271
T 2.3 IPVA FRIEZZ D ZR TR oottt ettt e et e et s e eee s ee s 272
7.2.4 IPv4 RIEFRITBEER I N TV BRIEZ Y P =D < U —DFRIR oo, 272
T3 ARP oottt ettt ettt ettt e ettt ettt e ettt e et e et ene e
T30 ARP T =T TL 0D ZE TR ettt ettt ettt ettt ettt st enerene
T.3.2 ARP T 7 T DT ZE oottt ettt ettt ettt ettt ettt e et et eeenees
733 FH9 ARP = kU —DRIE
T3AARP Z A LT T B O RRIE oot eee e se e
73.5ARP Z A L7 7 RKFD ARP U 7 T A R G TTEUDFEIE oo 274
T A TPVA BRI ..ottt et e e et s s e e e et e e e eese e e eeee s s e eeet s oo eeer s e eeerenas 275
T L TP VA B T oottt ettt ettt ettt et et et et et ettt ettt ettt et ettt ettt ettt ettt ettt ettt ettt e et eeennn 275
T A2 TPVA BRI R TE DD ZZTTN oottt ettt ettt ettt e et ettt et et et et et et e et ee et et et ee e e e e eeeenes 275
TA3 MTU DD FRTE coeeeeeeeeeeee ettt ettt e et e et e st e e e eeeeeeeeeeseeeeeeseeees e seseeseseeees e eee e eeseeeseeaseeeeseeeeseesanees 275
TS TPVA BRI TR oottt ettt et et et et e e et et et et et et et et et et et et st et et et et et et et et et et st et et et et et e e et et et et et e e et et ee et eeseetet et et e eeeeeeeaen 276
T.5. 1 TPVA BRIEMERE oottt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt eanen 276
752 TPVA EIETHEZE oo e e e e e e ettt eenaeee 277
TOTIPVO 7 I L A ER oottt ettt ettt ettt ettt et et et ettt ettt ettt ettt ettt ettt ettt ettt enenen 277
T 1 TPVE DD B TE oottt et e e e e e ees e s et e e s e e e e e e e e et e e s e e s e eee e seeaesesaeeesaens 277
TiB.2TPVE T R L A DD TR AE oottt e et e e e eee e e e s et e e eee e e e eee e e e e e seeseeeesaeeeeeeeesaeeesaees 278
T3 TIPVE T R L2 0D RA TR IE oo eeeeeeeeeee e eee et ee e teeeeeee et eeeeeee s eees e e et et eeeseeeeeaeeeseeeeseeees e seseseeeeeseeeeseeees 279
7.6A4DHCPVE 7 T A T 2 MM EDEIHIIPVE T R L DD BRI e eeeeeeeeeeeeeeeeeeeeee e e e e s s sasenes 280
7.6.5 DHCPV6-PD Z A H L 72 IPVO 7 R L R D BEIE oo 281
T.6.6 DHCPVE-PD 77 T A T 2 B O BRIE oot e vt ee e see et es s eee s ee s seseer s e 281
TOTRAIWEDT 7 IV R = N A D B B ERIREE T oottt eeees 283
TE.8TIPVE T R L A D TR TR oot e e s es et ee s e et e et e e e e s s e ees e teeaeeeseeeenaens 283
76 9DHCPVE 7 T A T 2 T OURFEDDZZTR ettt e s s s eren s 284
TETODHCPVYE 7 T A T 2 RO U T B oottt ettt ettt e e e et e e eeseeene 285
7.6.11 DHCPV6 7 A 7 o "R ERHIZETAND DT LT 4 7 A D TR oo 285
T T IPVE FREIE Aottt e e et ee e e e et s s e e e s e e e est s e e eeeees s e eeet s oo eeen s eeeeeranas 286
7.7 1 IPVO B R R T oo ettt ettt e et e et e et s e e e n e r e 286
T T2 TPVO BRIEZZ DD ZETTR oottt ettt et ettt ettt et ettt ettt et et et et et et et et et e et et ee e e eeeeanen 287
773 IPVO FEIEEZE D ZRTTR oottt ettt et e et e et st e et e et et e e et s s e seeesesaeneenene 288
774TPV6 RRIERICTBGR SN TVDRIET L P U =D = U =D oo 288
T8 NEIZNDOT T 3 7 T/ Tttt ettt ettt ettt b et ettt et se e b e st et et et e s et et et e b eteeb et e b eseebestebessebessebestete s etenas 288
7.8.1 FF Neighbor T % 7 3/ 2 o3 N U DR IE e 288
7.8.2 Neighbor T2 7 3/ s T =T IV D TR oottt 289
7.8.3 NeighbOr ZF ¥ 7 3/ 2 T =T JL 0T R oo 289
T.9 TPVO BRI ..ottt ettt ettt ettt et ettt ettt et et et et e e et et e et et e et ettt ettt et et et et e et et e et eeenes 290
7.0 1 TP VO BB T ettt et ettt et e et et et et ettt e e et et et et et et et et et et et et et et et et et et et et et et et et et et et et et et et et et et e eee et et ee e eeeenes 290
7.9.2 TPVE BT B TE DD ZR 715 ettt ee ettt et e e et et et e et et et et et r e st et et et et se et et et et et et et et et et e e s e et et et et et rese et eteeeeseeeeeeen 290
T L0 TPVO BEIBITE TR ..o et ee e e e e e e e et e s eee e een e eenaene 290
7101 TPVO BRIFERE oottt ettt ettt ettt et et ettt et ettt et ettt ettt et ettt e ettt eeeeee e e et eeeeenes 290
T 10.2 TPVO FEIEIEER oot e ettt et e e eee st e e e et e s s e et et s e aeese et s e e eeeesesaeeeeesesaseeeneas 291
TLLDNS 7 7 A T o B oottt ettt ettt e et e e e e se e e e e s e s eeeeeeeseeeer e ereeereeaerees 292
7111 DNS O B U B I B 0D BRI oottt ettt ettt es e e eeeeensaenn 292
TAL2 DNS Hmm 2R U R DR T oottt ettt e et e et e et eseeteeeeeeseeeeseeeeseseeseeaesesesesesesaeeaes 292
TAL3 T T FITL B R R A L B OB T ettt ettt e et e ettt eeeees e eee e s e es e aes e ee e eeesenes 293
TALAFRTE R A A LU A R DI BEIE oo e e se e ee s 293
TALEDNS 7 T A T 2 FIEFERIDZZTIR oo ees e ese s 294

FBE 1 IP T /LT T A FEIH e eeeeeeeeeeeeeeerenssssssnsssssnssssasassssnssssssassesesassesasassesasanss 293

B L IP Il T T 0 A N R B T oottt ettt ettt ettt et sttt et n ettt e et e enens 295
811 RHNDFILTF T A N T L Iy DB T2 0D B T oo eeee et ee e e s eeseeen 295

A2 RHDVNTF X AT L—ADIBLFIEDFRTE(A ¥ H =7 Ao 295



a<v Ry 77 LA HKR |11

813 U7 H—TNTITFX AR T L= BDIBIEFETE oot 296
814 FILT Z A N T L Iy DDBRIEFE T oot e s 296
8.1.5 A U—ZHRED IGMP/MLD 7 = U — ik EHERE DA N, BERNEEIE oo 297
B2 IGIMP A I B L/ ettt ettt ettt et ettt ettt ettt ettt et et et et er et e e ettt et et et enene 297
821 IGMP A X B L D AT R T oottt et ettt et e et e e eneeeene 297
822 IGMP A X =B o 7 B I A 0D BB T <ottt ettt ettt et et et ee e e et e eeneseaene 298
823 T /LT A N I DB T DD BRI oo 299
.24 7 T U o T B B 0D B AT oottt ettt e et 299
8. 2.5 IGMP 7 T U T B T I 0D B AT ettt ettt e e e e es e ee e eeeeeraeee 300
82.6 IGMP 7377 7 1 D TTL R AR BE DD BRI oottt e e e e ees e eseeees e s eeeeeeeesas 300
82.7IGMP 7377 7 1 D RA F B DD R TE <ot e et e et e et e e s ees e eee s esesaens 301
8.2.8 IGMP 7347 7 1 0D TOS T Z I e U R T ceneeveeeeeee et e e s et eeee e e e et e e et ee e et ee s aeseeeteeaeneeneseaees 301
8.2.9 IGMP /3730 5 L DD BRI et e ettt 302
8.2. 10 IGMP L7 = NI AR OB AE <ottt e e e e eee e eeeesaeee 303
8211 IGMP Lo 7R = N BRI AL DD R T oottt ee et s et s e es s eeseneaenn 303
812 v /NTFF ¥ A M—H —R— b ~DT — FHEEINHIFERE DFETE oo 304
8213 /LT H ¢ A h I F B TR — BRI ZE TR oottt ettt 305
8214 IGMP Z /b= A L /N3 ) T BRI ZE TR oottt ettt ee et 305
8215 A L H =T 2 — A0 IGMP B TR ZE7T0 oottt ettt e et e eneeeeee 306
82.16IGMP 7 /L —T A L /N—=2 DI N U —HIBR oo 307
B3 IMLD A S = B L ettt ettt ettt ettt ettt a et et et et et et et en e en et ene e erenen 307
83.1 MLD A X B L DD AT ) B I TE oo ee s e s s s 307
8.3.2 MLD A R =B o 7 B A 0D BR AE oottt ettt ettt e e e e s eeeeesaene 308
8.3.3 LT T A Nl DB S 0D B T ettt e e en e eneen 308
8,34 7 T U I B R 0D B T oottt ettt ettt ettt ettt ettt e et ee e eer s 309
8.3.5 MLD 77 T U B B I 0D BRI oo s e 309
8.3.6 MLD 73 =37 51 L DB TE ettt e e et s e e e eee e e e e seereraees 310
8.3.7 MLD L2 A I AE 0D B T oo s e 311
838 /LT A NI 0 T8 = N R 0D 3R TTR oo e e 311
83.9MLD Z /=" R LR T EERIDZETTR ettt e et 312
83.10 A L H —T 2 — A0 MLD BB TR 2 ZE 7T oeoveeeeeeeeeeee e eeee ettt e st ee e eseesene 312
83.1IMLD Z /=T A= T DT R U —BIBR e 313

O EE t N T T A ) I e eeeeeeeeeeeeeeeeeeeeseeeessssesssssssssssssssssssssssssesssssssesesssssssssssesssesssessses 314

0.1 ALttt ettt ettt ettt ettt e e et e et et et et et et e et et e et e st et e e et e es e et e e eeeeeeen 314
Q1L TIPVA T B A Y A N O IR oottt ettt ettt ettt e et e eeee e e eeeenees 314
9.12TPv4A T 7B A Y A N DFHASTIEM .ot ee ettt et ettt ee ettt es e e e e eeeees 316
913TIPv4A T 7B AU A R DTEH oottt ettt 316
Q.LATIPVE T 7 T AU A D D R oottt eenaeeenaeen 317
9.1.5IPVE 7 7 B AU A N O FBH SEIEMM oot eeseeeenaees 318
9.1.6IPVE 7 27 T AU A N DT oottt e e e e es e eee e reseeeenaens 318
91T MAC T T B AU AN D TR e eenene 319
9.1.8MAC T Z E AU Z B DFHBH SEIE M oottt ettt ee et s et e e eseeees s eeee e eeeeeseeens 320
9.LIMAC T Z B AU A B DI oo 321
9.1I0 ZEFRL LT T 7 B AU A R ODZEITR e 322
0 L L L R R 0D 7 U T ettt ettt ettt nsaenn 322
9112 A FZ—Tx2—RIZHEH LTZT 7B AU A RDIETR oo 323
9.1.13VLAN 7 7 B A v 7DOREBLIRVLAN 7 7 B A< FE— R DB T oo 323
9114 VLAN 77 B A= I T DT T BAY A RDFETE oo 323
Q.1 15 VLAN 7 7 T AT 0 T 7 A T DR T oottt e e ee e ee e 324
9.1.16 VLAN 7 7 T A T ODZETR oot 325
9.1.17VLAN 7 7 B A 9 7 4 U H DT oo 325

9.2 QOS (QUALILY OF SEIVICE)...ueeuvetieeiiriieiieeeteetetesteste st estestesteesesteesseaseesseassesseaseesseassesseessesseessesssenseassensenssessesseesseenss 325
9.2.1 QOS DAZI * LT ...t 325
9.2.2 T T FIL 1 COS DD R TE et e et e et e e e e s et e et et e et e et n s 326
0.2.3 B T R DT R DD B R ettt ettt ettt et ettt nen s 327
9.2.4 Q0S BERE D RRTEMIRTE D ZE IR oot 328
925 A H—T 2 —AD QOS THHD FETTN oot 328
9.2.6 TSI 2 HIZRIDZRIIR oottt ettt eeen e 329

0.2.7 COS T B T = D 2 T 7l D B T oottt t e eneeen 330



12|a~v> RV 77 LA | BR

9.2.8 DSCP-IE[F T 22— ID ZEHAT — T JL D BETE oo 331
0.2.9 TR = BT BE DD BT oottt ettt 331
9210 AA v FARENOGIFEIND T L —LDIEEF 2 —FE oo 332
9211 7T A=Y (N T T A4 9 7 DEFELAE)Y D EF e 333
9212 7 T A T D BEIIBEATUT oottt 333
92.13 N T 7 A 2 7 S G DRI (BCCESS-TIS)...oveevoeeeeeeeeeeeeeeee e 334
9214 5T 7 4 9 7 3 EEGAE D FRTE(COS) oo 335
9215 b T 7 4 v 7 SHAGAEDFETE(TOS BEITIE) oo 335
9216 8T 7 4 2 7 S3EEGAEDTETE(DSCP).ooooeeeeeeeeeeeeee e 335
9217 8T 7 4 v 7 FAGAE D FE TE (BhernNet TYPE)...cucvvevieceeeeveeeeeeeteeee s eseseeae et ens s 336
9218 N T 7 4 v I S FELAEDFRTE(VLAN ID)....ooooeeeeeeeeeeeeee e 337
9219 8T 7 4 v 7 EGNED TR TE(VLAN ID L2 FETE )i 337
9220 7 T AT T IEIEDZEIR oot 337
9221 ZfET7 L —LITKT DY = T D e 338
9222 ZET7 L —AICHT DR Y 2= T DB e 339
9.2.23 T L= 1 T DFETE(COS) oo 340
9224 L —F L T DFETE(TOS BEIEIE) oot 341
9225 T L= 2 T DFETE(DSCP).cooooeeeeeeeeeeeeeeee e es e ssa e 341
9226 fEBITR U = DFETE(S 2 7 TL L D)oot 342
9227 BTN U =D FETE(C A 2 L B oot 343
9228 fHBIAR U =00 U =m0 L T DIFETE oottt 345
9.2.29 FEHITR U B DD ZE I oo 346
9230 FEHITR U DR TE(S S 7 7L L B e 347
9231 FEHITR U A DR TE (Y A 2 L B oo 348
9232 FEHITR U Fr 0D U 030 L T DIFR T oot 349
9.2.33 FEKITR U Hr 0D ZE TR et 350
9.2.34 FEHITR U = DI oo 350
9235 A B U L T I T L H mDTETT oot 351
9236 A—H U L T T BH AL U T oo 352
9.2.37 E[FF 2 = DFRTE(COS-QUEUR)......eooeoeeeeceeee et ee e naeeas s aeen 352
9.2.38 BHEF 22— DFETE(DSCP-QUEUE).......oeoeeeeeeeeeeeeeeeeseee e es s ese e 353
9239 TR YU S/ ) BRI ZEITR e 353
9240 % ) T AT B ADZEIR oot 355
9241 BHBEF 2D AT U a U L T BRI oo 356
9242 R T7 4 v 72— B T (R FEL)DERIE oo 357
9243 FT 7 4 w7 3 L (T B L) DR IE oo 357
9.3 T T BHIEL oot 358
9.3.1 7 1 —HIfHI(IEEE 802.3x PAUSE D IEZZ)DFEETE(S AT 2N )eeoeeeeeeeeeeeeeeeeeeseesseseeeesesseeseeseessessenens 358
9.3.2 7 1 —HIlHI(IEEE 802.3x PAUSE D52 [F)DFETE(A 2 Z =7 = A)oeeeeeeeeeeeeeeeeee e enierasnans 359
933 7 2 —HIHIDBIVEIRFED ZEIR oot 360
9.4 A I = INTHIHHL ..ottt 360
9.4.1 A B IO T IE oo 360
9.42 A b= LHE BZAZ EBRMEL OO ZE TR oot 361

LD T 1 T T U T o 0 U arerecrsssssssssssssssssssssssssssssssessessensansssssssssessessanssnssnssassssssesse 302

1O.1 T =7 7L RADIUS T ettt ettt e e e e et e et et et et et eaeeaesae et eeseseenseeseeseneeeeeenseneeneeesaeas 362
10.1.1 =)L RADIUS H 7 R 0D R T oo eeeeeeeeeeee ettt e et ee et st s et eeneenaene 362
L0.1.2 T 7 T A A 2 B = A DD T ettt e et e ettt e st e e eee e eee e eeeen 362
10.1.3 T1m N BB A T 2 ZE I es e n et sen e en oo a e renenens 363
10.1.4 RADIUS T3 7 £ L3/ 8 2 T Rt 363
10,15 B R TT T D BR T oottt ettt e ettt eeeer e eeer s 363
10.1.6 RADIUS 77 T A T 2 B INAS) D FETE oot es e 364
0. L. 7 B R o DD B T ettt ettt ettt ettt ettt et ettt et et e ettt et et ettt ettt ettt ettt ettt ee e eneeae 365
0. 1.8 T R R D R T e e e e e aeaeee 367
10.1.9 22— /L RADIUS P =D FRTET 2 S oo 367
10.1.10 7 T A T 2 B A BE DD FE T oo 367
10111 7 T A T 2 N AR D T T I oot 368
10112 7 T A T 3 BRI D ZRTT ettt ettt ee e eese s 369
10.1.13 7T A T 2 FEEBHZED T 27 ZTR = B (SD T B ) e 369

10114 7 T AT 2 FREBED T 7 AR R (A ILTEIE ) e 370



a<w RV Z77 LA | HK|13

10.1.15 RADIUS T & 00 T8 B oot e e 371
10.1.16 RADIUS 77 7 A 72 FINAS)IDZEITR oot 371
10117 FERET = TE LD ZEIRR et 372
10.1.18 7 T A T 2 FREBHE D FEITURTETZITN oo 373
10.1.19 7 T A T 2 FEEFAZED U 2 N ZETIR e 373
10.1.20 7 T A T 32 FEEFAZEDIZRN Y 2 T 22T nenens 374




F3C
XL ®IZ

o AEOFLHBAEO - EITEMMe B Tl 52 L2 LT,

o AEOLHANFITIPRTERSELIND ZENHY 7,

o AREL A LA RBEAE LIEEROEEFEOHKICOVWTT, YthTERELZAVDIRET,
PRAEIAR IR OFIHICIRY £9°, TOIT TR IZE W,
AREOAFIZONWTI LT EZH L TERBL TR Y 97, RS I AERANTSNELLZL Z—#E
SWET IO BEWEL X,
AFICHRB SN TV D204 B 1 TAEDOBREPHIE D 5 WITRE T,




aw R Ty LA |awry R 77 L 2ADRK |15

B1E
a<w s RU 77 LU ADORTF

11T A7e /S50 Y g v

TDavwr R Ty L AL, YA T VY2 FL2 AL v F SWX232x DT 7 —h 7 =7, Rev.2.05.17/
Rev.2.06.17 (IZxH L CWET,

Z0avwr R 77 L AOERFEL D RICY) V—RASINTERKITOT7 77— 0 =270, ~==27 VEBXOESIC
DN TELLFIZ/RT URL O WWW H—R_—ZH 5 FEHREB L T 70,

http://www.rtpro.yamaha.co.jp

12 a2 RUT77 LV ADRKG
DA KU Ty LU RE, YN A LTIV 2 L2 AL v F SWX232x D ) —)Linb AjTha<w R
I L TWOE,

AEBICEHEN TV D TSWX232x] 1%, SWX2320, F720F, SWX2322P 2K L TRV, FNTFHOMFEICE Z#H
TERALTE I,
121 2o0a<wy RIROEHOHMASE THALET,

avy ROANEXEZFTHHALET, F—ANKITIIKR
LFEENLFOELLEZEH L THEWERE A,
2w ROAFRERS T KT (Bold face) T/ L £77,

[#F=] INT A= B IR IIRMA (Italic face) TR L ET,
X—U— NIEELFTRLET,
FEIL([]) CHENTANT A= —[ZHMARRTHDH Z
LERLET,

[(F—T— K] i;;OF‘GZ%EﬂﬁEi@*\*‘U*A N OFEE & B A B

5 A— s ;;%Eg?ﬁﬂ%&ﬂifw&%@@ﬁ&%@ﬁ%

[FIIRR E] avy ROMMIBGEMZ R L ET,

[AJ1E— ] a~v s RIATHRERE— RERLET,

[RLAA] v ROFFEHES5 T,

[ — 1 avy REERT 258 ICRICERT XEFREZ R L
E

[ E 1] avy ROAMEEIZRLET,

1.3 % —7 =2 —REITONT

a=wr ROANERIZBNT, AL v TFOEZA L X —T 2 —AEEETHEDIA v X —T =2— AL %AALET,
SWX232x T H A v X —T7 = — AL, LLTFRH Y 7,

A v F—7 = — ATER TVI4 TR LA B EH|

WELAR — h OFEEICH L

LAN/SFP #~— k

port

£7, HET HEEIE. port
(ZHeiT T AL w7 ID"+
u.n + u/—J-\?\___ ]\%%‘"%?EEL
£7,

LANJR— F 2 & o J#1 @
LAN 7R— h1 2 fRET D
%A portl.l




16| a2~ RV 77 LR |avwry R 77 Ly ADRK

A

= — A ID"EHRELET

A F—7 = —RTEH| A G B HREH
VLAN OF5EIfEH L E
. T, FEET DL, vian 2 | VLAN#1 Z48ET D54 :
—7 =2 1
VLAN A > 5 —7 = vian 17 C"VLAN ID"Z #5732 L | vianl
7
Sy HEHOD LANISFP K— b & | R4 T ¢ v 7 diA v 5 —
ZOT AWML R LT ) ey | 7= L RIET 58
a VOREICFEHLET, |A :sal
B FRET DBRIZ. sa £7213 po
LACP f@#ilf v X —7 = — bo T C A v 2 — 7 |LACPERA X — T = —

A# ZIRET %A« po2

1l4no CThEE b a~r ROAAERIZOWT

Az FOANERIT no THEDRO L ORWFLEENTWD A~y FRZHEH Y £7, no TIHE LB 2 D
&L FRRER RN RY . £ < FOREZHIERL, #IHMEICRE L £,




aw R Ty LA | awy ROMBW |17

H2E

o< ROEWT
SWX232x D =~ > FEEIR, RO 2 FEDOHFIETITH Z ENTEET,
BAEDTEIR BEDFIE A

NS

oY — T X B HERE 7 A

A

e A= NE=IFTININLDT T

« TELNET 7 747~ FInbHDT

e« SSHZ A7 6D T 7%

gy K& 1951 2FET L CREEr
IR BB ERI TV E T,

Config 7 7 A /WIZ X D #4E

o TFTPIZ XD 7 7 A Vifinik
GUIBEIC X B 7 7 A LilingE
e SDA—RNIZXB 774 1rae—

WHEp o~y RF—XERiR L7=7 7
A W(Z % Config 7 7 A /L & IES)
Wk —4ERE LD, SWX232x D
REE ECE&SLET,

ARETIE, BHEAEGIECHOWTHAL £,

21 a2 Y — T X HEME

211 V=)V EZ—=IFNANODT 7R

SWX232x @ CONSOLE A"— ~Z#5k5 L7~ i
— 7 JUYRC-RI45)ZEH L TS 7230,

Ko

RIEEAT 5 B0,

USB ¥ — 7 /L £ 721X RJ-45/DB-9 =1 . Y — )L /1

mini-USB CONOLE 7~ — MMZ#E#id % USB 77— 7 /L%, USB Type A =7 #— & mini-USB Type B (5 E'>) =2 ¢~

B —DT —ZBEKRIED USB 7 —7 & TR 230,
Ry aviEary ) —H—IF ) TR E LTHEAT 258, XY aro v ) 7 COM)AR—

H—IFNVYT7 Ny =T NHNETT,

gy =X — I FLOBEHRTIL

FEHER T —7 VLT TEEEA,

[ 15 g
I ko LBy TY,

REHHA REE
AR—L—k 9600bps
F—H 8bit

2R T 2L
A~y 7By b 1bit

7 11— i) Xon/Xoff

B, avyy—nL2—FIZHT B

Aru,Jﬂ

R IET

212TELNET 2 9A4 TV "I DOT 7R

. linecon =~ RTFA F— RIZBITLTITWET,

N/:/ﬁ8®n1MH7547/h%ﬁerxswmnx®H1MH%~ﬂ~b

P —

'mumT%ﬁmbt REEIT D 128

REEITWVET,

TiX. ET HEEREEAP Ry MU — 7)) OREEAEIT, K

swmnx®m7ﬁvx@§ﬁuowf@\uT®&%DT¢

« IPv4 7 FL ADOHWIFREIX. VLAN #1

« IPv4 7 FLADZEF X, ip address
SWX232x @ TELNET #— \—#§REIC

WX LT,
o~ F‘??Tl/\jz—gdo
SWNWTCiE, LT EEH TT,

TR L. BEE TV RS,
Z. TELNET #—/3—

192.168.100.240/24 %% E L CTWET,

e TELNET $— \—#EEEDHIMEREIX, 7 7 +/L hAR— MNTCP AA— b 23 F)THE) L TW T, VLAN#1 2607

IR ADHFTFF L TWET,

o ZER— FEFOEEIL, telnet-server 2~ > R TITWET,

« TELNET ¥ ——~D7T 7 & A1,
F7-. TELNET 7 74 7 > S35k

VLAN HA7 CHIE T,
DA 723815 7

telnet-server interface =~ . R CiRETE £,
R—rDZ & &2"A8

Ui A(VTY: Virual TYpewriter)7h— K" &\

WET, TELNET 7 54 7> O KRFEIRFEEGSIT. SWX232x O VTY &A— MUK E L £4, SWX232x D VTY
A= MIOWTIE, LFD LY TT,



18| a~ 2 RUT77 LA | avwy ROFEWE
o VTY KR— s O#HREIL, 8D VIY &R— FAD:0~7) Bl FEE & 72> TV ET,
o VTY &R— NIOMEFRIX, show running-config | include line vty =~ > K CI{T\ E 5,
o VTY R— MEKOZEHE X, linevty 2~ > R TITWOE T, (K 8 fH(ID:0~7))
728, VTIY A— M OFEIL, line vty 2~ > R TRE VTY R— FZEE LI2th, 74 2 F— FICBITL TITWE T,
AR AR AR — M T SWX232x NESCID HFE L E TN . v/ A vy a b ID OF 0 4TI X A 2 v 7 ITkF
T 5D, BEILTRXTO VTY A— M L TRIUEREZIT> T E I,

213SSH 7 ATV "6 DT 7R

R EDOSSH 7 74T v MEMAL T, SWX232x @ SSH — "— 28 L, #{EZ4TVE3, SSH &
LEERREERITHI 2L, £9°. BEREREEIP % v U —27)DOREEAEITV, KRIZ, SSH VM — "—DREEZITWVET,
SWX232x D IP 7 R LV ADREEIZ DN TIE, LFoEEH T,

o IPv4 7 R L ADOHIMIRREIX, VLAN#1 (2% LT, 192.168.100.240/24 % #%E L TV ET,

o IPv4 7 RLADET|L, ip address 2~ R TITWET,

SSHZ ZA7 v binb T 7B AT 256, FANZ SWX232x DLLT OB ENLETT,

+ ssh-server host key generate =~ > K C SSH #—/3—D 7R A MEDERLE L E T,

+ ssh-server =~ K C SSH V— —#GE&4 A%z LE T,

+ username X~ R T —H—4 L XAT— ROEGFKE LET,

SWX232x @ SSH H— "—HEREIC >\ TiE, LTFD EBY TF,

e+ SSH ——~DO7 7t A%, VLAN BN CTHIE T, ssh-server interface =2~ N CTHRETX FI,

s UTOHEEZYFR—FLTWRWVWDOTIFERLZEZN

« SSH 7m % n/v/\—ya 1

o RAT— REEGELAN O 22— —FHGE (R A b _X—AFEGE, ABHEERE, v Lo« AR AFEFE, GSSAPI 7%
AIF)

s R—h7HU—F 47 (XI1/TCP H5i%)

+ Gateway Ports (A8 — | Hik)

o ZENRXAT— ROFF]

F72. SSH 7 74 7 ¥ M 2 AN 2EEAR— F O Z & 2" A AR(VTY: Virual TYpewriter) s — k" & W E

9, SSH 7 7 A 7 > b D KFERHEGEIL, SWX232x D VTY RN— MUTIEFF L £3, SWX232x D VTY R— hiZ

DNTIE, LT B0 TF,

o VTY &R— F O EIL, 8 HD VTY R— hAD:0~7)MEHAIRE L 22> TUvE 9,

s VTY R— MILDOHEFRIL. show running-config | include line vty =~ > R CTITWVE T,

o VTY R— FEOEF X, linevty 2~ R TITWET, (K 8 HID:0~7))

723, VTIY A— M OFEIL, line vty 2~ > R TG VTY A— FZEE LI2th, 74 2 F— RICBITL TITWET,

ARSI R AR — M SWX22x W CID BHE L EI N . vl A vy g b ID OFE 0 Y TEERZ A 2 v 7 KT

T 57D, BFEILTRXTO VTY A— M L TRIUEREZIT> T E I,

214 2 —)VZ—FI)L/VTY DRE

SWX232x 1%, a2V — N Z—IFLBLRVIYIZH LT, UFERETE £,

1. BEMELHIET D524 L7 U FRFH
AR | ~— VORI

REHH

EN

o
}

i3 UGS Ny V/AVAJRY: Sl el = B I i = B o
IFIZ 45 £ CORFZ8RE L £9,

SEBRIE L HET 5 5 4 17 RN NI AN A o

KETEIX., T4 2 F— KO exec-timeout =~ N THE
L. OBy ar"bHENIRY £9,




aw R Ty LA awy ROMEWTT 19

it A ] ﬁ@l&—yétbmﬁﬁ%?ibiﬁ
0~51217/1 R—VHREARE T, MIHIRE TIX, 2417/
—V ko TVET,

FIREETRREITD &, 231THR K, " More---" & &
REN, F—ANFEFLERY £,

KE&"E E. UTO2MENRHY . EBIEEFIZS AT L
SRR 1~V ORRTH S ERET

1) FEFFHE EXEC E— R terminal length ==~ > R
2y Zm—s\var7 4 7 b—3i g E— RO service
terminal-length =~ >

DORBEITIARZMH LTS —H — |2 — a3
IS HDHHEET, 2~ FEITH, AEICKMmIILET,
DDOREFRDE Yy avrnbBGohe 9,

2.2 X E(Config) 7 7 A M K B H#fE
B aw R—=RETRIR L7 7 A VERE(Config) 7 7 A /L & FENE T,
SWX232x (Zf%E L7=HA X, TFTPIZX VY LAN EDRE A FvD Config 7 7 A /b & L TRt Z &M TE £,
F A AN LD Config 7 7 A V% SWX232x IZit A EH TRIEEITI Z &b TEET,

Config 7 7 A MIBKDREZFTLIB LT D THY | FEH D ORELL T it LT 2o Rl aEEIALTE
DTHZ LIXTEEHA, Config 7 7 A /LIX ASCII + 24T 22— R(CRLF £72 X LF) THK T 57 F A N7 7 A 1 &
Li‘a‘o

7238, Config 7 7 A VOWNEILX, 2~ b‘@if%/\"ix X —DFRER EONENIE L FLill STV 5 M4
HEF, MiESTZELNSOHNERD > THAITIE, TONFEFEECK ST EBH I ET,

221TFTP 72 ATV FD6DT 7R
TFTP 12X Y Config 7 7 A VL&D L 0§ 570I21F, 3, #EHEREEAP > N T —27)OREELEITV, RIZ, TFTP
= N—DOREEITNET,
SWX232x D IP 7 KL ADEEIZOWTIX, BLFD LR T,
o IPv4 7 RLUAOYMEEIX, VLAN#1 123 LT, 192.168.100.240/24 Z 3% E L T\ ET,
o IPv4 7 RLUADET|L, ip address 2~ > K TITWET,
SWX232x @ TFTP H— "—REREIC O\ TiX, LT &0 TF,
o TFTP — —HEREDO MR EIL, T 7 4 /L hAR— KNUDP R—k 69 H)TEEI L TWT, EInbDT 78 AE
TSR T ERA,
o ZER— FEZOEEIL, tftp-server 2~ 2 R TITWVE T,
s TFTP #—/N—~D7T 7 & AL, VLAN H[ THIFH T X | tftp-server interface =~ NTRETEXET, 77/ & R
ZFFA[T %5 VLANID 3% E L TL 7280y,

222 RET 7 A NDFAH L/IEEIAHA
RIET 7 A NDOFEAHH L/EEIAARIT, LAN EOKRA 23D TFTP a2~ REFETLET,
FAH U/ EZIARLEITIRE T 7 A VIZLLTO@EY T,
s WETTAIN

*t& CONFIG RRT 7 A IV B

running-config CONFIG 7 7 A /v (.txt) BUEIE T Ok EME (FEARRE)
CONFIG 7 7 A /v (.txt) RAF SN TV DEREE GEARRRE)

startup-config #0, #1, #SD ) W BN (T RTOR
F ST OBE (zip) gféﬂf DRCENE (F T DR

RIET 7 A NVOFEAH L(GET)/EZIAAPUT)ED Y T— hXRE LT, LFZHBELET,



20| 2~ R 77 LR | avy ROFEWS
RGET7 7 AND Y E— hXA(BEFESE) 2 L)

F7.

X4 CONFIG |HRB77 AV YE— hXR FtHH L(GET) | EXIARPUT) | HEEZS)
running-config ?lf) (I\Il;tI)G 774 config o o -
CONFIG 7 7 A
config0 o o -
IV (.txt)
startup-config #0
~ L
T. COBE config0-all o o -
(zip)
CONFIG 7 7 A configl o o -
/b (txt)
startup-config #1
S B4
ﬁ_f\T@pX[E configl-all o ) -
(.zip)
CONFIG 7 7 A
configsd o o -
startup-config b (txt)
#SD . S
j—.f\f PEE configsd-all o o -
(.zip)

EBB L TCWDar 7 ZFPEHSR LR 7,
WG 7 7 ANDYE— hRA(HEHESH D)

RIET 7 A Ve EM%, HERICY AT LR SEZWEEE, UTo U= b 22 ELET,

i

%8 CONFIG BT 7 AN JE— RS2 M L(GET) | EX5ALPUT) | AEELEH
CONFIG 7 7 A
reconfig - o o
HERBM LT |V ()
% startup-config s .
TS ORIE reconfig-all - o o
(-zip)

RIET 7 AN EEZIARPUT)T H & X, %5 CONFIG, BLW, 47 7 A /VOFERINTE LW & 2fERL T
él/\o

Mol 77 ANERETHEELIKTE EHA,
RT3~y ROBRIX, ZDOFRA RO OS(TFTP 7 74 7 > MIIKFELET, ROMTEE L TETLTLLES

Y,

SWX232x D IP 7 KL &

AT — NIE"SA T U E— R"TITVWET,

UE— b /RADHAHIZ"/PASSWORD" & W ) JEATHEIANAY — FE2fRET M ERH Y £,

B ANZY — FPYHRREDIRETIE RET 7 A VOBAHAH L/EEARLETHZLIEITEEEA, Hib->TE
HANRY — R EETL0LENHY £,

UE— h/3RZ"config" 2 5 E L T PUT(FH XA T 256, BUBEMTOREITH LT, BMELIZ EHESZL
ESr N

REZBMELITIELE LN DIZONTIE, BIEEH L TWAREDEE LR T,

Fio. REMITRTF SN2, RIFELIZWEAIE write 2~ 2 RETRIFL T 7Z&EW,

K55k S #7273 A T — R(password 8 X° enable password 8 ® =~ > KJZ0)iZ, TFTP T running-config |Z PUT L

THREICKRSILEE A,

Fo, B bEN/-/ AT — RaeE& e —HF —DOf% E(username 2~ > )X, =—HF—DOBEHKEN I TOHLEH
Ho

23u A

SWX232x OEEINFE T 5L, v/ A VlHER R LET,

BREL2—YP—Z L RXRAT—REANTHZ TR THIENTEET,

IR ETIL, OB~ —HRESINTEY, 22—V —%:admin, /XA 7V — N:admin TR 71 452 &N
TXET,

o7 A
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Username:admin
Password:

s Bl AHBOaL Y —)VHE
SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX232x>
PEH 2 ——Tu /A v LA, IROARNRAY — RERRBENFRINETOT, WAT—REEH LT
<TFEW,

o XAV — RZE [

Username:admin
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving

Succeeded to write configuration

¥, NAU— R 3 Rk TRIER 7256, 1 ol 74 U fIRS v E T, | ok, ELWASAT—Ra A
AL TLIZE N,

o B A BRI

Username: user
Password:

[o)

% Incorrect username or password, or login as user is restricted.
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[)

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

s Bl A UHIRESIa—F =0, BUVUSRT — K& fEZ 5 &HlIRRFEAEF S ET,

o HIREFRFGRZICIELWASAT =2 ANTHI L TR A TEH L5100 £,

24 a2 FAJIE— RIZ2oWC

241 2~ FAJIE— FOIEAK

SWX232x DR ELETRLIREES B AT AHE. W a~v Ly FANE—RIZER LT, vy REFEITTALALE
BHVET, I~ ROANE—RNILUTOL D 2RI NTEY, HEA4DE— RN TANTEDa~vr RRE
e FET, =W —F, T NEMRT LI LT, BE, FOE—RICWDIONMRT DL ENTETET,




2|avr R 7y LA |avy ROFEWE

O I <
(JERD— R ADEm)

Dﬁ{yﬂml

#gi*ﬁ_%%f;) = SWX232x>

exit, logout

enable /administrator disable

FHEEXECE—R . SWX23 24
exit, logout
configure terminal
2J0-)0L
T IL—3 3 E—R SWX232x(config)
interface’d &
&5 :
m Y B2 PRESELY N SWX232x{config-if}#

o< FASTE— FOEBICEET AN a~ 2 N, UFERVES, Fa—larr74 71—y 3 F
— Rz 7 47— arE— OB a~ Ly FZOonTiE, ME=ary 74 71— arE = 2%
LTI,

+ exit AV R

* logout =~ K

» enable =~ > I /administrator =~ N

+ disable =¥ |

+ configure terminal =~ >

e end IR

242 AR 7 4 T L—Y g UF— R
fErla> 740 7 b—3 a3 F— RKEiE, LAN/SFP AR — FX° VLAN A > ¥ —7 =— R QoS 72 &, FrEDIEH (Zxtd
DEIRETIT O 2D DE— FORKETYT, a7 47— a3 rF— RICADIZIL, Fa—>Lar7 g
Jl—aryEt— RCTEE— NIIBH:TLHDDa~y REETLET,
SWX232x DfEBI= 7 4 7 L—3 g E— RIZIFROLONRHD £, ARlar 74 7 Lb—v g rF— ROHIZ
B SN TWA DL ET, FlziE. RV —~vFE—R >R —<v 7+« 75 XE— RTT,

ERlay7 407 v—vareE—F |(BBavU R a7 b
A F—T—AE—FR interface =~ K SWX232x(config-if)#
FA - K line con =¥ > | SWX232x(config-line)#
line vty =~ > N
VLAN £— F vlan database =~ > SWX232x(config-vlan)#
VLAN 77 B RA< v E— K vlan access-map =~ > K SWX232x(config-vlan-access-map)#
MST & — | s\ga}gnmg—tree mst configuration = < SWX232x(config-mst)#
JTGAR T E— R class-map =~ > SWX232x(config-cmap)#
R =<y 7E—F policy-map =~ > K SWX232x(config-pmap)#

RV —<vT I ITRE—N class 2~ K SWX232x(config-pmap-c)#




aw R Ty LA | awy ROV |23

BRlay 740 7 v—a v E—F

Ba<wr R

A=

RO Y Y—F—F

aggregate-police =~ > K

SWX232x(config-agg-policer)#

L2MS E—

I2ms configuration =~ >

SWX232x(config-12ms)#

LLDP =—Y = hE— K

lldp-agent =~ >

SWX232x(lldp-agent)#

A—TFT o L— hE— R

mail template =~ > F

SWX232x(config-mail j#

AT a—NT T L— E— R

schedule template ==~ >

SWX232x(config-schedule)#

RADIUS v 7 4 /L — g »E—

radius-server local-profile =~ > |

SWX232x(config-radius)#

K

243 a2 R T v OV T 4T A

av s R7a T OT LT 4w 7 AFX, A MMEFRRLTOET, FIHIRETIIAA M ELT, £ET 44T
H5 [SWX232x] #F <L TWET, AFKRIL, hostname I~ RTHRA MMERETDHZ L TEETXET,
SWX232x ZHBUEH L TV AHAERE, AL v FIhx OL4RTIEZREL THEL 2T, HFEALLTI AR E
7

WA MDD

SWX232x (config) # hostname Switch-012

Switch-012 (config) #

244 B AANST1E— RDa<wy RELT

SWX232x Tlt, T— RZ L IWCRAREZ 2 a~ v R 570, T RERE—RFRETERB L Ca~vr FEETL
ITFER Y A, FREMETAa< RELT, do a2~y RERMILLET,
do a~> FEEHTAE, T _RTHOary 74— arT— RO EHEEXEC E— NDa~vy REFE(TTH2 &
MTEFET, ZHICEY, T R_RToar 74 71— arF— ROOEEEXEC B— NIcBEITAZ L0 . BE
hoary7 47—y a w8 ReEe L0, REDEIENATREL 20 97,
7272 L. do TIHHZEMRRITFIHTEX a0z, Z0%ICHIK 2~ RE TNV AL ETZITEK R TATIT 2083
HHFEJ,
o TNAAYULTANTHEES

SWX232x (config) #do show running-config
s BB TANTDHEE

SWX232x (config) #do sh ru

25 2 Y —NVERHEO X —FR— N#pE

2.5.1 oY — )V A O EAREE
SWX232x Tld, 2~ RI74 2 LT, LTOBENARETT,
. H— YV ILOBH)

R M oA - fi%
- 1 CFAI BB LT
- | SCFREICBE L ET
| BEEAICBEI L £ (0 — Y MLEBIC B D HEE D i

Esc i F#I(Z F DILFOWIZHBE LET)

| HEEAEICBE L £ (0 — Y NMLEICH 5 HGED JEEH
FICBE L ET)

Esc ## %12 B

Ctrl+ A TOSEEEICBEN L E1
Ctrl +E ITORRBICBEH LT

« AT OHIER



24| a~v> R 77 LA | avwy ROMEWT

F—R— FEE B - =

Backspace

H—=INVDECH D LT wHIBRLET

Ctrl + H

H— I NMLEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETAREELZ L7256 1E, exit =
< RERUEMEE 720 £97,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AT O FEZETHIBRLET

. T
F R FHRE B - 5

B = NMLED LT & FDEFO LT 2 AN 2 F

Ctrl+T 7
H—VIVHBTORRBIZH D & &, BERIDLF & Z D]
DXFw AN FT,
JERFHE EXEC £ — R L 7 EXEC £=— R TlX, A
Da< RERFEL TROITIZE D £97,

Cirl + C MRz 747 v —3arE—RKTClE, AAFoa~

v RTZREEE L CRriE EXEC £— RICER L %7,
BEFEITHOa~y RO Z TR LE7, (ex: ping =2
< R)

sz 7 4 7 L—3 3 »F— RS Fi#E EXEC & —
Ctrl+Z NIZ#ER LET,
end 2~ FERIUEMESE 220 9,

252 a~vy R~ L7

av S RIA L ETP"EATTHIET, METEa~v RERFIANATA— X —EHRBTETET.
SWX232x#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWX232x#show vlan

253 Afia<r FofizE., ¥—V— RMEf—EDFR R

ayy—)b ETavwy FANBFIZ, "Tab"F—%f5 L, a~vr Faifiesngd, £z, ¥—U—RFAN%KI
"Tab"¥—Z 3 &, WICANFEERF—TU — RO —E 2R R LET, AREIEX, "Cul+I"F—%2# L TH Ak
REMEL 720 9,

o awr R DOREE

SWX232x#con"<Tab>¥ — & ffi4n
l
SWX232x#configure
o F—U— NEi—EoFRR
SWX232x (config) #vlan "<Tab>F—Z 4"

access-map database filter
SWX232x (config) #vlan




254 < ROEEAS

aw R Ty LA awy RO |25

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWX232x# sh run

2552~ REAXA Y —

a<v  Re R NY —Hped T 5L, BECAD Lo~y REMERBETHETLEY, BEICAHLEZ
< RO—EERE L CHETTAIIENTEET, avr FE XA M) —3, £F— FEROBRELE LTERIN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— FEE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show] THEEHa~<w K

261 FET 47747

BT 477 AT, show 2~ RRHITLHERE 7 4 v Z —IZiB L, LERIEFRICAFEK D Z & Tl A1

RO <ERLET,
SWX232x TlE, show 2~ ROET 4 77 A4 T L LT, RO 3IFHEERMEL ET,
EFA4T7AT A
include
BE LTI Gt e 45
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

SWX232x#show running-conf
interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 2 £~ 5,

< (B

SWX232x# show spanning-tr

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

ig

nl

e

show running-config C VLAN #1 % & el 2 FrnT 5,
grep vlanl

include Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 74 —av

3.1

R EEDFH

3.2

SWX232x 1%, LT 7 4 Z7&FEHA L CREMBEEHRLET,

av7 47 OfEEE

B

ATHE R o —Hh{E

Z =7 ar7 (7 (running-
config)

BEBIER OREM, RAM LT
Y5,

B AL =T T a7 4T~
DRAT

AB— NT S a7 4 7 (startup-
config)

PRAF L 723 EE, Flash ROM [ 2
ODALT 47 & SDI—FRED]
DDaAY T 4 VT EEBT 5, Flash
ROM LD %57 — % |X startup-
config select =~ > N CIRET 5,
SDAA—RED1 207 4 713"
swx2320/startup-config" F 7=1% "/
swx2322p/startup-config" 7 # /b # TH
Y5,

SR/ EE/ o —

F 7 ) ka7 4 7 (default-
config)

7 )L kDR EfE, Flash ROM L
TEHT D,

R

SWX232x D A7 LEEEIRE, LTOWNE R Y 77,

S Sl

1. startup-config select =~ > N&EX &

EEBZRL, HHTAZAF—=NT v T a7 4 7 ERET 5,

startup-config select 7~ > R Csd NRESNTNWT, AX— T w7 a7 4 FPRFESNTND SD I— KA

FRASIL TR T2A,

ERAR

==y

startup-config select =~ > N iE

RODGA

AF—= T o TFar 7 4 7 # BDERINS,
2. WELTEAZ— T v a7 0 FREET 584,

HWMF—HERAM LIS y=2Fary7 47 ¢ LTCER

EIZ LR TRE LI AX — T v 7 a7 ¢ 77 Flash ROM _EIZAFA/E L
T7 N a7 4 7% RAM EIZERT 5,

SWX232x IEHHIZ 2~y R ETRELZERTLHE, BELIEARTTSICT vy =07 ar7 4 ZITRB S IVE
T, Tr=u T ar 7 4 JEET LR, write £721X copy A~ REFETTHILE T, AX— T v T ar 7

IREHINET, RE « BHELIEAREZRFLRNWTHETT D &

éb\o

F 74V NREME

WIE « BEREARNKDONET, JHEELE

SWX232x DF 7 )V FREMWEIZHOWT, LTORIRLET,
THHMIREEORREIX, AEICREINTZEa~ 2 FOMEMENEH SN0 TiER, UTFTOT 74V MRE

Iz > TUVWET,
o VAT ABIKROT 7 4V NERE

RESH

RAEHEHE

F7 4V NREMH

SD /— FRHRNDOARZ— K T v Fay

CONFIG EENREIZBE 9% CONFIG N
747
ayI—NVEA LT TR 600 sec
U AR E VTY % 8
FRITH 24
. —HF—4% admin, /XA T —
o o Hadmin T
:admin
F=Y=TAV b BT — R admin

INAT — ROk

Kb L7232
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RESH REEHE F 7 4V NREE
BA DS = JST (UTC + 9.0H)
RF 2 & B NTP #—/3— 7L
NTP 587/ 1 FFEIC T[]
RMON B{E B
sFlow #HiE 20

Ty =AU T B

X7 a— R URL

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2320.bin (3%
SWX2322P &7 /LT swx2322p.bin)

VeV a2y FFRI L 720
HA LT TR 300 sec
BE B

LLDP - —
H @ E H%)
EE H%h

L2MS
5 T—Yx b
debug L~yvm 7 H ) OFF
information L'~ v 1 7' H }j ON

SYSLOG -
error L~ 7 H S ON
SYSLOG H—/3— L
TELNET H— N—khE EHET 5
TELNET ¥—/X—7 7 & A VLAN #1 O &3 a]
SSH H—/N—{REE EEh L 722

7 7 ' A TFTP H— 3 —iKHe EEhL 722
HTTP ¥ —/—iRHE EEhd 5
HTTP #—1—7 7 & X VLAN #1 O HZF7]
% =7 HTITP %— X—kEE EE LN

£R5F VLAN VLAN A > # —T7 = — A VLAN #1
MAC 7 KL & H #5358 Hxh
MAC 7 RV AR@EfEE =— 7 300

N S€C

L2 AA v F FRFTH]
AR T — H%)
MEAL—T R E2h

DNS 7 47 v b EE H%h

{ B —T = — A PoE /47 A% (KPOE XIEFE T /L D)
QoS B3]

N7 4 7 il

7 v —il{# (IEEE 802.3x) )

Web GUI SERE A AGE (IR 20)
EUlB 2N

25 AH w7 1D 1

Ay JR—=FTHESIPT FLA
i

192.168.250.0/24
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RESH REHHE F 7 4V NREE
- i T2
TH— KV H— 4TI
LAN/SFP 7R— MHALOT 7 4 /b FEE
RESHE REHHE F 7 4V NREE
BT — NRE auto
7 aA/A K L— B A%
MRU 1,522 Byte
FEARRRE N— ~DOFHH 7L
EEE RS
Port Mode Access
FTJE VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 V4 — )
L2 AA v F oy et ik
M —T R A%
QoS T A FE—F CoS
N7 74 v 7 il 7 = —illf# (IEEE 802.3x) )
2~ — Ll )

o EEE A%) (KPoE KfISET /LD Fr)
PoE #A % -
e P S {K (% PoE XfI&SE T /LD )
LLDP =— Y = |k ExEE—F FERBLOEE
77 4/ k VLAN (VLAN #1) (2% 3 2 5% &
RESH REHEHR 77 4V MR EE
Layer3 F&HE IPvd 7 R L A 192.168.100.240/24
. 239.192.128.250 (Y-UNOS
< NVF X ¥ A N7 L—ADERE ) (
HhiE )
Querier 2
Fast-Leave 2
Check TTL A5h
AR 7
IGMP Snooping Check RA A2
Check ToS 2
IP ~/LF ¥ A b
Report-Suppression A5
Report-Foward )
Mrouter-Port Data- "
Su . 2
ppression
ik %)
Querier )
MLD Snooping
Fast-Leave 2
Report-Suppression A5
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B4
{57« BT

4.1 XA J— R

4.1.1 EENRZT — FORE
[ER]
enable password password
5 X —5—]
password BB AT — R
PARPTBLIO &L | &> L2 L BATFER AT T (G2 SUFLN)
WA DL ST TRI TN T 220
(AR E]
enable password admin
[AJIE— F]
sua—s\)var7 4 b—3a E— R
B

et EXEC B — RABITT A0 DEEANRAT — RERET 5,
FITH NIRRT —RTHD admin [ICEFETHZ LIXTERU,
[/ —F]

password-encryption =21~ > | L7228 > T AL S NTZ/RA T — RDOEE, 2227 4 7 1 Cld"enable password 8
password"DIEAR TRR SN D,

=P Favr RIAL U nbar 74 FRETHEE, ZOBXNTATTHI LIXTER,
FEENFIC, BB NA Y — RPERE ST WIEEIE, PIIE R/ N2 T — R(admin)Z HBIFIZERET D,
[ E B

BHSZA T — KL LT adminl234 23 ET 5,

SWX232x (config) #enable password adminl234

4.1.2 7RRA T — ROREEAL
[

password-encryption switch

no password-encryption

S5 A =5
switch D NRAYU— RS 2080
REE B
enable ISR A B
disable a5k L7gwn
(AR 2]
password-encryption disable
[AF1E— F]

Jga—)aryz 4 lb—y g rEw—R
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[FHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO/IA T — NI b b S iz ig=lic
EHEINDD, ARPLEMHIIER LI2SGEE, BRc Skt Tnd a7 4 ZHORZAT — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWX232x (config) #password-encryption enable
NAY — OB S 2 BT D,

SWX232x (config) #no password-encryption

42 22—V —Tho v NEHE

421 22— —DOHE
[EFX]

username username [privilege privilege] password password

no username username

[F—TU— K]
privilege =Y —DWHERERET S
password D 2=V =AU — RERET D
[/XT A—&F—]
username D a—Y—4
P (32 SUFLAN)
privilege D RRHER AT B D
X EME LA
FEHE EXEC E— RBATRFIIC N A T — RD A
o FIDRKD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off MRDEND
Guest #EfR T Web GUIIZT 7B ATX %
password D a—H—onr A RAT— R
PATHTEIO L b | &> 2 LR XTFERLS AT SG2 XFUWN)
WD LT AT T TRIT L OIT 720
[FIEIER E]
L
[AFTE— F]

Ja—\)nary7 4L —y g T — R
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B
a—YP—FRERET D,
Z—WP—IERITR KT I3 ETHETE S, 7272 L, privilege off O — W — I K 32 {-FE T, privilege on DL —
P—lT LT 1L 72 D,
UTORGET2—Y—4 & L TBRERTERY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username 8 password password" DFE TR R I 5,

A—PF—Fav NI b ar T FRETDLEE, ZOBNTANT DI EIETTE R,

ELENEFIZ, privilege on D —H—73 1 D HERE I N TWRWIEA L, A& Bl = — ¥ —(admin/admin) & 1B 13 5,
BERFIZ, NAT— RBRRE SN TRV —Y =T 22— =4 L[E CFHNE2 /AT — RICHBERRET 5,
[BREH]

Z—W— userl234 Z R ET D,

SWX232x (config) #username userl234 password user pass

¥t 2t 5 LTz — W — userl1234 /T T D,

SWX232x (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege

[¥—TU— k]

privilege D a— DR EZIEET S

[73T7 A =4 —]

username D a—F—4

A G (32 SUTFLI)
privilege D FREER AT ET D0
B B
¥iHE EXEC E— FBATIFIC AN AT — RO A
on FIDIKD B 7N
Administrator HEFR T Web GUI (C 7 7 £ AT
EA)
FiHE EXEC ©— NBATRHZ/NA U — FDOA
off TRkHBND

Guest #E[E T Web GUILIZT 7 EAXATZ 5

[WIEIRRE]

L

[AJ1E— F]

sua—m\varz 4 b—va e —R

(A

IR H DA —YF —OHEREZEE T 5,

[/—}I]

FBERD 2 — P —TITRE T E R0,
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[ EH]
BRERFE D —F — user1234 |ZHEHEL T 54 5,

SWX232x (config) #username userl234 privilege on

423 0 A v a—F —FEROER

[ASTE— K]

FEFFHE EXEC E— N, ffMEEXEC E— R, Z/m— \var 7 4 7 L— a3 VE— K
[FBA]

a0y A RO —YF—ERERRT D,

DLFOHENFRREIND,

EHH A

nJA Ly FERERRIT D,

con0 I VT ar Yy —)LR— b
Line vty N i VTY &R— |
st(kNIZUE— b A A= F
http N |& Web GUI

Own B O — b OFTIC * 2 RFT 5,

e YA D=4 i FTT b

Status =7 ‘/#ﬁﬁézﬁ:i@%@“éo PR E IR DA
Login &/~ 7 %,

Login time A R E R B,

IP address et — Y —DIP 7 FL AEZRRT D,

[ E ]

ALy JRRENER IR Ca— Y —Dn 7 A MR EFRT D,

SWX232x>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 - - -

vty 5 - - -

vty 6 = = =

vty 7 = = =

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 = = =

ALy I RN AN RRE T —F—Du 7 A UEREFRT D,

SWX232x>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 = = =
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vty
vty
vty
stk
stk
stk
stk
http
http
http
http

= Login 00:33:11

userl234 Login 01:12:25 192.168.100.4
(noname) Login 00:18:04 192.168.100.102

WNRFRPOWNRE OJoy U
|
|

4.2.4 N —DFRE
(&=

banner motd word

no banner motd
[/XT A—F—]
word DT R LU R E(256 SUELLN)

(AR E

no banner motd

[AJTE— F]

rya—Naryz 4L —v g rE—R

[FRHA]

avy—nua s URRCRREND AN —ERET D,
[BXEH]

NP —FKRk% [Hello World! ] IZFRET 5,

Username:
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX232x>enable

SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX232x (config) #banner motd Hello World!

SWX232x (config) #exit

SWX232x#exit

Username:
Password:

Hello World!

SWX232x>enable

SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX232x (config) #no banner motd

SWX232x (config) #exit

SWX232x#exit

Username:
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX232x>
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43274 T DOEH

431 =T a7 4 7TORE

EEN
copy running-config startup-config [config num)|
[NT A—=F—]
config_num = N A
RIEE B!
<0-1> AB—=NT v T a7 47 #0-#1
sd SD I—RHNAZ— R T v Far7 47
[AJ1E— K]
FikE EXEC E— R
[FH]

BEEATOBRE(T =7 ar 7 4 NEREIFOBREA T — T v T a7 40 7) LTRET 5,

config_num AW Lo GG 13, BUEORBIRHCHEH LA X — 7 v T ar 7 4 Z7ITRGFET 5,

[/—}]

Ty a7 4 VORI write 2 RSP save 2 RTHITH 2N TX D,

SD 1 — R~ 7 S TWRVREETIX, SD #— RN® Config #XIRIZL TARa~v L REETTLHET—L

%5,
AL T HIRFE, A A AL Fl(Active JRAE) D A FE1T AT HE,
[EX EH]

Fr=vrarv a4 rehkfE T 5,

SWX232x#copy running-config startup-config
Succeeded to write configuration
SWX232x#

43270 =07 a7 4 T DRLE

[EX]
write [config_num]
save [config num]

[8F A—F—]
config_num LAy I rEs
REMHE B
<0-1> ABZ— KT v a7 4 T #0-#1
sd SD i—FKFHRAZ— T v Sarrq4 7
[AS1E— K]
Rt EXEC E— K, B2 7 4 7L —va v E—FR
[BiA)

BRIEEHPORET v =7 ar 7 4 NERBROREAR Y — T v 7ar7 4 7)e LTRFET 5,
config_num ZHWE LI2GE X, BUEORBIFRHIMEA L7 AZ— N7 v 7ar 7 4 JITRFT 5,
[/—}]

T = a7 4 7 ORI copy running-config startup-config =~ > R THITH Z LN TE 5,

SD I— R~ FSITWRUVIRAETIL, SD 71— FN® Config ZxRIZL TARa~vy REETTHEZT—L
2%,



AL T HIREL, A A VAL Tl(Active JRAE) D A FE1T FIHE,

[XEH]
Ty=yrarz 4 7 ERGET b,

SWX232x#write

Succeeded to write configuration.

SWX232x#

43370 =0 7T 4 T DRR
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[EX

show running-config [section]
show config

[/3T A —HF—]
section D BT HEI VA
B
access-list 77 'AY A REE
http-server HTTP H— /N —[5
interface A H—T 2 — ABE
ip 1P [
ipv6 IPv6 [
key FRRIE X — B
12ms L2MS (o
lidp LLDP B8
mail o — L RN B
radius-server RADIUS H—/— [
schedule ALy a— )V
sflow sFlow [3:8
snmp SNMP Bt
spanning-tree STP 8
ssh-server SSH H#—/3— [
telnet-sever TELNET #—/\—
[AJIE— K]

HrfE EXEC E— R, iz 74/ L—32 g vF— R

[FAA]

BUEEATORE(T =T ar 74 NeERRT D,
section {ETEEBWEFI T R TORELF T D,

[ EH]
Fom T arg 4 FEFRRT D,

SWX232x#show running-config
I

interface portl.1l
switchport

|

line con O
line vty 0 7
|
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end

SWX232x#

434 AFZ— T TS T 4 TOER

EEy

show startup-config [config num]
show config [config num]

[/XT A—F—]
config_num L a4 IR E
BEHE i
<0-1> AR — KT v T a7 4 7 #0-#1
sd SD #— FHAARZ— K NT v 7Tar7 47
[AJTE— K]
¥ikE EXEC £— 1
B

BRI T ORER Y — NT v T a7 4 NeERRT D,

config_num %6 L7283, LT 2 &1 5,

- show startup-config : BIEEA L CWA Iy T 4 FHBED AL — KT v Far 7 4 7 uFRT5
- show config : BUEEHAF O T v =T a7 4 FeH£rT5

[/— 1]

SD 71— R~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHET—L
5,

(B EH]
WEEENFOA X — T v T a7 4 T EERT D,

SWX232x#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
|

interface portl.l

switchport

switchport mode access

no shutdown
|

|

interface vlanl
no switchport
ip address 192.168.100.240/24

no shutdown
|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable

|

line con O
line vty 0 7
|

end

SWX232x#
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435 RAZ— N7 v a7 4 TDEE

[ER
erase startup-config [config num]
[73T7 A= —]
config_num LAY T4 Ry
R B
<0-1> AP —RNT v T a7 1 7 #0-#1
sd SD i— FANRZ— T T a7
[AFIE—F]
F#HE EXEC £— K
[

BN T DR EAR Y — T v 7 ar 7 4 N EZHET DEREHEET D,
config_num B LT GE 1T, BUEORBIRICHEN LA X — T v T ar 7 4 72 HET 5,

[/—}]

SD 71— KRB~ S TWZRVREETIE, SD #— RIN® Config ZxRIZ L TARa~vy REETTHET—L
%,

[ E B

AR =T v Tarr 4 TEHET D,

SWX232x#erase startup-config
Succeeded to erase configuration.
SWX232x#

436 AFZ— T v TSar7 4 J0ar—

[EFX]
copy startup-config src_config num dst_config num
[/3F A —4F—]
src_config num . A —xDaAL T 4 TEKS
REMHE Gk
<0-1> AP — KT v T a7 4 7 #0-#1
sd SDH— RANRZ— T v T ar747
dst config num Coav—foar 4 rJEK 5
RIEE WA
<0-1> AE—= R T w7 a7 47 #0-#1
sd SD I — RNAZ = T v Tar7 47
[AS1E— ]
F¢bE EXEC £— R
[
BEREORE(A Y — T v T a7 4 NeZNICHET LERE 2 —T 2,
[/— "}
SD 1 — R~ hSILTWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REFETTH LT —L
2%,
[BXE B

AZ =K T oA T4 T #H BEAZ— T v a7 47 # ~abt—3 5,
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SWX232x#copy startup-config 0 1
Succeeded to copy configuration
SWX232x#

43T AZ— T v Far 7 4 TOER

E&

startup-config select config num
no startup-config select

[/XT A= —]
config_num o ArIT 4 Ry
REME Bl
<0-1> ABZ—NT v T AT 47 #0-#1
sd SD I — R KNAZ =R T v T ar747
(AR E]
startup-config select sd
[AS1E— F]
FiiE EXEC E— N
[@iA]

BB AT 2RERF— VT v T ar 7 4 7)ERR L CHEBT 2,
no B THEAT Lic & id, MIIRREIC R D,
[/—}

ELENRE, config num & LT sd DEEINTWNWT, AX— R T v a7 40 ZPRGFIINTNS SD 1— RRFHAX
NTCWRNoTEHmE, AX— R T v T ar 7 ¢ 7 # BNREN D,

ALy TEREMN A NRFIC config IV B2 % LT A, AZ v IV NE LR TE R RD70HnellEs LT
i DML ENH B,

[ EH]

AP = T T ar7 47 #l #ER L CHIEZEIT S,

SWX232x#startup-config select 1
reboot system? (y/n): y

438 AFZ— T v a7 4 FOHMAXDERE

[EX]
startup-config description config_num line
no startup-config description config num

[73F A =4 —]

config_num : <0-1>
AT TEE

line DA ST LU AR (63 SUFLI)
HPAL— NT v T a7 4 JITHET DRI

AS1E— F)

¥t EXEC E— I

B

RRAL— T v T a7 4 71 LT ERET D,
no I CTIAT LG E 1L, LA HIBRT 5,
#BH I show startup-config =~ > RO I THRER DO IAICE R I N D,
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[ EH]
AR = NT T a7 47 #l ITHAXERET 5,

SWX232x#startup-config description 1 TEST CONFIG 1
==
4.4 HEEROEH

4.4.1 EBEROFR
B

show boot num

show boot all
show boot list

[%—T— K]
all DOEEEROBEAR R TS HFETERTD
list D EEMEROBEERKRCSHETCHSERTD
[73T A —&—]
num - <0-4>
BELICEBFDRBREZER TS
[AJ1E— K]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[
EENE R A KT D,
[/ —}]
cold start =~ K clear bootlist 2~ > R&FE/T3 5L, ZOEKEIEIVZ VT &b,
[ EH]
BUEDOEEE®REFRT D,

SWX232x>show boot 0

Running EXEC: SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Previous EXEC: SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Restart by reload command

EEERE DO —E A2 R T~T D,
SWX232x>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBVFGHRDO I VT
EY

clear boot list
[AJIE— ]
FiHE EXEC E— R
B
EENFHROBIEZ AR 5,
[EXEH]

EEEHRE227 V735,
SWX232x#clear boot list




40| 2~ RU 77 L X | RAT - EHBERE
4.43SD 1— K7 — FDOFEE

E&N

boot prioritize sd switch
no boot prioritize sd

[T A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 71— K7 — M &M+ 5
(IR E]
boot prioritize sd enable
[AS1E— K]
HitE EXEC £— I
[FLBA]

Ty —ALUxTDSD H— K7 — MEREDHLR) « BhE2PI0EZ D,

a~ v RETHR, VAT LOFEEBNTOND,

VAT ATHIBEORETH D728, EENH (startup-config #0 ~ strtup-config #1)fFEIZFREIL TE 720,

TR EILSD I— R 7 — " DNEHTH D,
no 2= RETRHIVIHREICR D,
[/—F]

SD B — R7'— MMEREDOFH %) - M%hi%, show boot prioritize sd =~ > K CTHES 7] HE,

[BEH]

77 —ALU =T DSDI— R7— MEREENTT D
SWX232x#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD H— K7 — b HEhEFAEEDORE

[F=
boot auto-apply switch

[/3T A—F—]

switch : SD A — F7— b HEhiE RE 2 AN T D050
BREE B!
enable SD 1 — N7 — b H#Ehw fkee 2 A0Ic 32
disable SD 41— 7 — I H & B RE 2 LN 2§ 2

[WIARRE ]

boot auto-apply enable

[AS1E—F]

F¢HE EXEC £— R

[BLFA]

SD #— K7 — ~ BEhi IR 2 A2 £ 713 E2hic 3 %,
AFEEEDIRAEIX, show environment =~ R CHER TX 5,
[ EH]

SD 1 — N7 —  HEhiE IfRE 2 T 5
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SWX232x#boot auto-apply disable

4.45SD J— K7 — FREBBROER

[ER]
show boot prioritize sd

[AS1E— K]
it EXEC E— R, %M EXEC £— I
[
SD 71— R7 — MERREHHRERTT D,
[BREH]
SD 71— R 7 — MERREHHRERTT D,
SWX232x#show boot prioritize sd

SD boot configuration:
firmware : enable

4.5 EREHRFZT

4.5.1 R EFRORR
&3]

show inventory
[AJ1E— K]
JEHHE EXEC &— R, H### EXEC £— R
[BEBA]
AIEEB L OSFP £V 2 — L ORI ERE FRT 5,
UTFTOHEANERIND,

2 B

NAME L

DESCR B

Vendor R4

PID 7u&7 1D
VID /§_:)3 :/ID\ ﬁ;ﬁ]w%é\bio
SN YT NE S

[EEHl]
U E £ 5.

SWX232x>show inventory
NAME: L2 switch

DESCR: SWX2320-16MT
Vendor: Yamaha

PID: SWX2320-16MT

VID: 0000

SN: S00000000

SWX232x>

4.5.2 BEMEHROET
E&y
show environment
[AJ1E— K]
FEHFHE EXEC &— R, R EXEC £E— K
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[FAA]
VAT LAOBIINEREFTRT D,
UToHEANERIND,

[3%

T—hR—=T g
Tr—Ahu=T VY g

VYT NEE

MAC 7 RL &

CPU f# {1

AE VR

7 7 v OFENRRE

7 7 DA

Ty —AU=T 77 A

AR—= W NT T a7 477 7A4)
SD /1 — R7— |k A @i A RE DX E
YU TNAR—L— b
CPLD "— 3

PHY "— 3 v

PoE 22> b —F —/"— 3 o %SWX2322P DA
FEC Bl |

BATEREA

B B ORGE R

AR DARRE

ARG

TE B

BEEwZRRT D,

SWX232x>show environment
SWX2320-16MT BootROM Ver.1.00
SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)

main=SWX2320-16MT ver=00

serial=S00000000 MAC-Address=00a0.de00.0000

CPU: 7% (5sec) 8% (1lmin) 8% (5bmin) Memory: 18% used

Fan status: Normal

Fan speed: FAN1=4444RPM FAN2=4444RPM FAN3=4444RPM

Startup firmware: execO

Startup Configuration file: configO0
selected file: configO0

Boot auto-apply: Enable
Serial Baudrate: 9600
CPLD version: 16

PHY version: 10.5.0.0
PoE Controller version:

Boot time: 2018/01/01 11:

Current time: 2018/01/02
Elapsed time from boot:

1.2.0.7

13:44 +09:00
16:19:43 +09:00

ldays 05:06:04

Temperature status: Normal

Temperature: 28 degree C

SWX232x>

4.53 T 4 A7 EFRI

[EX

show disk-usage

[ASIE—F]

FERFHE EXEC £ — R, F#HE EXEC E— K

[Fi ]

VAT LATHEML TN DT 4 27 ORI ZFRT 5,

« System: VAT AMERxTY T
« Config: XER/HR=V T



Temporary : —fT 1 7
[ E ]

T4 A7 OERRRERRT D,

SWX232x#show disk-usage

Category Total Used

46.1M
103.4M
80.0M

2.2M 41.5M
2.5M 96.2M
152.0K 79.9M

System
Config
Temporary

454 EFFH 0Tt ADFER

a2 RU 77 LA RSE - EAEEE | 43

EN

show process
[AJIE— K]
HitE EXEC £— R
[RLBA]
FrihoT a2 E—fFERRT D,
[BEH]
FATFROTuv R ERRT D,

SWX232x#show process

4.5.5 A E VFEHRROER

[FX]
show memory
[AJ1E— K]
¥t EXEC E— I
[FiAA]
Tut A g0 TV EHEZERT D,
UFOEHZFRRT D,

HH

AL

PID

“at A 1D

NAME

Tt A4

%MEM

WA EY O EAR

SIZE

W BE A € U O fl ] R (BLAEAE)

PEAK

WEL A £ ) O HE(Z IV E TORKME)

DATA

BRI A £ U —fEIH A X

STK

ARy P AR

[EXRE B
Tkt AgOAT VHEHEEZFRRT D,

SWX232x#show memory

4.5.6 T A — MEBROER

[EX]

show tech-support
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[ASTE—F)
et EXEC B— R

[FAA]

Bt AN — MERE LR T D, iR — MERIZIT, PLTFOa~r FOETHRBEEN D,
2By TR AEN GG, AZ v 7 2L TV H T X TOMROHEIN R — MR ERRT D,
TelEL, AA VAL v FLAN=AL v FTCETIND A~ NIERR S, T TOa~vr F—HE2S3 RS

HT k,

a<w v R

R HZ 7 S

AZ 7B

AL VAL v F

AVIN=RL T

show running-config

O

show startup-config

show stack

show environment

show system-diagnostics

OlO]O010|0

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show fan history

show logging

show process

show users

OlO[O1O0]10[O0]O010

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

OlO[O]OIO[O[O]IO]O[O|O|IOIO[O]O1O[O|O]O|lO0[O[O|10O0[O]0]10

OlO[O]OIO[O|O]IOIO[O|OIOIO[O]OIO[O|O]O1O0[O[O|10[0|0

show power-inline

O

O

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcep interface

OlO[O]O]10

OlO0O[O]O]10
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a<w K RAH 7R

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

OlO[O]1O1O0[O]O1OIO|O]OO[O|O]1O0[O[O]0
OlO[O1O1O0[O|O]OO[O]O1O010[O]O]0

show sflow sampling

%1 PoE BT NIEIFICEEND,

[ EH]
PR — MMz 2715,

SWX232x#show tech-support
#
# Information for Yamaha Technical Support

#

*** show running-config ***
!
! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO00O2

vlan 3 name VLANO0OO3
|

interface portl.1l
switchport
switchport mode access

*** show startup-config ***
*** show stack ***
*** show environment ***

*** show disk-usage ***
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#
# End of Information for Yamaha Technical Support

#

SWX232x#

4.5.7 HH RN— MEROIRTFE

[
copy tech-support sd

[ASTE— K]

KekE EXEC E— K

B

Feffi AR — Mg #HR A SD B — RITRFET 5,

SD 71— FHIZIFLL F D7 7 A W4 THRIFES D,

/swx2320/tech-support/YYYYMMDDHHMMSS techsupport.txt

F 70X
/swx2322p/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 2~ Y RETREOEH B o5

[/ — P}
AN SD 71— REFAL TELEDRH D,

B!
Bt AR— MMEHRZ SD B — FITRAFT D,

SWX232x#copy tech-support sd

SWX232x#

4.5.8 7 7 DEERBEDFER

E&

show fan history
[AJ1E— F]
JEHFFHE EXEC E— N, §#M EXEC £— K
[FLHA]
77 v OUERERE R D,
[XEH]
77 v OWEIREZ R D,

SWX232x>show fan history
2020/10/22 15:45:54: FAN1 status:Low perform:80%

4.6 AT AHTC2ZH

4.6.1 AT LB EEZWRREDOER

[
show system-diagnostics
[AJ1E— ]
FEHFHE EXEC E— ., #§HE EXEC £— N
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E)

TRTOVAT LUCBIHER (7= 17 v TBBHER, 427~ FBUTER, ~AT=8 ) 2 I BIRER)
ERTT B,

(B )

VAT LHCBBHERERTT 5.

SWX232x#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 6 7 8 9 10 11 12

- Health monitoring

SEFP Test:
Port 13 14 15 16

4.62 AT~ R DET
[EX]
system-diagnostics on-demand execute [no-confirm]
[F—U—F]
no-confirm D AT FRWOFETHRR (yorn) Z1THOTRIREITS S

[AS1E— K]

F¢HE EXEC £— R

(B8]

AT~ FgWEET T 5,

ZW LT~ TO LANSFP N— b & ¥ v v b7 45, S TRICIIM S 2 R 2 2R L, BEINICV AT
Lz R 5,

NTA=L—EfE LIRWGERIE, AT~ RRWiadEITT 2008 9 OB EZRD B D,

DA FATTHHAIT Y 2, ETLAVWEAIE 1" 2 AT ILERS D,

[/—}]
F T v RpWikk RO FEI L FE B4 12 show system-diagnostics =~ > N THER TX 5,
[ E 5]

T Ty KB £ 5,

SWX232xf#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y
on-demand diagnostics completed (pass). reboot immediately...
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4.6.3 AT~ R2WRERDOHIR

[EFX]

clear system-diagnostics on-demand
[ASTE— F]
FikE EXEC E— R
[FLFA]
F T~ Rl REHIRT 5,
[EXRE )
F T~ Rglid REHIRT 5,

SWX232x#clear system-diagnostics on-demand

4.7 rr—7 )V

4.7.1 r— 7 INE2W D ELT

E&

cable-diagnostics tdr execute interface ifname
test cable-diagnostics tdr interface ifname

[T A—F—]
ifname : LANFR— DA U H—T = — R4
HEDA B —T = — A
[AJ1E— K]
F¢HE EXEC E— R
B
r—7NVizWrk FEATT S, HilElOZWHE S IX show cable-diagnostics tdr 2~ > R CHERTE %,
[/—}]
D RIXERTORE RO ARSI, BEF—T7 V3K E ZT LSRN EEEX SN D,
[BRE B

portl.1 I[ZHfE STV D LAN 7 —7 )L OB & E1 74 5,

SWX232xf#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y
% To check result, enter "show cable-diagnostics tdr"

472 r—T NIRRT

[EX]
clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AS1E—F]

¥t EXEC E— I

[FLFA]

Aif[a] @ cable-diagnostics tdr execute interface 21~ > ROFEITHEREZ 7 UV 735,
[ E ]

AiEl D r —T NVBW O EITRERE 7 ) T35,

SWX232x#clear cable—dlagnostlcs tdr
SWX232x#
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473 r—7 VB R OER
BN

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AJTE— F]

JEHHE EXEC &— R, 4 EXEC £— R

[FHA]

HiilF @ cable-diagnostics tdr execute interface =~ > RO FEITHRE R ZFRT D,
[BREH]

AIEID 7 — 7 VW O FATRER 2 FKmT 5,
SWX232x#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 Rl & B

4.8.1 B O FEERE

(BRI
clock set time month day year
[/NT A —=HF—]
time : hh:mm:ss
1534
month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
H E72iX A4
day ¢ <1-31>
H
Yyear D EE(TEIE 4 HY)
[AJ1E— ]
F¢kE EXEC £— R
[
VAT LRI ERET Do
[BEH]

B2 201545 1 H 1 B ORF 04y O RDICERET 5,

SWX232x#clock set 00:00:00 Jan 1 2015

482 A LY — L DEBRE
[EX]

clock timezone zone
clock timezone offset

no clock timezone
[/$5 A—4—]
zone . UTC, JST
FRHERFF S AT STV D & ZIZFRRSND F A LY — 2 DA
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offset . -12:00, -11:00, ..., -1:00, +1:00, ..., +13:00
UTC 75 DOFE%E AT

(MR E]

clock timezone UTC

[AS1E— F]

sa—nNarsz 4l —vasE'w— R

[BLFA]

BA LS = ERET D,

no JEATHEITT D &, UTC T/ 5,

[BEH]

HA LY — 2% ISTITRET D,

SWX232x (config) #clock timezone JST
B A L/ — % UTCH9 BEICRRET 5,
SWX232x (config) #clock timezone +9:00

483 F~—Z A LDOFREGVIEL)

[EX

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[R5 A5 ]
name Y= A LPRFEATSITND & FICRRT DX A LY — DA
P JET(T CFLAN)
week 1 <1-4> FE 7213 first, last
AOEE M EfRET 5
wday . Sun, Mon, Tue, ..., Sat
e H
month : <1-12> F 7213 Jan, Feb, Mar, ..., Dec
A EiX A4
time : hh:mm
1534
offset o <1-1440>
Y= A LORIZIBIMT DHIEH, 5 THRES 5, 7 7 4/L ME 60,
(AR E
mL
[AFIE—F]
Ja—\)arz 4 —ya rE'w—R
B

Y~ —F A LERET D,

FFEE L2 B A CHRIBB IO T T L5 ~—4 1 25 ET D,
By CY~—2 A LAOBRERHZ . 2 BDOHS THR TR ZEET 5,
no JTERCHEITT D L, EEDHIBRE D,

[/—H]

Vv —2 A NMNIEERETER,
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[ EH]
Y~ —Z A LPNEE3IADOE _ABO2KIZIHEY . 11 HOFE—HED 2 FFIZHEDL L L O ITRET 2,
SWX232x (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.84 V~—% A4 LAOFRE(HFHEE)
[ER]

clock summer-time name date month day year time month day year time [offset]

no clock summer-time

[T A—F—]
name = LT SINTND & ZICRRTDHE A LY — DA
WA BHT(T SCFUAN)
month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
H £72013 A4
day ¢ <131>
H
year D EE(TUIE 4 H7)
time :  hh:mm
534
offset 1 <1-1440>
Y~ —2 A LOMITIBINT S, 5 TRET 2, 7 7 4 /v MEl 60,
(IR RE]
L
[AJTE— K]
sua—\varz 4 b—va e — R
[

P~ S A BERET B,

FEE LI AN CHRMRB IR T2 L0 12 ~—F A LaRET D,

RO TH~—Z A LOBAMG AT 2, 2 FODOHS THKR T AT Z48ET 5,

no JEATHEATT D &, WEDHIFRSN D,

[/ — ]

Y= A MIEMERETE R,

[FRE B

Yo—F A LH2021 4E3 H 14 HO 2 BFIZARE D | 2021 4F 11 A 7 RO 2 BRSO D L O ITRIET D,
SWX232x (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIEEZ D FER
[EX]
show clock [detail ]
[¥F—TU— K]
detail DRI L RS
[ASE— R
FERFHE EXEC & — R, %7 EXEC £— F
[FBA]
BIEDOREZ], A A2 FrT 5,
detail ZF5E L7235E13, FRMIEREEDORA &L ~—&% A LYERRT D,
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Yo — 2 A NIEH Y I L (recurring) DA . WR(E 1= IZBIERIAT D H ~— % A 2B OEED A2 75T 5.
[BREH]
BUEDRA & £R™T %,

SWX232x>show clock
Thu Jan 1 00:00:00 JST 2015

HEDORLOFEMER L TR T D, (V~—F A LORERHLHE

SWX232x>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRFZA DOFEME R TR T D, (V~—F A LORENRNGE)

SWX232x>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — —DHRE

[EX]
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[F—U—F]

ipv4 : NTP #—"—% IPv4 7 RLATIRET 5
ipvé6 © NTP #—_—%IPv6 7 KL A THRET D
name : NTP %— "—%KA NG THET D
[/XF A—&—]

ipv4_addr © NTP #—"—D IPv4 7 KL %
ipv6_addr : NTP H—_R—D IPv6 7 R L R

IPv6 U 7 B —= VT RUAZRET 2581, A v ¥ =7 2= A bIRET OLEN D
% (fe80::X%vlanN DJEZF)

Jqdn : NTP H— —DK R 4
WFREE L CHEF(RLF/INLT)., BT, (BVF R -0 7 2)HMEH AlaE

[FIHIRRE]

7L

[AJIE— F]

sa—m\)arZ 47—y arET—FR

[FFA]

NTP H— =D 7 RL AL ZIIR A M 88T 5,

Ko<y NIRRT 2OETHRETE D,

no I TIITT 5 &, REDHIFRESILD,

NTP % —/3—% 2 DR E L2 RRE THREZI [ 21T > 72554 . show ntpdate =1~ > N TH/RE 415 NTP server 1, NTP
server 2 DJEFE CTHWEOEEIT I,
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NTP server 2 ~D V&1L, NTPserver | & ORI LIZHEE DO THh 5,
[BXEH]
NTP H—/3—(Z 192.168.1.1 Z5&ET D,

SWX232x (config) #ntpdate server ipv4 192.168.1.1
NTP #—/3—|Z fe80::2a0:deff:fe11:2233%vlanl Z X E T 5.

SWX232x (config) #ntpdate server ipv6 fe80::2a0:deff:fell:2233%vlanl
NTP H—/3—|Z ntp.example.com % ZET 5,

SWX232x (config) #ntpdate server name ntp.example.com

4.8.7 NTP Y — —IZ X 32 RHA 2 3 v NEH)

E&

ntpdate oneshot
[AJ1E— K]
FiHe EXEC E— K
[FHA]

BEEENTWD NTP — =0 5 EAIE R ORG24 5,
Ao RETRIC L ERTTO,

[ EH]

NTP $— =5 LR 2 BS 9 5,

SWX232x#ntpdate oneshot

4.8.8 NTP — N—(Z X 2 Wl [E1HA (B #A 3k 1)
[EFR]

ntpdate interval interval-time

no ntpdate interval
[P$5 A —&—]
interval-time 1 <0-24>

K& DR OB ), 0 B2 4657E LIS aid, RSB 2o 70
(AR E]

ntpdate interval 1

[AJIE— F]

sa—\)varZ 4 L—varyE—R

[FLEA]

Bk STV D NTP H— 3= b A IO ISR 2 R & BUiG9~ 2 IR 2 1 Rpfi) BN CTRRET 2.
no FECTHEITT 5 &, WIHIREIZTR S,

Ko~ RELTRE, HIERICREZ O 217V, DABE, 5RE L7 A CHEE 217 5.

[ EH]

REZ O\ A% 2 KB X 12479,

SWX232x (config) #ntpdate interval 2
(SSAIRYE L TR B s YA AN N fel a8

SWX232x (config) #ntpdate interval 0
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4.8.9 NTP — 13— |Z X B LRI EFHROFR

[ER
show ntpdate

[AFTE— F]
FEFFHE EXEC £ — N, 454 EXEC £— K

(@]

NTP ¥ —/3—(Z K S REZIRINIC B o E T iz o d %,

[BREBH]
R [FHIERRE T A Rn T 5, X EHEH 1 KR O%GE
SWX232x#show ntpdate

NTP Server 1 : ntp.nict.jp
NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour

sync server : ntp.nict.jp

WA R E T e 28T 5. < A2 LOGE

SWX232x#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 IR

4.9.1 PTP BREDFRTE (V' AT )

[EA
ptp type
no ptp
[/3T A =4 —]
type D VAT LARO PTP HRE D ENE

BREME

B

enable

AT LEED PTP ¥ GE A A% 5

disable

VAT LR PTP M REZ NS5

[FIHIER 2]

ptp disable

[AJ1E— K]
Ja—N")aryz4JL—g F— R

[RHA]

VAT LARRD PTP HEREZ AN E 21T T 5,
no FECHEAT LGS I3 W EICR T,

[/—}]

PTP HREA BIE ST AIZIE, A v ¥ — 72— AD PTPHEREL AT AMLENRH B,

RB sy TREREN BN 2 a . Ra~<y RIZERATE 20,
[BXEHI]
VAT AR PTP BSREZ AT 5,

SWX232x (config) #ptp enable
VAT LART PTP #BE A J2hI2 9%,
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SWX232x (confiqg) #ptp disable

4.9.2 PTP BEREDRE (f » F — T = — A)
EEN!
ptp type
no ptp
[73F A —5&—]
type LKA H—T = —AD PTP HRED EE

BEME A

S A X —T = — AD PTP #EEE & AN
T %

KA v B —7 = — 2D PTP BERE % HE7h12
T5

enable

disable

[WIHIRRE]

ptp disable

[AJ1E— K]

U HF =T z—AFE—F

[BiH)

KRA B —T =— A0 PTP HREAZ AR E 71T BN T D,
no JEATHAT Lo B3R E IR T,

[/— "}

A< RIE LAN/SFP AR — MDA E Al g,

VAT DARD PTP HEREDN RN 70355 1T BME L 720,
ALy JHERENA RN e e, Ao~ v RIIEMATE e,
[

LAN /R— K #1 © PTP #REAZ AT 5,

SWX232x (config) #interface portl.1l

SWX232x (config-if) #ptp enable

LAN 7R— K #1 @ PTP HREZ Mhic 35,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #ptp disable

4.9.3 PTP OEIEE— FORE
B

ptp mode #ype delay-mechanism mechanism step step-mode

no ptp mode

[F¥—U— K]
delay-mechanism : 5 1 LA A H =X LOFR R ET D
step ATy E— RO EEET D
[NT A —HF—]
type : PTP OE)EE—F
REME Gt

transparent NS VA 2V =
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mechanism T4 LA A=A A
R EME B
e2e T RY—x» RE—F
step-mode D AT TSE—R
R EME B
one-step | AT v 7E—FR
[WIERRE]
ptp mode transparent delay-mechanism e2e step one-step
[AS1E— K]
sua—nNNnarsr 4l —va et R
[BLFA]

PTP DEMEE—RET A LA AD=AL, AT v T E— RERET D,

no JETHEAT LI G I3 E IR T,

[/—}]

AT NAERD PTP BERED 20 72 35 51X EE L 72\,

PTP OENEE— KIX, T AXRT LU M ay 7 OhzYR— b5,
TAVAAR=ALIT, =Y RY =T FE— ROBEYR— T 5,

AT v TE—RKE, 1 AT v 7T E—ROHREVFR— T3,

[ EH]

PTP OEHEE—RE FF o AT Lo avl, TSAUVAAN=ZA LT RY—x2 RE— R, AF v E—
RN&1 A7 v 7E— NIIRET D,

SWX232x (config) #ptp mode transparent delay-mechanism e2e step one-step

494 PTP A vk —YDEE%ET 0 Fa/LORE

[EF=X
ptp transport protocol #ype
no ptp transport protocol

/3T A—5&—]
type : PTP A v E—VOEETHHAT LT r hay
R EME B!

ipv4-udp IPv4 UDP %7 %
ipv6-udp IPv6 UDP Zffi 1§ %
layer2 L2 Ether 7 L' — A Z {45

(W]

ptp transport protocol ipv4-udp

[ASIE—F]

sua—s\)var7 4 —3a sE— R

B

PTP A v & —VDsE 7' 1 ha VAR ET D,

no JEA THEAT LIe B3I E IR T,

[/— 1]

VAT LARO PTP BERE N L) 20 5 5 1XEVME L 220,
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startup-config |Z [HEX TRAF SN TV A XA #MICHEIcEf I D,

[BXEH]
PTP A v & — Dz UDP @ IPv6 2T 5,

SWX232x (config) #ptp transport protocol ipv6-udp

4.9.5 PTP O EIRFEFR R
[EX]
show ptp
[AS1E— F]
FERFHE EXEC & — R, %7 EXEC £— F
B
PTP O EIREE R D,
[BREH]
PTP DX EIRIEZ FRT 2D,
SWX232x>show ptp

PTP State : Enabled

PTP Mode : Transparent Clock
Delay Mechanism : End to End

Step Mode : One-step
Transport Protocol : UDP (IPv4)

496 4 H—T7 = —AD PTP [FEHDOER

[ER]
show ptp interface [ifname]
[F—TU—F]
interface D RAT A E—T 2 —AERRET D
[P35 A—%—]
ifname : LAN/SFP AR — b E 72Tl A v ¥ — 7 = — A D4
FRTHA L H—T 2 —A
[ABE— K]
FFeME EXEC E— N, F#bE EXEC E— K
[BLAA]

BELEA VX —T2—ADPTP [R5 FRT 5,

interface ZHME L72HA1EL, 2 TOA X —T7 = —ADFRNFRIND,
[ EH]

2AR— DO PTP (=R RT 5,

SWX232x>show ptp interface
Interface PTP

portl.1l Disable
portl.2 Disable
portl.3 Enable
portl.4 Enable
portl.5 Enable
portl.6 Enable
portl.7 Enable
portl.8 Enable

LAN 78— I #1 @ PTP A R =T 5,

SWX232x>show ptp interface portl.l
Interface PTP
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4.10 VAR R E

4.10.1 74 VE— R(Z VY — L F—IFA)~DBIT
(=

line con port

[/3T7 A—=F—]

port . 0
YUT Ay — ViR — R

[FIHIRR E]

line con 0

[AJIE— K]

sa—\)varZ 4 b—varE'— R

B!

ALYV H =T VDBRIEEATITLODT A = FICBATT 5,
[/ —}]

FTALE—RPBTa— N ar 7 4 7 b= a3 rE— NIRAITIE exit 2~ > R L, $#H EXEC — N2
RoZiend 2~ REHT 5,

[BREH
A= NE—=IFNERETDHDODTA E— NIIBITT D,

SWX232x (config)#line con 0
SWX232x (config-1line) #

4102 VTY R— FDREB L VT A »E— F(VTY R"— M~DBAT

E&
line vty portl [port2]

no line vty portl [port2]

ST A—F —]
portl . <0-7>
VTY R— FE 5
port2 . <0-7>
HPHFEERF ORAL VTY R— b5
(AR E
no line vty 0 7
[AJIE— F]
Ja—n"Nnarz4 7 b—varE —F
[@iA]

FBELEVIY R—h2FEIC L0, VIY R— FOREXZITITZODT A E— RIIBITT D,
m%ﬁfiﬁbtﬂAi BiE L VIY A— N2 EHIcT 5,

port2 ZHRE L1255 VEIFRTETE & 72V L port] 25 port2 ETOTRTOVIY R— b ERE LI &IZ725, port2
X portl U\J:O)%‘éﬁ Liﬁ TFHUER S 70,
[/—}]

TELNET 7 7 A 7 s O KFRIRFEGEIEL, A2078 VTY A— hOEITKFT 5,
FTA =R u—ar 7 47— ET— RICED T exit 2~ FEEH L. %54 EXEC £ — FIZ
RAICIZend 2~ REFHT 5,
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[ EH]
VIY A=~ #0 ZHNLT=Db, 74— RIZBiTT %,

SWX232x (config)#line vty 0
SWX232x (config-1line) #

4103 K 7 A L F A LT 7 MBI ORE
Ey

exec-timeout min [sec]

no exec-timeout

ST A—F —]
min : <0-35791>

ZA LT U NEEE(G))
sec 1 <0-2147483>

HA LT T MEFHEED)
(IR E]
exec-timeout 10
[AJIE— K]
TAUE—R
(@]

A= E=ITFTNEBLOVIY T, F—ANPRVEARICEBNICe 770 $5E TORHEZRET S,
sec ZAME LTEHETX, 0 BREIND, min, sec & HIZ0ICERE LIZGAIL. BENICE 77 7 KL,
no JEATHEAT Lo B3I E IR D,

[/— 1]

Kavwr RREHR, kO 7 A SRENLREPEHN SN D,

[BEH]

AV —=NDZA LT T M A 5 FICERET D,

SWX232x (config)#line con 0

SWX232x (config-line) #exec-timeout 5 0
SWX232x (config-1line) #

4104 AL TVAEER1I R—TUhE OFRTRITHROEE
Ev

terminal length /ine

terminal no length

[R5 A—F—]
line ;. <0-512>

AR 1 _R—=T BT 0 DRFITE
[AJ1E— K]
FERFME EXEC £ — R, ¢t EXEC E— I
B

AL TWDIR 1 X—Y B ORFITRELEET 5,

line \Z 0 ZRE LToH . N— VB TRRZ —ReE 1k L2,

terminal no length =~ > N&F{T Lo HEIL. BRITHEN T U 7 var Yy — ORG24, VIY OEEITHER
DY RTYARERD,

[/—}]

Kavr Rk, 7. RBICEER KBS D,
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service terminal-length =~ > ROREL Y, Ka~ o FOFETHIROTGTHER L TEH SN D,
[ E ]
BHL TR 1 R=VH72 0 OFRTITEE 100 TICEET D,

SWX232x>terminal length 100
SWX232x>

4105 KR 1 _X—THT- 0 OFTFITEORTE
BN

service terminal-length /ine

no service terminal-length

[73T A =4 —]
line 1 <0-512>
AR 1 =T BT OFRTITE
(IR E
no service terminal-length
[AJIE— K]
Ja—nm a7 4 b—va e —R
(@]

MR 1 _—=U BT OFRTRTHERET D,

line % 0 \ZRRE LT-HE, _— VBN CHERZ —RHEIE L7,

no WA THEIT L7 AIE, BTy ) 7vay Y — L ORA1T 24, VIY OBAITERREO D 4 v RUy¥ A X
LD,

[/— 1]

Ka<wy REE#, RO 7 A RENDRENEH S5,

terminal length =~ > RV EIT S N72554 . terminal length =~ > ROFEATHRER O HFB B L CEH I b,
Bl

IR 1 =BT OFRFITHEZ 100 TTICHET D,

SWX232x (config) #service terminal-length 100
SWX232x (config) #

4106 VU T NLR—L— FDEE

[

baudrate select baudrate
[/NT A—F—]
baudrate : 9600, 19200, 38400, 57600, 115200
U 7 )LAR—L— | (bps)
[F13E% %]
baudrate select 9600
[AS1E— K]
¥ikE EXEC E— 1
B!
YUTNAR—L— NERET D,
[l
U T VAR — L — k& 115200 ([ZERET 5,

SWX232x#baudrate select 115200
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4.11 {£5F

E

e

4.11.1 f&5F VLAN @
EEy

management interface interface

no management interface
[73T A =4 —]
interface : VLAN A & —T = — R4

(AR RE]

management interface vlanl

[AJ1E— K]
Jua—mnarz 4 b—va e —R
B

RAFCHIAT 5 VLAN 2% ET 2,

RKa<w  RERETHIET, I2MS=—V = P TEET A L &, L2MS ¥ 12—V v —0 6% VLAN IZEI D 24
THNEIP T RLAZHRE - BB Tx %,

no IR TEITLZHE. b LLIZVLAN ZHIBR L7=2GA. Ra~vr RLUHRTEIZRD,

[RXEHI]
{557 VLAN % VLAN #2 IR ET 5.

SWX232x (config) #management interface vlan2

4.12 SYSLOG

4.12.1 v 7 OBHIFE(SYSLOG Y —/N—)DFRE

E&y
logging host /ost
no logging host /0st
[XT A —=F—]
host : AB.CD
SYSLOG #—/3—®D IPv4 7 R LA
X: XXX
SYSLOG H—/3—®D IPv6 7 K LA
IPv6 U > 7 a =BT RUAZBET DHEBIE, BHA V=T 2= ABRET LMERDH
5 (fe80::X%vlanN D)
(AR RE]
no logging host
[AFTE— ]
Jsua—s\varz 4 b—va e —R
[FAA]

a7 O TH D SYSLOG —_"—D P 7 KLV AEZHRET D,
AT M) —8iF2 ThH 5D,

no I THEAT LI GIIHIMIREICR Y . @A TH R0,
[BREH]

SYSLOG #—/3—®D IPv4 7 KL A%, 192.168.100.1 IR ET 5.
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SWX232x (config) #logging host 192.168.100.1
SYSLOG #—X—D IPv6 7 KL A % fe80::2a0:deff:fe11:2233 |

CRIET D,

X AE

SWX232x (config) #logging host fe80::2a0:deff:fell:2233%vlanl

41220 7 DBAT —~ > bD

e

[EX
logging format rype
no logging format

%5 A —4—]

type D omT DT r—~y MNER

R

B

legacy

Ny B (A DA T RA N
EORVEA 7 4 —~ > k

(AR E
no logging format

[AS1E— F]

ryua—Naryz 4L —vgarE—R

[@iA]

SYSLOG H—R_R—~@HTIHDA v =D 73—~y FeEHET L,
no JER TEIT LI AIL SYSLOG A v —IC A~y ' —E (ZALAZ T RARNL) 2E0D5H,

(BB

SYSLOG A v =V D7 —<v hae~y X —72 LIZRET D,

SWX232x (config) #logging format legacy

41237 D7 7 )T AEDORE

[EX
logging facility facility
no logging facility
[/$5 A—%—]
facility N =S A A ]
RIEE B
0..23 facility fi&
user 1
local0..local7 16..23

(R E]
logging facility local0

[AT1E—F]

Ja—x\)ary7 4L — g E— K

[FiAA]

SYSLOG H— N —~EHTAHRA v =077 UV F 4 fHEEET 3,

[/—}

77 VT AMEOERSITIX, 4 SYSLOG — "—THMEIZ1T ),




[ EH]
SYSLOG A v =YD 773U T 4% 10 ICRET D,

SWX232x (config) #logging facility 10

4.12.4 1 7 DHH L (debug) DFRE

a2 RU 77 LA | RSE - EAEEE | 63

E&y
logging trap debug
no logging trap debug

[WIHIRRE]

no logging trap debug

[AJ1E— ]
Ja—)ars7 47—y g — R

[FLAA]

debug L~ L D w7 % SYSLOG IZH /19 %, no B THEAIT LIGAIEH I LR,
debug LIV EHHNZTHEREOR I NHIIENDT20, LEBRIGAEDHZEMNT 5,
logging host =1~ > N C SYSYLOG ¥ —/\—|ZI#HT 256, A A MUIZIZ 077 0 27 fllkz ik L T 2 &

NEFE LV, T7 40 FREZHE I LRV,
[F% B
debug L)L 7% SYSLOG IZH /13 %,

SWX232x (config) #logging trap debug

4.12.5 v 7 O H 71 L)L (informational) DX &

EEy

logging trap informational
no logging trap informational

(R E]

logging trap informational

[AF1E— ]
rua—s\varz 47—y a e — R

[

informational L'~V & 7 % SYSLOG (ZH /13 %,
no FEXTHAT L2 GAIXHITI Lawy,

[/—}]

logging stdout info =~ R T2V —/LICH I ERDLZ ENAETH D,

[BXEHI]
informational L'~V 1 7 % SYSLOG (ZH /19 5,

SWX232x (config) #logging trap informational

Wi

4.12.6 © 7 DI L~ (error) DEX E

[EFX]
logging trap error
no logging trap error

(AR E

logging trap error
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
error L'~L O a7 % SYSLOG (2 /14 5,
no B TEIT LA I L2y,
[RXEH]
error L'~yLd 1 7 % SYSLOG (ZH 1T 5,

SWX232x (config) #logging trap error

a127ar7oayy— )VHAERE

e

[EX]
logging stdout info
no logging stdout info

(AR E

no logging stdout info

[AJIE— F]
Ja—nnarz4 7 b—varsE —F
B

informational L'~ ® SYSLOG % = >V — LIz /14 5,

no A THEAT LIz BT I L7,
[ EH]

informational L)L ® SYSLOG % = >V —/VIZH 19 5,

SWX232x (config) #logging stdout info

4.12.8 A X FEfroa FH I ORE

[ER
logging event type
no logging #ype
P85 A— 5]
type D WD ERET DA MR

R

gﬁl(l

BA

lan-map

LAN v v 7

(AR E

no logging event lan-map

[AJ1E— F]
Jsua—mvarz 4 b—va e —R

B

FRE LA Xy MEROr 7 EGHT 5,
no JEATHEAT LTcHaldn N 2777w,
(BB

LAN v v 7 onu 7O A313 %,

SWX232x (config) #logging event lan-map
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4129 7 DN 7T v
[EX]

save logging
[AS1E— K]
FEFpME EXEC E— K, ##4 EXEC £— R
[FHA)
RAM hIZERE S /-ma 7 % 4T Flash ROM IZER1FT %
7 7 OFERITX RAM ETirbi, EHMICHEIT FlashROM I3y 7 7 v 7 LTWA R, Aa~wr Riokv, Tl
TRy I T v TTHIENTED,
logging backup sd enable =~ > R EINTEY , 2>2 SD I — RBFHA I TV 54, Flash ROM (ZIR7FT 5
EFRFZ, SD W— FRICHEL T D7 7 A W4 TRIF S 415,

/swx2320/1og\YYYYMMDD syslog.txt

EJ e
/swx2322p/1log\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > R3E{THFD4EH H
[ EH]
QT ORI T T EITH,

SWX232x#save logging

41210 B 7D SD I — Rw 7 7 9 T ORE

EEy
logging backup sd enable

logging backup sd disable
no logging backup sd

[F—U—F]

enable D BT DSDA— RN I T T EHGINCT D
disable D BT DSDA— RNy I Ty T EBERT D
[WIHRRE]

logging backup sd disable

[AS1E— K]

Jgua—)aryz 4 l—y g rEw—NR

[FHA

17D SD W — RNy 7T v T ORI « WML RETS D,

A L7546, savelogging =~ RZFAT L7 L ZIZSD I — N2 u 7 Z2R{F7 5%,
no TR CTFEAT L =B A I3 E TR S,

SD 71— RIZIZLLF D7 7 A W4 TIRIFE N D

/swx2320/1og/YYYYMMDD syslog.txt

EJAe
/swx2322p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > R3E{THFD4EH H
B
BT DSDA— RNy 7T v T BT D
SWX232x (config) #logging backup sd enable
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4.12.11 1 7 DY
[EFR]
clear logging
[AJ1E— F]
¥iHE EXEC £ — F
[FLEA)
0 7 x=HIBRT 5,
[ EH]
v 7 &HIBRT 5,

SWX232x#clear logging

4.12.12 0 7 D5 PR
EE

show logging [reverse]
[F—T—F]
reverse L B EWIBICERT S
(ASE— K]
FEREHE EXEC £ — I, #7#E EXEC £— N
[FiAA]

AHERROEEIRIL 2Rk LTz 0 V2R T 5, @EIIEERLAOE WL 006 r ZZIEICFE RTS8, reverse 235
ESNTIHEE BV RT T %,

1 7 OEKREFHESIL 10,000 4 TH D, BABEBZ ZHEICIE, BERAOEWHONHHEEIN TN, &K
Bl Eowv Va7 555121, logging host ==~ > }\“CE 7 % SYSLOG H—/N—[Z#AE LT, A A MITTERIFET
HILENRD D,

W4 287 DL~ logging trap 2~ R THRTEFRETH 5,

[/—}]

o 7 OEEIT RAM ETiTbit, EHIMIZEEIT FlashROM IZ ANy 7 7 v XL TW5, BIREZY A ENRNy 7T v
INTWARVWa ZIRFESNRVD T, v 72 REFELTEWEAIITFEI TRy 7 7 v 7T HA0ERD D,

reload 2~ KRR T7 77— A0 2T DONRX—=Ua T v R I L 5HFEREZITo=HE8F. e 7 2REFLTND
[B%E B
0 s ERRT D,

SWX232x#show logging

4.13 SNMP

4131 SNMP BHA v —VDEEFBLEFIRA FOHRE
[EF=R]

snmp-server host sost_address type version version community

snmp-server host rost_address type version version seclevel user
no snmp-server host host_address

no snmp-server host rost_address type version version community
no snmp-server host host_address type version version seclevel user

[PNT A—5—]
host_address DA Y= YV ORIEI IPv4 I IPVE T R LA

IPv6 V> 7/ ma—NT RUAZIRET H5A1E, A V2 —T7 = — AL EET HLENH
% (fe80::X%vlanN D)
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type DA vyE—Y
BREME iE
fraps WA v E—U% 8Ty PO E MR
P L)THIET 5
WA vE'—T % inform U 7 = A MEKX(E
informs BB S V) TIE(ET D, version H32c'E7-
I3DLEFHETED
version : SNMP R"—T 3 v
REME LA
1 SNMPv1 % {#
2¢ SNMPv2c % fifi H
3 SNMPv3 % {#i
community oA a=T 4 —4(32 LTLUW)

version W1'E7-132c'D L FFETE 5
EAs, " EIL CHERCWEE X, [l ", "IESFEICE TR

seclevel DA Y —VOREEIBWTRO NS EXF 2 YT 4 —LL
version '3 D & X DHIFETE D
REME B
noauth FRREZR L - E5{k72 L (noAuthNoPriv)
auth FORED D« 5K 72 L (authNoPriv)
priv RiLd D - K5k Y (authPriv)
user DA —(32 UFLIN)

version IN3'D & X DIHIEETE 5
S, " E/IE " THENTWEZ & &, @Wumo ", " IESUTFEEICE AW

[F1EIE E]

L

[AJTE— K]

Ja—x\)ary7 41—y g — R

[FRHA]

SNMP 1 A v B — DREHREZHRET S,

Rk b —#iL8 THB,

no B CTHEIT LG EIE. HERELARA NORELHIRT 5,

[/ —}]

IPv6 V27 a—hNT RLATHREL TWAEA, F—7 RLAICK LERDIEHA VX —T = —AZFEE LT

EXEMNTHE, TRLAEERA 2 — 7:~x®ﬁ#Abﬁ#WEéntk&&L TV A OB OFREN

T _CHI E?éﬂé@f(f DT L, BIZIE, "fe80:10%vianl" ZHEE LI EDEE D HIHEIZ. Bzl

"fe80::10%vlan2" DX EZIBINT S &, "fe80::10%vlanl" OFHEITT X THIER S, BINL 7= "fe80::10%vlan2" D%

E®$ﬂ%é:&mﬁéo

Batl]

SNMPvl ZfEH L, b7 v 7 OEE % 192.168.100.11 IZFXET H, b7 v 7D aI 2 =7 ¢ —4 % snmptrapname
WZHRET 5,

SWX232x (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

| 67
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SNMPv2¢c Z i L. H A v —DOFEELE 192.168.100.12 IR ET D, BHEF A 7% informs, @EED =2
=7 4 —4 % snmpinformsname (45T 5,

SWX232x (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPV3 Z i L, @A v t—YO%E % 192.168.10.13 [IZRET D, WY A 7 % traps, =5 T DHHFOEF
UT 4 — L% priviZ, = —F—4% adminl \ZHET 5.

SWX232x (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4.13.2 VAT AEEIRFICBRH A v — TR EET D F TORMERE DORE
BV

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[R5 A—H—]
sec ;. <10-600>

TEHRRF T (7))
[WIEIRRE]
snmp-server startup-trap-delay 10
[AFTE—F]
sa—svar 74— a s E— R
[

VAT LAEEIRFIC, SNMP A A vE—Y (FT7 v ) ZFET D E CORERZRET 5,

VAT MBI, RS NEGE T D F TICAER S Lz SNMP A A v — Ui, SRR IEE SN D,
no B THEAT LI AIE, REZTHIRT 2,

[/—}]

FEEIER OFHAIBALG, & TIX, AFor Bl aniz2 A4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[EXEH]
VAT LAEEIRFIZ . SNMP B A v —T AR5 T D F TORERFZ2 30 RICRET 5,

SWX232x (config) #snmp-server startup-trap-delay 30

4133 EETHBHAA v E—TVF A TORE
]

snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap
85 A —5—]
trap_type N7y T ORE
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BRIEME i
coldstart IR OFF/ON, 7 7 — AU =7 FHiE
warmstart reload 2 REATHY
linkdown NS E A
linkup Voo T v 7k
authentication ORISR
temperature T A T R bR
fan FAN 55 28{k,FAN {5 1L IF
12ms L2MS D= — = v MR /e
errdisable ErrorDisable #f [/ fif R IRE
rmon RMON A > kST
termmonitor Uit A AL Jen Iy
bridge iﬂ:yfyUHWHFﬁm/FﬁHVH

pAd
powerethernet PoE JRAEBZEAL., /" B o HH Py
loopdetect Jb— 7Kg ARV R
all TARTORT ‘y'f@iﬁo 27 A 7 BT,
LR RToO T v FREENREIND,
[FIHR E]
no snmp-server enable trap
[AJ1E— K]
Jua—\)arz7 4 b—vasE— R
B

EETDH N T v TommEA T EEET 5,

no IR THEITLICHAIE. bT v T2 EMICT 5,

[/—F]

powerethernet X, PoE #5FExf L€ T /L TOAIEE A HE,

[RXEHI]
coldstart b7 v 7B/ T 5,

SWX232x (config) #snmp-server enable trap coldstart

Ty T BN D,

SWX232x (config) #no snmp-server enable trap

4134 VAT LAV E T FNOBRE

[F=

snmp-server contact contact
no snmp-server contact

(/%5 A —5—]

contact VAT AU E T N LUTRENT DAFRQRSS SUFLIN)

[N E]

no snmp-server contact
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[AF1E—F]
rua—)arz 4 L—va R
[FHA)
MIB % %% sysContact Z iR E T D,
sysContact [T —fIZ, FHHFT OARTOEE L EZ LA L TBLEHTH D,
no G THEAT LI E L, REZHIRT 2,
[ E ]
VAT LAY k% swx_admin@sample.com [ZEXET D,

SWX232x (config) #snmp-server contact swx admin@sample.com

4135 VATl —a vV DOBRE

[F=

snmp-server location /ocation

no snmp-server location
[/XF A—F—]
location VAT Au—va b LTS D455 SUFLIN)

[FIAER E]

no snmp-server location

[AJTE— K]

sa—nNarz 4l —yasE'w— R

[

MIB Z#%% sysLocation % 7% E 3 5,

sysLocation |3 —#%HIIZ, HERORELTTZ LA L TBEHTH S,
no JEATIAT L7213, REZHIFRT 5,

[ EH]

VAT Lnr— = 2% MainOffice-1F IZFET D,

SWX232x (config) #snmp-server location MainOffice-1F

413.6 SNMP 2 =2 =F 4 —DHTE

[EF2

snmp-server community community ro_rw
no snmp-server community community

[/3F A—&—]
community DA a=T 4 —432 LFUN)

WEAS, " EIT T THEATW & X, WEwD ", " ESCFRICE £
ro_rw T AR

REE Bk

10 P L EE

rw FEIAL AR
[WIERRE]
7L
[AJIE—F]

Jua—m\)arz4 g b—varE— R
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[FHA]

SNMP 22X 2 =7 4 —%&&ET D,

Bk CTEDLaIa=T 4 —ORRET 16 THD,

no R TIAT LI GA. HBEaI2=7 4 —%HIBRT %,
[ EH]

A LEEHAD a2 I 2 =7 ¢ —4 public R ET D,

SWX232x (config) #snmp-server community public ro

public 2 X = =7 4 —%HIRT 5,

SWX232x (config) #no snmp-server community public

4.13.7SNMP B = —D/RE

EEN
snmp-server view view oid type
no snmp-server view view

[/3F A—4&—]
view D B a2 —4((32 XLTFELN)
oid : MIBAZ7 Y =7 ID
type AL
BREME B!
include BELEAT7 Y= b ID ZEHARICT D
exclude FBELE-AT Y27 b ID Z2EHEANR50R
N5
[F1EAER E]
L
[AJ1E— K]
Ja—r)arz 4 —y g rE'—NR
[FRHA]

SNMP MIB ¥ = — % ET 5,

MIB B 2—&i3, 77 RAELZHTTIERICEETOIMIB A7V 27 FOEASTH D,

BKELTEX A MIB Ea—0FEKRKKIT 16 THhD,

0id /X7 A—H—L type )XT A —H—DIT, FFEDA TP =7 NID LD MIB 7V U —2EHx% 45,/ L
RN L EBWT D, 0id NT A—H—L type NTA—H—DfE 1 OO R —L LT, £4DMIB B 2—I|C
HLTEEOZ P —2fBETHILENTE, TORKREILS TH D,

O N —ZEE LRI, FREFNVEELEA 7Y 2 M ID OF TEAEGERICH DL HDIF. LV FAORE
JEETIELEAT V=7 FIDICHIET % ppe /85 A—2 —BEESND,

n X TCa~vy FEETLESEASIE. MIB B2 —%28lRd+5, =2 M —HEZOHIRIZTE 7220,

(% EH]

internet / — F(1.3.6.)EL F A& T most B2 —ZRET D,

SWX232x (config) #snmp-server view most 1.3.6.1 include

mib-2 / — F(1.3.6.1.2.1)LL F Z %7 standard B = —Z & ET D,

SWX232x (config) #snmp-server view standard 1.3.6.1.2.1 include
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4.13.8 SNMP 7 NV —7DFRE
[EF=R]

snmp-server group group seclevel read read_view [write write_view)

snmp-server group group seclevel write write view [read read view)
no snmp-server group group

[F—TV—F]
read ORI N—TIIHET D — = FE A L ATREZR MIB B 2 — & 1RE T 5
write DRI N—TICET 22— RN EEIALFIRE/R MIB B 2 — % 18ET 5
[/XT7 A =5 —]
group DT V—T 432 SCFEL)
seclevel DRI N—=T IR T D=l ko bndtEXa VT 4 — L
REME B
noauth FORE7e L - W55k 72 L(noAuthNoPriv)
auth PaEd ) « W5k 72 L (authNoPriv)
priv FRED Y+ B 5k & U (authPriv)
read_view DR N—=TIIFTR T S =P =0 G L ATREZR MIB £ = — DA (32 ST L)
write_view DRI N—FIITET D 2 — PR EEIALAEEZ: MIB B = —D4FI(32 LFLN)
[FIEIERE]
L
[AJIE— F]
ra—R)ary 74— g F— R
[RiAA]

22— =T N—TEHRET D,

ZOATY R TRESND MIB E2—IlHENRVMIB A7 Y=/ b~DT 7 A TEIESND,
MIB t = —[J snmp-server view =~ > NI L > TERIND,

AT ) —HiT 16 TH D,

no B Ca~vy REFITLESLGAIR. BEZ VT OREZHIRT 5,

[BXEH]

2—H—7 L —7" admins Z1ERL L. admins Z /L —7ZTET D2 —% — I most B2 —~DTNVT 7L ARG 2
60

SWX232x (config) #snmp-server group admins priv read most write most

2 —HP— TN —7 users ZVERL L. users 7 /V— 7 D@4 5 2 —H —[|L standard B = —~Di A H LT 7 & AR 5
2B,

SWX232x (config) #snmp-server group users auth read standard

4.13.9 SNMP = — ¥ —DFRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

NoO SNMp-Server user user
[F—U— K]

auth CORRRET VY RLAERET D
priv MR LT VT Y XLAEHRET D
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[78T7 A —=F—]
user Do — =432 CFELN)

S, " EE T THEEATW & Wmo " IETRICE ERun
group DT 4(32 SUFLA)

mieAS . " E IR THER TV L & WO " " IESCFERICE Enn
auth O FEET VT Y XL

RIEME B!

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DORRRENA T — R SUFRL B, 32 STFLI)

MY, " EIT T THENATW S X WEEO ", " ESCFRICE £
priv N R = W

REME S EH

des DES-CBC

aes AES128-CFB
priv_pass DORFRENA T — R CFRL B, 32 SCFEIA)

MG, " EIT T THEATW & X, s ", " ESCFRICE £
[WIHIRRE]
L
[AJ1E— K]
sra—\)varZ 4 S b—arEw— R
(@]

=Y —%RET D,

ARKa< ROZ)V—T7413 snmp-server group 2~ R CTEFRLIZAREZIEL, ZV—7RECTHELI-EX 2
T A — LS LT, BENRORGELE R S THEAT L7V XL ERRAT— REFRET D,

B, BAEEATO T BLDRZITO T EIXTE R,

R P =T 16 TH D,

FRRERCIE AL DA, 7T Y AAB LU RY — Rid, ®fL725 SNMP v 32— v —fllo 22— —FE & —E

SETBILERDH D,
no JERATa~r RE&FTLELEIR, fE2—P—DOREZHIRT 2,
B!

a—H—& L Cadminl Z1ELT D, FTRZ V—7ORELFIR I NV—TTEDONIZEX 2V T 4 —L-ULIZE
¥ T, AL - R L T % 7 1 b L(SHA, AES) & 7R 2 U — R(passwd1234) 8 ET 5.,

SWX232x (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

2 —H—L U Tuserl ZEkT 2, FTBINV—7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZAED
BT, BFE - BEBALTHEMT D7 1 b a2/ (SHA) & /S AT — R(passwd5678) & & ET 5,

SWX232x (config) #snmp-server user userl users auth sha passwd5678

4.13.10 SNMP YV —R—~T IR TEBR7 54T +FOIP 7 KL IR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
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[F—TU—F]
community D Ala=T 4 —%EETD
[/XT A —=F—]
action T RASCR T AEMEETRET D
REME S
permit ES o ] R s
info DT D IRETE IPVA/IPVE T R L AE R AR ET D
REE Bk
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 FMbit)ft & D IPvd 7 K
A.B.CDM L A(AB.CD)Z T %
XX X:X IPv6 7 R L AX:X:X:X) &4 ET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XX:XXM VAKX XX X)EHRET D
any T _TO IPV4/IPv6 7 KL AZIRET 5
community oA o =T 0 —4((32 LFELN)
T eAFRMEEAT a2 =T 4 —
A2 =T 4 —DOREEBAK LTS, 77 BAFMFTTRTOII2=7 ¢ —IZX L il
Hans
MSGEAS, "EITTHENA TV & E ) mEGo", "IESCFRICE ke,
(IR E]
7L
[AJ1E— K]
Ja—)aryz 4 l—y g rEw—NR
[

SNMP $—N—=~DT 7B A% TDHT T4 7 MK % IPv4/IPv6 7 R L A THIRT %,
AKa<wy NIRRKRZUEEFTRENPARETH Y, LBITRESNTLOPEE L THEHAIND,
Kavy FERE LSS, B8 LIEREEMTE S RWT 78 23T X TG T 5,
7L, Kavy REREL TOWRWESIE, TXTO7 78R EFT5,

no A TIAT LA, € LIEREZHIRT 5,

no /3. T community Z &g L7256, $657E L7 info DT X TOREZHIFRT 2,

no R TTRTONRT A—=F—ZHMELI256E. TXTOREXHIRT D,

[/—}]

Ko< RTOT 7 AZADHKIRIL. SNMPv]l, SNMPv2c DT 7 & AD i &5,
SNMPV3 O 7 7 ¥ ZZI3J@H S,

[ EH]

SNMP #—/R—=~D7T 7 & 2% 192.168.100.0/24 D& 7 A " IvHDBFFA[T 5,

SWX232x (config) #snmp-server access permit 192.168.100.0/24

23 2=7 4 —4'public' T7 7 & ARRE/R AR A N % 192.168.100.0/24 DT, 2 2 = =T 4 —4'private’ T7 7 & A A]
BEZRR A % 192.168.100.12 D AITHIFRET 5,

SWX232x (config) #snmp-server access permit 192.168.100.0/24 community public
SWX232x (config) #snmp-server access permit 192.168.100.12 community private
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4.13.11 SNMP =2 X = =5 4 —DERDOETR

[EF=]
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLFA]

SNMP = X = =7  —DIFRZFRT 5,

Al a=T 4%, TIVEAE—REERTD,
[BXE )

SNMP = X = =7  — DIz £ T %,
SWX232x#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.13.12 SNMP ¥ =2 — DR/ ENEDFHT
[EX]
show snmp view
[ASTE— R
FEHFHE EXEC £— K, 4%#HE EXEC £— F
B
SNMP b = — DR ENETETRRT D,
Ba—%, A7 V=7 NID, 44 TEERTH,
[ EH]
SNMP t = — DO ENEE T RT D,

SWX232x#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.13.13 SNMP 7 V— 7 DHENBEDFH R

[EF=
show snmp group
[AJ1E— F]
FEHEHE EXEC £ — N, ke EXEC £— R
(B8]

SNMP 7' V—T7 DR ENKEFRT D,

TN—T%, X2V 74—~ b, GiAAAHAE 2—, EXALAC 2 —2EKRT B,
[B% &R

SNMP 7 —TF DOFHENE & ERT D,

SWX232x#show snmp group
SNMP Group information
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Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.13.14 SNMP 2 —H¥F —DRENBE DR

[EF2
show snmp user
[ASTE—F]
FEHEME EXEC & — N, ke EXEC £— R

B
SNMP = —W—DHENE & L RT D,
=P ID, a—Y—4&, iRt 500 —74%4, RirhR, ek iRXE2FRT 5,

(% EH]
SNMP 2 —HW—DRENETEFTRT D,

SWX232x#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaecb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.14 RMON
4.14.1 RMON BREDFRE
[ER]
rmon switch
no rmon
[SF A—F—]
switch : RMON #&REDE
R EM A
enable RMON #gEZ G2 T 5
disable RMON #§RE A HELNIZ T 5
[FIEIRRXE]
rmon enable
[AJIE— F]
Ja—\)nary7 4L — g rET— R
[RiAA]

VAT AE{RDO RMON #EEDEHEZ R ET D,
no JE K CTHEAT L= A ITHIMRR EIC R 5.
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[/—}]

Aa<r R TCUAT LALRO RMON BEREN IR & LT=54A. LA FO RMON 7 1V —7 OEWENEL L 72 5,

« A—Hxy MEEHERIV—T

. BREIN—T

s TI—LITN—

s ARV ENTN—T

Ao Rif, 774 ~X— bk MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & W Ci%ET 5 Z & M AlHE,

[3% 2 5]

RMON H8EZ AT 5,

SWX232x (config) #rmon enable
RMON HERE & B0 4 5,
SWX232x (config) #rmon disable
4.14.2 RMON 1 —# X v MEEHMER I V— T ORGE
EEN|

rmon statistics index [owner owner]

no rmon statistics index

[T A —5F—]
index 1 <1-65535>
A —H % MEFHEHR T V—T DA T 7 A(etherStatsIndex)
owner s A=Yy MEEHE#R 2 V— T O A — ) —4 (etherStatsOwner)
127 U7 LI
(B L7254 : RMON_SNMP)
(WX E]
mL
[ASE— K]
A =Tz —AFE—NK
B

RGA B —T7 2 — AT, RMON O A —H 3w NEFHER I NV — T OREEZH/NNCT 5,

ARawy RERE LSHA, HeHESROIENTTHIL, RMON MIB O etherStatsTable 2NUfF CT& 5 X 512725,
Fl—A H—T7 2—RZXT D, Ka~<wr FOREED ERIXZS THD,

no IR TFEAT LI EIE, BE L WUE LI-HEHER A HIFRT 2.

[/ —}]

RMON HRETA — 1w MEGHEBRZ L — 7 OREL AT 272DI2IE, Ra~vy FITMA T, Y AT LAREKT
& RMON BEREZ AN T 2 MENH 5,

Aavr e EEXLESA, ZNE CIELERFESREZHIBR L O 2 C, HENELRAT S,

VAT LARRD RMON BEREA NI L7356, HaHEMOWENR IS D, TD#%, ¥ A7 LA4{KD RMON #
RBEANC LA, ZHVE CIE LaREHERZAIBR L7 5 2 C., BENELZFIAET 5,

[ EHI]

portl.]1 TRMON DA —H %> MEFHER I NV —T DORELZ AT D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #rmon statistics 1

4.14.3 RMON BRE T N — T DFRTE
EE

rmon history index [buckets buckets] [interval interval] [owner owner]
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no rmon history index

[T A—F—]
index 1 <l -65535>

JEIE 7 v—"T"DA T w2 A(historyControllndex)
buckets 1 <l -65535>

J@IRE 7 — 7 D Jg FE LR R4 (historyControlBucketsRequested)
(B L7=554 1 50)
interval 1 <1-3600>
J&RE 7 N— 7 D JE LR MR (FD) (history ControlInterval)
(B L7=555 : 1800)

owner © BT N—T" DA —F—% (historyControlOwner)
127 3T LI
(B L7354 : RMON_SNMP)
[FIHR E]
7L
[AJ1E— K]
A F =T 2—AF— N
B
xXtGiA v B —7 = — AT, RMON DBV )V—T DR E & HIMNZT %,
Ao~y RERELEZSA. RMON MIB @ historyControlTable 28HUfS C& 5 L 91272 %, Ao~ RRE#R, RTE

L7-RME T, JBIEIEHROINELTTHIL, RMON MIB @ etherHistoryTable 23if3 CT& % X 512725,
Fl—A =7 2—XT D, Ka~vy FOREHRD LIRIZ 8 TH S,

no I THAT LI E IR, BE L WUE LI BIEIE R A HIFRT 2.

[/—}]

RMON H#RE CRBRE 7 NV — 7 OREEZ AT 72D, KRa~ 2 FITA T, A7 ALK TH RMON ez f
N DTN D 5,

AKavy Fe EEEZLESAG, SNECIUELERBEERAZHIR L O 2T, HENELHRGT D,

VAT LAED RMON BERE A HELNIZ L7256, RIEHHMOINE R P sh D, TDO%, ¥ A7 L4{K?D RMON ##
REA AN LIS E . ZHvE CIE LTCBREERAHIBR L2 9 2 C, MENELZHIET 2,

[BREH]

portl.1 CRMON DJERET N—T DR EE AT 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #rmon history 1

£

e

4.144 RMON A Xy N T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index
[T A—F—]
index 1 <1-65535>
ARV NI N—T DA T v 7 A(eventIndex)

type o A MR (eventType)
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BRIEME i

log =7 A=Y & S )

trap SNMP k7 v 7% &(E

log-trap 2 Z\ZFEk L. SNMP T v T & E(E
community : 33 2 =7 1 —%(eventCommunity)

127 3T LI

type I3 "trap" F 721X "log-trap" D L FFEETZ 5
description : A X2 kO (eventDescription)

127 3L

(G L7235 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)

127 3CF-LA
(B L7=354 : RMON_SNMP)

(AR RE]
L

[AS1E— K]

Ja—n_"pyar 74— g T — R

[FAA]

RMON O A R T NV—TDREEAIT D,

Ka<wy REFE L7Z8%E. RMON MIB O eventTable NG CTE 2 L 9127 d, Ka~vy ROA Xy T L—TD
FXEIL. rmon alarm =~ R CEHAT 5,

no B TIAT L7255 A 13, REMEEZHIRT 5,

[/—}]

RMON BERECTA X2 R I NA—T OREEFNCT H-0ICiE, Aa~r RIZMAZ T, Y A7 LA2KTH RMON BEE
EHINCT HUERD D,

RMON @ SNMP | 7 v 7% %(ET 5846, SNMP O b7 v TEEORENMTONLTWDLEND D,

[BREH]

SNMP k7 v 7 DOFEEEIT>THhHEH, RMON DA X2 NI N—TDOREEFINT D, A2 MERIL "log-trap",
FT7 T Daa=7 4413 lpublic] &5,

SWX232x (config) #snmp-server host 192.168.100.3 traps version 2c public
SWX232x (config) #snmp-server enable trap rmon
SWX232x (config) #rmon event 1 log-trap public

4145 RMON 7 7 — AT V—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
[T A—5—]
index 1 <1-65535>
T T =T IN—T DA T v 7 A(alarmIndex)
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variable o BRI MIB 472 = 7 | (alarm Variable)
interval o <1-2147483647>

W7V TR (DY) (alarmInterval)

type o Y7V v JfER(alarmSampleType)
RIEME B!
AERHEIC XD, B 7 e L&A
absolute T 5
delta FRHELS K D ik, st o 7 VAl & il
YT MMEOEE LEVE L T 2

(B L7236 : absolute)
rising threshold . <1-2147483647>

EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T — LD EMOPETHEMT H L Z\ ME((alarmStartupAlarm)
REME B
1 R U & VME D 28 9 5 (risingAlarm)
2 TR L & WME D 2 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner L T T — AT N—T DA —F—% (alarmOwner)
127 3L
(B L7354 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— 1]
rsa—)ar 7 40— g F— R
B

RMON D7 7 — LT N—TDREEANT 5,

variable \Z1%, RMON O 7 7 — A7 V—TOERMRMIB A7 V=7 NEFRET D, variable 1.
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1)O MIB A7 ¥ =27 hDH b, A7 U ZHMEFFOMIB 47 ¥ =7 b OAFEEAHE,
LR D 3 SOIEATHRIED 7l hE,

+ etherStatsEntry.X.Y

* (etherStatsEntry @ OID 4).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

i 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. ) Z X ET 255, LLFOWTHOEAT L EFH

[y
<)
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A B!
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold 721X, falling threshold D X H 6O B Z i ET DR A ATRE, ZO%HE, RENAMINT
WHRT A=ZIZIE, LUFOERRESN D,
s rising threshold D FfE ]
 falling threshold : rising threshold & 7] U{E
s falling event index : rising event index & i) UfH
o startup : 1(ER L 2 WEO LT 5)
s falling threshold M #ff [f]

s rising threshold : falling threshold & 7] U{E
* rising event index : falling event index & 7] UfH
o startup : 2( PR L ZWMEO LT %)
Kaw v RaEHE L72%4E, RMON MIB O alarmTable 2V Hif3 T& 5 X 91272 5,
no JTETHFAT L2 GA 13, REMAZHIFRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEXFINCT H720I121E, Ka~y FITMz T, ¥ A7 A2fKTH RMON HiE
EENT DUERD D,
variable \Z¥8ET D MIB A7V =2 M, A —FFy MEEHERZ AV —TDOMIB A7V =2 b ThDH, MROA
T I AR =Xy MEEHEBRZ VLV — T WER SN T RWEE, Kavxy NI —Ek 5.

A —H % v MREHER Z /L — 71X, rmon statistics =~ > NIZTIERATHE, RKa~r R THEAL TS A — %y b
HEHER 7 N —TBHIBR SN ZGE. Aa<r RLEIBRENS,

AR IDA T 7 ZE rmonevent 2V N CRE LA VT v 7 A&fET D, Aa~v FCHEHALTHD
AR N NA=TREIBRESNIZGE. Aavr RLHIBRESN D,

rising_threshold O U X\ MHEIL, falling threshold D L 2 \MELL_ EOE T/RITNIXAR 5720,

AKavo Re EEEZLESEG, ZhETOV TV 7T —2Z2HIBR LIS 2T, BEY 7Y 72T 5,
VAT LAKO RMON #ieZ B9 L= 6, o7 ) v 7 nvthilfiansg, 2ok, v A7 A2k RMON e
EHRHMNCLIESA, IRNETOV TV 7T —2%HIBR LTI 2T, BEY LTV 7 E2RET 5,

[ E 5]

UTDOEET, RMON OF T — L7 —TFDREZHNT 5,

o BEEURSGHR MIB 47 2= 7 M. etherStatsPkts. 1,

o U7V TRIRIZ, 180 Fb,

o YTV TRERNE, delta,

o EBRUEVWMEIX 3000, EFRLEWMEZEZ ER-72E & DA X2 M,

o TRRUZVMEIZ 2000, FRLEWEZ FEIS/ZEEOA X MEL,

SWX232x (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.14.6 RMON #REDIRFEFR
E&

show rmon
[AJTE— K]
JEHME EXEC £ — K., %74 EXEC ©=— F
BN
RMON HEHE DR ECIRRE R KT B,
ITOHEBENEREIND,
o VAT ALRD RMON BEEEDRE
« RMON HERED 7 —7 T L OFRIE
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« A—Hxy MEEHEHRINL—T
. BEIN—T
o TTI—LITN—T
s ARV KNI N—T

[ E B

SWX232x>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.14.7 RMON A — %R v MREHEBR 7 L — 7 DIREFER

[EX]
show rmon statistics
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
B
RMON A —H % v MEiHEHR 7 L —7 ORECKREE R RT D,
UFOEANERIND,

s AVUT VIR

o XMBALUH—T z—RA
s input /X7 > b

s output /X7 v K

[FEH)

SWX232x>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.14.8 RMON JEE 7' /L — 7 DIRREFRR

[ER
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
(A
RMON &7 N— T DR ERKREZFR T D,
PUF OB A SRR SN D,
c AT VIR
s WBAVH—T z—R
JEIENS W D PRFFEL
J I A T B
A —F—4
[BAEBI]

SWX232x>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.14.9 RMON A X k 7 )L—FDIREER T

[ER]
show rmon event
[AJ1E— K]
JEHHE EXEC &— R, ## EXEC ©— K
i
RMON A 2 k7 —7 OFGERLRIEE BT %,
LFOEANRKRSND,
AT I A

o A2 MOFHH
o A MR
N7 v 7EGEROa =T 44
A~ b FATHY
F—F—4%

[ EH)

SWX232x>show rmon event
event Index =1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_SNMP

4.14.10 RMON 7 7 — A7 )L— 7 OIREER R
EEy

show rmon alarm
[AJT1E— K]
FEHEHE EXEC £ — N, HkE EXEC £— R
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[FiAA]
RMON 7 7 — A7 NV —T7 DR ERIREE KR T 5,
UTOHEANERSND,

« AVUT VIR

s T T —LDIREE

o BB MIB A7 Y b
o HUTU TG

« BT TR

o HEfE

o EFRRL Z VA

« ERLEWEDA R K
o FIRL VUM

o FERLEVWEDA R b
o BAMGT 7 — A

« F—TF—4%

[F% 2]
SWX232x>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.14.11 RMON A —¥ R v MEEHEBINV—TDOh o %—D 7 )T

[EFR]
rmon clear counters
[AS1E— K]
A H—T 2 —AF— R
B
MRA L —T =2—AD, RMON A —H Ry MNEiHEM I N—TDh 2 —2 27 VT T 5,
[BEH
portl.1 @ RMON O A —H x>y MRFHER I N—T DI 2 —% 7 V74 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #rmon clear counters

4.15 sFlow

4.15.1 sFlow #$RE DR E

[EFR]

sflow switch
no sflow

[/3F A —&—]
switch . sFlow H&REDENE



aw s RU 77 LU A [{RST - EAREGE | 85

BRIEME i
enable sFlow #RE 2 AN T D
disable sFlow #§RE & 2N 3 2
[WIEIRRE]
sflow disable
[AJ1E— F]
Jrua—m\varz 4 b—va e —R
B

sFlow H§BEDEMEAZ R E T D,

no TERTEAT LTS ITWIIER EIZR 5,
[BXEHI]

sFlow #§8E&2 BT 5,

SWX232x (config) #sflow enable

4.15.2 sFlow =— = > N DFRE
BN

sflow agent address

no sflow agent

[T A—F—]
address : AB.CD

IPvd 7 RL R

X: XXX

IPv6 7 K LA
(R
L
[AF1E—F]
Ja—)arz 47 —g rET— R
[FAA]

A==

sFlow =T— = FDOIP T RLAEZHRET 5,

Ko< RTHRELEZIP T RL A& sFlow 5 —# 77 LD sFlow ~y ¥ =i &h 2,
no R CEIT LIS IR EICRE S,

[/ —F]

AR TKEREINE NS, IPv6 7 R L RITFEETX 720,

(B2 EHI]

sFlow T— x> FOIP 7 L A% 1192.168.100.240] (TR ET 5,

SWX232x (config) #sflow agent 192.168.100.240

£

Ko

4153 sFlow =L 7 X —®D
BN

sflow collector address [port]

no sflow collector
[/XF A—&F—]
address . AB.CD
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IPv4 7 R L %
X XXX
IPv6 7 R L %
port : <1-65535>
sFlow =1 L 7 % —®%i4E UDP K— h &5
WIEME L, 6343

(IR E]

L

[AJTE— K]

Ja—\)ary7 41— — R

[FREA]

sFlow 2 L7 X4 —0D 1P 7 KL A L% UDP " — hE S EHRTET D,
no FER CHEIT LB TR EIZRE 5,

[/ —F]

A K THEREINE NI E . IPve 7 KL AT ETE 720y,
[BXEHI]

sFlow 2L 27 % —® P 7 RL 2% [192.168.100.240] IZET 5,

SWX232x (config) #sflow collector 192.168.100.240

4.15.4 sFlow 57— % 75 LADF RV A ZADRE

E&

sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/NT A—F—]
size 1 <512-1452>(3A1 1)

(AR E

sflow collector max-datagram-size 1400

[AJIE— K]

Jua—nm"narz4 s b—varsE —NF

B

sFlow =— = k226 sFlow 2 L7 X —CEESND T —F 77 LDOFRKIA XEFHET 5,
no B CTHEIT LB AR EICR 5,

[BXRE )

sFlow 7 —% 7' 5O KV A X% 1000 /XA MMIEET 5,

SWX232x (config)#sflow collector max-datagram-size 1000

4155 X7y v7u—H oY o TV T T L— NORE

[EA
sflow sampling-rate rate
no sflow sampling-rate

[R5 A—%—]
rate : <256 - 1000000000>
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[FIHIRR E]

L

[AJ1E— K]

Ao H =T 22— AF— K

[RiAA]

KGR — M T \Aﬁ/h7m~%/7)/&%ﬁ5W® YTV T L— NEERET D,
ARKa~v s RRRESIVTORWGAIX, N7y h7a—H 7Y o 3Tz,

LAN/SFP 7R— MZ7Z1T 7 ET%

no FER . CHEIT LB TR EICRE 5,

[RXEH]

WKy h7a—Hr 7)o oYy 7FY 7 Lb— % 10000 IZHRET 5,

SWX232x (config-if) #sflow sampling-rate 10000

415.6 X7y v 7u—H I N U TDA—Y Ry F T L —LADHFER~NY X —H A4 AORE
B

sflow max-header-size size

no sflow max-header-size
[/NT A—F—]
size D<14-256>(3 1)

[FIH1ER 2]

sflow max-header-size 128

[AFTE— F]

A H—T 2 —AE— R

B

RGER—NMZT, Xy h7a—H TV TETIED, TV 7354 =Ry N7 L—L2D~y X —
A RO KRB EFHRET D,

no JER . CHEAT LB S ITWIIR EIZRE 5,

LAN/SFP iR — NI 72T 3% € T HE,

[ EH]

Ny hTua—H% Y T ORRSy X =Y A X 100 IZRET D,

SWX232x (config-if) #sflow max-header-size 100

4157 L E—Y Y T OR—Y U IRIROERE
[ER]

sflow polling-interval interval

no sflow polling-interval

[/NT A —=HF—]

interval 1 <1 -86400>(F))
(WX E]

mL

[AS1E—F]

A H =Tz —AE—K

[REFA]

SBR—PMIT, BT EZ—F TV T HITHIED, "=V v THRERET S,
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Kavwy RRRESNTOWRWESIE, AU 2= 070 U 73 Thhien,
LAN/SFP 7R — MZ 72T 5% E Al e,
no R CELT LA ITVHIHREIZR S,
Bl
NGB =TT OR=Y TR E 100 B IR ET D,

SWX232x (config-if)#sflow polling-interval 100

4.15.8 sFlow DIRFED R R

[ER]
show sflow
[ASTE— F]
FEHFHE EXEC E— I, #3HE EXEC £— N
[FA]
sFlow DIREEA KR T D,
[BREH]
sFlow DIRFEERFIRT 5,

SWX232x#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : O

4.15.9 sFlow DOV 7V v FIEHDER

[ER]
show sflow sampling [ifname]
[T A—F—]
ifname : LAN/SFP R— hDA v X —T = — A%,
FRTHA L H—T 2 —A
[AJ1E— K]
FERFME EXEC £ — K, 5t EXEC E— K
[FAA]

ifname THRE LTz A v X —7 = —AD sFlow DY > 7V » FIEREFRT D,

ifname ZBME LT2GE X, BTCOA 2 F—7 = —ADERERRT D,

[/—}]

AH  THERENAID L &, ALV TIERNWA U NR—A, v F TR~ RFFATTE 20
2By THERENAZND & & A A AU AN—TRFRIZFEI S 7220,

[ EH]

sFlow O > 7Y o JiE#R &2 FKoRT 5,

SWX232x#show sflow sampling
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sFlow sampling information:

Interface portl.1l:
Packet-Flow-Samping:
Samping count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Samping:
Samping count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Samping:
Samping count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Samping:
(NOT SET)

4.16 TELNET % —/3—

4.16.1 TELNET YV — \—DEEBEB LU= KR — " EFDOER
Ey

telnet-server enable [port]

telnet-server disable
no telnet-server

[F—U— K]
enable : TELNET %—_—%HHZT 2
disable : TELNET % ——% M523 %
[/%F A—&—]
port : <1-65535>
TELNET % ——D U A= 7K — &5 (AW L725E @ 23)
[(WIHIRRE]
telnet-server disable
[AJIE—F]
Ja—N")nary74JL—g F— R
(@]

TELNET Y—_—%2FhcT 5, £72, VA=V 7 TCP R— "EBEZBETHZENTE D,
no JTER CHAT L2813 hic 3 %,

B!

U A= 7 iR— & 5% 1234512 L C TELNET H— "—Z 84 5,

SWX232x (config) #telnet-server enable 12345

4.16.2 TELNET ¥ — — DR EIREDOFER
[EX]
show telnet-server
[ASTE— K]
et EXEC B— N
B
TELNET 4 — R_—DRERMN 2 FRT D, LTFTOHANRFRIND,
»  TELNET ¥ —/N—#8E DA %h/ M%)
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e YRV I R—INOES
o TELNET %—_—~DT7 7 A% T5H VLAN A LV X —7 = — A
¢ TELNET %—R—~D7 7 v RA&ZHIBT 57 4 /L2 —
(B EH]
TELNET H— _— DB ERMNE FRT 5,

SWX232x#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

4.16.3 TELNET —R—~T7 7 A TXBHR A NDOERTE

E&

telnet-server interface inferface
no telnet-server interface interface

[T A—F—]
interface : VLAN A V' #— T = — R4,

[P E]

L

[ASTE— R

Ja—\ a4l L— g rEF— KR

[FAA]

TELNET Y—/N—~D7 7 RA%&FFAT5H VLAN A VX —T = — AERET D,
no R TEITLIEEAIT, BE LA v A —T =2 — 2 &R 2,

RKa<wy FidgKR8MHETHETE, RELLIAICEHT 5,

Ko<y REFRELTOHRWESIEL, R VLAN OART 7B ATE 5,
[/—F]

telnet-server enable 235X E SN TWAR WA, Ko< NIZHEEEL 220,
Bal]

VLAN #1, VLAN #2 [Z8:5t L TV DR A R x5 O TELNET Y —/"—~D 7T 7 ¥ A &34 5,

SWX232x (config) #telnet-server interface vlanl
SWX232x (config) #telnet-server interface vlan2

4164 TELNET V—_X—~T 7B RATEXBH7 74T rDIP 7 FL RH|R

[EX]

telnet-server access action info
no telnet-server access [action info)

[NT A —F—]
action T BASRMCH T 2 EMEREET D
REM A
deny P S U Sl SR )
permit S L T R

info DS ML T D EIETC IPVA/IPYVE T R L AR ERET D,
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REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
TRy b A7 RMbiffE D IPvd 7 R
A.B.C.DM L A(AB.CD)&ZIRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFT1E— ]
Jya—m\)arz 47—y arE— R
[

TELNET H—/"—~D7 7 B A ZFRT5H7 747 MK % IPv4/IPv6 7 R L A THIRT 5,
AKa<wy NIRRKSHETREN AR THY, RIIRESNTZHONELR L THEA SN D,
Kavy FERELESGS. B8 LIEREEMTZ S R0WT 78 233X TG T 5,

2L, Kavy REREL THWRWESIE, T XTO7 78 RX&2FFT 5,

no LA TIAT L7 A . € LIEREZHIRT 5,

no FECRT A =X — AW LTI-56. TXTOHRELHIRT S,

[/ — 1]

telnet-server enable 3% E SNV TWAR WSS, Ko< RITHEE LRV,

[ EH]

192.168.1.1 & 192.168.10.0/24 O 7" A > k5 @D TELNET H—/"—=~DT 7 ¥ AD I &[T 5,

SWX232x (config) #telnet-server access permit 192.168.1.1
SWX232x (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 X > k2350 TELNET Y —_R—~DT 7 ¥ ZA DL EHEET 5,

SWX232x (config) #telnet-server access deny 192.168.10.0/24
SWX232x (config) #telnet-server access permit any

417 TELNET 7 547 b

4.17.1 TELNET 7 A 7 > b OidH)

[EX
telnet Kost [port]
[73T7 A —=HF—]
host D UE—FARA ML, 720X, IPv 7 R A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 Uo7 ma—VT RURERET 25HE1L, EHA v ¥ —T7 = —ALRETHLER S
% (fe80:X%vlanN D)

port ;. <1-65535>

A 2R — hET (BMELIZES - 23)
(R E]
L

[AJTE— K]
et EXEC B— R
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B
FEE L7-AR A b~ TELNET TH#kiT 5,
(% EH]

IPv4d 7 R L % 192.168.100.1 DA A ~MZ, A— &S 12345 T TELNET #5515,
SWX232x#telnet 192.168.100.1 12345

IPv6 7 K L A fe80::2a0:deff:fel1:2233 D7 A MMZ, "— h& 5 12345 C TELNET #5795,
SWX232x#telnet feB80::2a0:deff:fell:2233%vlanl 12345

4172 TELNET 7 54 7 s ODFL

[EX]
telnet-client switch
no telnet-client

[/35 A—5—]
switch : TELNET 27 74 7 > MEBFINZT D80
REME WA
enable AT D
disable HENZT D
[WIEIRRE]
telnet-client disable
[AT1E— F]
ra—\)varyZ 47—y aryE—FR
[FBA

TELNET 7 A4 7> h& LTtelnet 2~ REFEHTX 5L 91T 5,
no B TEIT LTI HAIX TELNET 27 54 7 > i+ 5,
Batil]

TELNET 7 94 7 v AT 5,

SWX232x (config) #telnet-client enable

4.18 TFTP ¥ —/N—

4.18.1 TFTP y— "—DEBB L OZ R — FBFFDOER

E&y
tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable © TFTP —_—%2FNT 5
disable : TFTP —_—% 9T 5
[/XT A —HF—]
port : <1-65535>
TFTP H—"—D U A= VR — b &S (I LI-5E : 69)
[HIHIRRE]
tftp-server disable
[AJ3E— F]

Ja—x\)ary7 4L —v g E— KR
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B
TFTP % — "—%FNT 5, £, VA=V T AHR— NEEERETDHI LR TE S,
no FERCIAT L7 55A 1% TFTP — N— % H2hio 3 5,
[BREH]
U A= 7 R— h&E5% 123452 LT TETP —— % j1L@#h7 5,
SWX232x (config) #tftp-server enable 12345

4.18.2 TFTP Y — —DFREIREBOER

&3]

show tftp-server
[AFTE—F]
F#kE EXEC £— R
[BLBA]

TFTP Y ——ORERNEZ R TT D, L TFTOHEANERIND,

« TFTP % — —&Re DA %0/ %)

e A= TR—FOEFE

o TFTP %—"—~DT 7 ¥ A%ZFF"[T 5 VLAN f ' Z—7 =— X
[ EH]

TFTP % — — Ok &R E R T 5,

SWX232x#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4183 TFTP Y —R—~T 7 A TEAHF A NORE
(=]

tftp-server interface interface

no tftp-server interface interface
[T A—=HF—]
interface : VLAN A V¥ —7 = — A4

[FIEAER E]

L

[AJTE— K]

Ja—)arz 4 l—y g rE'w—R

[FRHA]

TFTP %= —~DT7 VA% T5H VLAN f VX —T7 = —A&ZHRET D,
no R TEITLIEEAIT, BE LA v A —T =2 — A& HIRT 5,
ARa<wr N K8HHETRETE, RELLIEICEHT 2,

Ko<y REFRELTOHRWEEIL, /5T VLAN OART 7B ATE 5,
[B%E R

VLAN #1., VLAN#2 [ZHHt L CWAR A NSO TETP —R—~D T 7 & A ZFH /T 5,

SWX232x (config) #tftp-server interface vlanl
SWX232x (config) #tftp-server interface vlan2
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4.19 HTTP ¥ —/—

4.19.1 HTTP % — N_—DEEIRB L SR — F B BFDOER

[EA]
http-server enable [port]

http-server disable
no http-server

[F—TU—F]
enable : HTTP ——% [T 2
disable : HTTP Y —"—Z2EHTT D
[73F A —F—]
port : <1-65535>

HTTP #—"—D VU A= 7 R— hES (B LT7-5HEA : 80)
[WIERRE]
http-server disable
[AFTE—F]
sa—\)varZ 4 S L—varE— R
[

HTTP b — =% HNT 5, £/-. VA=V T TCP R— hESEIRETH N TEX 5,
no TE K CTHEAT L= A 1T BRI T 5,

[BREH]

VA=V 7 R— & 5% 8080 |2 L C HTTP ¥ — —% L84 5,

SWX232x (config) #http-server enable 8080

4192 X =27 HTTP 4 —_"—DRHFB L OZfR— N EEOEE

[EFX]
http-server secure enable [port]
http-server secure disable
no http-server secure

[¥F—U—F]
enable © BEFX =7 HTTP ——Z2F T 5
disable D BFX a7 HTTP — =% T 5
[/NT A—F—]
port ;. <1-65535>
TH 27 HTTP —"—D U 2= 7R — hEE (B LI-5HEA : 443)
[ E]
http-server secure disable
[AJTE— F]
sa—s\)var7 47— a s E— R
[BA)

¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,

no JER . TEIT L= 1R ERhZ T 5,

X227 HTTP ' — 2 HZ LIEBE. e bZY 7 b =TI L > TiThn a2, b7 74 v 7 BIZSET
CPU iR E L 725,
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EHFHREBT D012, Xy aRfR—FRLLAN Y vy 7R PHEITHEFT SN D Web R— 22— —T7 2
TATAEILEET HONHFE LV,

[ EH]
VA= 7 R— hE&F% 8080 (2L T =7 HTTP y— —%EHET 5,
SWX232x (config) #http-server secure enable 8080

4.19.3 HTTP Y — _"—DF{ EREDOFH T

E&

show http-server
[AJ1E— ]
FiHE EXEC E— R
(@8]

HTTP ¥ — \— O ERNEFRT D, L TFTOHEANERIND,
o HTTP ¥— N—HEEED A 2/ L)

o HTTP H—N"—D VU RA=2 T HR— FDOEFF

« HTTP H——~DT7 7t A% A[ T2 VLAN f L X —T = — A
o HTTP —R_—~D7 7 v 2%ZHIRTHT7 4 L7 —

s B =7 HTTP % — N—#RE DA 2h/fE%h

s A UHEA LT T MR

(B EH]
HTTP % — — DR ERMNE FRT D,

SWX232x#show http-server

HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4194 HTTP —NR—~T 7 EZATEXBHRRX FNOHRE
[EX]

http-server interface interface

no http-server interface interface
[/3T A —=HF—]
interface : VLAN A & —T = — R4

[ E]

L

[ASTE— K]

Ja—)ary7 41— g T — R

[FRHA]

HTTP $—"—~DT 7 Z AT H VLAN AV F—T = —AZRET D,
R TETLEEASIE. BELIEA v 2 —T =2 — A %IRRT 5,

RKa<wy FidgK8MHETHETE, ZRELLIEIZHEHET 5,

Ka< RERELTWHWRWEASIL, BRSF VLAN OLT 7B ATE 5,

(B EH]

VLAN #1, VLAN#2 1286 L TWADHRA NSO HTTP Y — "= ~D 7T 7 B R &[T 5,

SWX232x (config) #http-server interface vlanl
SWX232x (config) #http-server interface vlan2
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4195 HTTP y—NN—~T I B RATEBRITFA T FDIP T KU AH|R

E&N

http-server access action info

no http-server access [action info]

[T A—F—]

action

info

(IR RE
L
[ASTE—F]

T I ALK T 2EMEERRET D

R EE B
deny FEEES"T 5
permit BN L B )
Mtk &+ B K(E T IPVA/IPVE 7 R L ATEHRERET 5.
REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
P TRy b~ A7 FEMDbiff & D IPvd 7 K
AB.C.DM L A(AB.CD)YZHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 fRET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any FRTD IPVA/IPV6 7 KL AZIRET D

Ja—\)ary7 41— g E— R

[FiAA]

HTTP $—/N—~DT VB RAEFFRIT D7 74T > MK % IPv4/IPv6 7 R L A THIET 5,
Ka<wy NIERRKSHFETHENARRTHY | LBICREINTZHLONELEL THEHIND,
AKavy RERE
722, Ravwry RERELTOWRWESRIT, T XTOT7 278 AZFHAT 5,
no LA THAT LA, faE LIEREZHIRT 5,

no FE CRT A — X — 28 LT-G6. T_XCTORELHIRT 5,

[/—FI]

http-server enable % L < |3 http-server secure enable 7°

[EXEH]

L7=%6.

Bk LT AT S W T 7 AT RTHES T 5,

BRESN TV RWEA, Ao~ RIIRE L7,

192.168.1.1 & 192.168.10.024 D& 7 A R x5O HTTP = "—~D7 7 B AD KR %EFFA[T 5,

SWX232x (config) #http-server access permit 192.168.1.1
SWX232x (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A > RIx6H0 HTTP —_R—~DT7 7 ADH LT 5,

SWX232x (config) #http-server access deny 192.168.10.0/24
SWX232x (config) #http-server access permit any

4.19.6 Web GUI O

=z

=

Gl=]

[EX

http-server language lang

no http-server language
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[78T7 A —=F—]
lang SRZIRET D
REME B
japanese BN
english YoFE
(AR E]
http-server language japanese
[ASIE—F]
Ja—\)ary7 4L — g rFT— R
B

Web GUI D EREZ R ET 5,

no FECHEAIT L72LE 1R, WIHIEREIZRE S,
(B EH]

Web GUI D E5&% 95RIZT 5,

SWX232x (config) #http-server language english

4.19.7 HTTP ¥ —_—Dua /A A A4 LT 7 MFBORE
[E=X

http-server login-timeout min [sec]

no http-server login-timeout

ST A—F —]
min : <0-35791>

ZA LT 7 MRFE(GY)
sec 1 <0-2147483>

ZA LT MEFEED)
(AR E
http-server login-timeout 5
[AS1E—F]
Ja—n"narz4 7 b—varE—F
B

HTTP % — "= ~D7 7 E AR WGEICHBMICe 77 U 25 TORMEZHRET 5,
sec ZEME LA, 0 MERESND,

no JIER CHAT LI IR EICK 5.

[/ —}]

B E AT RE 7R B/ MBIV 1 43

[FREHI

HTTP % — "—0D & A L7 7 MR Z 2 73 30 ISR ET D,

SWX232x (config) #http-server login-timeout 2 30

4.20 HTTP Proxy

4.20.1 HTTP Proxy £$RE DAL

EEN
http-proxy switch
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no http-proxy

[RTA—=H—]
switch . HTTP Proxy H&REZ H T T 5 D>
BRIEME i
enable BN D
disable B N
(AR E
http-proxy disable
[AS1E—F]
sua—s\)var7 4 Lb—3a E— R
B

HTTP #—/X—® HTTP Proxy #ERE % AN 5,
no X CIAT L 7B IS T 5,

[ EH]

HTTP —/X—® HTTP Proxy #HE A BN 5,
SWX232x (config) #http-proxy enable

4.20.2 HTTP Proxy #RED % 4 27 v M ORE

[EF2

http-proxy timeout time
no http-proxy timeout [fime]

[/XF A—F—]
time : <1-180>

A LT UMD ETORR (B)

[FIHEIERE]

http-proxy timeout 60

[AJIE— F]

Ja—\)aryz 4L —y g rET— R

[RiAA]

L2MS =— = > b D Web GUI Z G54 2 L & DX A LT U MR ZEET D,
no I CTHEAT L2 5415 60 BIZ9 5,

[BEH]

HTTP Proxy #6ED ¥ A L7 U MR % 2 53 ICRRET 5,

SWX232x (config) #http-proxy timeout 120

4.20.3 HTTP Proxy 8888 X EIRREDER

sV

show http-proxy
[AJ3E— K]
FikE EXEC E— K
[

HTTP Proxy #REDRX ERM A KR T D, L TFOHANERRIND,
« HTTP Proxy H&RE DA 2/
o XA LT U MEEH
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[ EH]
HTTP Proxy #RE D% R A RRT 5,

SWX232x#show http-proxy
Service:Enable
Timeout:60

4.21 SSH Y—3—

4.21.1 SSH — N—DiEREE L OZfR— FEEOER
[EX]

ssh-server enable [porf]

ssh-server disable
no ssh-server

[F—U—F]
enable © SSH ¥ —"—ZHNTT 5
disable : SSH ¥ —"—% T 5
[/3F A—%—]
port ;. <1-65535>
SSH h— =D Y ZA=2 7 R—  &E (B L75HA  22)
[FIIRRE]
ssh-server disable
[AJ1E— K]
ra—npvar 74— g rE— R
[FFA]

SSH Y — _—%2 G35, £/, VA= TCP R— bEFEIBETDHZ LN TE D,
SSH $—/"—% G2 T 2EE 1L, FRNIH A MEOIER (ssh-server host key generate) & 17> CE LE N H B,
no JEX CHEAT L7254 13 SSH — "— 2 s 5,

[/—}]

SSHZ A7 v bhbu A 75881, FINCa—9—4 L 32T — FOBbk(username) % L THE L BLERH
60

[BREH]

A= ZR— M5 % 12345 12 LT SSH Y ——z 8§ 5,

SWX232x#ssh-server host key generate
SWX232x#configure terminal
SWX232x (config) #ssh-server enable 12345

4.21.2 SSH Y — N— DR EIREBDOFER

[EX]
show ssh-server
[ASTE—F]
FHE EXEC £— R
B
SSH =/ — ORI 2 R T D,
LFOBEBENRREND,

«  SSH % — " —HrE DA 2/ %)

o VA=V T HR—MDOFE

« SSH #—/R—iK A NEDO A

¢ SSHH—"—~DT 7B A%ZFHFATHVLAN £  F—T =— A
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e SSHHY—NR—~DT7 7 ERAZHIBETHT L F—
[BXEH]
SSH H— "— D ERINAE R RT D,

SWX232x#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4213 SSH r—NR—~T 7R TEBHHKRRA D3

1)
2
i

AxX
[ER
ssh-server interface ifname
no ssh-server interface ifname

[/3T A—HF—]
ifname : VLANA ' Z—T =—A4

(#1313 2]

2L

[ASIE— K]

Ja—nN\)ary7 4 L—varET—FR

[RBH]

SSH $h—/"—~DT 72 A% TH VLAN A X —T = —AERET D,
no R TEIT LG, BBELEA VX —7 =2 — 2% HIRT 5,
ARa<w PR K8HETHRETE, RELLIRICEAT %,

AKaw s RERELTHRWEEIEL, fR5F VLAN OART 7 A TE S,
[RXEH]

VLAN #1, VLAN #2 |28t L TV DR A R B O SSH — /"= ~D 7T 7 B A EFF R 5,

SWX232x (config) #ssh-server interface vlanl
SWX232x (config) #ssh-server interface vlan2

4214 SSH Y —NR—~TFT VL RTCEBRIFAT v FORE

[EX

ssh-server access action info

no ssh-server access [action info]

[/XT A —F—]

action T BASRMCH T 2 EMEREET D
REME B!
deny P S LA ER O )
permit S U N M B

info DS ML T D EIETC IPVA/IPVE T R L AR ERET S,
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R EE B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbit)fF & D IPvd 7 K
A.B.C.DM L A(AB.CD)&ZIRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFT1E— ]
Jya—m\)arz 47—y arE— R
[

SSH THEfi 72527 74 7> MK % IPv4/IPv6 7 K L A THIFET 5,

AKa<wy FiIRKSHHETRENAMMETH Y, LICHESINTZLONMBELE L CEHIND,
Ko<y RERELEGA, BELESFUEEMIZS 20T 78 233X CHERT 5,
72770, Ra<wr RERELTWARWEEIR, T XCTOT 78 RAEFHT5,

no JEATHEAT LG AIE, F8E LIEREZHIFRT 5,
no JEAT/RT A—=F—ZEHME LIZGE. T X TORELHIRT D,
[/—H

ssh-server enable =~ R23FRE SN TWARWEGEES, Ko~ RITHEEE L 722,

[ EH]

192.168.1.1 & 192.168.10.0/24 D& 7 A R)nbH D SSH = 3—=~DT 7 B A DK ZFF ¥ 5,

SWX232x (config) #ssh-server access permit 192.168.1.

1

SWX232x (config) #ssh-server access permit 192.168.10.0/24
192.168.10.0/24 D& 7 2> k350 SSH H—/3—~DT 7 ¥ ADHEHET 5,

SWX232x (config) #ssh-server access deny 192.168.10.0/24

SWX232x (config) #ssh-server access permit any

4.21.5 SSH ¥ — N—7K X MEDERK

EN
ssh-server host key generate [bit bif]

[/XF A—&—]
bit :1024,2048
RSA#DOE Y &
(IR E]
7L
[AJ1E— K]
¥t EXEC £— K
[
SSH #—/"—D7R A k RSA § L AR A |~ DSA #AEZRET D,

RSA $#1X bit /3T A —ZIZ L > THENMRTIHHROE Y MIEIETE TE 5, DSA#X1024 vy FDO#EEAKT D,

[/—

SSH — A—HEZ RN T 25 81%, FAlicka~y REFITLTRR NEEAERT 20BN B,
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BEICARA MEDRRE SN TV ORE TR~ FEET LIS, 22— L THRRA MREEZEHT 5080 %
l@%@?’é

RA NMROARIIZ, BOREOEBNRINIHEAERH 5,
AKa<w RiL, SSH — _R—RNEOLEEITDOHFETTX 5,
Batl]

2048 £ D RSA#EL | DSA 8% AT B,

SWX232x#ssh-server host key generate bit 2048

421.6 SSH ——FK X NBEO 7 VT

[ER
clear ssh-server host key
[AJTE— K]
F¢kE EXEC £— R
[FAA]
SSH #—/3—®D 7R A k RSA L R A |~ DSA #AHIBRT 5,
[/— ]
Ao~ RliE, SSH ==\ DIGEIZDORIATTE D,
[EEBI]

RA K RSA L 7R A | DSA $#EEHIFRT 5,
SWX232x#clear ssh-server host key

4.21.7 SSH Vr— "—/AFEEEDOFR

[EX

show ssh-server host key [fingerprint]
[F—T— K]
fingerprint DR ERTT D

[ASTE— K]
et EXEC B— N

[@HA]

SSH H— "— 0D/ # FRT D,

fingerprint % — U — RZ45/E L7263, AREORR LR, 7T AF—T — FaERTT D,
[/ — 1]

PR D Ny 2T 02 Y XA, MD5 & SHA256 Offi )5 & £ 95,

[ E B

NP ERRT D,

SWX232x#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhFdmtoIJri+ujdAIfgr4dhL/0w7J1vc50eXg
sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIiiB8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1TIo0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
9ySb6mj06Y/0k81L5gFhCHMGOGtqITKZsqb5VnPz8FYC8tls6/tpyrUa5aG2af/yTEaS5USBDYAucSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPjEO0Jyel+4c5qWSFE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDy5uwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGa8
ARypDjhpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ialOn81tMxW/EPw4SqFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEIMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/1210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCIMUWHGEK/cst+PCtgnt0XV5B107 9uRUMCACS2pDXS5EWrwbPXXXXXXXXXX==
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NEHEEOHEN R T D,

SWX232x#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+---[DSA 1024]----+

| o ¥ o |

|=*=+. o

|E+X+ fe)

| o + = +

.. ..0 X

|

|

|

5 |
|loo=.B.*.0 |
| o + S o |
|

|

| e}

| E

+————— [MD5] —————— +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrijMhOfWoW0OBw7aAOXXXX
+--——[DSA 1024]----+
| . +E. |
| oo |
| o X S |
| =T |
| o B * . |
| + o . |
| A |
| X+.Q +o= |
|@*0.= o. |
+-———[SHA256] ————- +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-—-[RSA 2048]-——-———+
| |
looo® |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
e ecoeoe [MD5] -————— +
2048 SHA256: XXXXMkUuEbkJggPD68UoR+gobWPhgu7qqXzE8iUXXXX
+-—-[RSA 2048]-——-———+
| * ==t |
| *o+= |
| *=o0. S |
| 9 . |
| + B *o |
| == . |
| o |
| |
| o = = |
+----[SHA256] -—--- +

421.8SSH 7 S5 AT v N DAEGFHERORE
EEN

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[/XT A —=HF—]
interval 1 <1-2147483647>

7747~ OELFHERERE (B A% L7258 £ 100)
count 1 <1-2147483647>

TTAT v NOEFHERRKR I TV ML (B L8556 @ 3)
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(AR E]
ssh-server client alive disable
[AJ1E— ]
Ja—)ar 74—y g F— R
B
7 74T N DEFHEGREAT O SN ERET D,

747 MZinterval TERE LT7-MRIE CTISEEZERT A2 A vb—U%1k5, count CTHEE L7=BI2 72 e L C
WWERTZ T2, TV TAT L NEDERREYY, By arE K TT 5,

no A TIAT L7 A I3 EIC R D,

r]

422S8SH 27 ZA 7 b

4221SSH 7 A4 7 s DiEH)

(5%
ssh [user@] host [port]
[NT A —=HF—]
user D VE—FRRA MR A LB 22— -4
host : UE— AR RN, E£70E, IPvd 7 R A(AB.CD), 7213, IPv6 7 F L A(X:X:X:X)

IPv6 Vo7 a—nT RLVAEZRETHHAIE, HHA LV F— T =—ALBEETHILERD
% (fe80::X%vlanN DJE)

port 1 <1-65535>
A 2R— hET (HIELIZES - 22)

[FIHIE% €]

L

[AFTE— K]

¥iHE EXEC £ — K

B

FEE Lo A b~ SSH THfi 7 5,

user B LI=5H., v /A4 oo a—Y—£Z%2EHA L CSSH b —R—~DT7 7 v 2% T 5,
X 2 —P—Tra 7 A I user ZEWE LT2BE T root" 2+ 5,

[/ —}]
TR —TWFEFTFAL (~) LT 5, mz7~fi$iﬁﬁ’ﬂﬁémt&%t TR I NS,
TN A — T FE 21T CAN LIEREEIIE, A5 —TXFERS—OANE LTHEREN S,

TR =T FTHET TR Y A RN Aﬁéht . RHIRICEERE A PAL B,
T A — 7I%meT7IX%a/m#Aﬁéntﬁm\i%#—fﬂﬁ@*%ﬁﬁ%énéo

[ EH]
IPv4 7 KL% 192.168.100.1 ®7AHK A MZ, —H—4 uname, ~— hFE 5 12345 T SSH #5695,

SWX232x#ssh uname@192.168.100.1 12345
IPv6 7 R L A fe80::2a0:deff:fe11:2233 DR A M2, —H—4 uname., R— FEE 12345 T SSH #5575,

SWX232x#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4.222SSH 7 4 7 b OBFZHEL

[ER]
ssh-client switch
no ssh-client
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[78T7 A —=F—]

switch : SSHZ 747 v MEAIIT 035D
R EME B
enable HINZT 5
disable £ Rl )

(IR E]

ssh-client disable

[AJTE— K]

sua—s\)var7 4 Lb—3a E— R

[BLFA]

SSHZ 947 e L Tsshavwr REFEHATEXLL51CT5,
no B CTHEIT LB AIESSH 7 54 7 > M+ %,

(B EH]

SSHZ 947 v NaBMIT 5,

SWX232x (config) #ssh-client enable

4223 SSH =R MEHRDOZ VT
[

clear ssh host /ost

[2XT A—&—]

host D UE—FARA ML, 720, IPvd 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

[ASTE— R

¥ibE EXEC £— R

[FRHA]

SSHZ 47 k& LTH L= SSH — R— DB ZHIRT 5.
[B%E B

SSH R A ME#HRZEZ VT35,

SWX232x#clear ssh host 192.168.100.1

423 A — L@

4.23.1 SMTP A —/LH— _"—DHE
BN

mail server smtp id host /ost [port port] [encrypt method] [auth username password)|
no mail server smtp id

[F—T— ]

port A== RN—DOR— NESERET D
encrypt D B bR EEET D

auth © SMTPRBAETHE S 7 7 v MEMERET D
[/NF A —5&—]

id c<1-10>

A— L —"—1D



106 | 2~ > RYU 77 L A | fR5F - i FRRE
host DAY= R=T R X EiE, RA M

IPv4 7 R L Z(A.B.C.D), IPv6 7 F L Z(X:X:X:X)

IPv6 V7 a—T RUAZIRET D561%, A V2 —T7 = — A bIRET HLENR D
% (fe80::X%vlanN DOFE)

A2 (64 SFLAA, SR & )

port 1 <1-65535>
A=A — =D R — N FEH(EMEIL 25, method & LT over-ssl DMEE SN TV ZHAIX
465)
method N X APV
REE B
over-ssl {3 2553 % (over SSL)
starttls (5 #5517 5 (STARTTLS)
username : SMTP @BFETHMF 22— —%
(64 SLTFLIN, 2" | > L A= 22 BR A ILT - PARLS)
password : SMTPRGETEEH T 5/ AU — |

(64 SCFLM, 2" [> &gy A A IR EAIHT - LHTLE)

[#IEIEE]
L
[AJ1E— F]
ra—\)varz 4 b—va E— R
[FLEA]
A= )VIREIMERT 52— —fFRERET D,
[/—}]
SMTP #BFEA1T 9 B%. AUTH LOGIN =2~ K& CRBREE1T 9,
SSL/TLS /83— 3 »1% TLSv1, TLSvI.1, TLSv1.2 IZkHi LTV 5,

A=) —_—=DT FL AL LTIPv6 7 RV RAZFRET H%5H . SSL/TLS 1T K D5 LRI TE 220,
[ E B
A —ViEfE Y —/N—|Z, smtp-server-test.com %X ET D,
SWX232x (config) #mail server smtp 1 host smtp-server-test.com

A= VIEEH—/3— L LT smtp-server-test2.com Zf57E L, Bi5{b & SMTP @Rt 2 F M+ 2R EZ1T 9.

SWX232x (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.23.2 SMTP A — LY —_—Z DHE

[EFX]

mail server smtp id name server_name
no mail server smtp id

[T A—=F—]
id : <1-10>
A =P —3—1D
server_name N A A e
(64 SLFLAN, 2% bR < A TET - FATD)
[WIEIRRE]

L
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[AF1E—F]

ra—r)var 74— g rE— R

[FHA)

A= NVEEIEHT L2 — "= FTERET D,
[ EH]

A= )VIEEH— R —DAHiT L LT test_ mail_server ZiXET D,
SWX232x (config) #mail server smtp 1 name test mail server
4.23.3 A —)VBHO b Y H—FRE

[ER
mail notify temp-id trigger lan-map [type [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack

[F—T—F]

lan-map : LAN vy FIZHET 54Xy M Edmmd 5

terminal D UmAREEAREREICREA T D A N FRmET S

stack DAYy VHEREICEET oA R bR D

[73T7 A —=HF—]

temp-id ;o <1-10>
A—NF 7 L—h ID
AN MEMECER T 57 7L — b EEET D

type : LAN~ > 7T 514X b OFEHH
R L
hardware ENYN Y
loop J—TFR
sfp-power SFP 20t L~ L B
queue-usage E(E ¥ = — R
poe PoE #&HE
snapshot AF v FTay h
12ms L2MS ¥ % — ¢ —DEH

(IR E]

L

[AJ1E— F]

Jsua—mvarz 4 b—va e —R

B

FRE LToHRED A XV MEHZ A — VBT D720 DR EETT D,

lan-map Z4EE L C type ZIRET H &, HELZ LAN = v FZET 54 X0 METB@EMEN D,
type AW LTI25A 11X, LAN v > ZIZET 5T XTOA Ry "3 @mInD,

[/ —}]

AH s THEREBIZEET 24 X MBANEL, A v 7RISR L TV AR D A,
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[BREH]
A=NT T L— b #LICLAN ¥ v TERERAOA N2 b ) =2 ET D,
SWX232x (config) #mail notify 1 trigger lan-map

4234 A —NVEEOF T L — FEREE—F

E&

mail template temp-id
no template

[T A —&—]
temp-id : <1-10>
A—)L 77 L—KID
[FIHIRR 2]
2L
[ASE— R
Ja—\ a4 L—gF— K
[FiEA]
A— VEERIEHT AT L— hEBRIETHE— NIIBITT 5,
T — b E—RIIBITTHZETCIRLOEHEEARET DI ENTE D, 77 b— MIFEK 10 HHERK ATEE,
o A—)LIE[EDIIET KL A
s A—NVEEOFEILT FLA
o A—VEFEOMH4
o A= NVEEFHFLRFRORE X2 NEE O fEH)
Bl
A—=NT U T L= b # OREE— FICBITT 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #

4.23.5 A — )LEEDY— N\—ID OHE

[EFH

send server server-id
no send server

[/3T7 A —5F—]

server-id . <1-10>
A—=)T 7L —hKID

[FIHIERE]

no send server

[AJ1E— K]

A—NT T L—hE— R

(@]

T A=V — =D ID ZHEET D,

[BXE B

A—=TF T —hM#l THEATEZA =P —R— 2P —_"—ID#l ZEET D,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send server 1
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e
i

4.23.6 A —VIEEDEETLA—NT KL ZAD
[

send from address

no send from address
[73T7 A =4 —]
address OEEIEA—AT KRR
(256 SCFLIN, PEARET L -@)

(AR RE]

no send from

[AF1E—F]

A—=)T T L—hE—F

B

EETLA—NT RLRAEZRET 5,

[ EH]

A—=NT 7 L— K #l OEFEITLA =T R L AT sample@test.com Z 45 ET 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send from sample@test.com

E

He

4.23.7 A —)VIEEDWI A —NT KL AD
BN

send to address

no send to
[T A—=F—]
address DB A—LT FLR
(256 SCFLIN, PEARET L -@)

(AR E]

no send to

[AJ1E— K]

A=NT T L— FE—R

[@i ]

G A—NT L AEZRET D, (K 41F)

[/—}]

RERETA N> h@Fosast s L THEM S, GEFE OB ERmAESE & LTIEN S,
Bl

A=)V T T L— k #1 DI A—/LT KL A user@test.com ZFEET 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send to user@test.com

4.23.8 A — )V EE D4 DERE
BN

send subject subject

no send subject
[/3T A =5 —]
temp-id D AIVIRERFOMEA
(128 LN, 2> FR< AT - AT S)
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[FIEIERE]

no send subject

[AF1E— ]

A=) T T L —hE—FK

B!

A —IVIRE DAL ZFRET D,

[/— 1]
KRREDHEITLL T O & 70D,

s A X1 NiBHI : Notification from SWX232x
*  FEBIEELA ; Certification publishment

o REBHESEAD : Certification expiration
[BRE ]

AT T L= b # O A= VIEEREOMFA T "TestMail" Zi%ET 5.

SWX232x (config) #mail template 1
SWX232x (config-mail) #send subject TestMail

4.23.9 A — L XERFDREORE

EEN
send notify wait-time time
no send notify wait-time

[73T A =4 —]
time 1 <1-86400>
EEFFHERFH (D)
(IR E]
send notify wait-time 30
[AJIE—F]
A—=NT T L—FE—R
[@i ]
A N B EFIR O A=V N EEITERE S D £ TORERR 2R ET D,
[/ — ]
KRRETA N FBEIO A —/VEERER & LTER S LD,
(BB

A=V T T L— h #] DA —)LEEFRF BRI 60 P2 RET D,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send notify wait-time 60

4.23.10 FEAAE XA D X — VR E

[EFX

mail send certificate temp-id
no mail send certificate

ST A—5—]
temp-id o <1-10>

A—NT 7 L—KID
[WIHIRRE]

no mail send certificate
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[AJ1E— K]
RADIUS 27 4 7 L—v g »E—F
[BiFA)
RADIUS % — =D 27 FA4 T > MiEAEZEMT 2 & EIEHT 277 L— M D 2 f8ET 5,
RADIUS #——D 7 T4 7 FiEHIE L, RADIUS — S—HERED user 2~ > R TRE LT A —/LT R L A~iE
9%,

[/ — ]

RADIUS %—/X—D 7 T A 7 > FEFRAEDEF O A — LA S

Certification is published.

Name : [£Ai]] % user 2~ > RO NAME # 7> 3 > O EE
Account : [ —H—4] % user =~ > K USERID f

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

[B%E B
RADIUS —/_"—0D 7 5 A4 7 v bEHELEZ A —VikfT 5 L XIHEHAT LT 7L — M IDIC#]1 ZHET 5,

SWX232x (config-radius) #fmail send certificate 1

4.23.11 FEFAEBARED XA — VR E
BN

mail send certificate-notify temp-id

no mail send certificate-notify
[/3F A =4 —]
temp-id ¢ <1-10>
A—=NT 7 L— ] ID
(AR RE]
no mail send certificate-notify
[AJ1E— F]
RADIUS =7 4V Lb—v g E— N

B
RADIUS %— N—D 7 5 4 7o FERES A — LT 5 LI HT T 7L — F2EET 5,

[/ — P}

RADIUS % —"—D 7 F 4 7 NEAZEO A AR FRTE N O A — VARSI

Your certificate will expire in [X] days.

Name : [£fi] % user 2~ > KO NAME 47> 3 v D% El
Account : [ —H—4] % user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EH]
RADIUS —_"—D 7 T A4 7 v baEELZ A — VBT 5 EEIEHT T 7 L— MR 2HRET D,

SWX232x (config-radius) #mail send certificate-notify 2

4.23.12 ;EFAEO A IHREIIVEI Z A 2 T DR E

E=N
mail certificate expire-notify day [day] [day]
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no mail certificate expire-notify

[NT A —=HF—]

day : <1-90>
ARG Z 18509 2 7847 H 4K

[WIHIRRE]

mail certificate expire-notify 30

[A1E— ]

RADIUS 2> 7 4 7 L—v 3 »E—F

B

RADIUS $¥—=—=D 7 T A 7 > bFEEOAZIREIN 2 ST @i 5 Az e 45,

WA HEIL 3 FETHRETE 5,

[/— "}

day ZIANNEFICBED LT, BIETR RSN D,

(BB

RADIUS #—"—=D 7 T A 7 > FAEEDO AR O SFTEH Z 50 HATE 10 HENZRET D,
SWX232x (config-radius) #mail certificate expire-notify 50 10

4.23.13 XA — )LEEFROFETR

[EFR

show mail information [temp-id]
[/3F A —&—]
temp-id ¢ <1-10>

A—)LT7 71— K~ID

AT E— K]
ke EXEC £— R
B
BELET L —MID A —LEEFRERRT S,
T 7L —hID 2B LEAIE. ETOA—/UEFREFR T D,
(% EH]
A—=NT T L= # DA NVIFEREERTT D,

SWX232x#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.24 Yamaha Unified Network Operation Service (Y-UNOS)

4.24.1 Y-UNOS #BEDRE

[EX)

y-unos ecnable
y-unos disable
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no y-unos
[F—T—F]

enable © Y-UNOS #reZ H202 T 5%
disable © Y-UNOS ez #2245
(AR E]

y-unos enable

[AS1E—F]
sa—m\)varZ 47—y aryE—FR

B

Y-UNOS (Yamaha Unified Network Operation Service: % NV — 27 241 L CT A A[Al LT 50— X) e %
BENE TN T D,

no JEA N THEAT LI B IIIMIRREICR 5,

[/—}]

Y-UNOS HEREIZERSF VLAN O CEIET 5, R5F VLAN IZ IPv4 7 R L ADRERE SN TRV AS, R-5F VLAN
WY 72T LTNDIREETIL Y-UNOS BéfE A 15 1295,

PR5F VLAN 22288 L 7235413, Y-UNOS O A HEREHEHEEEH O~ /L F F v A b 7 L — AfiEEER E (12-mcast flood
239.192.128.250) % £&5F VLAN [Zi# H 5 Z &,

Y-UNOS #RED B L/ I TR K 1 D55 038 5,

A Z VRN ARN GG, Ka~y FiIEHTE 20,

[BREBH]

Y-UNOS HfE 2= AT 5,

SWX232x (config) #y-unos enable

Y-UNOS #ie 2 RN 5,

SWX232x (config) #y-unos disable

4.24.2 Y-UNOS FHRDOF R
EEy

show y-unos
[ASE— K]
¥i#E EXEC £— K
[
Y-UNOS [ZBHT 2R ESRCAT — X ADWEREERRT D,
FRNFITLTO LB,
*  Y-UNOS B&RE D% E (Y-UNOS)
*  Y-UNOS #hE Dk #E(Status)
«  Y-UNOS H#HED IPv4 7 K L A(IPv4-Address)
« {RSFVLAN O IPv4 7 KL A L ID 2£RT 5
. Mtz —%E
s BT L4 (Model)
o U 7 LF 5 (Serial)
e 7y —LAU=xT/3— 3 (Version)
+ MAC 7 KL A(MAC-Address)
s IPv4 7 R L A(IPv4-Address)
+ 7R A N4 (HostName)

Y-UNOS HEHE D IR RE(Status) TIZLL FOWT N E £rd 5,
Status S|
Active Y-UNOS HERESEIE L TV 2 RAE
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Status 2585

Y-UNOS FERESENE L TR UWRBE(A X > 7 BEFEDN A
72 o TUND) X AK 7 KHEFEFR D F

Inactive(stack enable)

Y-UNOS HERE N ENE L T2V IRRE(SESF VLAN (Z IPv4

Inactive(no ipv4 address) 7 RUAREE SFTWRY, £72I3RSF VLAN 28 Y
I HETLTND)

Disable Y-UNOS #§#E )3 20 72 (R g

[BREBH]

Y-UNOS & &R 4 %,

SWX232x>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT Z2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.25 LLDP

4.25.1 LLDP #8e DA %Nk

EEy

lldp run
no lldp run

(AR 2

7L

[AS1E— ]

srua—Narsr 4 S —va TR

[FiA]

VAT LAERT LLDP HREE T D,

no R THFEAT LA 1X,. AT ALK T LLDP BRE &2 Hhc 4 5,

[/— k]

AR— MIX LT LLDP #REZ AT DICITL T O a~xy RERET D2 UERH D,
set lldp enable =~ > K™ type (LLDP =— 3 = > % — F)TME|Z)GH U T txrx, txonly, rxonly Z 5% E T 5,
« ldprun(Zu— vy 7 4 7 L—3 g F— )

e lldp-agent (f > ¥ —7 = —AF— R)

+ set lldp enable fype (LLDP =— = > hE— R)

[BXE B

LAN 7R— |k #1 @ LLDP #8RED X A(E & AT D,

SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX232x (config)#11dp run

SWX232x (config) #interface portl.l

(
SWX232x (config-if) #1lldp-agent
SWX232x (11ldp-agent) #set 1ldp enable txrx

4.25.2 AT ADHETDORE

BN
lldp system-description /ine
no lldp system-description
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[78T7 A —=F—]

line LV AT AOBAS O CTRN(255 SCFLAN)
(AR E]

no lldp system-description

[AS1E—F]

Ja—nN)naryz4JL— g rET— R

B

LLDP EECHEM T 5. VAT LAOFIALEZHET 5,

no IR CHEAT L= & I3V R TEITRE D,

VIR EOEIL, A+ 77— =T VeV ay] Tho,
R EH

VAT AOFHA % SWITCHI _POINT A 1295,

SWX232x (config) #11dp system-description SWITCH1 POINT A

(1]

4253 VAT ADLFROERE
EEN

lldp system-name name

no lldp system-name
[T A —=HF—]
name DV AT ADOAFRO LTS5 SLFLIN)

(R E]

no 1ldp system-name

[AJ1E— K]

Ja—n_"par 74— g rE— R

[REBA]

LLDP RECHER T 5. VAT LADAHERET D,
no FERTEIT LGB IR EIZR 5,

MIHRE DML T4 ) Th 5,

X EMEIL LLDP System Name TLV (Z5%/E S5,
[ E ]

AT LD FREZ SWITCHL IZF 5,

SWX232x (config) #11dp system-name SWITCHL

4254 LLDP =— 3 = > F OVERR

[
lldp-agent
no lldp-agent

[F1EIER E]

L

[AJ1E— K]
B —T z—AF— R

[FRHA]
LLDP =—> = > F&fERK L., LLDP =—2 = > hE— FNIZBEBT 5,
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no B CHEIT LI-EE1E. LLDP =—2 = > & HIRT %,

[/ —F]
LIDP=—Y =y F2HIRT AL LLDP = —xr FE— R TRELE-a2~ Y RIS,
(B EH]

portl.] TLLDP =—< = h&fEp L, LLDP =— = hE— RICBATT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #1ldp-agent
SWX232x (11ldp-agent) #

4.25.5 LLDP 2 L. 5 HEVR ERERED R E

EEN!
1ldp auto-setting switch
no lldp auto-setting

[/3T7 A =4 —]
switch : LLDP 2 & % A B EMRE DR T
REME Gk
enable LLDP (2 & % HERREWREZ AT 5
disable LLDP |2 X % BB ERRE 2 HE2hI2 9%
[FIHIRRE]
11dp auto-setting disable
[AJ1E— K]
Ja—N")aryz4JL—g F— R
[

FEDY~ N EETH LLDP 7 L—AIZ KD | A v FOREL BEIICEE T 282 G207 5,
F7-. power-inline disable delay =~ > NIZ X DFGFEIFIEZ A I 7 OEFBEREEZ AN 5,

LLDP 7 L — A TIZLL TN OFERED R E S D,

o 7 ua—iilfE

* QoS

« IGMP AX—t"

« EEE

« RADIUS #—/3—7K =& |

o SRAREI

no TR CIAT L7 A I3 EIC R 5

WA LB —T 2 — ADIRIRETE 5,

[/ — 1]

ABEREZFEH ™5 72011, set Ildp enable 1~ > KT, LLDP 7 L — A& Z(ECE 2REICT HLENH D,
[ EH]

LLDP (T &k % HEER EMREZ AT 5,

SWX232x (config) #1l1ldp auto-setting enable

4.25.6 LLDP XX — NORE

[EX]
set lldp enable #pe

set lldp disable
no set lldp enable
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[78T7 A —=F—]
type EZEE—NR
REME B

rxonly ZEHEMICHRET D
txonly EEHEHICHRET S
txrx EEBIOZEIHRET D

[WIEIRRE]

set 1ldp disable

[AS1E—F]

LLDP =—Y =¥ hE—F

[FLFA]

WA H—T 2—ATOLLDP 7 L— LDEZIEE— RERET D,

set lldp disable D413, LLDP 7 L — A ZEZ(E L7220,

no JETIAT L72GA X, MR EICTR D,

[ EH]

LAN 7R — b #1 @ LLDP %25 — N2 ZEHEHICRET 2,

SWX232x (config)#11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1lldp-agent

SWX232x (11ldp-agent) #set 1lldp enable rxonly

4257 HT FLRDFEHEDOHRTE

[EX]
set management-address-tlv fpe
no set management-address-tlv

[/3T A —F—]
type BET R L ZOfE
RIEME B
ip-address BHT FLAZIPT FLALTS
mac-address BHT RLAZMACT RLALT 5
[WIHIRRE]
set management-address-tlv ip-address
[AJ1E— ]
LLDP =— = hE— R
[FHA]

LLDP T4 %, A— FOEHT N ADMHARET D,

no JEI TIFAT LGB I3 IIER EIZ R D,

FX EfEIE LLDP Management Address TLV (25X E 415,

[BR E 5]

LAN 7R— |k #1 OFHT FL 2O % MAC 7 F L AICRET D,

SWX232x
SWX232x
SWX232x
SWX232x

config)#1ldp run
config) #interface portl.1l
config-if) #1ldp-agent

lldp-agent) #set management-address mac-address




18| 2~ KU 77 LA | {RSF - EHEEE
4.25.8 FAEH TLV DR E

e

[EFX]

tlv-select basic-mgmt
no tlv-select basic-mgmt

[WIERRE]

7L

[AF1E—F]

LLDP =—Y = hE—F
[

BET7 L — DTHEAEH TLV 28T 5,

no JEATHEIT LIzh &L, #ME7 L — A b EAEB TLV k<,

ZOaw Y RTLLFO TLV A3 LLDP 7 L— ATEME L5,

<HEAEEE TLV>

(1) Port Description TLV : A8 — k OFiH 3L

(2) System Name TLV : 2 A7 LD A4 FR

(3) System Description TLV : 3/ A7 A D@ ST

(4) Syatem Capabilities TLV : A7 A DHE

(5) Management Address TLV : In— FOEBHT RL A (MAC 7 RV AETIXIP 7 RLR)

[ EH]

LAN 7R— b #1 T%{E9 5 LLDP 7 L — ACHAEH TLV 28B4 5,
SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #11ldp-agent

SWX232x (11ldp-agent) #tlv-select basic-mgmt

4.25.9 IEEE-802.1 TLV OHE

EEN
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHIERE]

7L

[AS1E— ]

LLDP =— = FE—F
[BLFA]

{57 L — AT TEEE-802.1 TLV ZBINd 5,

no B THIT LI=BA 1%, 57 L—247 5 [EEE-802.1 TLV % k&<,
ZDOa<y RTLLFO TLV 28 LLDP 7 L—AIZBIIE N5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : K— k VLAN ID

(2) Port and Protocol VLAN ID : 7”& | =2/L VLAN ID

(3) Protocol Identity : R — r4 257w fha,Ld U X |

(4) Link Aggregation: U > 7 7 7'V 77— 3 U iE#

(5) VLAN Name : 7" — F VLAN O£ Ff

[BREH]

LAN 7R— | #1 T%/Z4 % LLDP 7 L — A|Z [EEE-802.1 TLV % 3iBN4 %,

SWX232x (config)#11dp run
SWX232x (config) #interface portl.1l
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SWX232x (config-if) #1lldp-agent
SWX232x (11ldp-agent) #tlv-select ieee-8021-org-specific

E

e

4.25.10 IEEE-802.3 TLV O
EN

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[(WIHIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FHA]

{5 7 L— A2 IEEE-802.3 TLV % iBIJ 5,

no IR TFEAT LA 1E. 2415 7 L— 2405 IEEE-802.3 TLV &<,
ZDa<y RTLULF®O TLV A LLDP 7 L— ABIME 5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 »OH R — ME#H
(2) Power Via MDI : PoE 15 ¥ (PoE #%HE D &> 2 BEFE D 7x)

(3) Link Aggregation: U > 7 7 7' U ' —1 3 L 1E#H

(4) Maximum Frame Size : fix K 7 L' — LH A X

[BRE ]

LAN 7R— k #1 T%{E4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1lldp-agent

SWX232x (1ldp-agent) #tlv-select ieee-8023-org-specific

4.25.11 LLDP-MED TLV DX E
[E=

tlv-select med

no tlv-select med

[FIER ]

mL

[AF1E— K]

LLDP =—Vx v hE— R
[BLHA]

%{§ 7 L— A2 LLDP-MED TLV % B4 5,

no FEICHFEAT L=GA X, %57 L—24205 LLDP-MED TLV % [&<,
ZDa<y RTLTFOTLV A LLDP 7 L—AIZBIIE N5,

<LLDP-MED TLV>

(1) Media Capabilities : {5 9% LLDP-MED TLV D%

(2) Network Policy : Voice VLAN 1&##(Voice VLAN 235%E LT H R — kD &)
(3) Extended Power-via-MDI : §i.3 PoE 1% #R(PoE ¥§RE D & 2 il o 1)

[/ —}]

Location Identification TLV DfE | "Location" 23g% E ST\ 5,

[ E B

LAN AR— k #1 T 5 LLDP 7 L — A2 LLDP-MED TLV % 3Bh14 %,

SWX232x (config)#11ldp run
SWX232x (config) #interface portl.1l
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SWX232x (config-if) #1lldp-agent
SWX232x (1lldp-agent) #tlv-select med

42512 LLDP 7 L — A DEERIB DR E

[ER
set timer msg-tx-interval tx_interval
no set timer msg-tx-interval

[73F A —5F—]
tx_interval 1 <5-3600>

LLDP 7 L — L[5 IR (D)
[FIHAE% E]

set timer msg-tx-interval 30

[ASTE— K]

LLDP =—Y x> hE— R

B

LLDP 7 L — A DOXEHB AR ET D,

no B THEIT LA T VIHIEREICR S,

(B 2B

LAN B— k #1 TEET A LLDP 7 L — A DO EERIME % 60 IR ET 5,

SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #11ldp-agent

SWX232x (11ldp-agent) #set timer msg-tx-interval 60

4.25.13 EHEEEHR O LLDP 7 L— AEERBORE

[EFX]

set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[R5 A—HF—]
fast_tx : <1-3600>
HIEEHIM O LLDP 7 L — A 61E MR (D)
[WIHIRRE]
set timer msg-fast-tx 1
[ASE— K]
LLDP =—Y = hE— R
[BLAA]

ELEEER O LLDP 7 L — AR ERE AR ET 5,

no B CEIT LA IR TIZRES,

EEEE AR & 13N — P OB T L < Rod o EZ OB ., mEREHEHREH DU FTDa~ s Richt
WLLDP 7 L— AR EEXI A,

* set timerx msg-fast-tx fast_tx : = EE W O X EMBREN) 2R IET D,
« set tx-fast-init value : =HEEWIMICIEE T2 LLDP 7 L— A OB AERET 5.

[BEH]
LAN R— k #1 TEEXGEHM O LLDP 7 L— A% ERHREE 2 ISR ET D,
SWX232x (config)#11dp run
SWX232x (config) #interface portl.l
(
(

SWX232x (config-if) #1lldp-agent
SWX232x (11ldp-agent) #set timer msg-fast-tx 2
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)

l%l
il

4.25.14 LLDP 7 L — AXEEIE LB E TORB O
[

set timer reinit-delay reinit delay

no set timer reinit-delay
[XT A —=F—]
reinit_delay ¢ <1-10>
LLDP 7 L — ARHES 1L b FRIHIE E T ORI (7))

[ E]

set timer reinit-delay 2

[ASTE— R

LIDP =— = hE— R

BN

LLDP 7 L — ARG 106 b & COR 238 ET 5,

no IR CEIT LI A IR EICE S,

[BXEHI]

LAN 7R— k #1 TLLDP 7 L — A EEELENSBEYHLE TORM A 10 IR ET D,

SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1lldp-agent

SWX232x (1ldp-agent) #set timer reinit-delay 10

4.25.15 BB MO RFRFRI(TTL) 2 BT 5 72D DRE DR E
[ER]

set msg-tx-hold value

no set msg-tx-hold

[/$5 X —&—]
value : <1-100>
FEEE O EFRER] (TTL) O 2 HH T 2 720 Ok
IR E
set msg-tx-hold 4
[AS1E— ]
LLDP =—Y x> hE—F
i8]

BTG MO RFFRFHE (TTL) 2B T 5 7D O R ZHRET D,

no R TEIT LIS AIIWIERREICRE 5,

Z ORBGEMEIX LLDP 7 L — A 2415 R (msg-tx-interval ICFEHE S 41, S5+ 1 LCTTLEE) & 7225,
TTL fi%. Time To Live TLV I[Z5%E X115,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))

(BEH]

LAN 7R— b #1 CHEHE RO (TTL) 25 H T 2720 D% 2 ITRET D,
SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1ldp-agent

SWX232x (1lldp-agent) #set msg-tx-hold 2



122 22 KU 77 L A R - SR
4.25.16 BEEEHIF O LLDP 7 L— AREEHORE

[EX]

set tx-fast-init value
no set tx-fast-init

ST A—F—]
value o <1-8>

HIEEHIRI O LLDP 7 L — A E{E %K
(1A ]

set tx-fast-init 4

[AF1E— F]

LLDP =—Y = hE— I

B

B EWIM O LLDP 7 L— A EHB AR ET D,
no JER THEIT LI SAITHREICR S,

[ E ]

LAN R— | #1 TEHEEEHIRIO LLDP 7 L — A EFEEE 2 ITHRET 5,

SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l
SWX232x (config-if) #1lldp-agent

SWX232x (11ldp-agent) #set tx-fast-init 2

4.25.17 R— BN CEHE CX DB ORKEFEHORE

[EF2

set too-many-neighbors limit max value
no set too-many-neighbors limit

[/3T7 A—F—]
max_value : <1-1000>
N— b HALTE LT & DB O I KRR
(R E]
set too-many-neighbors limit 5
[AFIE—F]
LLDP =—Y = FE— R
[FHA]

R— FEALTEHRTE 2BEHRORREERERET D,
no B CTHEAT LGS IR EIC LR D,
N— DR KRB B AT A B LW bR S472 LLDP 7 L — A3 EH T 5,

[/ —}]

Oy REBZRETHE, JIBEFR—FNTEODLLDP 7L — A5 (Z L XI0—F, U E— MESEST — T LN
7T END,

(B EH]

LAN /R— b #] THR— FHEN CTEH TE BB ORKEEE 10 IZRET D,

SWX232x (config)#11dp run

SWX232x (config) #interface portl.l

SWX232x (config-if) #1lldp-agent

SWX232x (1lldp-agent) #set too-many-neighbors limit 10
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42518 LLDP BED A v X — T = — A —FERTE

T FERE

1123

[ER
Ildp interface enable fype
lldp interface disable
[¥—U— K]
enable : LLDP#mEZx AT D
disable : LLDP f&REZ HEMICT 5
8 A— 5 —]
type DOEZEE—F
REE B!
rxonly ZAEHAICHET S
txonly EEHHICERET D
txrx FEBIUOXEICRET D
[AF1E—F]
srua—\arz 4 b—varE' -
[

LLDP HERE DA /M%) % 42T 0 LAN/SFP 7R — I —HERET 5,
BHNREDHESIT. FEE LT LLDP 7 L — ADEZ(EET— NERTT 5,

[/ —}]

Ko<y RiirZa—)nary7 47— g — ROLFETARE,

B, Ra<v RI&A X —T72—ADLLDP HEEZT H72HDHDTH Y | running-config
[REH]

4T LAN/SFP 78— @ LLDP #§8E2 A 0Z L, LLDP 7 L — A% 2652 /3 Al RE72 & — NITEE
SWX232x (config)#11dp interface enable txrx

h

42519 A ¥ B —7 = — ADIRKEFT

T 5,

IZIEFE RSN,

[ER]
show lldp interface ifname [neighbor]
[F—7—F]
neighbor COEER L O OISR OERAERTT D,
[/%F A —&—]
ifname : LAN/SFP R— FDA v F—T = — A4,
FoRT DA L H—T =2 —RA
[ASE— K]
FEFrHE EXEC E— R, %M EXEC E— I
[

ifname TRE LI=A ¥ —7 =—AD LLDP 1§ & £ T 5,

neighbor Z 45 € L7238 131 v ¥ — 7 = — A8 L CO DR O &2 FoRT 5,
UTOHEANERIND,

show lldp interface ifname D55

o A 2H—T 2 —AKOZOKEEH

Agent Mode 7'V » V% — R(Nearest bridge [ &)

Enable (tx/rx) EEE—FZEE—-RF(Y: WHE. N

: AT
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Message fast transmit time

EEEEHIR O LLDP 7 L — A 2413 RIFR ()

Message transmission interval

LLDP 7 L — 2 3%(3 R ()

Reinitialisation delay

EE IR 2 b BATHHME £ T ORFH(ED)

MED Enabled

LLDP-MED TLV %18 DA %N/ 8%

Device Type

FNA A X A 7 (NETWORK_CONNECTIVITY [# )

Total frames transmitted

LLDP 7 L— A DEEK

Total entries aged

TIL MU EZENR 72, BT —T7A0LHIBR S NI
aDE

Total frames received

LLDP 7 L — A DZ{EHK

Total frames received in error

LLDP 7 L —ADZ(ET T —¥

Total frames discarded

EFES U7~ LLDP 7 L — A D%k

Total discarded TLVs

REE S - TLV O3

Total unrecognised TLVs

R CTE o7 TLV O

show lldp interface ifiame neighbor D55
o ARE PG
Interface Name ZELEAVE—T 2— A4
System Name AT LA FR
System Description AT L DEH
Port Description A— ~ DO
System Capabilities VAT HhDHE

Interface Numbering

AR =T 2 —ARKEDEZAT

Interface Number

AU H—T 2 —RAEF

OID Number

OID & &

Management Address

MAC7 FLRAEIXIP T FL A

Mandatory TLV O

CHASSIS ID TYPE CHASSIS ID TLV O % A 7 L i
PORT ID TYPE PORT ID TLV O % A 7 L i
TTL (Time To Live) FERRTE R O PREFIRFE (FD)

8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A— K VLAN @ ID

PP Vlan id 71 k=)L VLAN @ ID
VLAN ID A—F VLAN @ ID
VLAN Name A— k VLAN O£ F5

Remote Protocols Advertised

YR—rT57a harol &k

Remote VID Usage Digestt

VID Usage Digestt &

Remote Management Vlan

ZHH VLAN D4 %5

Link Aggregation Status

Vo277 =g v OFRNES)

Link Aggregation Port ID

Voo 77 ) F—2aiR—1rDID

8023 ORIGIN SPECIFIC TLV D {F
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AutoNego Support

F— b I — g UEERE DG /R

AutoNego Capability F— Iz — 3 UARERIEE
Operational MAU Type WERELET 2Ly 7 AE—R

MDI power support PoE H¥EEH AR — F O F M

PSE power pair PSE N —~7 —

Power class

PoE #5787 7 A

Type/source/priority

PoE#EX A 7, V— A, BEE

PD requested power value

PD #2232k 587 (0.1mW Hifr)

PSE allocated power value

PSE H#= 25(AEC & 2% /7 (0.1mW Hf7)

Link Aggregation Status

Vo7 7= g o OER/ER)

Link Aggregation Port ID

Vo277 )=y g Vi R— D ID

Max Frame Size

BER7L—AY AR

« LLDP-MED TLV Of§# (LLDP-MED TLV Z32{8 L 7= 3AICEREN D)

MED Capabilities

LLDP-MED TLV Of&EfED 1 A b

MED Capabilities Dev Type

LLDP-MED A5 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7 O #7 4

MED L2 Priority

L2 OESEE

MED DSCP Val

DSCP fE D#E I E

MED Location Data Format

MEFHRDO 7 +—~ v b

Latitude Res

WD REE(E N2 EALE » MK

Latitude

Longitude Res

Longitude G4 E Y R

AT RS AT
LA—4—
2:vEro7ur

Altitude Res

R DO REEA D72 HALE > M)

Altitude EEGO By M)
Datum Tt 2 ¥
0K [E ot 5L HI R (WGS 84)
1AL A U U ISR (NAD 83)
2:4E7 A U B JIHA(NAD 83) D I BEA: S AR AL
LCI length FEEHRT — 2 DR E
What S BIeE LA

0:DHCP H—/ — D

17947 v MkkbiliWeEEZbND Ry hU—F 3
FEOALE

2:7 54T v NOALE
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Country Code a— R
CA type CA (Civic Address) & A 7
MED Inventory Inventory {F# J A b

BT HIZ B LTl RFC 3825 # &M

[BEH]
LAN AR— k #1 ® LLDP {F#t & £757 %,
SWX232x#show 1lldp interface portl 1

Agent Mode : Nearest bridge
Enable (tx/rx) :Y/Y

Message fast transmit time H

Message transmission interval : 30

Reinitialisation delay Y

MED Enabled 3 X

Device Type : NETWORK CONNECTIVITY

LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWX232x#

OO OO OoOOoOo

42520 2 TDA VF— 7 = —RTBIT DGO BERFTT

EEN
show lldp neighbors
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
[RFA]

BTDA F—T =—RTBT D RS OFE R E T 5,
(T X show ldp interface ifiame neighbor =2~ > N %2 &)
[ E ]

et L TV o aR DA RN T 5,

SWX232x#show 1ldp nelghbors

Interface Name : portl.l

System Name : SWX2320-16MT

System Description : SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id H
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
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AutoNego Support

AutoNego Capability

Operational MAU Type 2

Power via MDI Capability (raw
MDI power support 3
PSE power pair
Power class
Type/source/priority
PD requested power value
PSE allocated power value

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type

MED Application Type

MED Vlan id

MED Tag/Untag

MED L2 Priority

MED DSCP Val

MED Location Data Format
Latitude Res : 0
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

ololoNoloNoNololNeNoNe]

SWX232x#

Supported Enabled
27649

30

data)

0x0

0x0

0x0

0x0

0x0

0x0

1522

End Point Class-3
Reserved

0

Untagged

0

0

ECS ELIN

42521 LLDP 7 L — LU Z—D 7 VT

axy RU 77 Lo A | ORST - JEIBERE | 127

E&

clear lldp counters
[ASTE—F]
FiHE EXEC E— R
[FiA]

ETOR—FDOLLDP 7L —A BT Z—% 7 T35,

[BXEH]
LLDP 7L —Lh UL A —% 7 VT 45,

SWX232x>clear 1lldp counters

4.26 L2MS (Layer 2 management service) D% iE

4.26.1 L2MS E— R~O#4T

E&

12ms configuration

[AJTE— ]
Ja—n)ary 74—y g T — R

[FiAA]

L2MS DFXE %47 9 729D L2MS & — RIZBATT 5,



4.26.2 L2MS RERED

128| 2~ RU 77 LU A | RT  ETHERE

[/ — P}

L2MS E— R b/ a— a7 4 7 Lb—3 g v E— RIZEDS ICIT exit 2~ FAHEH L, $54 EXEC £— RiZ

AT end 2~ REEHAT 5,
B EH
L2MS &— RIZBITT 5,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #

uu

AR IE

[EF=]
12ms enable
12ms disable
no 12ms

[F—TU—F]
enable : L2MS HéRe a9 5
disable © L2MS #EREEEH L2

(AR E

12ms enable

[AS1E— K]

L2MS E— K

B

L2MS #EREZ E AT 2 G0 ERET D,
no JER R CTEIT LB A ITHIREITRE 5,
[B%E B

L2MS #EREZ A9 5,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable

4.26.3 L2MS BEBEDREI DR E

EN

12ms role role
no 12ms role

[7XF A —&—]
role © L2MS HERE D E|
REM A
B T I8 L2 SWX & 1) — X WLX302
manager VU —XDOFKE - HlEEITH L2MS ~ 1 —
v—& LTEMET S
/1/~§'—\ T7AY—Ur—I, L2Msz\
acent — VX —IRE SN SWX V) — X%
g L2MS ¥ % — 3 % — kbf@@#é%vﬂ
BN O EHIND X OEET S
[FHIER %]
12ms role agent
[AS1E— K]

L2MS E— K
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B
L2MS BERE 2 FH 9~ D BROREI 2R ET D,
no JIERTHAT L7254 13 agent & L CTENMET 5,
[/—}]

Fl—=% > hT—27NIZL2MS (A A v FHlEE) ez a2 LY~ —F—T7 7 A4 ¥ —TU 4 —/L, L2MS +
A=V X —ICRE SN SWX v U — AR EBGFTE LT-HEA. L2MS BEREDS IEFICEEL £8 A,

Fl—Fy T —2720F, L2MS v X — U ¥ — L 28N 1 B L5 X 21 LTLE &0,
Bail]
L2MS e #~ 3 — Y ¥ — & L THEAT 5,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable
SWX232x (config-12ms) #12ms role manager

4.26.4 L2MS =— 3 = v N OEHREERRORE
(&R

agent-watch interval time

no agent-watch interval
T R =5
time o <2-10>

B AL ] TR (D)
[FIEA 2]

agent-watch interval 3

[ASTE— K]

L2MS E— F

B

L2MS D= — = v N EERT L7 L —LAOEERRREEZRET 5,
no B CTHEIT LA IT VIR EICR S,

time & REQMEICHRTE LT-GE. R 7 L— L2 OEEHEITD N, L2MS DT —Y =2 M E#HE LT o L2MS <
F—=T =N D ETORBNEL 72 b, time Z/NSIREIZERE LG AIXTOH L0 BET L — LDk
BRI 2 28, L2MS D= — = 0 FEEEHGE L T D L2MS ~ 32—V v — 0338k 5 £ CORMNEL 725,

[/ —F]
I2MS D=— = > hOEFIZ I2MS BR~v 32—V % — & LTEIEL TWAEBEDHRIT I,
[ E R

Bt FEREZ 5 BICRIET D,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #agent-watch interval 5

K
i

4265 1L2MS =— = v NOF U U Z W B B O
[EFR]

agent-watch down-count count

no agent-watch down-count

[73T A —=F—]
count 1 <2-10>

Zy s LY S A
[ E]

agent-watch down-count 3
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[AF1E— F]
L2MS E— K
(LA

L2MS ==V =V DL DIRE T L— L2 ZGEE T X T LIz LT 5 £ TORKR T L— Lk GRIEERET D,
no G THEAT LI B IIHIIRRE IR 5,

BB 7 L — L% count TRRELTZABEELTH LZMS =T— Y =0 MIBINE 7 L— L Z2ZE LRWEA. Y%
L2MS =— Y = > MIX T LTz LT 5,

[/—}]

I2MS =— V= b EEHREL CTWAR— ERY U7 X LERAIR, Y2 FORELV BRNF A I 7T
L2MS =— V= hRE T LI LMD 2 &3 H D,

L2MS D=—Y = > FOBEHIT L2MS W~ —V % — & LTEEL TWALAEDARIT I,

[ EH]

0 R E I B R 8 [BICERET D,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) fagent-watch down-count 8

4.26.6 ViR DE EHEAE DERE

[ER]
terminal-watch enable
terminal-watch disable
no terminal-watch

[F—7—F]

enable DR OE IR AT S

disable DOmAROEEERE A AT L

[WIHIRRE]

terminal-watch disable

[AJ1E— ]

L2MS E— K

[RBA]

IR DEBERE L AT D, AT D LEMANTTR v b U — 2 NITIFIET DU RIEHR OB Z1T 5,
no I THAT LI B, IR OE RN L 70 D,

[/—H

I ARDERLL L2MS N~ R — V¥ —& LTHEL TV AOHEDOHIT I,
[E 5]

Ui AR D B RE & AT T D,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

(
SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #terminal-watch enable

4.26.7 Y A 175 5 0D H A e ] T g D B

[EFX]

terminal-watch interval time
no terminal-watch interval

[/XF A —F—]
time ;. <1800-86400>
AR R THIBR (D)
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[FIHIRR 2]

terminal-watch interval 1800

[AFTE— K]
L2MS £— K

(3]

F v N T O B SRR 2 BE T B, time ICRE LIBERIAREET B L. Ky N — 7 ICHE
+ B RO % BT 5,

no A CHEAT L= B IR E TR 5.

[/ —}

D AR B T . A ov s FOREICED b, SR OREITh AR,

[BREH]

SR RO BUR IR 2 3600 BICRET 5,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager

SWX232x (config-12ms) #terminal-watch enable
SWX232x (config-12ms) #terminal-watch interval 3600

4.26.8 L2MS HfHl 7 L — A DEZ(EHE
[

12ms filter enable
12ms filter disable
no 12ms filter

[F—T— k]

enable © L2MS Ol 7 L — A& EZE TE e
disable o L2MS Ol 7 L— A& EZETE D
[WIHRRE]

12ms filter disable

[AFIE—F]

B =T 2 —AF— K

[

L2MS Ol 7 L — A ZEZET 20BN EHIET D,

no LA TIAT L7213, L2MS Ol 7 L — L 252 [ETE 5 L 91272 5,

[/—}]

Aa<wr Rid, LFOA X —7 2 —AIETRETE R,

« VLANA VX —7 =—2A

o B A =T 2= RIFE SN TN DOIYEA o H—T 2 — R

B VA — T 2 AZNE SNV TWDAIYER A 2 — T = — R, IWREDOARa~ 2 ROREIHE > TEET 5,

&k WA VB — T 2 — A BTGB V¥ — T = — RZNET HGAIIC, WA X — T = — ADOFEITYIHMEIC
Eéo

Kazy FOREIZHEDL T L TFOWTNIADORMEZT L TS 5E1%, L2MS Ol 7 L — AN EZ(E S
W2 ERDD,

o STP F/2i3N—7MIKEEIZ & > TA ¥ —7 = — A Blocking IREEIZ /2 > T 5

+ switchport trunk native vlan none 2~ > RAFREIN TN 5

o FRBEA LA —T 2 —RITWWAESNTVD

(=)

portl.5 T L2MS Ol 7 L — L& EZFE LARWVWE 91275,

SWX232x (config) #interface portl.5
SWX232x (config-if)#12ms filter enable
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426912MS =— =V FOBED Y £ b
[EF=X

12ms reset
[AF1E— K]
¥i#E EXEC £— K
[FiFA)
L2MS ¥ A — V¥ —NEFHL TN LI RETOLMS =— V= P2 EH 04 LT, L2MS =— Y = & FOREEZ L
VIET,
[/—H]
L2MS N~v R —V v —& L TEHIEL TWDIEEDHRFETTE 5,
AKavwr REFITT5E BHEINLTWEZL2ZMS =— V= > b HH % L2MS < % — ¥ v —OHEHIRRE) 5 449,
AKavy REFATLICRICHPLIMS =— Y = > MK T 5% A I 713, agent-watch interval =~ > N TRE
L= AA T 5,
[BREH]
L2MS =—Y = v hOFEHE V> b5,
SWX232x#12ms reset

4.26.10 L2MS DR DT
[EX]

show 12ms [detail]
[¥F—U—F]
detail ORI FORT D

[AS1E— K]
FEFFHE EXEC &— R, FftE EXEC £— K

[FiA]
L2MS OEEREEIZIG U T, LT OEHE R RT 5,
e L2MS A~ —V ¥ —L LTEMEL TV B5HE
e BFHLTWSL2MS =—Y = FO¥K
e BHLTWSL2MS =— = FOfF#R
e MACT FL XA
. R4
. A
T
o TV IHR—F
o WHEINTWDHRE
e L2MS v R—V % —& LTENEL TWT, detail ZF5E L7256
o L2MS v 3 — v —DOIE#
o L2MS ¥ 3 — ¥ ¥ —|THEHE STV DR DK
o L2MS ¥ 3 — ¥ ¥ —IZHHE STV D SR O #
e MACT FL XA
« BERESNTWAHER— b
o URARE R LT REZ
e EHLTWSL2MS =—Y = FO¥K
e BHLTWSL2MS =— = FOfE#R
e MACT FL XA
. R4
. A
. R
s VI T vl LTWVAR—




axy RU 77 LA IRST - EBERE | 133
s Ty YUIER—F
e XL UrriE—F
o WHEINTWDEE
o L2MS =—¥ = ¥ MIEE STV DR DK
o L2MS =— U x v MIEERE STV DIRADER (A1 v FOLH)
e MACT7 FL XA
« BERESRTWAHER— b
o AR E R LT REZ
e L2MS =—V = MIEHR SN TV DEROEHR (AP DIGH)
. B ShCuW 5 SSID
Bt S QB B K
o AR E R LT REZ
e L2MS AT —Y =z hELTEMEL TV AHA
o L2MS ¥ 3 — V¥ —|(ZEHE I TV D 0ED
¢« L2MS ¥ F—Y ¥ —D MAC 7 RLA(EFLEN TV HIEA)

[/ —F]

L2MS 2NEE L TW R WEA . I F R SN,

detail DFFTIE, L2MS N~ 32—V ¥ — L LTIHEL CHHAEDAAZNTH D,
(B EH]

L2MS N~ —V % —& LTEMEL TWAIA D L2MS [HH O 2 E R D,

SWX232x>show 12ms detail
Role : Manager

[Manager]
Number of Terminals 3 0
[Agent]
Number of Agents : 2
[acd44.£230.00a5]
Model name : SWX2100-24G
Device name : SWX2100-24G_7Z5301050WX
Route : port2.1
LinkUp 1, 3, 9
Uplink 1
Downlink : 3
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 1
[bcae.cbad.7fb3]
Port 3 9
Appear time : Wed Mar 14 14:01:18 2018
[00a0.deae.b8bf]
Model name : SWX2300-24G
Device name : SWX2300-24G_S41L.000401
Route : port2.1-3
LinkUp 1
Uplink H
Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : O

42611 IL2MS DT — x> ha vy 7 4 FTERODFRR

E&
show 12ms agent-config [agent]
[P35 A—5—]

agent : MAC 7 KV A(HHHH.HHHH.HHHH), F721%, #&¥(portD.D-D.D)
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D IL2MS T—V x> MR D MAC 7 RL A F-IIRIK 25 ET 5, HAIEEITA L2MS

T—Vxr ManREARET D,

[AF1E—F]
JEHEHE EXEC &— R, F##E EXEC £— K

[FiAA]

L2MS =—¥ = MIEAR(SWX2200)D =1 > 7 ¢ THE# A FoRvT 5,

FIRNEITLUTDO LB TH D,

HH

AL

system-name name

ez DA T DR E

energy-saving mode

HEIERELEN T 2 &N ORE

led-brightness mode

LED D ¥ DFRFE

port-speed port speed

WN— b OEEHER L OEEE— FORE

port-use port mode

RN— b &R T 20BN DORE

port-auto-crossover port mode

F— b7 v AF— =R Z T D G ORGE

port-speed-downshift port mode

HWEX T T MERREM T D0 ENDORE

port-flow-control port mode

7 v — il & T D D I ORE

vlan-id vlan_register num vid

VLAN ID DR E

vlan-port-mode port mode

AN— ~® VLAN &{EE— FORE

vlan-access port vlan_register num

T B AR— N ORIE

vlan-trunk port vlan_register num mode

N7 R—NOFRE

vlan-multiple-use mode

~)LF 7L VLAN T 2 B ORE

vlan-multiple port group num mode

~/)LF 7 )L VLAN O 7 )L —T DX E

qos-dscp-remark-type port type

DSCP V~—F 7 DEXHZ FROFE

qos-dscp-remark-class port class

ZENT Y N DY T ARG DRRE

qos-speed-unit unit

IR 217 5 B o038 BE B D BEE

qos-policing-use port mode

ZERNT T4 I DORY T ELTI DEDPDOHRE

qos-policing-speed port level

2B NT 7 4w 7 ORHIE DR E

qos-shaping-use port mode

e
it

EEFT T4 v I D= T BT DENOD

qos-shaping-speed port level

I

»

KMENT 7 4 v 7 OFBIEDRE

Tl

mirroring-use mode

7=V TR AT D B ORE

mirroring-dest port

RT=V Iy baEEHT SR — FORE

mirroring-sre-rx port mode

ZELIEATy VeI T7— U U I T o ENORE

mirroring-sre-tx port mode

EETLONNTy eI 7= T HENDORE

counter-frame-rx-type port counter type

ZETVLV—A A ThY Y T D7 L—AOFE
DFXTE

counter-frame-tx-type port counter type

%E7V%Aﬁvy§?ﬁﬁyb¢é7v%A@@ﬁ

ax &

loopdetect-count count

1B HZ0 ON—T 04 Uiz &I 2 BEOR &

loopdetect-linkdown action

=TSR OB EDRRE

loopdetect-recovery-timer time

K= 2V 7 X2 LThbLERKESE 5 E TORM
DT
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HHE B
loopdetect-port-use port mode N— TR HBERE A 2 IS D DRRE
poe-class port class KR — N CTHERRER 7 7 2D FROFRE

[BXE B
BTOLMS =—V =¥ MgRO a7 4 TiEREFR T 5,
SWX232x>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

[00a0.de00.0002]

system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 23 2 join
vlian-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 R L 273 00a0.de00.0001 @ L2MS =— = > Mm RO a7 4 7@ a=RR-T 5,
SWX232x>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

BRIEIN 1.23-1.23-8 D L2MS = — = U M RD a7 ¢ R EFRT 5,
SWX232x>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
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vlan-access 5 2
vlan-access 6 3
vlian-trunk 1 2 join
vlian-trunk 1 3 join

4.26.12 R AP B2 T DU R H 0 BUEHIRR D% E
E=Y

wireless-terminal-watch interval time

no wireless-terminal-watch interval

[/XT A= —]
time : <10-86400>
AR I H PR (7))
[WIHIRRE]
wireless-terminal-watch interval 60
[AF1E—F]
L2MS E— R
B
HERR AP Bl FOMRIEHR A BIST 2R A X ET D, time (CFRE LIZRFREOHT 2 & | M7 AP Bl FICAF(ET D i
ROMEHEBGT 5,
no JEATHEAT LIS B BHIHIREICR 5,
[/ — ]
U AR DEABEEL TW2RWEE, Ka<xy FOREICED ST, mARFHROBGIITH2R0n,
[EEB]

Ui AN e D HUAF I &2 3600 FVIZRRET D

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager

SWX232x (config-12ms) #terminal-watch enable

SWX232x (config-12ms) #wireless-terminal-watch interval 3600

4.26.13 4 X FEHRBSREDRE
B

event-watch enable

event-watch disable
no event-watch

[¥—7—F]

enable DoAY NEREREE AT D
disable DoAY NEHRBEREA AT L
[#IIRR E)

event-watch enable

[AS1E— K]

L2MS E—

[RLEA]

ARy NERRSREEZBNCT DNENERET D, BRHOLEXERNCE Yy MU= NIZHEET S L2MS =—
= bDOAXRY MEROTEEZIT D,

no IR TEIT LI AIE. A X0 MEHBEENEL & 72D,

[/—F]

AR FOERITIIMS AR —T v — & LTEHIEL CWAIEEDRIT D,
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[ EH]
A X NEERRRE A NS T D,
SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable

(
SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #event-watch disable

4.26.14 A X MEROBERFEIEIROERE
Ey

event-watch interval time

no event-watch interval
[$5 A—&—]
time 1 <60-1800>
IS ] ] B (D)

(AR E

event-watch interval 300

[AFTE— F]

L2MS E— K

[FHA]

Fv NI —=JIHFETDHIL2MS =—V = > b DA Ry MEREZTEGT HFRIBREZ R ET D, time [ZF%E L 72 I
NREETEE, 2y NT—ZITEET A LZMS = — 2 = > DA X MERAZ BT 5,

no FE CIHAT LG A 3R EICKE 5,

[/ —F]

ARy NERBERADTIIRWES, Ao~y ROREICED LT, 42 MEMOBEIIITH2R 0,

B&l]

REARREERR 2 60 FPIZFRET D,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #event-watch interval 60

)

e
el

426151L2MS =— v bo¥uar 7 4 JEsEERERT 30500
BN

config-auto-set cnable

config-auto-set disable
no config-auto-set

[F—TU— K]

enable D IMS =V v hO¥raL T 4 FHREAERT A

disable D LMS =—V s hoEBrar T ¢ FHEEERER LW

[F1EAER E]

config-auto-set enable

[AJIE— K]

L2MS E— K

[REEA)

L2MS =— V= ¥ MESRREDEr a7 ¢ JHREEZHERAT 20 G0N ERET 5,

Yoo 7 o FEERENARINO, L2MS T—V = DY ANAA v F F 3B AP ORE(T > 7 4 ) IMEAES
NTWDOEAE, THHANRED L2MS =— Y = "3 % v T — 7 IR SN2, RIF STV AR E(= v
T4 NN HECRET D,

no JIEXCEAT LIS I3 EICK 5,
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[/ —}]

T—T > b SWX2200 (IZx 2 EDRMIL, ARE L TR AT 5,
[BREHI

I2MS =—Y x> hpPuar 7 ¢ JeEERT 5,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager

SWX232x (config-12ms) #config-auto-set enable

4271 A F v Fvav b

4.27.1 X‘j‘\yj"‘/a 7 Mﬁéﬁﬁ@?&ﬁ
&=

snapshot enable

snapshot disable
no snapshot

[F—VY—F]

enable DA F T vay MERERNCTS
disable A Fy T vay MEREAIC LN
(IR 2]

snapshot disable

[AHE— K]

Ja—\)arz 4 —y g rsE'w—NR

[FRHA]

AF v Fvay MERERZT S,

o JERTEIT LSRR, ATy 7y ay MERENEE D,

[/ —F]
A<y RiE, L2MS iR —Y ¥ — L LTEEL TV 2A5REDHAETH S,
[BE ]

2AFyTvay MEREZAEDIICT D,
SWX232x (config) #snapshot enable

4272 2T v 7 3 v P DHBHRICEHRZE D DPEPDRE
[ER]

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[FF—TU—F]
except-wireless 1 IERREEGE SN BRE# A X T T a v M OHESSSR LR S,
(AR E]

no snapshot trap terminal

[AJ1E— K]

srua—)Narsr 4 L—va E—R

[FHA)

RIEWRE ATy T ay FOBXRRICED S,

except-wireless 47 = L ZHEE LIZAIL. W7 7 & ARA o MR TFICEREES Sh R ERIZ. 2y 7
2 v FOWESHRN DRI SN D,

no IR CIAT L7 A1, WREHRITAT v 7T a v SO GI LD,

]
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[/—}]

RKa<wy R, =x—Y¥—& LTEIEL, 2>D terminal-watch enable ==~ >~ N & snapshot enable =~ > F233%E
SNTWDAGEDHRETH D,

[F% i

MR E ATy 7V a Yy OB RIIED D,

SWX232x (config) #snapshot trap terminal

4273 2F v T a v FOFER
[ER
snapshot save [after-update]
[F—U—F]
after-update DXy N7 OEERIRIEEEZ TR L%, ATy v ay hELTRFET S

[AJ1E— K]

FHE EXEC £— R

[

LAN Yy 7 DAF v 7 vay MERRTR—RERDATFT YTV ay b7 7 A VERET S,

after-update 77> a3 U EENLRWGS, BUEY R —Y v —RRFELTWDSL Ry MY — 2 O#EFkEE ATy 7
gy N7 7 ALE LTRIFT %,

after-update 47> a U NEENDLHEE, Xy VT —7 OBFRIREOIERESEHCEF LcH, ATy Tvay b7
7ANE LTRIFT D,

[/— 1]

after-update 47> a2 U EENDLEE, Ry T — 7 OBFRIRIEEOTERA SHICERH T 2031y T — 27 ORI
Ko TUIEHMNE T T2 E TITREHDR DD D560 5,

[BREH]

Xy MU =7 OBERLREEZ FFH LIk, AT v T vay M7 7 A VERFT D,

SWX232x#snapshot save after-update

4274 2 v v a v bOHIBR
[EF=]
snapshot delete
[AJ1E— K]
K EXEC E— KN
[HA]
AFyTvay N7 ANVERIRT S,
[BREH
2AFyTvay V77 ANERIRT D,
SWX232x#snapshot delete

428 77— AU = T B

e
i

4281 77— LU =T EHVA b
]

firmware-update url ur/

no firmware-update url
[/NT A —=HF—]
url DB AIEET R L UNEARL (255 SLFLAN)
77 —ALT =T BEILTV S URL
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[FIEIER E]

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2320.bin

ERl

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2322p.bin

[AS1E— K]

Ja—n_"pyar 74— g rET— R

[FHA]

WEB = —IZEMLTND T 7 =LV =T T 7 A NVEfioTT7 7 =0T BHTLLEDF T r— D
URL Z#&ET 5.

ANFERIT “http:// P —/S—D P T RL A DHWIEARA /N AL” L) B E D,

IPv6 7 R L ZADBEIE[IPv6 7 R L A]"D X 52" CH 5 BENRH 5,

IPv6 V) >/ a—NT RLAZIRETHHEAF., KAV —T7 2 —ALIRET H2HEN D 5 (fe80: X%vlanN DI
20,

P R—DR— FF SN 80 LIS DBEIL, “http//F—R—D P 7 L AHDH T AR A MR — RS/ A47 L
WIHIEK T, URL OHFIHRET H2HENH D,

[ E B

Ty =L =T DX a— R URL % http://192.168.100.1/swx2320.bin [IZ3RE T 5,

SWX232x (config) #firmware-update url http://192.168.100.1/swx2320.bin
SWX232x (config) #

4282 77— AU T EHTHEHT S HTTP 72 %o —P——DRE
B

firmware-update http-proxy server port

no firmware-update http-proxy

P85 X —5—]
server : AB.CD

HTTP 7'm ¥ v —H— —D Pv4 7 KL A
server [ XX XX

HTTP 7 m ¥ —H— =D IPv6 7 KL &
[X:X:X:X]D X 9 IZ[ITH D BER S S
IPv6 U > 7 a0 =T RURAZRET DHEIE, SHA v 2 =T = =2 bIRET DLEDH
% (fe80::X%vlanN DJE)
A YT L UMM RL 5 (255 SCTLAN)
HTTP 7w % 3 —+#—/3—@ FQDN
port 1 <1-65535>
HTTP 72 —H—NR—DJ 2= FR— &5

(AR E

no firmware-update http-proxy
AA1%E— F)
Ja—nm"narz4 s b—varE—F
B

WEB Y —R—{ZEPNTND T 7 — AT =T T 7 ANEHESTT7 77— 0 =7 THT5EEXOHTTP 7m¥%—
P R—ERET D,

HTTP 7 & ¥ —H— =N EEINTWRWESE, HTTP 7o v —H—R—%2 AT T 7 — L7 = 7 HHN
fThihs,

R— FE S LI RNICRET DLERH 5,

no JERTEITLIESAIE. HTTP e —H—N—0ORELXHIRT 5,
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[ EH]
HTTP 7' & &% ¥ —H—/3—% 192.168.100.1(AF — hFE 5 8080)IZi%ET D,

SWX232x (config) #firmware-update http-proxy 192.168.100.1 8080
SWX232x (config) #

4283 77— b = T BB DELT

(&=

firmware-update execute [no-confirm] [no-reboot]
[F—T—F]
no-confirm Ty — Ay = T B OMERE LR
no-reboot 7y — Ay = T WIS EEE L ey
[AJIE—F]
Kt EXEC £— R
B

WEB ¥ — R—Z@EPNTWNWAB 77— AT T 77 ANV EBEERTHTO 77— 02T DI EYa v %F 27 L,
BEWZ AR THIUL T 77— 02T DIV BT a7 v T %I 7T 5,

BEHZ RV EY a D7 7 — LU =T BN FET D L, EREZROONDLDT, FHTLHHEIL Y &, EH
L2WSEEIE " # AT 2 0ERH D,

no-confirm 5 ET 5 &, HEREFTICI Y a v T v I EFHTT D,

no-reboot ZfEET H L, VBT a 7w FETHRICHER) L2V, RIEEEBIRICEFREZO 7 77— L7 =7 TEET
5,

[/—}]

firmware-updateurl =~ R CX U — RN URL A T 5,

firmware-update revision-down enable =~ > RA R ETH L HENWI BV ar~D) BV a X7 U725 L9102

2%,
no-reboot 5 ERFIL, firmware-update revision-time =~ > R E SN CW2HETH, FEERZICFEE) L,
[BEH

WEB = R —{ZENPNVTWND T 77— AT 2T 77 A NT T 77— =T BHFHT5H,

SWX232x#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.05.01
New Revision: Rev.2.05.03
Downloading. ..

Update to this firmware? (y/n)y
Updating. ..

Finish

SWX232x#

4284 77— LT AU — REA LT T NEFORE
E&N|

firmware-update timeout time

no firmware-update timeout

[T A—F—]
time : <100-86400>
A LT 7 M)
[FIEIERE]
firmware-update timeout 300
[AJ1E— F]

Ja—\)ary7 4 b—y g rF—FR
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[FHA]
WEB h— =57 7 — AUz T Xy a— RT5L&0X A LT 0 NEHZRET D,
no TR TEAT LA IR EICR 5,
Bl
Tr—AUzTHyra— ROZA LT Y MNEEEE 120 FICRET D,

SWX232x (config) #firmware-update timeout 120
SWX232x (config) #

4285 V¥V a s F U DA
&R

firmware-update revision-down enable
no firmware-update revision-down

(R E]

no firmware-update revision-down

[AFTE— ]

rua—s\varz 47 b—va e —R

[FiHA]

WEB #—R_—ZBEM TS T 7 =LV =T 77 A Vo TT7 7 =0 =T HHT5H L& BEOY BV a &

D%Ew)t/a/m®77~A¢IVWLH:/a/&?/%ﬁT?éo
no R TEITLIZGEIF I BV a v Ty 2dFa L,

[ E R

VeV a Xy eifFad s,

SWX232x (config) #firmware-update revision-down enable
SWX232x (config) #

4.28.6 7 7 — LU = T BHHEEER E DR

EEN
show firmware-update
[AJIE— K]
F#HE EXEC E— R
(@]
77—y =T SRR BT D BUEORER N E R R T D,
HT@%Eﬁ%%éM6O

e Xvru— R¥ED URL

« 7BuFy—H—s—0D URL

e Xyrua—KRKDXALT T MR

e UEVarHFuroOiFa]

o REEEEO 77— =T VBV a
o BT OO PR E I

o RH -y JHERREO BIEE) T

[BREH]

77—y =T EHE ORI E R R 5,

SWX232x#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2320.bin
http-proxy: -

timeout: 300 (seconds)

revision-down: Disable

firmware revision for next boot: -

reload-time: -

reload-method: Normal
SWX232x#
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4287SD H— Kb D 77— A7 =7 BHOEST

[ER
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—T—F]
no-confirm D 77— LU= THEHE SD I— RO~ MEROMERE L
no-reboot 7 A =T RIS EES L 2
sd-unmount D7y AU =T EHENCHER A E T SD A — AT v D
[AJ1E— B
F¢kE EXEC £— R
[FAA]

SD 1 — PRI SN TND T 7 =LV =T 77 AV TT 7 =LY =T BHaFTT 5,

NI A—=Z—HFRELRWGEIL, SD W — RNICEEWI ARBR 7 7 — LU = T NMFET H L EH L SD 1 — KD
~ Uy MREBE MG 2 OEREZ RO HiLD,

T =AU =T ERHT LAY 2. BHLRWESIT " AT LMNERD D,

SD 1 — RO~ v v MREBEAET 25813y &, 7o~ Uy M 258IE " 2 AT 20ERH 5,
no-confirm Zf5E T 25 &, fEREZETIZSD I— KD~y MREZHE L 7 7 — 20 = 7 B4 EIT77T 5,
no-reboot ZFEETH L. VBV a 7 v FIETRICHEE LRV, REEERICEREDO Y 7 —LA0 =7 TEREIT
Do

sd-unmount ZfEET D5 & MERELETITSD I—ROT7 U~ T 2 M &1T ),

[/ —}]

T7 =L T 77 AE, SD I— KD"/swx2320/firmware/swx2320.bin" F 721 "/swx2322p/firmware/
swx2322p.bin" 7 7 A V&2 BT D,

SD W= FRADT 7 =L =T 77 A NEBEFTHOT7 7 =0 =27 D) BV arF =y 73 THR,

SD 77— R&EHY 4 S WA 1x, HEEEIFFIC boot prioritize sd =~ > ROREIZHEVSD H— KNDO T 7 — AT =
T CEEIIND,

Ty RLTSDI—REROVALTH 7 7 — A7 =7 HHITMGET 5,

no-reboot &/ ERFIL, firmware-update revision-time =~ > F3ERE SN CWZHATYH, FEERZNCHEEE) L 720,

[BXEH)
SDA—FRNDT 7 =LV =T 77ANTT 7 =L =7 BT D,

SWX232x#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.05.01

New Revision: Rev.2.05.03

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...

Finish

SWX232x#

4288 7 7 — AU = T BH O BEEIRZ DR E
BN

firmware-update reload-time hour [min]

no firmware-update reload-time

[/3F A =4 —]
hour ;o <0-23>

77— AU = T B OHEE)RZ(RF)
min 1 <0-59>

77—y = 7 HEOE O P ERZI(5)
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[ AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

Ty =AU =T EREOBEINCLDH Y 7 — 20 = T AL E R ET D,

no R TCEAT LGSR 7 7 — AU = 7 HHEZRICHESH L CH Yy —2 v =7 @A 5,
[BX EH]

Ty — AU =T BHOFEEIRNL A2 AM 1:30 IR ET 5,

SWX232x (config) #firmware-update reload-time 1 30
SWX232x (config) #

4289 A Z o JERREDO 7 7 — LT = 7T BB X 2 HEBHFEDORE
[

firmware-update reload-method method

no firmware-update reload-method

[/XT A—F—]
method DR Z Y IREREE DT 7 — AT = 7 BT X D R A
REME B
normal %4 YAy F e R N—=AA y F R
sequential %;4 AL T A=Ay FIER A
(IR E]
firmware-update reload-method normal
[AS1E— R
sua—nNarz 4l —va 'R
[BLAA]

ABy JRERRED 7 7 — L0 = 7 I L 2 BRI FEERET D,

normal DG, AA VAL T « AUN—=ZAA v FHZERHIHEBIT 5, sequential DA, A A VAL v F % i
R TH, A=A, v FEHEBTLLTEATORY NV =7 —ERTEER L NLIITH 7 77— U
ENE )i b

no IR CHEAT L= A IV HMEIZR 5,

[/—}]

Ko<y FIZAZ v 7 BEHENE IR O HF57E Al g,

[ E B

Ty =AU = 7 BN XD PR E A NRR RN ET D,

SWX232x (config) #firmware-update reload-method sequential
SWX232x (config) #

429 A X2 w7

e
it

4.29.1 A ¥ v 7 BERED
[EFX]

stack switch

no stack
[/XF A—&—]
switch DR X T HEREDOENME
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R EME A
enable 2E -y JHERERE AT D
disable ALy T EREE BENIC T D
[WIEIRRE]
stack disable
[AS1E—F]
sua—s\)var7 4 Lb—3a E— R
[RLEA]

ALy JHREE BN E T IXENICT 5,

no I TIFAT LGB I3 EIZE D,
[/ — 1]

AKav s REAZ v 7SR TORIATTE 5,
SD 71— RIZf_7F L7z Config CTEENL, TD% SD W —K&2T7 o~U v h LToRETARa~Y REFETTHLEZT—
LD,

[ EH]

AL IR R AT D,

SWX232x (config) #stack enable

A By 7 BEREE TN T 5,

SWX232x (config) #stack disable

4292 A& v 7 ID OER

EEv
stack stack_id renumber new_stack id

[/3F A =4 —]
stack_id o <1-2>

EHEMBDA L N=ZA v F DAL v 7 1D, fHELRWID ZfE LIEHEIETTT =225
new_stack_id o <1-2>

KHEBEDAL » 7 1D
(R E]
L
[AFIE— F]
Ja—n_par 74— g rET— R
[FAA]
FBELIEANAN=AAL yFDAL v 7 ID Z#EHET 5,
[/— ]

AKa~v s NEAZ v 7SR TORIATTE 5,

Kavwy NEALZ v 7B Z BNERE LT B8 DARFEITTE 5,

HOHHEDOAY 7 ID DRERTE S,

SD 1 — RIZfrfF L7z Config TEEIL, D% SD I —RFE2T7 o~ FLEEKRETRa~ REFETTLEZT—
L%,

[BREH]

ALy 7 D DAIIN—=AAL v F & ID2ICEET D,

SWX232x (config) #stack 1 renumber 2
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4.29.3 2 ¥ v 7 TEBROFRT
[EF=

show stack

[AFTE— F]
FEFFHE EXEC £ — N, 454 EXEC £— K

[BHA)
ARy TICHTARERCAT — X ADEREFRT 5,
FRNFITLTO LB,
o AH v 7 HEREDFR E (Stack)
« HEDAZ > 7 ID[EE](Configured ID)
. HEOA% 7 ID[#EFfE](Running ID)
« A& DAT—H A(Status)
« HBHEDOALZ v 7 R— KT IPT KL AOHPH(Subnet on stack port)
o« ARHX v 7HERFD MAC 7 R L A (Virtual MAC-Address)
« A=A v T O
« A% w7 ID[EHME](ID)
« E7 /L4 (Model)
e AT —H A(Status)
« 1—/(Role)
s U 75 (Serial)
. W MAC 7 F L A(MAC-Address)
« AHyUR— T L DOIER
o A ¥ —7 x— A% E(Interface)
e AT — /4 A(Status)
A U= FHD AT — & A(Status) TIXLL T OWT NN EERRT D,

Status AL

AUN=ZA yFHTAL » 7 T DT DI

Setting RIRE &> TV DRI,
Active AUN=AA yFMTRAL v 7 PR STV IRTE,
acive HEIRE L, UBESEAL 2 TR TS

AL JREREMARNTEN, AL N—Af v F L xrIT T
Standalone —va AT, 1 B TEHALTWAIREE, E#jL T
MH—EH AL 7 PRI TWRND & ERT,

Standalone(separated) —TarynEmT, 1 A THEHALTWAIRE, EE#L T
MO AL 7 PRSIV TN Z & &RT,

Disable ALy 7 BERED BN 74K RE,

[/ —h]

Ka<y RIIAZ v 7 EHEE TOHRIEITTE D,

[ EH]

AE IR ERRT D,
SWX232x#show stack
Stack: Enable

Configured ID 1

Running ID |

Status : Active

Subnet on stack port : Auto-ip
Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial MAC-Address



1 SWX2320-16MT Active Main 5000000000
2 SWX2320-16MT Active Member S000000000
Interface Status

portl.15 up

portl.1l6 up

port2.15 up

port2.16 up

4294 A X v JR—FTED IP 7 KL AO&EFARE

avy R 77 LA | RSE - EAIERE

00a0.de00.0000
00a0.de00.0000

147

EEy
stack subnet NETWORK ADDR

stack subnet auto-ip
no stack subnet

[78T7 A —=F—]

NETWORK ADD : AB.CD
R

IP 7 R L AZE[H (A.B.C.0)

[WIHIRRE]

stack subnet auto-ip

[AFTE—F]

Ja—\)ary 74—y g T — R

B

Raw NFARY 7 SIS TORFATTE 5,

RKawy FiIAY v 7R THEMAT 5 1P 7 L AZEREZBIET D,

NETWORK_ADDR (Zi%, 7 % v b 255.255.255.0 23 [E & Tl S5,

BERENE S D,
no JZ: N TIAT LIZIGEITAIIRE IR 5,

Kaxwy FIZXoTHRESNIIP T FLARZERIT, AF v 7 R— bSO R— FTIIEHATE 220,

AKa<y FORELZEEICKMISEL7-DIITHEHNLETH D,

A2y VIR D IP T RV RAZERIIML TR CANTA—F —2RET D, RRDNTA—F—aRELILLGAE. AF Y

7 AR TIE LWIBEDMT 272200,
[ EH

2By JR—=FDOIPT KL AOHFPH & L T"192.168.101.0" 2R ET D,

SWX232x (config) #stack subnet 192.168.101.0

4295 AU N—RAf v F~DYE— b lA

auto-ip D E. A X v 7 HEERH T Auto IP

[EX

remote-login stack_id
[/3T A —HF—]
stack_id Do<1-2>

A& w7 1D

(IR E]
7L
[AJIE— K]
FHE EXEC £— R
[FHA

AL TRERT, AA VAL T DPOIREINTZA UV NN—A, v F~) =l (T3,
VE— el A IR TA5LBEMIC T ey 7 MIAZ v 7 ID BMFEEINTHRETEINS,
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[ EH]
AA AL I TFNHAN=AAL vy FAD2)~NVE— R T A T 5,

SWX232x#remote-login 2

SWX232x-2>

430 AT a—)

4301 A7V a2 —)LDRE

[EX

schedule id time date time template_id
schedule id event event template_id
no schedule id

[T A—F—]

id <1-10>
AT a— )V

date <1-12> £ 721% */<1-12> £ 7213 sun, mon, ... , sat F 7= *
A/R
A OBRIED] RENE
1 1 H
1,2 1LHE2H
2- 2HMB 12 AET
2-7 2AHMBTHET
-7 1AL THET
* (235
H DR EH RENE
1 1H
1,2 1RpE2H
2- 2HMB12HET
2-7 2HMBTHET
-7 1 AMBTHET
mon AR
sat,sun +HEH & HIEH
mon-fri HIEANO&RER £ T
-fri HIEALO&MEH £ T
* 1 H

time <0-23> E72ld * 1 <0-59> F 72l * 1 <0-59>
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Rr DR EH] RENE
12 12 W
12,13 12 Fg & 13 B
12- 12 K§ 6 23 KfE T
10-20 10 B 5 20 BE £ C
-20 0 M5 20 FEE T
* iRy
53 DR EB RENE
30 30 47
15,45 1545 & 455y
30- 30 53705 59 43 E T
15-45 15575 45 53T
-45 035 4553 F T
* (=%0)
event A b
R EE B
startup EE L7z L&
sd-attached microSD 11— R&T7 Z v F LIz & &
template_id <1-10>
AP a— VT T L— RS
(IR E]
7L
[AF1E— F]
sra—m\)var7 47—y arE—FR
B

time ZFEHA L CAF P a— L ERE LGS, HELLHAIZR ST X IHESNTZAF Y 2a— T 7 L—F
IR ENTWET 7 v a v aFT9 5,

event ¥ L TR Va— NV EaRELTELGA. HELTEAXRY MRBELXIBESNTEAF VY a— T 7 L—
MIFERENTWBE T 7 v a v &2373 5,

no IR TIAT L7HAIE, FHE LT ID DAY Y 2 — L &2HIBRT 2,

[/—}]

DA ¥ 2 — VIRFEIRFZNCFAT SN D56, ID /NS W EBIRICE TSN D,

AOEECHT LA ZRAESHETIEET S Z LI TE 2R,

BOREZEME LIZGE., 00 REEELZGA LR UREICZR D,

A B &R O E TS0 2 AW #HEEC LD 2EEE2T 5 LN TE S, 72 LEUC """ % A
WHIPHIEEC""C LD RHREE T2 Z I TE 0,

[ EH]

AR D 0,12,1221,2223 65 & 5 PIZAF P a— LT o L—M# 2FTTHA Va2 — L #l ZRET 5,

SWX232x (config) #schedule time */mon -2,12-14,21-:0 1
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4302 ATV a— )T L— FNOBBAXOHRE

[EFX]

description /ine
no description

[/XT A—F—]
line DB TR L UCEATLE(64 SUTFRN)
ALY a—)VT T L— N ORI
[FIAER E]
no description
[ASIE— K]
A a—NT T L—hE—F
B
R a—)VT T L— OB EFRET D,
no R THEITLHEAIE. A7 Y a—NLT o7 L— O EEIRT 5,

[ EH]
AP a—)LT 7 L— M # IS ERET D,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #description Get tech-support

4303 A7V a—NT UL — s OFREHORE
[EX]
action switch
no action
[NT A—F—]
switch DAV a— AT T L— N ORE
RIEE B
enable AT a—NT T L— NEFINIT S
disable AT a— VT T L— N EEHICT D
[WIHIRRE]
action enable
[AJ1E—F]
A a—NT T —hE—R
B

R a— VT v — N EHNE I T B,

Ao~ RTdisable Z¥8ETHZ LT, NV A—DEENZLAT 7 a  OE[TEZIEDDHZLENTE D,
no R TEITLIELESIE. Ay a2—LT7 7L — e a%hic

(B EH]

A a— )T T L— N # RN T A,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #action disable
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4304 A7 a— VT T L — FORTE
[ER]

schedule template template id

no schedule template
[XT A —=F—]
template_id ¢ <1-10>

AV a— VT T L— hEE

(AR E
mL
[ASTE—F]
rua—\)arz 4 L—varE' R
B
AV a— VT L= MERET HE— NIIBITT 5,
no B CEIT LGB, HBE LAY Y a— AT v 7 L— N aHIBRT 5,
[BXE B
AT a—)VT T L— kN # ERET HE— NIIBITT 5,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #

4305 A7 a—NT LS L— rDavwy REFTORE
[ER]

cli-command id command

no cli-command id

[/NT A—F—]

id o <1-20>
a~wy KE=E

command : avw R

[WIHARRE]

mL

[ASTE—F]

A a—NT T b—hE—R

B

AT a—/VERED U =B L7 & EIIATEIN D a vy RERET D,

no B TIATLIEGA ., FBELEEFOa~y REHIBRT 5,

[/— 1]

RUAY Y a—/L7 7 L— NI cli-command 2~ > R & script 2~ 2 RO NERE SN TV DA, seript 2~
¥ RMFELTEN, cli-command =< > RIFEIE L 220,

BHEOa~y FERE LSS, 23y FESHNNESWELLIRICIAT SN D,

BEOa~ L FEELESGS, 2~ RRBPTETZ I —IZho/c LTHEY Oa~»y NIFETEN D,
U =SB LR T, FiE EXEC E— R Ta~y FRFITEND o), a~vy FIZd > TR#EdZRE— NI
BT L0 av s bbby TRETDILERD D,

REERTT DHEAITRED write I~ > RERITTHMERH D,

HMETa~y RERETHZ L3 TERY, BlZIEA 4 —7 =2 —2 L LT Portl.] DASIE— RIZADZEE, int
portl.1 Ti%72 <. interface portl.1 LR T HHENRH 5,

UTFDa~y RIZFETTERN,
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backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock TihE 5 =1~ > K, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T4AE % =~ > I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show
THhEE D 2~ R, ssh, ssh-server host key generate, stack CTUaE 5D 2~ > K, no stack TEE 5 =~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(*1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {F321T Al HE

[ EH]
ARV a—)T 7 L— N #l O3~ REE #1 1T copy tech-support sd =~ > R&EEKT 5,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #cli-command 1 copy tech-support sd

4306 AV a—NT TV =t DR ) T EFEITORE

BN
script ref
no script

[/3T7 A —F—]

ref L AT U N T A NVOSRRY

B EE B
sd microSD 71— K

(R

no script

[AS1E— ]

A a—)NT S — =R

[@A]

Y A—EBEEREDR 7 U T N EATOF RN R ET D,
no B THFAT LG AIX. A2 VT FEITEZEHIZLET,
[/— k]

A 2 —)VERED N U T —NEE) L= & & microSD I — RN D/HFE4 /schedule/script.txt (25Ol &AL T2 CF
&SRS 100/ TE Ca~vy FE LTHEITT D,

RIUCA”Y 2—/T 7 L— MZ cli-command 2~ > K& script 2~ 2 ROW T ARE SN TWDHEE . script 2~
v RMMFELT S, cli-command =2~ > RIZEME L 7200,

cli-command 2=~ > R CETNEIEINTWSa~vwy RIETTLHZLIXTERN,
Bal]
Al a—=T T L—h#l TR VT NETEZHDICT 5,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #script sd

431 7HF—

4311 T —D T 2T LAERE

[EX]
buzzer switch
no buzzer

[/3T7 A =5 —]

switch D TV AT ARE AT DD
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BENE B
enable T = AT LR EEANT 5,
disable TY =2 AT ARE DT D,
[WIEIRRE]
buzzer disable
[AJTE—F]
sua—\)var7 4 Lb—3a E— R
[RLEA]

THP—=T AT LBEEANE T ITEDNCT 5,
no JZA N THEAT L2 B EICR 5,
[BREH]

TH =L AT LREEANTT D,
SWX232x (config) #buzzer enable
TPV AT BRI BT B

SWX232x (config) #buzzer disable

4312 7 —D N ) H—RE

[EX]

buzzer trigger trigger type [trigger type]
no buzzer trigger trigger type [trigger type]

[73T A =4 —]
trigger_type D TV —D Y A—
Y H— B
temperature T B R R T — 2 5T,
fan 77 VEERIRIC T P25 57,
poe PoE #A il H 5 & M IR I 7 Y — 2 i 577,
loop wfjmgéﬁjhgkybﬁvyxfmy
XTI R T—EIE LT,
sfp SFP Z KL~ T — I 7 =2 5T,
startup EETE TRICT YV —2E57,
o SD i— R~o v N7 r~vy M7
—ZH 6T,
all BT A~TE A TRIET D,
[WIHIRRE]
no buzzer trigger all
[ASTE—F]
sua—s\varz g4 S b—varE' =R
(B

EEDO N T—52BNT D,

no R TCEIT LG EIFEED MY H—%2 T+ 5,
poe 1 PoE #AEEXIIGHE T /LT O FEITARE,

[ E R

L & AT D,
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SWX232x (config) #buzzer trigger startup

4.31.3 7YV —FER a~ v RDOFELT

[SEEsy

SDh— R<=wy %

SDA—RT7>r=v v b E

R 2— FETH

771

(DAL v TFE2HRT | OFITHE

(&)
beep buzzer beep type

[/3T7 A—=F—]

beep type T —F O
i e
system-error
port-error
startup
sd-mount
sd-unmount
mute
unmute
find-switch

AHE— K]

FiHE EXEC £ — R

[FHA]

7Y R~ FRETT B,

[/ — ]

[ZDAA v FHHET] FITE, VAT LT —F, F—r=T7—FIZEL L3 BV IEL CHBMIZIELET S,
ARKa<w RE7VPF— R T—DRNEGTHLI AT LARENAN T 2 — MREHTHIUIFEHTX 5,
F7o, Ra<r FIEBRC TV —F BB T ARHIIEFEITT T — L7 b,

[BXRE )
R— bz T =B &R 5,

SWX232x#beep buzzer port-error

4314 I =— FNET

[ER]
mute buzzer
[AJIE— K]
FFFME EXEC E— I, $74 EXEC £— R
[
Ra—MEFTT D,
[/—}]

2 22— MDA RIREE T buzzer disable =~ > N2 L > C TP =T AT ARENEDIC R 2HE. S =

Shod,

Ka<wr RiZar7qo ZICRkGEInEdA,

Bl
Ra—hE3TT %,

SWX232x>mute buzzer

[
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4.31.5 I =— NMER

[ER]
unmute buzzer
[AF1E— K]
FEFFHE EXEC & — R, K EXEC E— K
[FHA)
I =2— MEERRT D,
[ EH]

R a— MEERT S,
SWX232x>unmute buzzer

4.31.6 7 —fFHRDOER
[EX

show buzzer
[ASTE— K]
FHrHE EXEC E— R, %M EXEC E— I
[FiHA)
TYP—DOFRERCKREERRT D,
[ E 5]
TP —DORERCKREEZRRT D,
SWX232x>show buzze

System : Enable

Mute : Disable

Status : Standby

Enabled trigger : Startup SD FAN Temperature Loop SFP

4.32 fR5FHEH—

4.32.1 R A 4D
[EX]

hostname hostname

E

e

no hostname [hostname]
[/XT A —HF—]
hostname DB AEHTER L OEATEE(63 XFLUR)
WA M
(AR RE]
hostname SWX232x
[ASIE—F]
srua—\)arr 4 L—va E—R
[
RA NG EBRETS Do

RKa<wy RTCHRELEFRZ MylTa~vy RFa 7 e LTEMRT S, SNMP 7 7 & ATREZR AT, MIB 2%
sysName D & L CTHEHT 5,

no FEX CHEAT L2 GE TR E 2 W HEICRE T,
(R EH]
ARA N4 % "yamaha"I\ZETET D,
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SWX232x (config) #hostname yamaha
yamaha (config) #

4322 AT ADOHILE)
EEN

reload [stack-member ID]
restart [stack-member ID]

[FF—V7—F]
stack_member ARy TRERKRIC, BEEISEDLIRST v 7 A UNR—ZIREER LIEEAEIX. BARAZ T A
IN—DEEET 5
[7XF A—&—]
ID -<]-2>
A7 1D
[AJIE— K]
e EXEC £ — K
B
AT LA HEEIT S,
[/—F]

FATHORE(T =7 a7 4 DYPERBFOFREARZ — T v a7 4 ) POERINTWAHEE, FiLH)
XD EENN /D720, MBI U T, reload 2~ 2 RX° restart 2~ > RE/TH{IZ, copy running-config
startup-config =~ > F° write 2~ R, £7/idsave 2~ REFTT5HZ L,

stack-member 4 7L 3 NI A K v 7 BEBREDN A ZRhEF D A FE E R RE,
(% EH]
VAT LA EET S,

SWX232x#reload
reboot system? (y/n): y

4.32.3 REDAIHIL
(&R

cold start
[AJ1E— K]
¥iHE EXEC £— K
[FBA]
TH IR ORE CHEBT 5. SYSLOG bHILT 2,
[/—}]
2wy FEATHICEIL S A Y — FEANT 2 LER B 5,
BT — R RSOREORETI. Aoy FEASTTHC LR TEEEA, MiboTEM A ARY— FAZEE
THNERD Y £,
[ E B
RE 2T 5,

SWX232x#cold start
Password:

4324SD I— KD~ b
[E&X]

mount sd
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[AFTE— K]
FERFHE EXEC & — R, FfHE EXEC E— R
[FAA]

SD h— KD~ v ML A2 EITT 5,
SD 71— R ARFHIZBEIIC~ T > D END7OFETTHH4IETR, unmountsd 2~ R TTU~o 2 k3
TWAGRICFEITTHILERD D,

[/ —}]
SD #— RiE7 >~ v MREDGE, A TE 220,
[RXEHI]

SD1—FR&E~v > hT 5,
SWX232x>mount sd

4.325SD HI—FDT7 ~U v k
[EFX

unmount sd
[AF1E— K]
FEHFHE EXEC E— K, K EXEC E— K
[BiA)
SDAA—RDT v~ MU EZFETT 5,
Ko< REFITLARP-720, WebGUL Enb 7 o~ 0 MLUERAZEITLARWTSD 1— K% SD Au v bbbk
Wiz, 0S8 ETEEOEENMHDBAER D D,

[/ —H]
SD #— RiE7 »~=v v MREDIGE., HHATE 220,
[RXEHI]

SDi— &7~ T 5,
SWX232x>unmount sd

4.32.6 F1H] LED = — FOHE
B

led-mode default mode
no led-mode default

[T A—F—]
mode : M LED £— F
R EM A
link-act LINK/ACT £— R
poe PoE £— R
off OFF £— K
(AR E]
led-mode default link-act
[AFIE—F]
su—\var7 47 b—varE—R
[@iA]

Y LED F— R&&ZET 5,
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Ra<wr FEFETTHE RELILE— RNTLED AR5, £/, =7 =254 L STATUS £— RIZBIT L7
ATYH, =T —MEEE%IIERE L2 LED T — FIZE D,
no WX TEITT B L, WIHHREICRD,
PoE “E— RZ PoE #AEX ST T /L TOHREITAHE,
(B EH]
W LED E— K% OFF E— NICHRET 5.
SWX232x (config) #led-mode default off

4.32.7 LED E— ROFER
[FA

show led-mode
[AJTE— ]
JEHFHE EXEC £=— K, %5# EXEC £— K
B
LED E— FOFRESCRELERT B,
IFTOEB %##FRT 5,
e WM LED E— ROEE
o HI{ED LED E— ROJREE
(B EH]
LED E— FOFRESCKREL TR RT S,
SWX232x>show led-mode

default mode : off
current mode : link-act

4.32.8 "— b5 — LED JREEDOFER

[EF=
show error port-led
[ASIE—F]
FEFrHE EXEC £ — N, %54 EXEC E— N
[
TT—BRELTWVAEHR—FDID LUTOXT —HEHREFKRT D,
HE B

loop-detected (blocking) N—THRHEL Ty 7
loop-detected (shutdown) JL— 7 ¥ L T shutdown H

sfp rx-power error (low) SFP &2 L~ LN IE R i L 0 KT
sfp rx-power error (high) SFP Z Y L~ LN ER & L E5F
poe error (port limit) PoE R— kU I v MZ XV EEEIE
poe error (system limit) PoE A7 LU X v MC XV faEEIE £72i3 — kA

v I K D faEmIL
poe error (PD error) PD = 5 —#aH L CHEE IR
[ E B

N— DT —RELEKRT D,
SWX232x>show error port-led
ID error

portl.1l poe error (PD error)
portl.2 loop-detected (blocking)
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4329 [ZDAA v F BT FEBEBRLE

[EX]
find switch start sec method [method)|

87 X —5—]
sec o <5-3600>

[(ZDAA v FE2LET | KR
method : Hik

T A5 — BB
busger [ZOAL Y FEET] ORTETT Y%
u‘% % [/ i j_o

led F&8,CR— b LED & i S £ 7,
[AJ1E— K]
¥iHE EXEC £— F
B
FRE LW E FIET TR v FH2ET ) MREEZFEITT 5,
[/ —h]

TP =V AT LHENEN TH-720, I 2a— MRFEITINTWELEEIETF—%2B56 LEREA,
F£72, BIED LED E— K28 OFF £ — RiZ7e > TV A4, LED # Al T 8 A,

[ EH]

7\‘_‘j;‘_4& LED &:J:U 10 *}‘ﬁ;ﬂficj’ !—:O)X/I) 79:%?7&"911 *)%%ﬁg%sﬁﬁé—gﬂéo

SWX232x#find switch start 10 buzzer led

43210 [Z DAL v TFZHET | ek
[EX]
find switch stop
[ASIE— ]
HebE EXEC B— N
B
(DAL T E2HRT | WEEZEILT 5,
Bl
[ZDAAL v TF 2T WiEEEILT 5,

SWX232x#find switch stop

4.32.11 VAT DEBD N I T v 7

[EX]
backup system

[AS1E— ]

F#HE EXEC £— R

B

REDOLLF#EE SD 1— R~a ' —7 25,
AP—=RT v T a7 4 7 H#0-#1 L 2O D IE#R
startup-config select =~ > N D% EH
boot prioritize sd =~ > K D% EfH
boot auto-apply =~ > K D% EIEH
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SD 51— KD "/swx2320/firmware" 7 # /L& 12 "swx2320.bin" BFELZHEE. NI T v 7 74NV FIZae’—3 5,
SD #— FB<=T 2 FESNTWALEIZRY FEITTX 5,

[/—F]
SD H—RIZNRXy 7 T w7 ENT=T7 74 MIREB L OHIBRZI TRV Z &,
(% EH]

VAT AMERON Y I T o T HFETT D,

SWX232x#backup system
Succeeded to backup system files and firmware file.

43212 VAT LEROY A RT
[EX]

restore system
[AJ3E— K]
FiHe EXEC E— R
[
SD 71— RNy 7T v P LIV AT MEREARIERA~Y A NT T 5,
SD AI—RFHADNRY 77 v T T HNINT 7 =L =T 77 ANBFELIESE, 07 7 AV EHWTT 7 —LAT
=7 DHEFHIT I,
UA M7, EBITDLD,
SD I — KR~ FENTVDLIGEICRY FATTE D,
[/— "}
AL VDAL A, Aa~r NI TE 20,
[BXEH)
VAT DEREAREAND AT D,

SWX232x# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.05.01

New Revision: 2.05.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating...

Finish

Succeeded to restore system files.

SWX232x#

4.32.13 ProAV 71 7 7 A JVFER DR E

[ER]
proav profile-type fype

no proav profile-type

[XTA—=F—]
type : ProAV 7'u 7 7 A )LFER]

R EME S
dante-primary Dante 77 4~ U —
dante-primary Dante £ > % U —
ndi NDI
sdvoe SDVoE
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[P E]
L
[AFTE— K]
B —T z—AF— R
[FHA]
ProAV 71 7 7 A )VFER| Z R ET D,
K< RiZ, Web GUI @ ProAV & E~2—3 T VLAN & ProAV 71 7 7 A L ORHSERA O 7= DI W B A,
[/—F]
AKa< K& CLI TETLTS. ProAV 71 7 7 A JLOFREITEM SN0,
AB THREBAERNRGES, Ko~y RiEEHTE RN,
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R

A V¥ —T = — R

il

5.1.1 FEASC DX

[EX]
description /ine
no description

[73T7 A =4 —]
line DA ST LU R (80 SLFLI)
KR B —T = — ATKT DA
(AR E
no description
[AJ1E— F]
AH—=T7=2—AF—F
B
HRA 2 —7 == AT L TR EZRET D, no JEARTIIT LI2GEIR, S CZHIRT 5,
B!

LAN R— R #1 [ZEBACERET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #description Connected to rtxl2l10-router

512V %y hE TV

EEN
shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy N L TER LWL 1295,

RKavw RIRREINTA U F—T 2 — AL, #EfInTb I 77 v 7 Lelkd,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 125D,

[/—}]

A~ RIiX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D HG% iE FhE,

B VA — T 2 — ARG L L TR RERELTESGAIX, TOA ¥ —T7 =R IR THETO
LAN/SFP /R — DR ENEHE I D,

[ E 5]

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #shutdown
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e
i

[EX]
speed-duplex type
no speed-duplex

[XT A —=F—]
type DOBEHE - BEE-NXAT
BEEE - BEE—FFA T B!

auto F— I — g9
10000-full 10Gbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half

(R E]

speed-duplex auto

[AFIE—F]

B =T z—AE—F

[FAA]

WEHE L BET— FERET D,

no I CTHEAT L= A IR EICE D,

[/—}]

RKa<w FICEDABRELEEZITH &, BFA v X —T 2 —ANR—WFHIZY v 7 X T 5,
A=< FIZ LAN/SFP R— MZDAHEETE b,

type 12 auto ZHEE L72HA, A— hRxIvm—va V¥ A TOFRETAH—hxrITvo— a3 THR— NI HHlE

IATERETE D,
AN— MEBNC & o TRRIE RTREZRIBE M EAB(E T — N3R5, BRE ATRER B E I E/WEE— NIZLL T O Y

BERE - BfEE—F&2A4 7 LAN AR— b SFP+4— b

auto o o
10000-full X o
5000-full X .
2500-full x .
1000-full x .
100-full o i
100-half o i
72%, SFP+AR— RZ SFP € ¥ = — /L& L. 10000-full Z#57E L7254 1213 1000-full & L CEMET 2,
[BREH

LAN 7R— b #1 Oi@ {5 HE /BT — K% 100Mbps/Full I ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #speed-duplex 100-full

5144 — I 2—a A TORE

E&

negotiation fype [type..]
no negotiation

[23T7 A —%—]
type D EEXAT
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WEFAS =34 B
10000-full 10Gbps/Full
5000-full 5Gbps/Full
2500-full 2.5Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half

[WIHIRRE]

negotiation 10000-full 5000-full 2500-full 1000-full 100-full 100-half
[A1E— ]

A HE—=T 2 —RE—F

[

F— b= g 0 TCHR— T IDEEZXA TERET D,
no TERTEAT LTS IT VIR EIZR 5,
Ko< KIZLAN R— MIDBHBRETE 5,

[/ —F]

Ka<w o RZL R E E%ﬁok Weh R —T 2 — AN—IFIZ Y vy X T,
WEHEEMEET— FREICA— I vm— g VUARREESN TV HE, AERITEEL ¥ A,
[BRZEH]

LANAR— M #l OA— b A T—3 9 T R— M 5815 % A 7% 1Gbps/Full & 100Mbps/Full IZ5%ET %,

SWX232x (config) #interface portl.1
SWX232x (config-if)negotiation 1000-full 100-full

5154 — bRz — g VORBFHRER

[EF
show interface negotiation [ifname]
ST A—F—]
ifname : LAN/SFP R— b DA Z—T = — A%, BRFHIRA LV F—T = — 20 R LT 5,
BRTHA LV H—T 2 —A
[AJ1E— ]
FEREME EXEC £ — N, b EXEC £— F
B
AV B=T 2= ADF— b RAVT—V a VOERERTT D,
UTOHEHNPFEREND,
HH BB
Interface AU H—T 2 —R%
Nego F—hFr A T— g OFL/ES
Link Advertisement :JE': ];X v — g Y AR— M2 IBE R

[BREH]
F— bR IAv =g COEREERT D,
SWX232x#show interface negotiation

Codes: Nego - Auto-negotiation
All - 10000-full, 5000-full, 2500-full, 1000-full, 100-full, 100-half
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portl.1l Enabled All
portl.2 Enabled 10000-full, 5000-full, 2500-full, 1000-ful, 100-full
portl.3 Enabled 100-full, 100-half
portl.4 Enabled All
portl.5 Enabled ==
portl.6 Enabled ==
portl.7 Enabled ==
portl.8 Enabled ==
5.1.6 MRU % &
EY
mru mru
no mru
[T A—5—]
mru 1 <64-10240>
ZIE R R 7 L— L A AERET DEITMBETH D Z L)
[FIEIEXE]
mru 1522
[AF1E— ]
AH—T2—AE— R
[AA]
ZAZAREIR IR 7 L— L A XERET D,
no JTER CHEAT L2 & I3 EICK D,
[/ —}]
ARz RIE LAN/SFP 7R — MO HERTE FIHE,
[ E B

LAN A"— k #1 @ mru % 9000 /XA NIFRET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #mru 9000

517 780X,/ A FL— | HEPHIBIERE

[EX)

mdix auto action
no mdix auto

[R5 X — & —]
type © ZuR /AN L— N AR OEE
R EM A
enable 7 A/A N L— N BEPHEBIZ AT D
disable 7 ma A /A S b— ~ BEPHB & BT D
[WIHIRRE]
mdix auto enable
[AS1E—F]
f o H—T 2 —AE— R
[RLBA]

JaA/A NL— NABPEBIZ AT D, AT D EBEICKER T — T VG2 A (A N L— NEiE7

r ) ekt L, A mIC R ET S,
no JEATHEIT LGS

X, BEPHBIZEZIZ /2 Y MDI & 725,



166| 2~ RU 77 LU A | A & —7 =— A

[/—}]
Ko< R LAN A— MO LR E T HE,

ARa<w FIZKDRELTEITI &, YA VX —T = — AR I X T 5,

Batl]
LANKR—F#l D7 1 A A~ L— O HEPHBIERE 2 00T 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #mdix auto disable

5.1.8 EEE % E&

EEN
eee action
no eee

[R5 A =& —]
type : EEE O@jfE

%
R
o

%E

B

enable

EEE ZH%Z9 %

disable

EEE #3hiz 9%

[FIHIRR 2]

eee disable

[AJ1E— K]

A H—Tx2—AF—FK

[FRHA]

4% JJ¥%HE Energy Efficient Ethernet(EEE) % A 3275,
no BN CHEAT L7256 1%, EEE BT 22 5,

[/ —h]

A< Rid LAN AR— M2 D% E I hE,

RAav U FICROREELZIT) &, YA =T == AR 7 X0 T 5,

Bal]
LAN 78— k #1 ® EEE 28127 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #feee enable

5.1.9 EEE )5 Al B 2 RRT D

[EX

show eee capabilities interface ifname

[T A—F—]

ifname : LANKR— DA U F—Tx—R%
FRTDHA LA —T 2 —A

[AJ1E— F]

HHrtE EXEC £— N, $§# EXEC £— F

B

BELEA LA —T 2 — AN EEEIZHISE L TWANE I nEFR T A,

UTOHEANERSND,

HH

{lf

B

interface A H—=T 2— A%




av U R T77 LR | A0 F—7 x— Al | 167

HAE

B

EEE(efficient-ethernet)

H & 73 EEE (2% hts L TN B 230>

Link Partner

KA BEE (XS LTV D G hs

[/ — P}

S BEE STV AR WS I, EEEICKHE L TWARWEFRENS,

[ EH)

LAN R— k #1 @ EEE %S A B A2 FRT 5,

[cHAEEAY EEE (2566 LTV B354

SWX232x#show eee capabilities interface portl.1l

interface:portl.1l
EEE (efficient-ethernet) :
Link Partner

yes (1000-T, 100-TX)
yes (1000-T, 100-TX)

[t 873 EEE (256 L TR WSS
SWX232x#show eee capabilities interface portl.1l

interface:portl.1l
EEE (efficient-ethernet) :
Link Partner

yes (1000-T, 100-TX)
not enabled

5.1.10 EEE 27— 4 R fERE KT

(]
show eee status interface ifname
[NT A —=F—]
ifname : LANR— DA U F—T = — A4
RRTHA L E—T 2 —A
IABE— K]
FHrE EXEC E— R, %§# EXEC E— N
[BLAA]
FRE LA v H—T7 2 —ADEEE AT —X A% FR7T 5,
UToHEANERIND,
HE i
interface A UH—T 2 — R

EEE(efficient-ethernet)

EEE B s

Rx LPI Status

ZAEMOEESE— FOIKEE

Tx LPI Status

EEMOEESE— FOIKKE

Wake Error Count

TI—=hvr b

(B E B

LAN 7R— ~ #1 ® EEE A7 — % Z % KT 5,

[EEE &) D 555]

SWX232x#show eee status interface portl.l

interface:portl.1l
EEE (efficient-ethernet) :
Rx LPI Status 3
Tx LPI Status
Wake Error Count

[EEE 2N B DGE

Disabled
None
None

0

SWX232x#show eee status interface portl.l

interface:portl.l
EEE (efficient-ethernet) :
Rx LPI Status 3
Tx LPI Status
Wake Error Count

Operational
Received
Received

0
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[EEE B HE N 2OEEIE— R~BITH OGS
SWX232x#show eee status interface portl.l

interface:portl.l
EEE (efficient-ethernet): Operational

Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE A% 2HENE— FABITL TV L5 E]
SWX232x#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

5011 " — I TF7—IJ VTORE

EEN!
mirror interface ifname direction direct
no mirror interface ifname [direction direct]

[FF—TU— K]
direction C NI T4y OEREMERET D
[/8T A —HF—]
ifname : LAN/SFP R— hDA v X —T = — A%
NTGT A2 &I T7= VT F =T =R
direct D NI Ty OB W
N7 4 v DERFT Bl
both ZAFM & FAF R D 7
receive =R
transmit EEM
[FIEIEE]
7L
[AJ1E—F]
A B —T2—RAE— R
[FLBA]
KMBA VB —T 22— A A=T 7 —R— N, ifname T =% —KR— k& LT, direct CRESNIZ T 74 v 7%=
F7—=V 7T 5,
no IEATIAT LG AR, I 7=V 7 OREZHIRT 2.
[/— k]

AKza< 2 RiZ LAN/SFP 7R — b DL 3% E Al BE,
A=T 7 —HR— MCRETE DA Y H =T =— AT 1 DD,

Bal]
IANR—Fr#l ZA=T77—R—Fr L LT LANR—F#A OFEZET L —LE LANBR— M #5 OEETL—L0%5 3
=V T35,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #mirror interface portl.4 direction both
SWX232x (config-if)#mirror interface portl.5 direction transmit

5112 8—F I F7—1 T OIREFRR
EEN

show mirror [interface ifname]
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[F—TU—F]

interface D RRTLEER— N ERET D

[P35 A—%—]

ifname : LAN/SFP R— "D A vV H—T = — A4,
FoRT DEMRA— b

[AS1E— K]

JEFEME EXEC £ — N, Fi#E EXEC £— |

B

R—=hrIT7—=V VT ORELFR T D, interface ZEME L7-BEIL. ETCOERR— M TIRERRRIND,
1 OOBEMRFR— T L2, LTFOHEERFRIND,

HH B!
Monitored Port R — DA L H—T 2 — R4,
Sniffer Port AT 7 —IR— DA K —T = — AL
Direction cNZ 7 4 v ORI

[ EH]

IT—V IR NDOEREEETRT D,
SWX232x#show mirror

Sniffer Port Monitored Port Direction

portl.1l portl.4 both
portl.l1l portl.5 transmit

5113 A v Z—7 = — ADREEHE R

[ER]
show interface [ type [ index ] |
[2XT A—&—]
type LA HE—T 2 —REA T
AV EB—T 2 —RFIAT e
port WA o H—T 2 — R
vlan VLAN A » Z—T =—R&
sa ABT 4y TimBiA A —T =2 — A
po LACP #HEEA v X —T = — A
index L AT v I AR
AV HF—Tx=z—RR1ID Z6H
S.X WA o H—T 2 —AD AKX v 7 ID(S), &£
' RIZHIF SN B X)) EHRET 5,
<1—4094> VLANID Z8E ¥ 5,
B ABT A4 I v —T 2 — A KT E
<1796 feiE 5.
<1—127> zMTﬁﬁ4V5%7:%X§%%%ET
[AFTE— F]

JEHFHE EXEC ©=— K, 5# EXEC £— K
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[FHA]

ifname THRE LTA 2 —7 = — ZADREZ R RT D, ifname ZEME LTHEIX, B2TOA U F—T7 = —ZADIKEE

NI D,

LFOBmBENRREIND,

HE B

Interface A H—T 2 — A4
U7 AT —H A %2 (shutdown I
TR 2R TRT D)

Link is + shutdown % EFF : (by shutdown)
o AR— b= T —HRHE : (by err-

disable)

. A v H —7 = — AFERI(Ethernet,
Hardware is

VLAN 72 &)
HW addr PELMAC)T RL R %1
Description A B =T 2 —ADFAL
ifIndex AVE—T2—AA VT v I AKWT
MRU Maximum Receive Unit %4

ARP % A L7 7 FEFREI(ARP = |

ARP ageing timeout U — R %3

WEHE, BEET— FOREM & B

Speed-Duplex TEIRAE %1

Auto MDI/MDIX Auto MDUMDIX A %h/#% %1
IP7 RLA/~AZ&E X3(0P T KL
IPv4 add o 4
v address AREROLRERSND)
IP782—R¥y A RT RLA %3 (IP
broadcast

7 KL AREBOLFTSND)

A yFR—FDE—R
Switchport mode e access: X772 L
« trunk: ¥ 7 &

AN 7 a4z ) 7ok
Ingress filter « enable : 5%
+ disable : #E%)

SRR 7 L— XA T
c aAll: BTHOTL—LEZFE Y
Acceptable frame types HHEEARZ2 L)

+ vlan-tagged only : VLAN % 27 Off
W27 L= AD G

27 L7 L —2% 5 VLAN ID

s ZTRLAFA— FOLE:

switchport access vlan =~ > R C
HiE L7- VLAN

Default Vlan . BT ER— N OBA AT~
7 VLAN

o XU ER—FNTEITFERT Y
kD HZAGERE D54 - None

o ARFEERF : vianl

HM A H—T 2 —ADFTE LTV

Configured Vlans % VLANID &1
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HHE B
packets ZAF Ry MR %2
bytes ZAE S M x2
input multicast packets ZE~NVTFF v A MRy K2
=2, f= 1N
drop packets ZAG Ny T IRV Lo Ty MK
2,%5
packets EEANT Y M2
bytes E(ENA M %2
multicast packets EEYNVT XX A MRy M %2
output BETE— FE xR by MO
broadcast packets ;‘ 7= YA RAT Y MO
T Ray T L5y MK
drop packets %2, %5

X1 WA L H—T 2 — ADIHER

X2WPRA LV H—T =2 — A GG VH — T = — ADHBFIR

%3 VLAN A ¥ —7 = —AD BTN

AFPEA L Z— T 2 —ABINRVLAN f VX —T = —ADBEAIT. FOA X —T2— R/ LTWBWEA
B —7 = — A Df/IME & TR

X5 T =/ Ra vy IRENRGEICEROER. BB A8 IR EOEROARTREINET,

Batl]
LAN R— |k #1 OREEZERT D,

SWX232x# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description: Connected to router
ifIndex 5001, MRU 1522
Speed-Duplex: auto(configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 8 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets : 0

VLAN #1 OREZFRT D,

SWX232x#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
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5114 4 V¥ —7 =— ZADIREDOE G FR

[ER]
show interface brief
[AJTE— K]
FERFHE EXEC £ — R, M EXEC E— R, fARla> 74 7L —va»E—F
[FREA]
AU H—T 2= ADREEMHERT D,
UTOEENRFRREND,

HH B

Interface AR =T 2 — A%

Type A B —T = — AFER %2

27 L7 L —A%H 5 VLANID

PVID %2

2L o FR—FDE—F %2
Mode + access: X772
o trunk: ¥ /&

Status U RAT—H4A

Voo 2y DER

+ AD: shutdown &% &

+ ED: R— hx= 77—kt
« PD: LFiLiSh

Reason

Speed WEEE OB EIREE %2

Rt A3 A ¥ —T 2 — 2D

H %1

s (S):AXT 4 v IEREA L E—T
=— A

« (P):LACPHiA v X —T x— A

et 2@ A ¥ —T7=2—ADID

Port Ch

Description A B =T = — ZADFHIASC

X1 WA X —T 2 — ADRIHFIR

X2WERA o —T = — A FallA VH —T = — ADHEKR
[ EH]

A UH—T 2 —ADREESHTRT D,

SWX232x#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.1l ETH 1 access up == 1g (S)1 ==

portl.2 ETH 1 access up == 1lg == ==

portl.3 ETH 1 access down PD auto -- -

portl.4 ETH 1 access down AD auto -- -

portl.5 ETH 1 access up = lg = =

portl.6 ETH 1 access up == 1lg == ==

portl.7 ETH 1 access up == 1g == ==

portl.8 ETH 1 access up == 1lg == ==
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Interface Status Reason Description

vlanl up == ==

vlan2 down PD =0

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up = 1g =

5015 A F—T =—AD V&> b
[EX]

interface reset ifname
85 X —5—]
ifname : LAN/SFP AR — h £/ idimBilA 4 —7 = —A
Uy boA 0 2—7=—2

[AJ1E— K]

¥5HE EXEC E— K

[BiFA)

BMELIEA LV E—T=2—R2& )y bt 5,

[/—H]

RRA L H =T 2= 2DV U IREEZVEY FL, V7 ZHELT D,
B, Uiy MIEW—RFIZY 7 X0 R ET D,

FRERA X — 7 = — AZFTE LTV D LAN/SFP AR — MMZIFFEITTE RV,
Bl

LANAR—Fr#12V &y bT5

SWX232x#interface reset portl.l

5116 7L — LU F—FKmR

[EX]
show frame-counter [ifname]
[73F A —&—]
ifname : LAN/SFP R— hDA v X —T = — A4,
RRT DAL H—Tx—A
[AS1E— F]
FERFHE EXEC £— . %§HE EXEC £— F
B
ifname CTIRELTcA LV F—T =2 —ADT L—LA T o —IFEWREFTT D, ifname ZEME LIZHEIX. &2TOA
X —T 2 — ADWERERTRT D,
UTOHANERSNLD,
HH B
Packets BE/ZEANT Y MR
Octets EE/ZEX 7T MR
Broadcast packets Tr— R¥x R MRTy NEER G
Multicast packets ~NF X A MRy PEERZEK
Unicast packets 2=Fy ATy MRERZEK
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HAE

B

Undersize packets

T UHE = A XNy NEAGE(64 AT T MR D /S
7 b)

Oversize packets

==Y XNy FERAEEA523 A7 T v FLAED
N7y b%1)

TI T ANy MRAFE(64 A7 T v MR T CRC

Fragments BRE D v 1)

Jabbers DX N= Ty FEE#0523 A7 T v FELET CRC
MEFTH Dy R %)

FCS errors FCS =7 — "7 v 253

RX errors ZETT—H

TX errors EETT—H

Collisions o) g R

Drop packets TN Ray T ULLEEEAT Y M Ny 7 il &
DZAGTERD ST/ v NI X2

64octet packets 64 47 7 > NREDO/NRT v MEZEE

65-1270octet packets

65~127 47 T v NED/RF v MEZEE

128-2550ctet packets 128~255 427 7 v MRO/NT v FiERER
256-511octet packets 256~511 &7 7> MO/ v MEZEE
512-10230ctet packets 512~1023 427 F v FED 7 v R EZEK

1024-MAXoctet packets

1024~ KAV T v FREEDD/NT >

1A Z—7x2—AD MRU IZIEE L CEET A,
X2 T —)L Ra v T RENRIEEICEED

(BB

. EAREAI

IANR—F#1 DT L —A BT X —%FrT 5,

SWX232x#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets
Octets

Broadcast packets
Multicast packets

Unicast

packets

Undersize packets

Oversize
Fragments
Jabbers
FCS errors
RX errors

Transmitted:
Packets
Octets

packets

Broadcast packets
Multicast packets

Unicast

TX errors
Collisions
Drop packets

Received and Transmitted:

cdoctet
65-127octet
128-2550ctet
256-511loctet

packets

packets
packets
packets
packets

84

6721

8
76

(@]

I35

&

DIFRDOHFRSNET,
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512-10230octet packets : 0
1024-MAXoctet packets : 0

5017 7V —b Iy Z—D7 )T

[ER]
clear counters ifname
clear counters all

[F—TU— F]
all DR TOA B —T 2 —ADT L —LH I E—F 7 VT T4

[T A—F—]

ifname : LAN/SFP R— M FE7-IEGmEA v X —T =2 —ADA VX —T = — A%

KBDOA B —T 2 — R
AT E— K]
Kb EXEC E— R
B
AV EBE—T2—ADT VL —LH I E—% T VTT5H,
ifname FIE LG EIE, £DOA v —T=2—ADT L—LI 02 —% 7 ) TT 5,

ifname \ZFERA VX — T = — AR E LG EX. TOA X —T7 = —RIZFTET 5L TD LAN/SFP R— D7 L

— A= VT 5,

[BREBH]
LANR—F#l DT VL —L AT B —% 2 VT T 5,
SWX232xf#clear counters portl.1l

5.1.18 SFP E = — /L DIREEFR R

EEN!
show ddm status
[ASTE—F]
HHrtE EXEC £— R, $§# EXEC £—
[

SFP & ¥ 2 —/LODIRIEZ FRT D,
1 SOIF X LT SFP AR — b Z & ICHEE, EIREIE, FIREIEAF RSN D,

HH B
Temperature TV 2 —/LINERIEE (°C)
Voltage EIEAE(V)
Current I (mA)
TX-Power FEIED TR (dBm)
RX-Power K D IR L (dBm)

[XEH]
SFP &Y 2 —/VOIREE LT 5,

SWX232x#show ddm status
Temperature High Alarm High Warning Low Warning

Interface (Celsius) Threshold Threshold Threshold
portl.25 42.7 100.0 85.0 -40.0
portl.26 = = = =
portl.27 40.7 95.0 90.0 -20.0
portl.28 Unsupported Unsupported Unsupported Unsupported

Voltage High Alarm High Warning Low Warning

Low Alarm
Threshold

-25.0
Unsupported

Low Alarm
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Interface (V) Threshold Threshold Threshold Threshold
portl.25 3.37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

Current High Alarm High Warning Low Warning Low Alarm

Interface (mA) Threshold Threshold Threshold Threshold
portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

TX-Power High Alarm High Warning Low Warning Low Alarm

Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184
portl.26 = = = = =
portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

RX-Power High Alarm High Warning Low Warning Low Alarm

Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = = =
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

5119 SFP £V 2 — VD L~ NVEHROFRE

[EX]

sfp-monitor rx-power action
no sfp-monitor rx-power
[T A—F—]
action SFP &Y 2 — /LD L~ LR OB E
RIEME B
N AN, LD =% 3 I/%’i 75 z
enable SFP E ¥ = — /LD L~ LB 2 A5 %)
T5
. TV a2 — )LD LR M|
disable SFP & ¥ 2 — /L DEZ S L~ VR 2 S8
+5

(IR E]

sfp-monitor rx-power enable

[AJ1E— ]
ra—\)varZ 4 b—varEw— R

B

SFP ¥ 2 — /LD LNV AR ET D,

[BEH]

SFP ¥ = — /LD L ~OVEER 2 2T 5,
SWX232x (config) #sfp-monitor rx-power disable

5.1.20 HEF = —DOFEHAREROREC AT L)

EEy

tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate
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[78T7 A —=F—]
action D VAT AERORE X 2 — OB RERORE
RIEE B
VAT DEEDFEEF 2 — O REH &
enable T2
. VAT LEEDFEF 2 — O REN &
disable I
[WIHIRRE]
tx-queue-monitor usage-rate enable
[ASIE—F]
sa—ms\)arZ 4 b—varE'— R
B

VAT LAEEROERF 2 — O RGN E R E I T 5,

no IR CHEAT LI G & I3 IR E IR T,

[/ —}]

EEX =2 —OFEHEEMRAZENNCTHOIIE, Ka~vr RIIMAT, AV F—T72c—ATHLEEF =2 —DOFEHE
EREZBNCT D0ENH D,

[ EHI]

VAT AR THERF = — O HREHE T 5,

SWX232x (config) #tx—-queue-monitor usage-rate disable

5121 EEF = —DEHBEFROREAL v F—T = —2R)
B

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—F—]
action OB, U H—T == ADKREF 2 — O HRERORE
RIEE A
HBA VB —T 2 — ADKEEF 2 — D
enable SERBEANCT B
: MEA B —T =2 — ZADEEF 2 — D]
disable R T
[WIHARRE ]
tx-queue-monitor usage-rate enable
[AS1E— F]
A BFE—Tz—RAE— R
B

WRA U H—T 2= ADEEF 2 — O HRER 2 G2 E 2138 T 5,

no I CTIAT LI B I3 E IR T,

[/—}]

A~ Rid LAN/SFP AR — NI D HERE Al HE,

PAEX 2 —OFHREREZ AT H720I001E, Ka<wr FITMA T, Y AT ARKTEHEEF 2 —Off IR
EHINCT HMERD D,

[ E B

LAN R— K #1 O%[F ¥ = — O RER 2 T3 5,
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SWX232x (config) #interface portl.1l
SWX232x (config-if) #tx-queue-monitor usage-rate disable

5.1.22 EEF 2 —DEHREHRDORERT

&3]

show tx-queue-monitor
[AJ1E— K]
HHrtE EXEC £ — R, %M EXEC £— I
[FiA]
KB F 2 — D REROBRE 2 RTT D,
FRNEITLTDO LB,

o VAT LBRIKRDOEEF 2 — O HFEEGORIE
« LAN/SFP 7R— h Z &L OFGE
o A UH—T = — AL (port)
»  LAN/SFP 7R — bk O%(F F = — O R EEHL DY E (usage-rate),
Bl
EEX 2 —OFEHEEHORELRTT D,

SWX232x>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

52V 077V F—v gy

521 AFT 4 v VERBEA U F— T = — ADRIE
[EX

static-channel-group link-id

no static-channel-group

[/3F A—&—]
link-id o <1-96>
ABT 4 VA v A —T = — A
[AS1E—F]
Ao B =T z2—RAE—F
[FEBA]

S RA VB —T 2 — A% link-id CHRELIZAZT 4 v ViAo F—T = — AR EE 5,

o R TET LGS, B A v E—T 2 —RAEART 4 v I v E—T 2 —ANLHIBR S5,

[/ —H]

A< KIZ LAN/SFP 2R — NI DB 3% E Al BE,

AL T A I ERA H =T = — ADFLE LR\ link-id /2% L C, LAN/SFP R— h & fT@ S 25 41%, Hiizlc A
AT 4 VimBiA VA —T 2 —ANERI D,

ABT 4y TaahiA v H— T 2 — AN LIRS H 2R R, FTBT 5 LAN/SFP AR — BN ELS 7 o 2818, A¥ T+
v T, A — T = —ADHIBREN S,
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1 ODART 4 v Vi A v X —T7 =2 —AZHE K8 DD LAN/SSFP R— F 2B &5 2 L Tx 5,
BEICHFEL TCWDAE T 4w Vg v X —T = — | ﬂLT%EéﬁéFAilAwa? Ne2EZT 4y
B U H—T 2 — AT, LTOBRTEE2ETHI®L L, REVBRRIGEITI=TI—L72D,
« VLAN OHTE
* QoS D KT A KNE— RNEE(T 74/ K CoS fH, MBS %5 Te)
o IL—TRHOBREOV— TR OGN, T~%7m/%/7®ﬁWﬁ@
TS AE T 4 VA v 2 — T 2 — APNER SN DAL, LAN/SFP AR— h D FFEiREN A X T 4 v 7 iwdiA
VHE—T 2 —ZADHMHREE D,
LAN/SFP R— R &2 AR T 4 v VB A v 2 —T7 = — R IR ESE 5 & Mﬁ?@ﬁﬁ#@% EIZRE D, Fiz.
ABT 4 v ViRBA H—T 2 — ANB IR LT85S MSTP O ENFIHIRR EMEIZ
1 >® LAN/SFP ;R— F B OR{EA ¥ —T7 = — A ZATRSE 5 Z kim%&wlm%ﬁfm T XE T H R
RARBEA L X — T 2 — AR ESEA T L,
(B EH]
LANR—F#l ZAXT 4 v Vg A VA —T7 = — A #5 TR S ¥ 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #static-channel-group 5

522 A2 T 4 v VAV E—T =2 — ADRERR

[EX]

show static-channel-group
[ASTE— K]
FEFFHE EXEC & — I, ¢4 EXEC E— I
[@i ]

ABT 4 VA v H — T = — ADREERRT D,

TFHETDHDAZT 4 v VP VA —T 2 — AT LIV FOHEANTRREN D,

s RET A IBA A —T 2 — R4

o B— RNRT U AEED L — )L

e ATEBLTWALAN/SSFPR— b DA v X —T =2 — A%

10— RNZ  AFEBED L— /L2 DU T L, port-channel load-balance =~ > R D type /X7 A — X —HHD Z &,

(B EHI]
ART 4 T A —T = — ADREEERT S,

SWX232x#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

SN

523 LACP#HBEA LV A —T 2 — ADHE
EE

channel-group /ink-id mode mode

no channel-group
[/3T7 A =4 —]
link-id o <1-127>
LACP il A v B — 7 = — A& 5
mode D ®EE— R
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mode B!
LACP % ACTIVE £— R CHBESH 5,
active ACTIVE &— R, sfmsgasioxt LTHE

B LACP 7 L — A% 3%ET 5,

LACP % PASSIVE E— R CHfE S H 5,
PASSIVE &— N Ci, xfmas7 o LACP

passive T —ALEZZELEBEAEIZOHLACP 7
—LEFET D,
[AFTE—F]
AHF—Tx2—AE—NK
[FBA]

RGA B —T = — A% link-id THEE L7- LACP inBif v ¥ —7 = — AR S HE D,

no FERTEITLIEHEIE, R A X —T7 =2— 2% LACP il A v X — T =2 —AMBLHIESE 2,

[/— 1]

A2~ 2 Ri% LAN/SFP 7R — RZ D B & FlHE,

LACP f@#iA % —7 = — AT LAN/SFP AR — h & T @ S & 7235515, MU7% LAN/SFP 78— K I lacp timeout long 73 5%

EIND,
F7o. LACP#@#liA & —7 = — AN O HIR S E 7255651, Mi% LAN/SFP AR — k@ lacp timeout =~ > N DFXED
HikRE N5,

2/

LACP 331 > & — 7 = — ADMEIE L2 link-id 12% L C. LAN/SFP 7R — N 28 S ¥ 5 A1%. #7-12 LACP &

A =T 2 —ADREREND,

LACP #HiA v X —T7 =2 — AWM B IR & E-55 %, FTE 35 LAN/SFP iR — F 3L 72 o 72385615, LACP #R#l» v
H—T x—ANYIEEN S,

1 OO LACP#HBEIA & —T7 = —ATHK 12 D LAN/SFP R— 2B SHH 2 LN TX 5,

@+ % LAN/SFP 78— 728, 8 0% TIX LACP Bl A v Z — 7 = — XICHIFFIC R B L, 8 D& B X /=432 oW
TITFEERAEI {2 TORER— 7 5,

WEE— R THEO LAN/SFP AR — MMILACP V> 7 7 7 U 77— 3 ATk L7V, (FTBIZAIHETSAY LACP Y
YTV g LTEEIZLZ2,)

WBIEHE N D LAN/SFP AR— R 3F— LACP #hiFiA > ¥ — 7 = — AR L TWA A OEEITEEE Y
TV = a COREIAFET D, FEMIT lacp multi-speed 2~ REZZMD Z L,

BEIZAFAE L TV 5 LACP §a#l A v % — 7 = — A(Z%F LT LAN/SFP A — h & T8 & 58541, LAN/SFP R — | &
LACP ia#iA v # —T7 2 — AT, UTORECA2ETHIEDH L, RENVBRIERITI=T—L 5,

¢ VLAN OFE

* QoS D kT AME—RNRET 74/ b CoSl, AN— MESLELZGTr)

o N—TRHEOBREOV—TRHEOEHIER), A— N7 a X7 OF /D)

HIZ LACP A v 2 — 7 = — ADREREN58E1%, LAN/SFP R— @ FEEk &M LACP fiA v X4 — 7 = —
ADHHARE L 725,

LAN/SFP 7"— h % LACP #@¥A v % — 7 = — A2 & 5 &, MSTP D% EN VIR EMIZRE 5,

F72. LACP R A v X —7 = —ANB R L7254 D MSTP O EN IR EEIC R S,

1 -2® LAN/SFP R — F 2B OFHMA v F— T = — AR S ® 5 Z & ITH R,

no R THIBSI TSR IHIA LV —T7 2 — A AR IED Z &,

[ EH]

LAN 7/R— | #1 % ACTIVE £=— KT LACP il A X —7 = — A #10 IZFTB S ¥ 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #channel-group 10 mode active

k=100

524 LACP #EA ¥ — 7 = — ADRERT
[EFH]

show etherchannel [ifname)
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[R5 A—%—]
ifname LAN/SFP R— kDA X —T = — R4

LACP iiAf v # — 7 = — A& L TWDHA v F—T = — R
[AS1E— F]
M EXEC £ — |, ¥7# EXEC £— R
[FiA]

ifname %AW LT84 LACP §

AV H—T 2= ADREEFRT D,

TFIET A LACP 3Bl A L X — T 2 — AT LIZLL FTOHEERFRINS,

« LACPiR#iA v ¥ —7 = — A4
e TO— RNT U AEED L —/L
« FIBLTW2S LAN/SFP AR— h DA U X —T = — A4,

72— RRZ 2 ZRERED L — LI DT, port-channel load-balance =1~ > KD fype /3T A — X —HMHD Z L

ifname ZFE LT234E . LACP iwBlA v ¥ —7 = — 2 Z K LT\ %, LAN/SFP R— h DRFEZ FIRT 5,

IFOHEENFERIND,
HE B
Etherchannel portN.N LAN/SFP 7K— 14,
Physical admin key WY 72 R A FR B 5 ##(bandwidth,duplex,mru, VLAN

HERL N B 1ERR)

Receive machine state

LACP 7’1 b 211 Receive machine 8 £ D4R RE
e "Invalid"

* "Initialize"

* "Port disabled"

* "LACP disabled"

* "Expired"

e "Defaulted"

* "Current"

Periodic Transmission machine state

LACP 7' 17 |k =2/L Periodic Transmission 242845 DR HE
e "Invalid"

*  "No periodic"

* "Fast periodic" (1 F>[H @ TE(E)

+ "Slow periodic" (30 F>fE TiEE)

* "Periodic"

LACP 7 & | 21/l Receive machine ZfE 4 DR HE
e "Detached"

Mux machine state +  "Waiting"
+ "Attached"
+ "Collecting/Distributing"
fitt FAR TG
Selection * "Selected )
+ "Unselectedic"
+ "Standby"
Information LU DF % 2 M (Actor B4y B &, Partner X [4HTF)
Aggregator ID LACP L D75 ID

Information CIZLA FOHEHNEREIND,

HAE

Bl

LAG

LACP > 27 L ID(F 54 AV F 4, MACT FL )
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HHE B

Admin Key LACP D7t & 72 % IDGREEAR — R &)
Port priority LACP 7" — MESEE

Ifindex A B =T 2 —AEKE

Timeout Timeout fE("Long"=90 ¥, "Short"=3 )
Active LACP EifEE— R("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 < 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[ E ]

LACP##HEA v X — T = — ADRREEE T 5,
SWX232x#show etherchannel

% Lacp Aggregator: polO0

% Load balancing: src-dst-mac

% Member:

portl.1l
portl.2
portl.3
portl.4

LACP #H A v #—7 = — A ZHERK LT\ 5., LAN/SFP iR— F DIRREA FoRT 5,

SWX232x#show etherchannel portl.1l
Etherchannel portl.l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

Selection
Information Actor
LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001
Port Priority 32768
Ifindex 5001
Timeout Long
Active 1
Synchronized 1
Collecting 1
Distributing 1
Defaulted 0
Expired 0

525 LACP V2 F AMBEEEDHRE

3
Current
Slow periodic
Collecting/Distributing
Selected
Partner
0x8000, 00-a0-de-11-11-11
0001
32768
5001
Long

CORr P

[EFX]

lacp system-priority priority
no lacp system-priority

[T A —%—]
priority <1-65535>
LACP 3 AT NS
INSUWNE EBIE D E W
[FIHAE E]

lacp system-priority 32768
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
LACP v AT MEFREZFHTET D,
no FEX CHEAT L2 GE TR E 2 W HIEICRE T,
[/ —F]
LACP @A v #— 7 = — A%t itan L 8t SNV 6. AT AMESFEREE 2 bhlie U T, SR EEDS @\ 7 I ME 2
Hz6n5,
[ EH]
LACP ¥ A7 LMEFEE % 100 125X ET D,
SWX232x (config) #lacp system-priority 100

5.2.6 LACP 3 27 MBI EDFRT
B

show lacp sys-id
[AJ1E— K]
JEHHE EXEC £ — K, #5#E EXEC £— K
[FEHA]
LACP o 27 LMEJEE L LACP 2T A ID 237 5,
IFOHEBENFREIND,
e LACP ¥ A7 AMEJEEE(0x THE D 16 XD
« LACP A7 A 1D
[/ —F]
LACP o A7 LMMES L, lacp system-priority =~ > R CTHETE 5,
LACP AT AL ID X, MACT RLAMBARIND,
[ EH]
LACP DY AT MEFEZFRRT D,

SWX232x>show lacp sys-id
% System 0x8000, 00-a0-de-e0-e0-e0

52 7LACP BEEY LI/ T7 7V F— 9 VORE
[EF=]

lacp multi-speed switch

no lacp multi-speed

[/3T A—HF—]
switch s BREY) o T ) A= a UISBED RS « EEERTE
R EE A
enable %ﬁ&uy&7795%vay%ﬁﬁmﬁ
disable %ﬁ&vy77fuf—yay%ﬁﬁmﬁ
[FIHIRR 2]
lacp multi-speed disable
[AJIE— K]
Jua—ar 74— g E—FR
B!

LACPICRITAEEEY 7 7 7V — g UHREDER) - B ERTET 5,
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no JE THAT L7235 A 135 E 2 I =T,

[/ — 1]

FOREY o 7 7 P a U ISERIOSE OEE

o BHREE@F— N EFTOTRCOFBRR— FNE@BEHEICHELLT T 77 4 71275,

o B— RARTURITRTOFEA— & [EZIZH D,

o KRN R DBERHEEZZ T ANLRWGS, B s iRl CTHBA— MO~ EAMHAICAZH L, B
PERARERATBR— NEeT 7T 47 &9 5,

FIRE) o T )= g UINESIOBEA OEE

s FIBAR—INATERINZY 77 v LIER—F R UCBEHREDOR— NORET 77 4 712 5,
o BEEENALRLIMOR—NMIAZ XL DEE LTS,
s F—bhRIVE—Ta VITREINTWDOIGAE TR A— M TR T = — g > LR E R CiEE

WEDR— NOIRET 7T 4 72T 5,

o BNV I T v LTER—=MERET) v Z 7 Lzt &, LACP i v A —T =2 —A b Y v 7 Z 4
5,

[ EH]

BEEY o T 7= a v EAMICRET S,

SWX232x (config)#lacp multi-speed enable

528 LACP ¥ A A7 7 FDOFRE

E=y
lacp timeout duration
[8F A—F—]
duration D AALT Y NERET D
duration e

short ZALT Y NE3IWETS
long AALT T 90 ET5H

AAE— K]

fH—Tz—AE—F

[BLAA]

LACP # A L7 U b &R ET %o,

[/— 1]

AKa< RILLACP il A % —7 = — R ZFTE LT % LAN/SFP A8 — M T D HE%E P,
LACP ¥ A ¥ —7 = — AT LAN/SFP R — b & T @ S & 7- 5515, Mi% LAN/SFP 78— K IZ lacp timeout long 73 5%

ESND,
F72. LACP#@HiA v & —7 = — AN O RIR S E 72561, 5% LAN/SFP AR — k@ lacp timeout =~ > K DFXED
HIBRS D,
LACP ZA L7 7 k&, AR5 D LACP 7 L — L EZETERDSTEBEICE T LIz BT ETOR
Ma#7,

F72. LACP Z A A7 7 FOBEITXLACP 7 L — LIZEHN S LTRSS IE B AL, 5218 L3 as i Ism S
72-LACP A L7 7 D 1/3 DI TLACP 7L — A% (ETH LT D,

HE D LACP 7 L — ADFEEMMEIL. MEEENHELNTL D5 LACP 7 L—ANIZEM ST 5 LACP # A A
7 MIKLET 5,

B&il|

LAN R— |k #1 ® LACP Z A L7 7 b % short IZFRET 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #lacp timeout short
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529LACP 7 V—L U Z—D7 V)T

[EX]

clear lacp [/ink-id] counters
[78T7 A —=HF—]
link-id 1 <1-127>

LACP fa#lif v ¥ — 7 = — A&

A — K]
Rt EXEC E— I
B

LACPDTZ L—L AT 2 —% 27 VT35,

link-id % 8Ws L= 8813, fFET D22 TOLACP #iif v 4 — T 2 —ADT L—L A0 =% VT T 5,
[ E 5]

ETOLACP#HEA L X —T =2 —ADT VL —L AT E—% 2 VT T 5,

SWX232xf#clear lacp counters

5210 LACP 7 L —AA DV X —DFRR

[EX]

show lacp-counter [/ink-id]
[T A—=HF—]
link-id o <1-127>

LACP iiiA v ¥ — 7 = — A&

[ATIE— K]
HHrtE EXEC £ — R, fr#E EXEC £— F
[FEEA]

LACP D7 L — LB T H—%FKrT D,

link-id AW UT235813, FETDHETCOLACP il f v X —T 2—AD T L—L A7 U X —%FRwT 5,
FiJE LT\ % LAN/SFP AR— h T &2, LFOHENRFRIND,

o EZ[EFEENZLACP 7 L—A4

o EZEENT- Marker 71 h LT L— A

s EZEFEINEZT—TL—A

[ EH]

ATOLACP /A L H—T 2 —AD T L—A AT B —hFKRwT 5,

SWX232x#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.1l 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

5211 2— RAF U RHEBED /L — LV DERTE
[F

port-channel load-balance type

no port-channel load-balance
35 A — & —]
type DR B — T 2 — A B WD BT DD L— )L
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type LA
dst-ip 565¢ IPV4/IPV6 7 R L A
dst-mac 5649 MAC 7 R LA
dst-port %i 5 TCP/UDP 7R — h &5
sre-dst-ip E{F 03 L O%E S IPv4/IPVG6 7 R LA
src-dst-mac EETTB L U%EE MAC 7 R LA
sre-dst-port {503 L O%E 5 TCP/UDP AR — R &5
src-ip X{E 70 IPv4/IPv6 7 R L A
src-mac EEILMAC 7 FLA
sre-port %{5 ¢ TCP/UDP R— h &5
rx-if ZEA A —T =— A
[FIHIEXE]
port-channel load-balance src-dst-mac
[AS1E—F]
srua—\varz 4 S b—varE' =R
[RLBA]

02— RRT V AREDRRES A VA — T = — A B RDDHTZDDN— IV ERKET D,

ZE L7 L—ANO L2JL/LA fERAESEH L, SEENREIND,

BB, FEALH—T 2 —AEEE LTSRS, W L= EZE LA v ¥ —T7 = — AT L VSR NRE X
Nno,

no G CTHEIT LI BB TIREICRE 5,

[/—}]

Ka<wy RIET AT LEEOREL 25,

IPV4/IPV6 /37 v R TiE7eWNW T L— ADEAEIEL, REIN TN — LB LT, BEXB L U%% MAC 7 KL
A TENHRE A VA — T = — ANRET B,

[3% 2 5]

0— RRF L ZBERE T, 15308 L UBESE IPVA/IPVE 7 R L A& JCICHEEGA v & — T = — A E R ET 5 X 9 IR IE
T 5,

SWX232x (config) #port-channel load-balance src-dst-ip

5212 LACPHREA v X —T7 =2—2D 71 s a/)LREFR R

[E)

show etherchannel status [/ink-id] [summary | detail]
[F—T— K]
summary L BERE SRR
detail L FEMEROR
[/NT A—=F—]
link-id ¢ <1-127>

LACP @B A v ¥ —7 = —AFK =

AHE— K]
FEFEHE EXEC & — |, ###E EXEC £— K
[@iA]

link-id THE LT~ LACP #HFRA v ¥ — 7 = — ADREEA FRT 5,
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link-id %78 Ws L7= & &3, 2TO LACP il A v ¥ —7 = — ARBERTT D,
summary & & L7285 13 R R LU, detail 2457 L7235 B 135K~ T 5,
summary &, detail HE0E L7c & X1, summary BIEEINTZ D LT D,

UTFOEHENERSND,
HH B
Aggregator LACP @A v #—7 = — XA
ID LACP igHl A v ¥ —7 = — A _LO#5 ID
LN > e = 1] =
Actor LAG aﬂEE@LMP/vamU74ﬁ)74AMCT
R R)
Admin Key B4y H & D LACP $# D7t & 72 5 IDGREEAR— FE5)
Status Voo T 7Y F—=arDAT—H A("Not
ready"/"Ready")
Partner LAG ﬁﬁﬁ%@LMPVXTAmW74ﬁUT4AMC7
K1 2)
Partner Key xtrfHF O LACP $# DIt & 72 % 1D
Link count T — & 85 F AR — N ERAE(E TRE /R AN — MK
Link k3% LAN/SFP AR — b —EGEHMIZLL FOF)
Link [ZIZLL FOHE R R RSN D,
fE IR R B
"Unselected" LACP #lff1~7" 2 k = L@fEH,
"Selected" LACP 3 %h7%, LAN/SFP AR— k& L GEIR LT,
"Standby" ;gmﬁﬁ%&JAMWP$~FkL\ﬁ%$~bkb
Synchronization 7 7 7 B
"no" Synchronization 7 7 7 2335 TUM 2L,
"yes" Synchronization 7 7 27 7335 T\ 5,
fEAPIRRE & . Synchronization 7 7 77226, U > 7 7 v 7 L7 LAN/SFP AR — K DIRAEN DD,
L. V> 77 7 L7 LAN/SFP iR — b
N5 Synch t X
{5 AR EE ynchronization DIRHE
Unselected no LACP #ilffl 7" 2 » = )Lil{E .
LACP 23 %072, LAN/SFP AR— b &
LCERLE, Voo T7 70 7F—
Selected no 2L L LTHRAS DO, FdvT
— g Uy
Standby o LACP 23F%h72, LAN/SFP R — |k &
L GRIRL, R — N EPE LT,
LACP 3G %h7, LAN/SFP 7R— k &
LCGBBIRLZ, Voo T 7=
Selected ° . .
clecte yes 3 L LTHRRALNTT — Xl
RE& o7z,

[BREH]
LACP i A v % —7 = — ADRAEZ TR T 5,
SWX232x#show etherchannel status summary

Aggregator pol
ID 4601
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Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWX232x#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.l Selected Synchronized
Aggregator po2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0002

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized

portl.3 Unselected Synchronized
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized

5.2.13 LACP R— MBS E DR E

yes

no
no

no

[ER
lacp port-priority priority
no lacp port-priority

[/RT A —F—]
priority 1 <1-65535>
LACP R— MBS
NS SR E
[WIHIRRE]
lacp port-priority 32768
[AJ1E— K]

A H =Tz —AF— R
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[FHA]
LACP RN— MEEEZHRET D
no B CTEIT LG E TR E %TJJB;W R,
[/ —}]

UKP A X —T7 = — AT D L&D LAN/SFP R — A 8 OF TIL LACP il A > % — 7 = — A |ZHiky
ICHRRBI, 8 DEMA T T OV TIFREF AT A TR — &2 D,

Z D& 9 7plE, LAN/SFP 7R — b CEIENAML SR S AT, EEIEMLO SN DN LIRALN D,

ERNEN DFM G AL, LLTFO#@Y Th b,

1)LACP 7" — MEEN/ NS WEREL SN D,

2)LACP R— MERENRFE U THIUX, £ > F—T = —AFZIN/ NS WERELEIND,

SFP " — N 2B SE 254813, LACP A — MEELEEZMOFR— MLV /NS BRETILERD D,

[BREH
LACP R— MELE % 1024 ITERTET 5,

SWX232x (config-if) #channel-group 1 mode active
SWX232x (config-if) #lacp port-priority 1024

5.3 7n— FEREE

5.3.1 AT AL TO IEEE 802.1X FRIEREDHRE
Ex

aaa authentication dotlx

no aaa authentication dotlx
[F13ER %]

no aaa authentication dotlx

[AS1E— K]

Jua—\)var7 4 lb—y g rEw—NR

(B

AT LARCIEEE 802.1X #¥GE & AN

no FEXTHAT L= HA 1%, /XTAJ&{ZIKT IEEE 802.1X FRAEZ #ENZT 5,
FRFEIX. radius-server host =~ K CiRE L 7= RADIUS — _— &7 5,
[/ — D}

EPRIZ [EEE 802 1X FRAE AT 570121t fE A % —7 = —ATH IEEE 802.1X iGiE & AT A MNEN D
%, (dotlx port-control =~ > )

[BREH]
VAT LAKRTIEEE 802.1X @ik & b3 %,
SWX232x (config) #aaa authentication dotlx

532 AT LEETD MAC FREEHSEE DR E
[EX]

aaa authentication auth-mac
no aaa authentication auth-mac

(AR E]

no aaa authentication auth-mac

[AFTE— F]
Ja—jary7 4l —y g rsET—R
B

A ;_Aé{z’g-’c MAC [T niE%ﬁ)‘jJ —9)—
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no I CTHEAT L= HE1E, VAT A2KT MAC 38iEE s d %,
FBREIL, radius-server host =~ > N Ti%iE L7z RADIUS — —%fli {45,
[/— 1]

TR MAC RAEZ T 572 0121F, W8 A v —7 2 —ATH MAC il 2 AT 545N H 5,  (auth-mac
enable =~ > )

[BEH
‘\/X?A/fﬁif MAC 3 [ nft%fﬁ)‘jjﬂﬁﬁ—é

SWX232x (config) #aaa authentication auth-mac

5.3.3 AT AR TO Web ZRIFHERED R TE

[F2

aaa authentication auth-web
no aaa authentication auth-web

(R E]

no aaa authentication auth-web

[AFTE— K]
sua—s\Narz 4 b—varE—R
[FAA]

VAT LWART Web #RGEE A NI
no XX CTHEAT L7254 13, /XTAiwfwwmﬁ%ﬁ% 27 %,
FRFEIL. radius-server host =~ N CiXE L 7= RADIUS Y— _—Zfi 4%,

[/—H]

FERRZ Web FBFEZHEHT H720121F, ®BA > F—T7 2 —ATH Web BiLZ2 AT HLENRH D, (auth-web
enable =~ > )

[ E 5]

AT KK T Web iBFEZ AIMET D,
SWX232x (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X #BFEMSRE DBIET — NERE
[EX]
dot1x port-control mode
no dotlx port-control
[/NT A—F—]
mode : IEEE 802.1X RREDEMEE— K
BfEE— K LA
IEEE 802.1X F¥3F® Authenticator & L CTEH{E
auto
15
=Ju
force-authorized {ymmmxmﬁwmﬁﬁ&f MZEERR
ET D
. IEEE 802.1X FRAEDARFIFEAR — b I [E &R E
force-unauthorized
15
(IR 2]
no dotlx port-control
[AS1E— K]

A H—T2—AE— R
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B
%A v #—7 = — A% LT, IEEE 802.1X FREFEREDEIEE— RE R TET 5,
nERTa~vy REETLEEAIE. X8R A % —7 =—ZD IEEE 802.1X ZRIFHEREIT RN & 72 5,
[/ —H]
ARza<> RKIZ LAN/SFP A — b B L OGaELA v Z — 7 = — RIZDO AR E T HE,
(B EHI]
LAN 7R— k #1 . IEEE 802.1X FZFFHSRE D ENMEET — K% auto (IR ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FBFEDARFRIER — b TOERERIEH DR E
BN

dotlx control-direction direction

%l

no dotlx control-direction

[73F A =4 —]
direction DORWEEAR— FTONT y NMREEIEEZ R E
RSB B

both BEERAE & bEET D,
in AR DI D,

(R E]

dotlx control-direction both

[AF1E—F]

A —Tx2—AE—NK

[FAA]

XA A —T = — A% LC, IEEE 802.1X REEDRIRBIFF D7 v MNREEELZ L E 4 5,

no JERTEIT LA, WIHREICR S,

both ZFE L TWAHEE., V7V O ZIELE Ny FEIEL, hOR— 6 7 b hoEEREIN
TWAHA L H—T 2 —A~DT O — RF ¥ A MNTLFFx¥ X M7y DHEEET 5,

nZfHELTWDGE, YU B I OZELEAAT Yy NOBEWEL, MOR— 05 70 I hOEkES
NTNWHA L H—T2—A~DT 1 — KX v A MNTLTFXHr A STy NIEET S,

[/ =1
A2~ R LAN/SFP R— b B L UGHEEA v ¥ — 7 = — A D BG& ETTHE,
WGA L =T == AT, KA RE— FEVATYT Y A hE— RICRE LI2H A MAC BFE & 0P L 745

X, BEIMICin & 725,

KGA L H—T 2 —ATH AN VLAN OFREE L TWDHHAIT, Ao~ NOREBERNPES L 25,

Ka<wy ROBREEZERT L L, BERRETVIHIREIZE S,

ARa<r REFEHT L2023, S8 A v ¥ —7 2 —ATHR— MRIHERREZ H T 20N H D, (dotlx port-
control =~ K)

[F% 2 ]

LAN R — k #1 ORRBFEAR— b TO/ » NEEENEE A5 O AMEFEIZT 5

SWX232x (config) #interface portl.1l
SWX232x (config-if) #dotlx control-direction in

e

1l

5.3.6 EAPOL /X% v b OFEEREIED
BN

dotlx max-auth-req count

no dotlx max-auth-req
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[$F A—%—]
count o <1-10>
EAPOL /377 v b D Ri&(E [E1%L
(AR E]
dotlx max-auth-req 2
[AJ1E— ]
A HF =Tz —AE—F
B

RGA B —T = — ATk LT, EAPOL /37 v R ORI DK KIEZ % ET 5,
no B Ca~r REEITLELAEIE. PHREICED,

[/ —}]

A~ RIXLAN/SFP R — M X OGREEA ¥ — 7 = — RO HG% E whE,

ARa<y REFEHAT 7201203, SR A VX —7 2 —ATHR— MNBIHEREE AN T D2HLENH S, (dotlx port-

control =~ K)

(B EHI]
LAN 7R— K #1 T, EAPOL /X7 v b DOEERIEE 3 IR ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #dotlx max—-auth-req 3

E

Xe

5.3.7 MAC FiFFERED

EEy

auth-mac enable
auth-mac disable
no auth-mac

[F—Y—F]

enable : MAC Aty nﬂﬂ:}% é’ﬁ@ﬂi'ﬁ«%’)

disable © MAC BiEERE 2 N9 5

[F1H13R 2]

auth-mac disable

[AJ1E— K]

A B —T 22— AF— K

B

KRA L H—T 2 — ATk LT, MAC BEEEZ AT 5,

no ﬁ/ﬁ(%?ﬁ‘ [/7; 757{:[\\ i f: Fi\ disable 7&? L/fx_ j: MAC Aicy DE%EXJJ —a—
[/ —}]

ARz RIZLAN/SFP R — M B L OGHEEA ¥ — 7 = — AIZDOHFHE HE,

EBRIZ MAC REALEFEHT A7 0101, VAT ALK TEH MAC RIALAENCTALENRSH 5,

auth-mac =~ R)

[ EH]
LAN 7R— |k #1 @ MAC 3RS RE &2 BT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth-mac enable

5.3.8 MAC FEERF D MAC 7 RL AR ORE

(aaa authentication

[

auth-mac auth-user type case
no auth-mac auth-user
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ST A—5—]
type o B EAEE
R EME i
hyphen XX-XX-XX-XX-XX-XX
colon XXIXXIXXIXXIXX XX
unformatted XXXXXXXXXXXX
case D ORXF - N ERE
REE B!
lower-case /NI F(a~A)
upper-case KILF(A~F)
(AR 2]
auth-mac auth-user hyphen lower-case
[AF1E— F]
rua—s\varz4 7 b—va e —R
[FiA]

MAC Ao ri?)l/\wc\ I DEH# ﬁiﬁﬁﬁ“éi—"ﬁ:—% ¢ N U— ]\@ﬁ?iﬁ%’jﬁﬁ”fé

MAC F8RETIE, 7 U B FDOMAC T RL A%k a2 —H—4 - X2TU— K& LM L RADIUS $— R —~G8FE%
R 5,

no JERTELT LT2HE 1T, FIHIREIZRE D,

[/ — D}

Ko<y REHHATH7-020F, W8 A X —7 = — AT MAC iBiHEREZ AN T HHLENH D, (auth-mac
enable =~ > )

[ EH]

MAC BREIZEAT 5 MAC 7 RLAERZ A 707 L, KLFICEET S,

SWX232x (config) #auth-mac auth-user unformatted upper-case

53.9MACHIEDRZ T 4 v 7 BREFDHKE

[ER]
auth-mac static enable
auth-mac static disable
no auth-mac static

[F—TU— K]

enable LR T 4w P BEEAINCT S

disable ORET 4y BB E TS

[FIHAR ]

auth-mac static disable

[AJTE— K]

A H—T2—AET— R

[FEHA]

MAC FRFHERE T, FBIEZ RA LY T U B FOMAC T RUAZFDBICAAT 4 v 7y h)— & L CRET
5o

no X CTHEAT LI, F72id, disable ZF5E LI2HE1X. A¥ T 4 v 7 BEE DT 5,
[/—}]

AKa< 2 KIiZLAN/SFP AR— b B L OGHELA v ¥ — 7 = — AT DA E I HE,
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RKa<w F@E’ﬁﬁ?%”ﬁ??é &L REREE X IR RE

B MACRFEILFDBIZA A F Iy /7 M) —& LTZ@E%%@“%;%:&;m—“)Vﬁ‘&% LT T FOXGRERDI,
RKa<wy FERRHIAZ T 4 v 72 MU —L L TRET DO GI &5,

clear auth state =~ K, F721%. auth clear-state time =~ N C, A¥ T 1 v 7 BGFERIEER)Z 7 V73D L
NTE B,

Ko<y REFEHT L7200, 681 v ¥ —7 2 — AT MAC RiEREX AT 2083 H 5,  (auth-mac
enable =~ )

B!

LAN R— bk #1 ® MAC BBFED A X T 4 v 7 Bk AHNT D

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth-mac static enable

RIE

1|

5.3.10 Web ZRIFHERED
B

auth-web enable
auth-web disable
no auth-web

[F—TU—F]
enable . Web BTN uLT:#A% é’ﬁ/}‘j”:j— %)
disable : Web Aty DEFA% é’ﬁ%’;ﬁ] 6:—’9,« %)

[FIHIRRE]

auth-web disable

[AFTE—F]

A HF =T 2 —AF— R

[

KIGA 2 —T = — A TR LT, Web BaEx AT

no LA TIAT L7, £7213. disable Zf5 'JELJZ AiE. Web iRGEZ HERNIZT 5
[/ — ]

A== FiZ LAN/SFP R — b L UGHELA & — 7 = — AT O HBE A HE,

FERRIZ Web BEEEFEH T H7-0121%, VAT AR TH Web Bl 2 AN T H M ENH 5, (aaa authentication
auth-web =~ > )

< NT VT Y B b RUSTIE Web iGEEREZ AN T2 Z LiIx T A,
7 A~ VLAN L OfFRIZTE 8 A,

[RXEHI]

LAN 7R— k #1 @ Web sRiFEREZ AT 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #auth-web enable

53.11 xR FE— FOFHE

[EX]
auth host-mode mode
no auth host-mode

[/XF A—&—]
mode CR— FERGEOEMEE— R



av U RV 77 LR | A F—7 x—AHl{H | 195

BEE— K 24 B
1 R—=FH72 197V 7’7/ ~ D B85 &
single-host TP 28— R T, RONCHRAEZ /S A LTz

YTV N DHEF T D

1 R—=+B=VEHEY Y h o boEEE
#TTé%%FT BOIOY 7Y B b

p={1]

multi-host PAEZR XA T D L A UAR— M T 7
Uy MIRRIEEZ T2 < THLIRE N THE
AN
VA= h b7 O BHY) 7Y 7 b OlfR %
multi-supplicant AT HE—RTH TV A MEITEED

FFR - R ARET D

(AR E]

auth host-mode single-host
[AJ1E— F]

B —Tz—AE—FR
(@]

i¢%4 ‘/?_‘73:_;( yjd‘ L/T T wu thE@%jJ'f/E:E‘— }‘ %m‘ﬁjﬂé

no JERTEAT LA 1%, WIWEREICR S,

[/—}]

AKza< > RIZLAN/SFP iR — F B L OGHEEA v X — 7 = — AT D iR E W HE,

Ka< o RORTEEEE TS &, FRERREIZHIREICE S,

~NVFH TV N E—RTHAF v 7 VLAN ZRHT 2546, 7V B> FHALT VLAN Z2f5ET 25 2 &E23H]
HEo

VIVFHRANE— RTHAF I v 7 VLAN ZFHT 2856, 2FBUBEOY U 2 MIRPIOT 7Y 1 kv
FAL7= VLANID 23 &S b,

Ko<y REMHATH70120F, A8 A v X —7 2 — A THR— NRGHEREEZ AN T D2LENH S, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[ E B

LANR— M #l vV TFH TV I FE— RICEET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth host-mode multi-supplicant

5.3.12 FREFNEF DR E
(=]

auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[F—T— K]

dotlx . IEEE 802.1X §8ES X
auth-mac © MAC FBRES
(IR E]

auth order dotlx auth-mac

[AFIE—F]

A B =T x2—AF—F

(@]

T uunﬁj%é N uunﬁﬁt%ﬁffﬂ% fou]//?l:l\ uunﬁ%ﬁﬁ*glléﬁ% ﬁéﬂ—é‘%)o
no JTERTHEAT L2561, W EICR S,
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[/—}]
AK=a<> RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AZDO AR E HE,
Web FBFEIZ, ARREICEIFR7L < Web FREHIHE T ID/Password 2 A ) L7z & ZIZFEIEZEIT 9,
IEEE 802.1X #%7E, MAC F8iE. Web sBiEDRENERNRIGE . £ OIS RUTE S 720,

Ka< o REMFHTL7020F, A v F—T7 2 —ATHR— ]\munﬂ% EXAINCT H2MENH D, (dotlx port-

control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )
[ EH]
LAN 7R — |k #1 OFEFES RNONEF % . MAC F8FE -> I[EEE 802.1X BFEDIEE TI17 5 L 9 ITRET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth order auth-mac dotlx

5.3.13 FERIE DR E

[EX]
auth reauthentication
no auth reauthentication

(AR E

no auth reauthentication

[AJIE— F]

=T 2 —AF—FK

[@i ]

ﬁ%%y&~7iax ﬂbf Y7V N OFEIEEZ AN D
no JEATHEAT L2 ﬁmﬁ%ﬁ% (29 %,

KERE 2 AT Lf:/ﬁa . REICEEY LT 0 v s & E IR FRERET D,
FBREDMFRIX, auth timeout reauth-period =~ > R CEE TX 5,

[/— 1]

A=< RILLAN/SFP A— B L UGREA v ¥ — 7 = — AT D HGRE Al g,

IEEE 802.1X FRFERF L, FHRBRED X A I v 727 Bb &, 7Y B2 MIEAPOL X7 v b EEEFEL T 22— —
IS L. RADIUS H—/ S —IZRBGEE R Z21T 9,

MAC FEFERFIX, ﬁmﬁ@w’ /m BHE. Y TUHLFOMACT FL2Ea—H—4% BLON, RAU—FR

CEEA%J? L T RADIUS H— 33— [T nftg;k%f—f?o

K:?/I\%ﬁﬁﬁ?‘ék Wik, kA /5~7:c~7\“6‘ﬂ<~]\muuﬂ%% Ex AN uﬁ‘é%gﬁﬁfbéo (dot1x port-

control =~ > | auth-mac enable =~ > N, auth-web enable ==~ >~ )

(B EH]
LAN R— k #1 OFZEIEE /I

SWX232x(conf1g)#1nterface portl.l
SWX232x (config-if) #auth reauthentication

53.14 145 X v 7 VLAN ORE

E&

auth dynamic-vlan-creation
no auth dynamic-vlan-creation

[WIHIRRE]

no auth dynamic-vlan-creation
[AJ1E— ]

A F =T z—AEF—F
[

KRA o H—T 2 —AZK LT, ¥4 v 7 VLAN 2 HhZT 5,
no B TEITLIZEAIE. #4722 v 7 VLAN #Bghiz4 5,
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XA F w7 VLAN BERNRA ¥ —7 = —ATiX, RADIUS % — \—Mn 5 IEE S 72 EMAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN Z#hiIC AR T 5,
[/—}]
ARz~ R LAN/SFP R — M X OGREEA v ¥ — 7 = — AT D HG% E W HE,
ARa<w FOREEZEETDH &, sBaBIREBIIPHIREICRE S,
~NVFY TV hE— RTHAF I v 7 VLAN 28T 2856, 70 U2 FHALT VLAN 28T 5 2 & 23]

=8
VIVFHRANE— RTHAF I v 7 VLAN ZFHT 256, 2FBUBEOY U > MIEPIOT 7 12 kv
FA L7 VLANID 2N S b,

ARKa<r REFEHT L2000, SR A V¥ —7 2 —ATHR— MRIHERRE H T 2 0E N H D, (dotlx port-
control =~ > N, auth-mac enable =~ > K, auth-web enable =~ > |)

[BREBH]

LANR— |k #1 T¥ A F I v 7 VLAN 2T %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
B

auth guest-vlan vian-id

no auth guest-vlan
[73F A —5F—]
vian-id 1 <1-4094>
7" Z I VLAN H1? VLAN ID

(R E]

no auth guest-vlan

[AT1E—F]

A H—T 2 —AF— R

[FLHA]

KRA L H—T = — AR S AL TV LYY T S RRFBFE, & D WE, R D & TR 55 A  VLAN
ZIEET D,

no B TEIT LB AL, 7 A b VLAN OREZHIFRT 5,

[/ —}]

A~ RIXLAN/SFP " — M X OGREEA ¥ — 7 = — AT D HG% E I 6E,

Kavwy ROBEEZERT L L. RARRETWIHIRREIZRE 5

Ka<wr REERTH0IC0E, JEBA v F—T 2 —ATHR— MliHEREZ AT D2 HENH 5, (dotlx port-

control =~ > K, auth-mac enable =~ > )

RKa<r R, Web BB AR EERETEERA,
[F&EHI]

LAN R— k #1 TZ A s VLAN#10 Z#f8ET %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth guest-vlan 10

5.3.16 SREERHEZ OB DR E
[#FX]

auth timeout quiet-period time

no auth timeout quiet-period
[/3T A —=HF—]
time 1 <1-65535>
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WRERI S, ) At & D(E 2T D WD)

(AR E

auth timeout quiet-period 60
[AJIE— F]

A B =T z—AEF— R
B

KIRA L H—T 2 — R LT, FRAERIE OFBREM LI 238 ET 5,

no JEATIAT L7255 G 13, MIHRREICRE S,

FRRERIEHARI IS ZAE Lie /Ny MEIT_CHEEET %,

[/ —}]

A= FIXLAN/SFP R— B L UGREA ¥ — 7 = — AT D HGIE e,

RKa<wr REFHT L7201, SR A v ¥ —7 2—ATHR— MR H T D20 E N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[ E B

LAN 7R — b #1 OB ORIE % 300 (ZRET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout quiet-period 300

5.3.17 BRiERER DR E
EE

auth timeout reauth-period time

no auth timeout reauth-period

85 A— 5 —]
time 1 <300-86400>
Y7V 2 b OFERAEHREED)
(AR RE]
auth timeout reauth-period 3600
[AS1E— ]
A HE—=Tz—AE—F
[@ ]

XRA S =T =R LT, 7V I FOBBERRERET 2,

no FTETIAT L2 HA X, MR EICR 5,

[/— 1]

A== FiE LAN/SFP R— h B L UGwEA ¥ — 7 = — AT O HE I HE,

Z!K:-’\?/ I\%{iﬁﬁ‘j‘éf: Wi, XTJ'%4' VH—=T 2 — A THR— ]\mhnﬁ*g%ﬁb\ RSN ﬁmunﬁ% %ﬁ’?ﬁﬂlﬁéd‘é\g#
5, (dotlx port-control =~ > N, auth-mac enable =~ > N, auth-web enable =~ > R auth reauthentication =
< R)

[BREH]

LAN 7R— b #1 O HGEREMROFE Z 1200 1252 ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — N—2{KkD 5B HIFE O E
[EX]

auth timeout server-timeout time

(s

no auth timeout server-timeout
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[NT A —=HF—]
time 1 <1-65535>
FARIEZE SR D RRAE Y — /3 — 2 b DIREAF IR (F))
(AR E]
auth timeout server-timeout 30
[AJ1E— ]
A HF =Tz —AE—F
B

WGA B —T 2 —ATHR— FBREZAT D & T D, RADIUS ¥ — N—2K) 5 DIREFRF LR 2 R ET 5,
no FEICHEAT LA, WIHIRTEITRE D,

[/ —}]

A=~ R LAN/SFP AR — b K OGRERA » F — 7 = — ZZDHFRE Al HE,

AR EAEI

(radius-server timeout =~ > N

PLEICT 2R S 5,
Ka<wr REERTH0120E, JHBA v F—T 2 —ATHR— MRiHEEEEZ AT A2 HENH 5, (dotlx port-

control =~ N, auth-mac enable ==~ > | auth-web enable =~ >~ )
[BREH]
LAN 7R — b #1 OFBFEZERITH % RADIUS H— —2KDISERF HRFH £ 180 BICBET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout server-timeout 180

D

TEAE) % (radius-server retransmit =~ > KO EE + 1) x (RADIUS H—/3—%%)

5319 97V B bFnB R LERBORE
Ey

auth timeout supp-timeout fime

no auth timeout supp-timeout

[/3T7 A—=F—]
time 1 <1-65535>
Y7 T R s OISERFBRERI(FD)
(AR E]
auth timeout supp-timeout 30
[AJIE— F]
A B =T z—AEF—FR
(@]

RGA B —T 2 —AZX LT, A— FREEEAT Y L XDV TV I M b DISEFRF LR 25X ET D,

no IR CHEAT L7=HA 15, WHIREIZRDS,

[/—}]

Az~ FILLAN/SFP R— M B X UGHEA » # —7 = — AT D HGHE Al 6E,

ARa<r REFEHAT L7023, WS A v X —7 2 — A THR— NBIHEREE AN T D20 ERH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[BREH]

LAN R— K #1 OH 7V > bin b OIREFRF LR Z 180 IR ET 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout supp-timeout 180



200 2~ R T 7 LA | A B —7 = — Al
5.3.20 RADIUS #—/X—K R FDORE
BN

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—U—F]
auth-port : RADIUS #—"—OF8FFH UDP " — N&E S A2 ET 5D
timeout : RADIUS $— =~ DERIZ 2 0B RN ] 25 E T 5
retransmit : RADIUS #—/S—~DER XA AR ET D
key : RADIUS #—\— L OMWERIEHT 2 AV — RERET D
[T A—F—]
host i IPv4 7 FLA(AB.CD) £721X IPv6 7 F L A(X:X::X:X)
IPv6 U > 7 =0T RLRAZREET D5 A, SHA v =7 2= 2 bRETOLER D
% (fe80::X%vlanN D)
port . <0-65535>
FBREF] UDP AR — h % 5 (A BRI WIHIME D 1812 23 5)
time : <1-1000>
WNE R R (7)) (38 W& B 1 radius-server timeout =2 < > NEREFIHIME 5 EHZHE D)
count : <0-100>
SRR 5 (A1 B (44 WS RE LT radius-server retransmit =< 2 RERTE (FIHME 3 [B)IZHE D)
secret DORAREHTI KON 7 A= R EREARLE(128 XTLN)
HAH /AT — REMEEED radius-server key 2~ > REREIZHE D)
[FIHR E]
7L
[AJ1E—F]
sua—s\arz g4 b—varE =R
[RLEA]

FRREY — 3= U X MTH— =2 BT 5,

BRI —HiI8 TH %,

no B Ta~ry REETLESGAIE, E Ly — =R — =V X W BHIRT 5,

[/—H]

FEMEIL, (radius-server timeout =~ > K DX EfE) x (radius-server retransmit =~ > KO EME + 1) x (RADIUS H
— X—%%) D73, auth timeout server-timeout =1~ > RO EMNIZ/ D L ) ICTHBET I2LENRN S 5,

LLDP H Bh3% EHEAE CR%E S 117- radius-server host 2~ > ROKREIZIL, —FFNRRETHDL Z L2 H
F"dynamic" A7 T a VR E IS, "dynamic"A T Y a VAMFEENTWAEA. write 22 REFEITLTH A
B— T T AT 4 IS IR,

Bl

IP 7 R LA 192.168.100.100, JGEFFHERER 10 75, BORFREEEL S [B1 & U TRRAEY—/3— U 2 MIIBIT 5.,
SWX232x (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 N1 A 192.168.100.101, FEFEM UDP AN— |k 1645, LA /SA T — R'abede" & 7dilk—/3— U X MIIBINT 5,
SWX232x (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

11— ) RADIUS H—/3—ZFEREY —"— U 2 MIBI¥ 5,

SWX232x (config) #radius-server host 127.0.0.1 key secret local
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5.3.21 RADIUS ¥ — 13— 1 BH - 0 OI5EE LR ORE
[EFX]

radius-server timeout time

no radius-server timeout

[NT A —=F—]
time : <1-1000>

SRS BRI (7))
(AR E
radius-server timeout 5
[AS1E—F]
Jsua—nnarz4 7 b—varsE —NF
B

RADIUS ¥—— 1 EH 7= OB BB 2% ET D,

no B Ta~r REETLESAIE. FIEREICKED,

[/ —}]

radius-server host =< > RN CH — —[EH O ERIGEFHFFH AR E IN TV AHEA. radius-server host =< 2 N
DEENHED

L

AR EAIE I

(radius-server timeout =~ > N DX E{H) x (radius-server retransmit =~ > FDOFREME + 1) x (RADIUS ¥ —/3—%0)
DOEAY, auth timeout server-timeout =~ > FOREMINIC/2 D L 5 ICHET 20BN H 5,

[ EH]
RADIUS H—_— 1 5H 72 DISEFR LR % 10 FICERET D,
SWX232x (config) #radius-server timeout 10
5.3.22 RADIUS Y — N—~DERF AR DRE
[E

radius-server retransmit count

no radius-server retransmit
[/XT A —F—]
count : <0-100>

SR AR

(MR E]
radius-server retransmit 3
[AJIE— F]
Ja—)ars 74— g — R
[RLBA]
RADIUS #—/N—~DERFEEE Z R ET 5,
no B Ta~y REET LS. HIHEREICR D,
[/—}]
radius-server host =~ > R TH — —[EHF O ERFIEFEEDRE STV 554, radius-server host =1~ > RDEX
D,
Bl
RADIUS H—/3—~DERFEEHZ 5 B ET S,

SWX232x (config) #radius-server retransmit 5
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5.3.23 RADIUS — _"—FHF /AT — KD
[EX]

radius-server key secret

e
il

no radius-server key

[7NT A—F—]

secret D HHEAART—F
FAFBTEBLO, 7 A= 2R EAELS(128 SLFLIN)

(AR E

no radius-server key

[AJ1E— K]

ra—n~)Narz 47—y arE—R

[FiBA]

RADIUS H—/3— L Oi@GIFICHE T 5 H AT — RERET D,

no B Ta~r FEETLEEAIE. PIHREIZKED,

[/ =}

radius-server host 7~ R CH— R—EHFDOLFE AT — KPR EENTWAHEA . radius-server host =< KD
RIEITHE D

[ EH]

RADIUS #—_— L D /2T — K& L Tabede" R ET 5,

SWX232x (config) #radius-server key abcde

5.3.24 RADIUS H—/N—4£E F#i5) R O % E
[

radius-server deadtime time

no radius-server deadtime
[T A—F—]
time o <0-1440>
RADIUS H—/N— D i IR (4)

[WIHIRRE]

radius-server deadtime 0

[AJ1E— ]

Ja—N")aryz 4L — g F— R

[

RADIUS $—=/R—=~DERN T A LT 7 F LIz &, %4 — =DM 2 il 9 2 B 2 BE 1 5.
no A Ta~y REFTLELGEIE. MIMREICR D,

[BXE B

RADIUS Y — X — (IR 2 1 231C3ET Do

SWX232x (config) #radius-server deadtime 1

5.3.25 RADIUS Y —/ N— 2@ %015 5 NAS-Identifier BYEDEXE

EEy

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

[/XT A—F—]
line DORRBISCT(253 SCTFLA)
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NAS-Identifier )@t & L CERET HEE DO LFES|

(MR E]

no auth radius attribute nas-identifier

[AS1E— F]

sa—nNNnarsr 4l —ya et R

[BLFA]

R — FREREHSREIZISV T, RADIUS H—/3—|Z
RIEZ L2381, RADIUS H—/3—|Z

Do

no R T A~ L KR FAT L4
[ EH]

i *}j%ﬁ;&iﬁ‘ g-)j:ééo

RADIUS Y—/3N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] 2+t > Fd 5,

SWX232x (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 R— FRIEERDOF TR

E&

show auth status [interface ifname]
[F—T— K]
interface
P85 A —F—]

ifname

BEDA v H—T7 2= ADEROIREFRTD

AR —=T 2 — R4

TR T DA H—T =2 —R&

[AF1E— F]

JEHFHE EXEC = — K,
[FiA]

A — b RFERHED
Bl

R— FRREE#R A FTT D,

SWX232x#show auth status
[System information]

802.1X Port-Based Authentication

MAC-Based Authentication
WEB-Based Authentication

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period

HikE EXEC £— R

E&E%ﬁ?\\ »TO‘J:U\EEAE(DWUHE(H( ExFKRT B,

Enabled
Disabled
Enabled

Not configured

(port:1812)

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

NAS-Identifier J& % & L Ti# %ﬂ#é& @X?ﬁﬂ%%&
NAS-Identifier EMEE L CTBAI L., RE
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MAX request : 2 times

Supplicant timeout : 30 sec

Quiet period : 60 sec

Controlled directions : Both (configured:both)
Protocol version 3 2

Authentication status : Authorized
Clear-state time : Not configured

Interface portl.4 (down)

802.1X Authentication : Force Authorized (configured:-)
MAC Authentication : Disabled (configured:disable)
WEB Authentication : Enabled (configured:enable)
Host mode : Multi-supplicant

Dynamic VLAN creation : Disabled

Guest VLAN : Disabled

Reauthentication : Disabled

Reauthentication period : 3600 sec

MAX request : 2 times

Supplicant timeout : 30 sec

Server timeout : 30 sec

Quiet period : 60 sec

Controlled directions : In (configured:both)

Protocol version : 2

Clear-state time : Not configured

5327 37U By MEROFRT

[ER]
show auth supplicant [interface ifname]
[F—T— K]
interface L EDA A —T 2 — ADIEROIL T FERTDH
[/XT A —F—]
ifname DA HE—T 2 — R
FRTHA A —T 2—A
[AFE— ]
FHE EXEC £— K
[
A— RBREIZB T 7Y o MERERRT D,
[ E ]

LAN R—F #1l OV 7V v MEREERT D,

SWX232x#show auth supplicant interface portl.l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authorized 1 802.1X
5.3.28 FEHER DFR

EN

show auth statistics [interface ifname]

[FF—TU— K]

interface D BEDA B =T 2= ADRHE RO E FRT D

ST A—F—]

ifname LA UH—T 2 — R

TR T HA U H—T 2 —R&

[AJTE— K]
FEFFHE EXEC £ — N, F5#E EXEC £— K
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(3]
A NRAEC 3 557 v h OREFRE TS 5.
[BE B

LAN "— | #1 OFGFHEREZERRT 5,

SWX232x#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455
Transmitted frames 11
EAP Request ID 3 A
EAP Request 3 9
EAP Success 1
EAP Fail 0
RADIUS packets:
Received packets : 10
Access Request 3 0
Access Challenge 3 9
Access Accept H
Access Reject : 0
Transmitted packets : 10
Access Request : 10
5.3.29 MEEHERDZ U T
EN
clear auth statistics [interface ifname]
[F—TU— K]
interface D EDA =T 2= ADHHERO T )T 5
[T A—F—]
ifname LA HA—T 2 — AL
TR T HA U H—T =2 —R&
[AFTE—F]
HHE EXEC £— R
[BLBA]
N— FRREICB T 237 > P ORGEHE#REZ 7 VT T 5,
[BREBH]

LAN R— k #1 OftiHERz 7 U 73 %,
SWX232x#clear auth statistics interface portl.1l

5.3.30 RADIUS ¥ — N—REFRDO T

[EX]

show radius-server
[ AJTE— K]
¥ikE EXEC £ — F
[REA]

RADIUS % —_—{ZBT D% EFHE R -T D,
FRRET— /38— U R MIEER L Th 5 RADIUS Y — "— D EGWM(T—/S—4R A b 38FEH UDP A— &5, Jbf
NAT— R BRIGE IR, EOREEEEL, T — S—E ISR 2 RRT 5,
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[ EH]
RADIUS #—"—IZT L EFHRERRT 5,

SWX232x#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5

Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.31 Web FREERRIHHE DY X4 L7 b4 URL OFRE

[F=

auth-web redirect-url ur/
no auth-web redirect-url

[/X3F A —&—]

url DOCPARET B XOCEATRE (BK 256 X
VXA L7 Mo URL

[FIEIER E]

no auth-web redirect-url

[ASE— K]

Ja—naryr7 4 Jlb—y g F— R

[FHA]

Web ntunEﬁkIjJ?‘ﬁ U 5’4’ 1/7 }‘Té URL %?‘Eﬁ?f%’)o

no B CHEAT LIHAILRRRER O Y ¥ A L 7 MEREZ NI T 5

[/ —}]

"MEEAZURL ZIEETHZ EIXTEEHA,

(B EH]

Web FBRERKEIR D U XA L7 NHEIZ http://192.168.100.200 Z F57ET 5,

SWX232x (config) fauth-web redirect-url http://192.168.100.200

5.3.32 BEERED 7 VT

=V
clear auth state [all] [interface ifname] [supplicant mac-addr]
[F—TU—F]
all D BRTOY TV A FORGEREE 2 VT T D
interface DREDA =T 2= R R SN TWA YT Y v NORBERIREEZ S VT T 5
supplicant D BEOY TV NORGEREE S VT T 5
[/3F A —F—]
ifname o AUE—T 2 — A
7T A A =T 2R
mac-addr :  hhhh.hhhh.hhhh (h 13 16 #%%)

4D MAC 7 R L%
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[AF1E— F]

¥ EXEC £—

[FFA]

BTV FOREFEREE 7 VT T 5,
[ E B

LAN A— M #1 ICHER SN TN LY TV v S ORBGERIEER 7 V)V T3 5,
SWX232xf#clear auth state interface portl.l

5333 FFERED 7 UV T T B RZORER AT L)

[#3X

auth clear-state time time

no auth clear-state time
[/NT A—F—]
time o <0-23>

FRREREER 7 U T A IREH

[F1H13R 2]
no auth clear-state time
ASE— K]
Jua—n"ppar7 4 J—yarE—FK
[REA]

VAT ABRICY Y o N OFGERIEE 7 U T T HRR AR ET D,

no IERCTHAT L1413, RAEIRIEZE 7 U 7T 22 O E X HIFRT 5,

[/ —h]

AH—T 2 —RFBREREE R 7 ) T T ARLARRESINTNDLE, A V¥ —7 = — RITRE SN RLCREGE
RREDZ VT AT D,

[BE ]

VAT LRETY Y A FORBFEREE 7 U T D& 12 FRCRET D,

SWX232x (config) #auth clear-state time 12

5.3.34 FRELIRFED 7 U T AL DR E(A v H—T = —R)
[ER]

auth clear-state time time

no auth clear-state time

[/3T7 A —F—]
time 1 <0-23>
PRERREE 7 U T DA
(R E]
no auth clear-state time
[AFIE—F]
B =T z—AE—F
[FAA]

RRA L H—=T 2 A ZZH TV B FORBGRIRRER 7 U T D 2% ET 5,
no ﬂ%iﬁ:f%?ﬁ‘bfl%ﬁ N nLnE*H( %7 ) YTéﬁ%*U@EEE%ﬁ B%—g«%)o
[/—F]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE [ HE,
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KBEA L H =T 2 ATV AT ARRICEIEREERZ 7 U T T AANRESNLTWVWTH, Aavr RTRESH
7 CEERIRBED 7 U 7 %2179,

X EH

LAN R— M #1 \IZHEe ST 7 U o FOFRGEIREER 7 U 7§ D EEA & 12 BRICERET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth clear-state time 12

5.3.35 Web REFEIE U A X ~A A7 7 4 VOB E
E]

copy auth-web custom-file all src_config num dst config num
copy auth-web custom-file filename src_config _num dst_config_num

[F—T— F]

all D ETO Web FBFERII I A Y~ A A7 7 A Ve a—F 5

[/NT A—F—]

Sfilename OB AERTB IO AT S
Web SRGEEE I A X~ A AT 7 A NDT 7 A N4

src_config num . A —TDOaLT 4 TS
REME A
0-1 AR =T v T a7 4 J&KE
sd SD 1— R

dst_config num D oav—enar T 4 IEKE
BEHE B
0-1 AP —= KT v Tarv7 4 J&KE
sd SD 77— K

[AFTE— F]

F¢HE EXEC E— R

[EEEH]

Web 73 Fo ﬁﬁx5’741ﬂ3@774)/1/75f:’5_ﬁ—50

[/—F]

SD 71— RInB A A » F~ Web fBiLEHII I A X~ A A7 7 A V& a b —F 5551%. SD I— NN /L% /
startup-config/web-auth/ |Z4 7 7 A VA FE L T IS0,

SD 1 — R~ hSIUTWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L RE2ETTHET—L
2%,

[ E B
ETD Web BREEE T A S~ A A7 7 A V% SD H— RNHAZ— T v 7 a7 4 7 # ~ab—4 5%,

SWX232x#copy auth-web startup-config all sd 0

5.3.36 Web SREEEE N A X~ A A7 7 A LV OHIK
[ER)

erase auth-web custom-file all config num
erase auth-web custom-file filename config num

[¥F—T—F]

all D ATO Web gRAEHEII T A X~ A A7 7 A VEHIBRT 5
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[78T7 A —=F—]
filename DR L OVEARL S
Web @BREREIH 7 A S~ A AT 7 A VDT 7 A V4
config_num N A
R EME B
0-1 AB—=R T v Tar7 4 JES
sd SD 71— R
[AJ1E— K]
F#HE EXEC £— K
[RLBA]
Web FBREMI[H 77 A 2~ A ZD T 7 A V& flbRd 5,
[/— 1]
io]t)éﬁ_ KA T 2 F STV ZRUVIRRETIL, SD 71— FN® Config ZxXf U L TARa~ Y REFITTHEZT— &
[BREH]

logo.png & A X — KT v 7 a7 4 7#0 INHHIBRT D

SWX232x#erase auth-web startup-config logo.png 0

5.3.37 EAP /XA R )L— DR TE

E&

pass-through eap switch

no pass-through eap

[T A= —]
switch EAP /N R 2 L—DEIE
REME S
enable EAP /XA A V—H BT 5
disable EAP /8 A Z )L — &2 5
(AR E
pass-through eap enable
[AJIE—F]

Ja—x\)aryz 4 JL—ya T — R

[@iH]

|

EAP /X R 2R )L—DEN A 280 # 2 . EAPOL 7 L — ADIRER S Z R ET 5,
disable Z35E L7-3HE 1. EAP 7 L — A HEIET 5,
no IR TEIT LA, F721%, enable 45 E L7285 1L. EAPOL 7 L — A% igikd 5,

[/ — ]

802.1X &

Aty DE*%% ﬁiﬁ@fi/f :/&‘_‘71‘_‘X GC’DV\’C O DE*%% %{E% L/\ EAP /\OXX/I/‘_‘@EQEM:&@H% éhfcﬁl/\o

[BXE B
EAP /XA A V—Z BINZT 5,
SWX232x (config) #pass-through eap disable
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54 R —hEbX2UT 40—

541 F—bEX=2 V7 1 —HREORE
[ER
port-security enable

port-security disable
no port-security

[F¥F—TU—F]

enable D AR—bEX2 VT —HEEEF DTS
disable D R—=beFa VT LT D
(AR E]

port-security disable

[AF1E—F]

B =T z—AEF— R

B

MBRA L H—T7 2—RZHH LT, A—beXa T 0 —HEEHENT S,

no A TEHAT L7, £721%, disable ZI5E L12GE1E, IR A VX —T 2 —ATHR— X2 U7 1 —HiE%x
N3 2,

[/—}]

A=z RILLAN/SFP R — M B L OGREA o Z — 7 = — AT D HGRIE " e,

A= hEX2 U7 ¢ —BEEEZ AN LR T, BRI T RWERRITIEIN D,

Bl

LAN R— Rk #1 DR — bt X 2 V7 ¢ —HEEEZ AT 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #port-security enable

5.4.2 A MAC 7 R L A& &%
B

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—Y—F]

vlan : VLANID %48/E

[2XT A —&—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 #E%5)
%50 MAC 7 R L2

action : mac-addr 54D 7 L — ATk HENE
BEE FLEA
forward Bk T 5

ifname : LAN/SFP AR— M E7iFfmElA v 4 —T = — X
SBEDA B —T = — A4

vian-id o <1-4094>
5t4: D VLAN ID

[FIEIER E]

L
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[AJTE— F]
Jga—n~)aryz 4 b—y g rET—NR
[ BA]
R—=hrEXa VT 4 —2HMNI LA — N TEEZFHFTT25 MAC T KL REEET 5,
no B CTHEAT LI E 1, BEEHIBRT 5,
[ EH]
MAC 7 KL & 00:A0:DE:00:00:01 %2, LAN AR"— bk #1 OFF A7 KL A & L TEERT 5,
SWX232x (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 %2 VT ¢ —BERXEOEBIEDORE
Ey

port-security violation action

no port-security violation

[/XT A —=F—]
action D AR—beXRa VT —EKEOBIE
Biffe— K 24 EH
discard AV AN E
shutdown Rl N A A7
(AR E]
port-security violation discard
[AF1E—F]
AP =Tz —AF— N
[@iHH]

WGA L H—T 2 —RAZXH LT, R—bheXa VT ¢ —BKREOBET 7 v a vV ERET D,

no B THAT L= BAE, FIHIREICH S,

[/—}]

shutdown E— R TV ¥ v N U EN7-A— F&EIHIE58A81%, noshutdown =~ REHWD
A< FIX LAN/SFP iR — M B L OGGELA > ¥ — 7 = — AT D Bf% & Al e,

Bl

LAN R — bk #1 OEXFOEEL R — M Z U NIEET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #port-security violation shutdown

544 R— b EF =) T 4 —BFEROERR
[E=]
show port-security status
[AFTE— K]
K¢bE EXEC £— R
[FAA]
R—bhEx=2D7 0 —HHREETT 5,
[BE B
=¥l T —lEHRzeErndT 5,

SWX232x#show port-security status
Port Security Action Status Last violation

portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
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portl.4 Disabled Discard Normal

portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
= N

5.5 = 7 — M HiBeE

5.5.1 errdisable JKBED> D D B BYE [HHERE DR E
[#EX]

errdisable auto-recovery function [interval interval]

no errdisable auto-recovery function

[¥F—U—F]
interval © HEVEIRERR O E
[/RT A—&—]
function . errdisable DJFIK & 72 2 HHE
BREME B
bpduguard BPDU 7/ — RE&RE
loop-detect — 7R Rk RE
interval : <10-1000000>
HEME AT 2 £ TORE)
[WIEIRRE]

no errdisable auto-recovery bpduguard (BPDU 77— KE&HE

errdisable auto-recovery loop-detect interval 300 (/L — 7" # HHFKBE

[AFTE— K]

Ja—\)arz 4l r—g % — R

[

T 7 — R HBEREIC K > T errdisable JREBIZ R > 7 & ZICHEANICE IR T HHRELZ AN LT, BENMEIRT 2 £ TORy
MaERET D,

interval &M L7=561%. 300 RO EREIND,

no I THEAT LI aid, BHEVE RN EL L 22D,

[/—}]

Aoy REIFATT DRI BPDU A — REEEEIC X - T errdisable dRFEIZ 72 - 72 LAN/SFP 7" — k Ci, %[5l BPDU %
B L7 ITHEOEENKM SN D,

[BE

BPDU #— K C errdisable JREEIZ /e~ 7= E X O EBNE IR A A2 L, EIAKER % 600 2127 5,

SWX232x (config) #errdisable auto-recovery bpduguard interval 600

JL—7 K C errdisable IRAEIZ /2 o 7= & D HENEIH 2 2T 5,

SWX232x (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHBREDIFRE T
[ER]
show errdisable
[AJTE— F]
FFME EXEC E— N, b EXEC E— K
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B
=T — M REOEREFERT S,
IFTOHEBENEREND,
 errdisable JRAED & O B EWE [H A RS D>
o errdisable JREED A v F —T7 = —ZAB LT T —ZHiH L7-f%6E
[B%E B
T — SRR R A FRT S,

SWX232x>show errdisable

function auto recovery interval
BPDU guard disable

Loop detect enable 300
Port-security disable

port reason

portl.1l BPDU guard

portl.7 Loop detect

sal Loop detect

5.6 PoE

5.6.1 PoE #5BHERE DR E( AT D)
[EF=]

power-inline switch

no power-inline

[XT A —=HF—]
switch D VAT AERD PoE #EMSRE DR E
R EME A
enable VAT LAARD PoE faEBHERE A RN D
disable VAT LARD PoE K EMERE & N2 T
(IR E]
power-inline enable
[ASTE—F]
ra—s\)var 74— a E— R
[FBA]

VAT LBRIKTO PoE ARTEEMREED AL - B ET D,

no K CHEIT L= BB 3IREICR 5,

[/—}]

A~ RiL PoE FAEEXHIGE T /L CDHIATAHE,

AT DAERD PoE FEMEREN AN R > TV T EBIDOR— b T L ITREMENED SN TV DLHE, €D
A— MIKEHREN N2 5,

[ EH]

VAT LAERTO PoE M BIEREE AT D

SWX232x (config) #power-inline enable
VAT LK TO PoE #hERE & N1 5,

SWX232x (config) #power—-inline disable
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5.6.2 PoE #a BHEBEDRE(M v F—T7 = —X)

E&N
power-inline enable
power-inline disable [delay time]

no power-inline

[F—T—F]
enable © X EA v H—T = —AD PoE MEMEEEZHNT D
disable C KB A H—T = —AD PoE #AEMEE BT D
[P35 A—%—]
time ;. <1-3600>
TR I £ T OIRIER (D)
[WIHIRRE]
power-inline enable
[AJ1E— ]
f B —T 2 —AE— R
[RLBA]

KGRA o H—7 = —AD PoE AR EERED A %) - BN ZRET Do

no A TIAT L7 B I3 EIC R D

famElE I E TOBIERR A5 E L2 a2~ > RET) GIRERHRIE IZ power-inline disable 735% & S 415,
%72, LLDP |Z X % HEi% EHRE(Idp auto-setting) 23 H 2072356 K E S ILBIE HFIIHFE D ¥~ IR AP (2% LT
WEEILOY A I v IR EAmSh b,

[/ —}]

AK=a< > R PoE fEERHISE T /L COREITATRE,

PoE AR— MDA T~ RIATT— L7 5,

AP —T 2—AF— R THEHBEDSHEDNT 2> TOTH, LLTFTOHAITHBE SR,

« VAT LERO PoE KGFEMIEDHENIC Lo TV DL 5E

XAR— IRV vy T ARRET LBk T 5,

BB IR E ARSI L T\ D720, T =7 a7 4 7 ETid power-inline enable & L CTHbiL 5,
[FREH]

portl.1 T® PoE #aEEMEREL AN T 5.

SWX232x (config) #interface portl.l
SWX232x (config-if) #power-inline enable

portl.1 T® PoE 5 EEMRE A M 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #power-inline disable

5.6.3 PoE "— ~ DFRBAT DR E

[EX]
power-inline description /ine
no power-inline description

[787 A =& —]
line D64 SUTLIN DI

(IR E]
L
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[ASTE—F)

A H =T 2 —AF— K

[REEA]

PoE N— MC#EET 5 PD #ga OB T2 R ET 5,
[/ —F]

Az~ RiE PoE fafEXHIE T /L TOHREITAEE,

R L7t X1 show power-inline =~ > R CHE/REN 5D,
[ EH]

portl.1 2895 PD #er D] & L C"AP1" 25X ET 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #power-inline description AP1

5.6.4 POE " — N DIGEELEDOHRE
B

power-inline priority priority

no power-inline priority

ST A—F —]

priority FR e SR
BRIEE B!
critical ]
high =
low {159

(IR E]

power-inline priority low

[AJIE—F]

A HF—Tz—AEF— R

B

WBA LV H—T = — ADIEEEELHET S,

2R — b ORRUEE A FTREE ) EIRE BRI 725G 1R, BIRIEM.O 6 o & IRV — h~DRGE AT IET 5,
no JIER CHAT LI LS I3 EICK 5.

[/—}]

AKa< > RiL PoE fEXHGET /L CORELTARE,

FHFEMESEFE 1 show power-inline =~ > R CH/REN 5,

[ EH]

portl.5 OFFEESLEE A high(F)IZT D,

SWX232x (config) #interface portl.5
SWX232x (config-if) #power-inline priority high

5.6.5 PoE 7"— bk @ Continuous PoE DR E
BN

power-inline continuous switch

no power-inline continuous
[73F A —4F—]

switch D OXERA v H—T = — AD Continuous PoE DR E
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R B

xfGi A 2 — 7 = — A @D Continuous PoE 1
L AT D
xfEA v #—7 = — A O Continuous PoE

enable

disable [ I
(IR RE]
power-inline continuous disable
[AJ1E— F]
B —Tz—AE— R
[@ A1

*fGA v H—7 = — AP Continuous PoE #EFED A% « MEh AR ET 5,

Continuous POE N ML SR — FCTIET7 7 — AU = 7T B reload 2~ & R7R EIZ LD AL v FOFEB)K T
HIR— h~DFGE LT D,

no I THEAT LI B IIHIMIRRE IR 5,

[/—}]

A< Rl PoE fafEXHINE T /L T O EIT A EE,

PoE R— MRS ClE A~y REITZ T — L7 %,

Continuous PoE 7% &% show power-inline =~ > K TR I D,

Bl

portl.2 @ Continuous PoE # HZhZT 5,

SWX232x (config) #interface portl.2
SWX232x (config-if) #power—-inline continuous enable

5.6.6 T — RNV RORE

&

power-inline guardband watts
no power-inline guardband

[T A—=HF—]
watts : <0-90>

T— RN ROEW)
[WIHIRRE]
power-inline guardband 7
[AFIE—F]
sa—\)varZ 4 S L—varE— R
[

A=A REFET 5.

=R RiZ, REOREFEILZR CToDIZRET MG ReE ) LRI L TO~—T 0 Th D,
AR ATRETE NN — KX RELF & 2o 72854, PoE 78— MIHT-IC PD BESR 2 Bt L CHEBE SN2,
OW ZHE L7=Ha. F— KXy RIZEEL 7220,

no I CTHAT LI EITHIMR EICRE 5,

[/ —F]
Ko< RiL PoE #ERISTT LV TOHRFELTHHE,
[ EH]

H— RN RZ& 30W 2T %,
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SWX232x(config)#power—inline guardband 30
H— RN REBNZT 5,

SWX232x (config) #power-inline guardband 0
H— R R EYBE ISR,

SWX232x (config) #no power-inline guardband

5.6.7 PoE fAEIF M DT IR
[EX]

show power-inline
show power-inline interface ifname

97 A—5—]
ifname : PoE AR— |
[AFTE— F]

FHHFHE EXEC £ — R, $5H#E EXEC £— K
[FEEA]

PoE 7R — F Dfg B EZ FRT 5,
ifname ZIEET D &, $FED PoE AR — b OFFEMIEREFRT B,

[/—}]
AKa<> RiL PoE SERIGTE T /L TOHRFELTAHE,
(B EH]

PoE #nEl M a £ 5,

SWX232x#show power-inline
PoE Status
Available Power : 250000mwW

Used Power : 41500mw
Remaining Power : 208500mW
Guard Band 3 7000mwW

Operation Status: Enable

PoE Interface

Interface Admin Pri Continuous Oper Class Power Max
Description
(mw) (mw)

portl.1l Enable High* Disable Powered 4 12000 29536* APl
portl.2 Enable Low Disable Standby n/a 0 90000 n/a
portl.3 Enable Low Disable Powered 5 6800 45000 n/a
portl.4 Enable Cri Enable Powered 8 22700 90000 n/a
portl.5 Enable Low Disable Standby n/a 0 90000 n/a
portl.6 Enable Low Disable Standby n/a 0 90000 n/a
portl.7 Enable Low Disable Standby n/a 0 90000 n/a
portl.8 Enable Low Disable Standby n/a 0 90000 n/a
portl.9 Enable Low Disable Standby n/a 0 90000 n/a
portl.10 Enable Low Disable Standby n/a 0 90000 n/a
portl.1l1 Enable Low Disable Standby n/a 0 90000 n/a
portl.12 Enable Low Disable Standby n/a 0 90000 n/a

* - Assigned by LLDP.
portl.l1 DFFEFHEFTT 5,

SWX232x#show power-inline interface portl.1l
PoE Status

Available Power : 250000mwW

Used Power : 41500mw

Remaining Power : 208500mW
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Guard Band : 7000mwW
Operation Status: Enable

PoE Interface portl.l

Powered device type : AP1

PoE admin : Enable

Continuous PoE : Disable

Priority : High*

Powering status : 4-pair single

Detection status : Powered

Current power consumption : 12000 mW

Powered device class : 4

Powered allocated : 29536 mWw*

Powered pairs : Both (Alternative A and Alternative B)

* - Assigned by LLDP.
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o=
Layer 2 $%5E

6.1FDB(Z + U —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 ERED
BN

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAEEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
(R

mac-address-table learning enable

[AJ1E—F]

rua—\varz4 7 b—va e —R

[FAA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

(BB

MAC 7 N L 2 EEEREZ AT D,

SWX232x (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI & I3 EICK 5,

[/—F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWX232x (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

[EF
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T FLAZIRET D
vlan : VLANID #f8ET %
interface DA E—T 2 —AERET D
instance D MST AV AF L AZFRETD
[78T7 A —=F—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[AIE—F]
¥EHE EXEC E— K
[BLFA]

MAC 7 RLAT =T Vinb B A F Iy 7w M) —&HIRT 5,

F—U— RFEEELLHEE. HERMHC—B Lz b =R EHIRT 5,
XF—U—RERELRWEEIEL, &2 TOXAF Iy 72 N —%HIBRT 5,
B!

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWX232x#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/3T A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 KL A
action : mac-addr 56D 7 L — A% A ENME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 41— — R

[FREA]

MAC 7 VAT —TNVIZAZT 4 v 72 b)) —%5E5kT 5,

action \Z forward R E LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZBELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — A%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7238 1L. VLAN#l DR ESND,

[/—F]

action \Z discard Z 3R E LT, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A BETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.FFFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 35 & 9 Békd 5,
SWX232x (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

[#F]
show mac-address-table
[AJ1E— K]
JEHME EXEC & — R, 5+ EXEC £— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o TV MNU—OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWX232x>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—TU—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—H&—]
ifname DRI HA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaE A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9% VLAN ID
[AJ1E— K]
FERFME EXEC £ — N, ¢ EXEC E— I
[FHA]

FDB = F VIZHHFINTWS MAC 7 RL A AEFRT D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
S,

[B%E B

FDB = F V2B SN TWS MAC 7 RL A A F T 5D,

SWX232x>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
sua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 12th D VLAN E— RIZBATT 5,
[/ —}]

VLAN E— b7 a—\var 7 4 7 b—v g — NIZRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWX232x (config) #vlan database
SWX232x (config-vlan) #

622 VLAN A V' Z—T7 = —ADRE

1223

[EX]
vlan vian-id [name name] [state state]
no vlan vian-id

[FF—TU—F]
name : VLAN OA4HIZRET S
state : VLAN OIREEZFRET D
[T A—F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ORNEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REMHE B
enable T U— LERET D
disable 7 L —AEEEE LR
[FIHIERE]
mL
[AJTE— K]
VLAN &— K
[BLBA]

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT L2 EIL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 #70 VLAN ID)DSE%E S 5,
state M L7-855 1%, enable BERE I NS,

disable Z45E L7285 A1%, Mi% VLAN A V¥ — 7 = — A~OREIXETHIBRE L E T,
[/—}]

BEIZ name WFRTE SN TW25 VLANID 2% L T, name ZE M L TR~ RERELEZHEIL, BEICRE
% name DFEFEFINIRUN,

vian-id \Z#3D VLAN ID Z#$8E e, 7277 L., #H3 D VLANID 2T L7-8451%. name ZFEETH N TE 2

A
BERET HE. UTFTO LI, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ T EIRT 5585 2-4

« VLAN#2 & VLAN#4 23R 5586: 24

[ EHi]

VLAN #1000 % Sales &\ 4B CiX €T 5,

SWX232x (config-vlan) #vlan 1000 name Sales

6.2.3 77 A X— | VLAN OF&E

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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ST A—F—]
vian-id <2-4094>
vlan 2~ R TREIN TS VLANID
type 77 A ~X— I~ VLAN OFijl]
REME B
primary 774~ Y — VLAN
communit EHLH Y —VLAN(Z R 2 =F 1 —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
(RN E)
L
[AFTE— ]
VLAN £— R
[BA)

vian-id % 77 A4 X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 14— VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —H]

O32=2FT 4—VLAN ¢ LCRETDHE, 7794~V —=VLANDOD a2 I AHAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB L7 A Y L — k VLAN
WATBT AL v X —T 2 — AL ILRECTE 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDLBETLHIENTES
N, AI2=F A —VLANBLORT A YL — | VLANIZFTBTAMDA v 2 —T = —RA LI TBETE L5,

B!

UFD7Z A4 ~_X— K VLAN Z&ET D,

+ VLAN#100: 77 A~ U — VLAN

« VLAN#101:® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#102: ® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#103: 5> % U — VLAN(7T 4 Y L— b VLAN)

SWX232x (config-vlan) #vlan 100
SWX232x (config-vlan) #vlan 101
SWX232x (config-vlan) #vlan 102
SWX232x (config-vlan) #vlan 103
primary

SWX232x (config-vlan) #private-vlan 101
SWX232x (config-vlan) #private-vlan 102

( )
( )
( )
SWX232x (config-vlan) #private-vlan 100
( )
( )
SWX232x (config-vlan) #private-vlan 103

community
community
isolated

624 774~ — VLAN IZX$BEH % U — VLAN OFERE

EEy

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vian-id association

[F—U—F]

add fi7E L7- VLAN % BEE#fHT 5

remove fAE L7z VLAN OB 2 HlkRT 2
[/3T A —F—]

vian-id <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET2HE. UToX oz, """ "2 fH+sZ L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FEA]

FFIAX—=FVLANDZ T A<V —VLANIZX LT, B XU —=VLAN(T A YL —K VLAN, 23 =2=7 (—
VLAN)D BEAF T &2 3 ET 5.

add ZF8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTHEIT LeHalE. 774~ Y — VLAN ~O B 1T 2 X THIFRT 5,

(B EHI]
UFDOTZI7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U—VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: %5 >4 U — VLAN(7 A Y L — k VLAN)

SWX232x (config-vlan) #vlan 100

SWX232x (config-vlan) #vlan 101

SWX232x (config-vlan) #vlan 102

SWX232x (config-vlan) #vlan 103

SWX232x (config-vlan) #private-vlan 100 primary

SWX232x (config-vlan) #private-vlan 101 community

SWX232x (config-vlan) #private-vlan 102 community

SWX232x (config-vlan) #private-vlan 103 isolated

SWX232x (config-vlan) #private-vlan 100 association add 101
SWX232x (config-vlan) #private-vlan 100 association add 102
SWX232x (config-vlan) #private-vlan 100 association add 103

6257 JEAR— METRLA— NDFRE

[ER
switchport mode access
(AR E
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
WA Z =T 2= ZAOR— M EZT 7 E AR — MTRET D,
[/— ]

Kz~ FIE LAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N— F DRENER SN D,

A—RNERE T 7 R— 067 78 AR— MIEE LA 1L, switchport trunk allowed vlan =~ > KO E
k & O switchport trunk native vlan =~ > K D% E S #I IR E )qué

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,



226| =2~ KU 77 L A | Layer 2 #&HE
[ EH]
LAN R— kN #1 27 7 B AR — MR ET 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LAR— bM)DFTE VLAN DORE

[F=

switchport access vlan vian-id
no switchport access vlan

X A—5—]
vian-id o <1-4094>
FTJ&4 % VLAN ID
[FIHIERE]
switchport access vlan 1
[ASTE—F]
A H—T2—AF—R
[RLRA]
RGA B —T 2 —ANT 7 EAR— ML LTHTET 5 VLANID Z3%ET 5,
no JER THEAT L2 B3R E IR D,
[/— 1]
A3~ Rid switchport mode access =~ > RV E 4L TV 5 LAN/SFP AR — B L UGRELA & —7 = — R |ZD
HE% TE IR,
WA A — T 2= AERBLE L TR RERE LSRR, 2O ¥ —T7 = —RBT58TO
LAN/SFP R— F DRRENE L I D,

AR— MNERZ N7 7 R — MIEE LELAIE, Ka~vy FORENPYIHEEICKE D,
[RXEH]
LANR— M #1 N7 72 AR — K& LTCHIRT 5 VLAN % VLAN #10 |Z3% 7 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #switchport access vlan 10

627 b7 I R— MNETFER— NDORE

EEv
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter AN T A —OEEERET D

[78T7 A —=F—]

action D AT v —0EE
BEE B
enable AT AN =TT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

mL

[AS1E—F]

AUH =T 2—AE— R
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[BEHA]

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
LEDH, TL—hElEET 5,

AN T 4 VB =BG EIE, TTOT L—AZiRET 5,

[/— 1]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA L H =T 2= AR E LTRAY Y FERELILSGAE, O =7 2= RAICFBRT22TO
LAN/SFP /R — M DR ENEHE I D,

R— MR ZET 78 AR— 5 T 7 A — MIERE L7z5ATL., switchport access vlan =~ > K O3 E 23 A%
EINZR D,

FZ > 7R — k& LTHET S VLANID |4, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[ E ]

LAN KR—hF#1 % b7 7 KR— MIRET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode trunk

628 NTF U AR— MNE TFHEER— F)DPTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all ¢ ovlan a7 FTHREIINLTWAHTNTO VLAN IZATE S5
none : 2TOVLAN OS5
add  FREL VLAN IZFTE S H 5
except © HEE L7 VLAN LSO, vian 22 RTREINTNDHTXTO VLAN IZFTE S5
remove : FBE L7 VLAN O iEXE 5
[3F A—F—]
vlan-ids o <1-4094>
vlan 2~ R TREIN TS VLANID
BERET 256, LT Loic, "R "2 HTHZ &
« VLAN#2 7»5 VLAN #4 £ CTH®RIRT 5545 2-4
+ VLAN#2 & VLAN #4 % RIRT 5355 2,4
[#IEIEXE]
7L
[AF1E— F]
A B =Tz —RAE—F
[RLBA]

SNBA LV HE—T 2—AN TR —FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID DN T X CHIBRS IV CAR— MNERINT 7 B AR — MIEFEIND,
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[/—}]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
TR TE AT HE,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
R— MER 2T 7 £ AR — MIER LEGEIE, Ra~y FOBRESYIHIREICR D,
all £721F except #FHE L TRE LIZGAIL, ZORICEE Lz vlan 2 v RONENFICKBEND,
all £721F except ZFHE L TRE LIZGAIEL, LTORELZITI &, FEV OFFE L TW% VLANID % add THREL

TEREICEEEND,

remove & f5E L CHT/E L T\ % VLANID ZHIfk L7 5%&
switchport trunk native vlan =~ > R CHT/& L C\\% VLAN ID #f5& L =556

except ZHHE L CaRE & 1T - 7%, add 257 L TR L Cu 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE L2 EICEE S5,

remove Z fEE L7 ICHTE L CWRW VLANID Z2f5ET 5 L =7 —IZ72 5.
Az~ R & switchport trunk native vlan =~ > ROREIL, BEELLE 2D,

Ko< R THE SE72 VLANID %457 L T switchport trunk native vlan 2~ > RZ % E L= E, fEEL-
VLANID 25k ESH 545,
switchport trunk native vlan =~ > N T E 41TV 5 VLAN ID Z 57 L CHT/ER S 72354, switchport trunk
native vlan none 23i%/E S 115,

switchport trunk allowed vlan add =~ > K C, vian-ids {Z"-"°" " 2l A G OE CTRE LHAE, ivwI—T g v
(Rev.2.00.08 LAFNIZIR T & aa~ o RRREICKRT 5, R e L TIIEFICHBETE R R WRErd 5, FERF:
switchport trunk allowed vlan add 101,103-105)

(B EH]
LANAR—h#l Z b T 7 R— MIERELTVLANR I &85,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode trunk
SWX232x (config-if) #switchport trunk allowed vlan add 2

629 FT IR — MNFTHRER— M)DERAT 47 VLAN ORIE

[EFX]

switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[¥—TU—F]
none : AT 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLAN ID
(AR E]
switchport trunk native vlan 1
[AJIE— F]
A B =T z—AEF— R
B

RRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZEE L72HAIE. XA T 4 7 VLAN BRENT/2 5, ZHICK VR A 2 —T =2—2ATIE, ZIELI=X V7%
L7 L —A5TET 5,

no B CHAT L7258 I3 EICE D,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
Fr R E W] e,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~vr FORENPVIHIREIZR S,
Az~ K& switchport trunk allowed vlan =~ > RFOFREIL, HEEL LD,
+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #f8E L TR~ RERE LHEG, BELL
VLANID 76t s ¥ b5,
« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHJE X ¥ 7244, switchport trunk
native vlan none 235X & S 415,
[ E B
LANR— R #l % b7 7 R— MIRELTRA T 4 7 VLAN IZ VLAN#2 2R ET 5.

SWX232x (config) #interface portl.l
SWX232x (config-if) #switchport mode trunk
SWX232x (config-if) #switchport trunk native vlan 2

6.2.10 75 4 X— | VLAN OR— NEB|DOHE
BN

switchport mode private-vlan port-type

Wl

no switchport mode private-vlan port-type

[/3T A—HF—]
port-type © AR— hOBEME
R B
promiscuous 7' I AN AR— |
host RA RR—
[WIHIRRE]
L
[AJ1E— K]
A B =T 2—AE— R
(@]

WRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZ R ET D,

no R TEIT LA, MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN OREEHIFRT 5,
[/ —H]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z D AR E Al HE,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e FIFUIR—FPELTEIEL TS U F—T =2 — A

[B%E R

LANR—F#l 2702 I 2D AR— K, LANAR— F#2 KA FAR— MIRET D,

SWX232x (config) #interface portl.1l

SWX232x (config-if) #switchport mode private-vlan promiscuous
SWX232x (config-if) #exit

SWX232x (config) #interface portl.?2

SWX232x (config-if) #switchport mode private-vlan host

6211 54 ~_X— K VLAN OF R F R— FOHRE
[EX]

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—7—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN 2% ET H
[78T7 A =5 —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TRREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L CREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE—FR
[BLEA]

MNPA L HE—T 2 —ANT T4 _X—=K VLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
&Y — VLAN ZBEfTT 5,

no WK TEIT LGS, JBA L H—T =2 —ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB LNk
H & Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— k& LT E I TV 5 LAN/SFP AR — M2 D&
B E P HE

pri-vian-id & 2nd-vian-id X, private-vlan association =~ > R CEHEfT T LN TV HMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N 5,

[F% 2 5]

HA B =T 2= AZLNTFDT 7 A4 ~X— |k VLAN 2R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &7 > % U — VLAN #103

SWX232x (config)# interface portl.l

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if)# switchport private-vlan host-association 100 add 101
SWX232x (config-if)# interface portl.2

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if) # switchport private-vlan host-association 100 add 102
SWX232x (config-if) # interface portl.3

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if)# switchport private-vlan host-association 100 add 103

6212 5 A4 _X— K VLAN D712 I A H A R— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F—TU—F]

add 774~V —VLANIZxT HEH &Y — VLAN 2% ET 5
remove : 774~V —VLANIZxT D&l &Y — VLAN ZHIkRT %
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE I TW% VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TV 5 VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254: 2,4

[FIEIER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN Z%E LT, EH % U— VLAN
& BT B,

R TCET LEES. MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X &Y — VLAN OBBEN T 28R 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — bk & LTHE I TS LAN/SFP 77— b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBIHEAT T SN TWAMENRD S,

B VH— T 2 — AR B L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TOH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > K CR— hOFERIN 7 1 I AN AR — NUAMIRE S NTHE, KRa<wr Fo
BOEITHIBRE D,

2Ia2=F7 4—VLAN L, B 7 I 2B AR— MU THEEMNITAZ ENTE S,
1OD7 7 A4~V —VLANIZX LT, HEDOTaIADAR— FERETE D,

TA YL —FVLANINDOA L HZ—T 2 —ZF. 1 O0 70 I AN AR~ EDBBENTRERT-D. 1 ODT A VL
— k VLAN ICBHESIT B D 71 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. BH % U — VLAN
#101, #102, #103 Z BEEfHT 5,

SWX232x (config)# interface portl.l

SWX232x (config-if)# switchport mode private-vlan promiscuous
SWX232x (config-if)# switchport private-vlan mapping 100 add 101
SWX232x (config-if)# switchport private-vlan mapping 100 add 102
SWX232x (config-if) # switchport private-vlan mapping 100 add 103

H

6.2.13 "A A VLAN D& E
[E=]

switchport voice vlan #ype

no switchport voice vlan

[T A—=HF—]
type AT
R EME B!
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged 2T LT L—LEMHT S
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[FIHIRR E]
L
[AJIE— F]
AL H =T z2—AF—F
[RiAA]
RAAVLAN OREET D, 77 EAR— MIRELTZHEA L F—T 2 —ADHRETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANVLANID (20 T, CoS ENFEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— k #1 7R A A VLAN & LC VLAN #100 [Z3%ET 5.,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS {EDHE

[EFX

switchport voice cos value
no switchport voice cos

PS5 A—g—
value o <0-7>

BRI CRR ET 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLF® & &2 LLDP-MED CHEEGias (Z5% & 2 4 5,

o HWIR— FTARA A VLAN BEEIN TS,

o F4WR— [T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7"— k #1 THA A VLAN & LT XE CoSE%E 6 (IR ET D,

SWX232x (config) #interface portl.1
SWX232x (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

E&

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7V VLAN 7 /L—7 1D
BEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[FIEIEE]

7L

[AS1E—F]

A H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI N—TZIRE LB, #8A v ¥ —7 =—ATiE, v F 7V VLAN 7L —7 730
CA v H—T 2 —AMORTEETE S, [M L VLAN ThH, w/LF 7L VLAN 7 —T7R3E S 45, @B T/
|

MBS L =T 2= A VI TN — v a Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no G THEAT LI2GEG . PIMIRREICR S,

[/—HI]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V —va w2 —T7 2 — AR S5 R — O~ /LF 7L VLAN 7 —F 3R —I2 T D0 E
Nd 5,

~/WVF TV VLAN Z N —7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y MIwALF 7L
VLAN 7 )V— T RIE DB Z T IR0,

~IVF TV VLAN 3 E L TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—0T a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ E B

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \IZ3&ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport multiple-vlan group 10
SWX232x (config-if) #exit
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6.2.17 <)V F 7 )L VLAN 7V —F DL ETOHE
B

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T7 A =4 —]
group-id ¢ <1-256>
~/VF 7V VLAN 7 /v—7' ID
name D OPRAEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 /7D 7 /L —7" ID
[AJ1E— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 V—T 4R &R ET D,

no JZTHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4Hi1lZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHNCHRET S,
SWX232x (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 /L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch ;. ¥/VF TV VLAN ZERED YMPL 7 L — A GiEHRE O B
REME B!
enable IR EEZ AN T D
disable TR 2 3 5
[WIHIRRE]
multiple-vlan transfer ympi enable
[AS1E—F]
srua—arr 4 L—va E—R
B
~NVF TV VLAN RERFI, ¥~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ A NERT 7B ARA L BN EL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E 7~
ITHRRLAN = b — T — A FIH L7-WIEA, ANCT 08’5 5,

no I CTHFAT LGB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 Mshic 5,
SWX232x (config) #multiple-vlan transfer ympi disable
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E&N

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#F7:7 % VLAN ID
[ASTE— K]
JERFHE EXEC & — N, %7 EXEC £— F
B
F8E L7~ VLAN ID O A2 FRT 5,
IFTOEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHEET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWA A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE— )
e (O): FTUIR—=MNEIFER=])
[ E B

2 VLAN 1§ £ T 5,

SWX232x>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fF#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID
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HAH G
tH 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS VH—T = —R
[BXEH]

7'Z A X— k VLAN Oz &R 5,
SWX232x>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 ¥ /VF )L VLAN 7 /L —FREBROET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v —T DR E KRR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %7# EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWEL IV —TFTRTEFRRT D
YMPI 7 L — A BBEEE DR EIRRE b £ T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWX232x>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUP0O001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(A =27V U —7u1a Fa)l)

E

e

631 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

[WIEIRRE]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4L —yg T — R
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B
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—H]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWX232x (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (FD)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[FiA]

RSB IERF R 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—F]
AKa< s ROBREITLLTOFRMELZTIZTHENH D,

2x (NE—H A L+]) S RRT— VU T = 2 x (IRRIRERFRH - 1)
AT — 7 HE#IZ, spanning-tree max-age =~ R CHETX 5,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 ICERET D,

SWX232x (config) #spanning-tree forward-time 10
633 ZRT—T LV JIREDRE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR RE]
spanning-tree max-age 20
[AJ1E— F]
Ju—nmnarz 4 b—va e —R
B

RRT—V U TRHERET D,
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no JETHEAT LI G IIHIMIRRE IR 5,
[/— 1]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIHET ORHTH D,
RKa<y FOBREITILL TORMEEZMIZTVLERD D,
2x (N —=H A h+1) = RRT—V 0 ZHEEE = 2 x (EREELERRE - 1)
HRGEAERFf# X, spanning-tree forward-time =~ K CEHETZ 35,
NE—H A DT 2T, BRI LI LI TERNY,
[BREH]
I RT— 0 T % 25 IICRET D,
SWX232x (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRIE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(WIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—F

[FHA

TV VT ITATYT 4 ZBET Do BEN/NS VI EBILEDE,
no JE A THEAT LIE GBI EIZR D,

[/—HI]

MSTP DAL CIST(A > A X v A #OWIK T HRIE & 72D,

[BREH]

TV TTTAFYT 4 & 4096 (Z&IET D

SWX232x (config) #spanning-tree priority 4096

635 AV FZ—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y U —OENE
R EE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BHZT D

[FIHIRRE]

spanning-tree enable

[AF1E—F]

A B —T 2 —AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGRELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET L LILTE RN,
(B EH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree disable

636 A FZ—Tx—ADY T EATORE

[EX)
spanning-tree link-type type

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV WY —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB =T 2= ADY) I B TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZD AR E HE,

B X — 7 = — RZFTE LTS LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &Galli A % — 7 = — R S AT1E. M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
PR EITR D,

[ 2B

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree link-type shared

(1

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DOHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[/3F A —4—]
filter : BPDU 7 4 V%2V v 7 OEME
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REMHE B
enable BPDU 7 A V&2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—}]

A~ RIX LAN/SFP R — M L OGRERA ¥ — 7 = — AT D Ha& & I hE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— b ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR~ ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7x—AD BPDU H— KOH®E

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —=HF—]
guard : BPDU #— FO#EE
RIEME B
enable BPDU — & {5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FBA]

WA VA —T = —AD BPDU H— RERET D,

no FECEAT LG A& IIWIHIRR EITR 5,

[/—F]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T7 2 —AZHTB L CWA LAN/SFP iIR— M L TARa~ L RERETH Z LT TE 2R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S B 725613. Hi% LAN/SFP A — NIt AR~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & > T shutdown S 1L7285E1%, HUi% A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TITDHZ L THIATE 5,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&SLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree bpdu-guard enable

639 AL F—T—AD/INAITA FMDERE
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E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/NT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—ADY 7 HEIE T T, LTOEEFEHT 5,
YT S 3 RA= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

WHBA L —T =— AD/NRAAR N ERET D,

no G CTHAT LI BB IIREICRE 5,

[/— 1]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%TE Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LT TERL,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ A5 AR~ ROFTED.

*)]:H;LJX/E \—)j:%éo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree path-cost 100000

RIE

(1]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX)
spanning-tree priority priority
no spanning-tree priority

[P35 A =& —]

priority 1 <0-240> (16 DfE%R)
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R
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[FHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
ARz~ RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = —RZFTE LTS LAN/SFP AR — MIXf L TARa~ Y RERET D Z LIFTE 20,
LAN/SFP R — M &Galli A % — 7 = — R S 5A 11X, M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
WIHIEREIZR D,
REBH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree priority 64

6311 f V2 —T 2 —ADT vy TR— FDHEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(AR E]

no spanning-tree edgeport
[AJIE—F]

B =T z—AEF—FR
[@i ]

MHBA VA —T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg& iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlilA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktT AR a~ 2 ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l > UR— MIT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGm A ¥ — 7 = — ADA R
FRT DALV H—T 2 —RA
[A1E—F]

FEHHE EXEC B — I, 454 EXEC £— N
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B
AN=Z I ) =D FIRT D,
interface ZEME L7 H 1L, 2TOA ¥ —T7 = —ADRERFRRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y Y —7a k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AKE,

Root Port N—hrT Vo TDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFEFTERRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERJERE ] R EE

Hello Time N— TV DO m—HF A LREM

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHER SN D

Bridee Id TV VA, TV v T T A AT T ¢ (16 EHEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu 7z BPDU Otz =)

last topology change

BRIC MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A NREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EECTE 4 M) & MAC 7 RLATHERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL AT S D

Message Age Ayt — Ut

Hello Time Na—F A LNFEE

Forward Delay His 15 AL PR [ AR fiE

Forward Timer

FEBROHRERIE X A ~—

Msg Age Timer

A v H—T = — AN BPDU DIFRAMWIEST 5 % 4 ~—,
WIHEARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—OFFIHENT 524~ —, 012725 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDK A
Ty VR — N O EM & BIEDIRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ Ny *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V v THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BiAE DR AR
. A B=T=2—=ADY 7 ZA T OREMEBHEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
[3% 2 5]

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWX232x>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =227 U —® BPDU OFEERDFER

[EFX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH



ST A—F—]

ifname

[AS1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FAA]

A= 7 U —® BPDU OFEGHERDFE R T D,
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LAN/SFP iR — F E 72 135HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. B TOA UV H—T7 =2 —ADIRERFRRIND,
(B EHI]

LAN 7"— k #1 ® BPDU OfieHE#HR A2 TR =T 5,

SWX232x>show spanning-tree statistics interface portl.1l

o o o 00 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KD VT
EEN

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRA BT o —AERETD

[/XT A —=HF—]
ifname : LAN/SFP AA— M E 70 idGimBlilA v ¥ — 7 = — A D4
IJIVTTHA B —Tz—A
[AS1E— F]
F¢HE EXEC E— R
[BiA)
STP AT — RTCTEIEL T\ A v ¥ — 7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA U HX—T7 =—ADREN T VT b,
[/—H]
STP ® BPDU %#%(5 L1=HA, ZIELicA v ¥ —7 = — AL STP AT — RCEIfET 5 L 91 b, L, £0D
#% STP ® BPDU 2%f5 L2 /oo Th, YA L X —7 =— AL STP AME— FTEMELKET 5, 2D X9 RGE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE S,
[BE)
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWX232x#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 41—y g T — R
[FREA]
MST A vV AZ L ARLMST U — 3 VOBREZITI 12D MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—)Lary 74 7 Lb— g 0 — RIORAICIT exit 2~ 2 RE2fEH L. ¥ H#E EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEHI]
MST &— RIZBITT 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #

6.3.16 MST A ' A X ADAERR
BN

instance instance-id

no instance
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[78T7 A —=F—]
instance-id o <1-15>
A VAL A ID
[FIHEIERXE]
7L
[AF1E— ]
MST £— I
[BLFA]
MST A > AR A& AT 5,
no FECTEAIT LA L, MST A v A X AZHIBRT 5,
[/— 1]
MST A A% o ADA[LE VLAN & OBHEAT T X, instance vlan 2~ > R TRET D,
[BEH

MST AV AZ A #]1 T 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—5—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
(AR E]
mL
[AJ3E— ]
MST &£— R
B

MST A A X 2 A|Z%F LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A AKX A2k % VLAN OREEAT T 2 HIRT 5, BIRL7-fE%E, MST A > %
B R xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &It 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A VA X ADAERKRBITHON S,
[/—F]

o> MST A > A% o AZBAEAHT 5 CuvD VLANID 25895 Z L IXTE /R0,

[ EH]

MST A > A& o Z #1 12 VLAN #2 % BIEfF T 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTLFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[78T7 A —=F—]
instance-id ¢ <1-15>
A AL A ID
priority © o <0-61440> (4096 DE4R)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
[RA]

MST A VAR ADTZAF VT 4 HRET D,

BIED /NS WZEELRERE LS, MST AV AX U ANOIL— KT Y v DI272 5 alietE 3 m < 72 5,
no JERCIAT L= AI3VIIR EICE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 |ZHET D,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 2
SWX232x (config-mst) #instance 2 priority 4096

63.19MST J —T 3 VA DRE

[EFX]
region region-name
no region

[NTA—F—]

region-name DO ATEUT R L OVEMAEE (32 SUFEEAN)
V—Ta U4

[ E]

region Default

[AS1E—F]

MST £— I

[BLFA]

MST U — a VAERET D,

no FECHAT LG A IIWIHIR EICR 5,

[ EH]

MST U —< a v 4 % Testl IZEXET 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #region Testl

6320MST V — 3D EY g VBEORE

[EX]
revision revision
35 A—%—]
revision 1 <0-65535>
Veva & e
[WIHIRRE]

revision 0
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[AF1E— K]
MST E&— K
[BLAA]

MSTVU—> a3 EYa v BELXRET D,

no B TCEIT LA ITVHBREIZR S,
B&il|

MST VU —Ya3>Dlela rBEra 2R ET S,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #revision 2

6321 A VH—T =—RIZKTDHMST A VARH LV ADHEE
[ER]

spanning-tree instance instance-id

no spanning-tree instance
[73F A =4 —]
instance-id 1 <l-15>

AERENTWS MST A VA Z 2 AP ID

[FIEAER E]

L

[AJTE— K]

A B —T 2 —AF— R

B

KBA L E—T 2 — AWK LT MST A v AZ LV AERET D,

no JERTEITLTZHEIE. MST A V AHF U ADREZHIRT 2,

[/ —F]

Ko< RIZLAN/SFP R — F B LI OGHEA v X — 7 = — AT DO AR E T HE,

A A — T 2 —AZFTB L TCWA LAN/SFP AR — MIXt L CTARa~ > RERETHZ LITTERU,
LAN/SFP R— F 3B A & — 7 = — A ZFTE S ¥ 728815, 3% LAN/SFP R— Mt 5K~ FOREN
’Jﬁ)jﬁ;quX/E \—)7:'%60

X EH

LANFR—F#1ICMST A v AR VAR ZHRET 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #spanning-tree instance 2

63.2MSTA LV AEZLVRIZBITAA L EZ—Tx2—RADTFF7AF VT 4 DHRE
[E=]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
WRA A —T 2= ATRE SN TND MST A Y AHX 2 AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE]

spanning-tree instance instance-id priority 128
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

MST A VAR L AZBITDRBA LV Z—T 2 —ADTTA XV T 4 ZRET D,

no JER TFEAT LB A I3 EICE S,

[/—}]

A=z~ RILLAN/SFP R — M B L OGREA ¥ — 7 = — AT D HFRIE AT HE.

A v H— 7 = — AT LTV D LAN/SFP AR — MIxt L TR~ RERET H Z LIETE 720,

LAN/SFP "R— M & A ¥ — 7 = — R ZFTE S 5A 1, Y% LAN/SFP AR — NI4T 5 AKa~ 2 ROREDN,
MR EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT 4% 16 IZRTET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree instance 2
SWX232x (config-if) #spanning-tree instance 2 priority 16

63.23MST A VAFZVARIZBITAAVHE—T =2—AD/NAIARA D

R
i

E&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —4&—]
instance-id o <1-15>
WRA LV H—T 2= ATRESNTND MST A LV AX L AD ID
path-cost : <1-200000000>
IRA 3 A ME
[WIERR ]
AVE—=Tx2—ADY) I HEEIZE U T, LFOEEFEHT 5,
NS ;3 NA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMEA X —T7 = — A, FTB LTS LAN/SSFP AA— h DU v 7 HEZ G LA JtIc, S22 X MESRE
Do
[AS1E— F]
A4 =T x—AF— R
B

MST A VAR LV AIBITDHHMBA VA —T 2= AD/NAT A NERET D,

no IR CELIT LIS ITHHRTIIRE S,

[/ —}]

A~ FIXLAN/SFP A" — M B X OGRBEA » F — 7 = — AT D HG&E I hE,

B X — 7 = — ZICHTE LTV D LAN/SFP AR— Mt L TR~ RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZTE SE728613. H% LAN/SFP AR — MIxd o AR a~ 2 ROBREN,
IR EIZR D,

[ EHi]

LAN R—k #1 D MST A > A X > Z #2 D/8ZA 3 Z k% 100000 [Z#ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree instance 2
SWX232x (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — 3 VEBOFR R
[EX]
show spanning-tree mst config
[ASTE— R
FEFFHE EXEC E— K, fHEEXECE— K, f v #—T = —RAE—F
[BLFA]
MST V —2 a v OFBIE®REFRTT D,
[EE B
MST V —2 a » O#BIE®REFRTT D,

SWX232x>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 D FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERET D
[/NT A—F—]
ifname : LAN/SFP AR — M E72IEGml A v ¥ — 7 = — ADA R
RKRT DAL H—Tx—A
[AF1E— F]
JERFHE EXEC £ — R, FFMEEXECE— R, f V¥ —T7 = —AE—F
[@H]

MSTP DIE#R = FrT 5,

HHFIIMST A v AX AL VLAN BE S V¥ —7 = — AT IE#RE R RT 5,
detail Z¥EE LT AIE, A1 v F—T7 2 —ABLUMST A v A X o ADFAME R E FRT D,
interface ZEGME L7-BE1T. T R_RTOA v Z—T7 = —ZADERRFRREINS,

[/—F]

ifname |2, FRERA L H —7 = — AT LTS LAN/SFP AR — R Z24RET 5 Z LixTE 0,
B&l|

MSTP O1E#H = FK T D,

SWX232x>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£f2300110
Default: CIST Reg Root Id 8000ac44f2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ® MSTP DFEMIE %z £RxT 5

SWX232x>show spanning-tree mst detail interface portl.8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AEBRDFIR

[E]
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA —T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2D ID
ifname : LAN/SFP AR — b E721E5mBA ¥ — 7 = — ADAH]
FRTAAL L H—T 2 —R
[AJ1E— ]
FEFHE EXEC T — R, $HEEXEC E®— R, f V¥ —T = —ZAE— R
[RLBA]

FRE LI MST A v ARV ADIEREERT S,
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interface M L72HA 1L, FEE LT MST A V AZ U ARREINTNDTRTOA V¥ —T = — ZADIERPER
Sho,
[/— "}
ifname \Z, FHEREA X —7 = —AIZFTE LTV D LAN/SFP AR — R & HET 5 Z LT TE 20,
[BXEH)
MST A VA X U R #1 OIF#HELRRT D,
SWX232x>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L — 7 BHBEREDRER AT L)
[E=

loop-detect switch

no loop-detect

[/NTA—=HF—]
switch D VAT AEERON— TR RE DR E
RIEE B
enable ZX?AéW®w~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AFIE—F]
Jya—r)arz 4 r—y g rE'w—NR
[RLBA]

VAT ARERON— TR EERE A A D E T IX NS T B,

no JEITIFAT L2 G A I3 IIER E IR T,

[/ —h]

VAT ABIRTANR= 7Y ) —iie L L — TR RE R O T & B,

N—THRHEEREE AN T H720100F, Ka~r RIgzxa T, £ v ¥ —7 =—ATHL—7 e A0+ 2

VENH D,

N—THRHERERENEDRBETH, LTDA V¥ —7 =2 — AT — 7RIS REIZEE L 20,

o ANR=27Y U —HERENENME L TV 5 LAN/SFP AR — R B X OGeEEA > ¥ —7 = — A, 7272 L, Forwarding /" — b
TIXLDF OEZIEEIT O 120, BRI L 0 L— 7 N8 A LBEEa1T. v—7RHEEENEIET 5,

e X7V UIUHREDOI T —AR— h& LTEMEL TUW5 LAN/SFP AR— k
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[BREH]

VAT AR TA—T R AT D,
SWX232x (config) #loop-detect enable
VAT ARR T — TR RE A T D,
SWX232x (config) #loop-detect disable

6.4.2 )V —TIRHEREDREAL V' X — T =—R)

[EFX

loop-detect switch
no loop-detect

[/XT A—F—]
switch DR A —T 2 — ADNL—TRHRE DR E
BEME B
KA B —T 2 — AD ) — T B
enable T 5
. KB A B —T = — ZAD ) — T H G
disable T
[FIHIER 2]
loop-detect enable
[AJIE— K]
A H =T 2 —RAF— K
B

RGA B —T 2 — A —T SRR AR £ 7 IX T 5,

no I TIFAT L2 GA I3 IR E TR T,

[/ — 1]

N—TRRHBEREZ BT H7-DI2F, AKa~<wr RigMa T, Y A7 AR THV—THmHEREEZ BT 2038

N b,

RKa<y RORENTR/2D LAN/SFP AR — MIGHHEHA L HX —T7 =2— AL LTHNRD Z EIITERWY, 7272, AF—

Ny 7ar7 4 7 EOwEA X —7 =2 —AIZFTE L TV 5 LAN/SFP AR — F OFREIL, &R — b DR E I i

A —T 2 — R ZHEAINAS,

FRERA X — 7 = — AZFTR LTS LAN/SFP AR — MR I~ ROFATIXTE 220,

N—TRHEBERENAE 2 GETH, LTOA ¥ —7 = — ATV — 7 BRHEREITENME L 72\,

o ANR=2 7YY —HREDENIEL TV 5 LAN/SFP AR — b K OGRS ¥ —7 = — A, 7272 L Forwarding 78— b
TIXLDF OEZEEITO 120, BB LV L— 704 L, v—7RIEEENEIET 5,

e X7V VTHREDI T —FR— & L TEEL TV D LAN/SFP A — h

A= 7 U —RERE(STP)E L UL — 7 R HASHE(LPD) DR EARREIZ R LT, EB L OEEN AN D ELLT

DFEITRT,

A B =T z—R
LPD %) LPD A%
STP 47 STP %) STP #£%) STP H%h
STP %) - - - -
LPD %)
STP A% - STP - STP
AT I
STP 4% - - LPD LPD
LPD A%
STP A% - STP LPD STP
[RXEHI]

LAN AR — |k #1 O —TRHEREZ A2 5.
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SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect enable

ART 4 VAV H—T = — R #] ON— TR RE A H T 5,

SWX232x (config) #interface sal
SWX232x (config-if) #loop-detect enable

LACP #¥EA v — 7 = — A #1 O/ — R BT 5,

SWX232x (config) #interface pol
SWX232x (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 HSRE 2 NI+ 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect disable

6.4.3 )L — 7 HRHKFD Port Blocking DEXIE

E&
loop-detect blocking switch

no loop-detect blocking

[T A—=HF—]
switch D XA v H—T = — AD Port Blocking D% E
RUEfE B
XfGA v B —T = — A D Port Blocking % H
1
enable Ele
L. N . - . M
disabl iﬁ%% > #—7 = —AD Port Blocking %
B Il
[WIEIRRE]
loop-detect blocking enable
[AFTE— ]
A H =Tz —AF— R
[

KRA LV H—T 2= AT, —TEMH L7=85A O Blocking A% F 72130245,

no FECEAT LG A& I3WIHIR EICRE T,

[/ —F]

Ka< o ROFENE LD LAN/SFP AR— MIGHBIA V4 —T 2 —R L LTHRDBZ LIZTE R, 7272 L, AZ—
NT a7 4 O A v F—T = —ZIZATE LTS LAN/SFP iR — F DR EIL, IEHER— N ORED i
B —T 2 —RZHEAEND,

FRERA X — 7 = — RZFTE LTV D LAN/SFP iR — M IR~ ROFATIZTE 220,

[ EH]
LAN 7R— |k #1 TL—7 %M L728A12 Blocking 25 X 5127 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect blocking enable

ABT 4 VA v — T 2 — A #1 TL—T &M L7c 8412 Blocking 756 L 91235,

SWX232x (config) #interface sal
SWX232x (config-if) #loop-detect blocking enable

LACP @Bl A  F—7 = — A #1 TL—7 Z ki L7235 Blocking 35 £ 9127 5%,

SWX232x (config) #interface pol
SWX232x (config-if) #loop-detect blocking enable

LAN R— k #1 TL—7 % L7258 12 Blocking L2V K 91275,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect blocking disable
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6.4.4 Port Blocking D)\ — 7 f#{H % —EH R CHER T 5
[ER]

loop-detect blocking interval interval

no loop-detect blocking interval
[R5 X —5—]
interval 1 <10-3600>

I — T RIERERR O TR (FD)

(AR E]
L
[ASTE—F]
ra—nNarsz 4l —ya TR
[LBA]
W, 7 DRE S VD & BIEELC Blocking I fEBR S 415,
Zoavy RERETDHE, —EMBETL—7BEIN T D0 MHRET DL 212D,
Jv—T M AU TOFUE Blocking Z BRI 223, — 7 BRE STV R ITHUE, FEZORFMARET 2 E T
Blocking ZifikfEd 5.
no B THAT LI A I, AIHIRREICHE T,

[/—}]
Port Blocking JREED AR — kAU > 7 #' o Lizi54 . Port Blocking (FRIFFZfEER S5,
[BREBH]

Port Blocking 0> /L— 7 i {8 D M FRIRE [ & 300 FYIZRRET 5,
SWX232x (config) #loop-detect blocking interval 300

6.4.5 V—7RHREDO Y £~ |
[ER]
loop-detect reset
[AS1E— K]
¥5#E EXEC £— K
[
BETDOA Vv E—T 2— A0V —THREEZ )y 45,
[/—HI]
Kavwr RiE, VAT LABERONL—TIREEREDERIGECORIATTH I LN TE D,
[ E ]
N—TRRREZ Y By T 5,
SWX232x#loop-detect reset

6.4.6 /v — 7R R EE D IRREZR N

(&

show loop-detect
[ASTE—F]
FEFFHE EXEC &— R, FftE EXEC E— K
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FTRNRITUTOLED,

o VAT AEEKRDON— TR EE DR E
+ Port Blocking @ /L — 7 i {2 D [ FREFRE ("auto” F 7213 "N seconds")
« LAN/SFP A— FBLUGHEA v ¥ —7 = — A T L O —T Rt Ok EE
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o A2 H—T x— AL (port, sa, po)
« LAN/SFP R"— R B X UGHEEA % — 7 = — ADb— 7 fr HEERE D 3% E (loop-detect), /L— 7 T HHFSREASENE L
TWLHEEE. P fFEEnD
«  Port Blocking ® 3% K RE(port-blocking)
o Jb— 7 O K RE(status)
[/— ]
MERA L H — 7 = — AIZFTE LT D LAN/SFP R — M E#ER LRV,
Bl
N—T RO REZ £~ D,
SWX232x>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable 0 0—----—-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5 DHCP AX—t° >

6.5.1 DHCP A X — ¥’ L J DEZESRE (VAT b)

E&
ip dhcp snooping switch
no ip dhcp snooping

[7XTF A —&—]
switch © VAT ALRIRD DHCP A X — b VHEBE DR E
BIEE A
enable AT AAED DHCP A2 X — v JHERED
REEHMITD
disable VAT LEROD DHCP A X — ¥ JHERED
B & N B
[FIEARR E]
ip dhcp snooping disable
[AF1E— F]
Ja—x\)ary7 41— g T — R
[FREA]

VAT LERD DHCP A X — Vv JHEBEDRR T & A0 F 1133 5,

no JEX THAT LG A I3HIIER EICRE T,

[/ — B

DHCP A X — b FHERE 2 AT 5= 01213, Az~ RIZIMA T, VLAN A > #—7 =—AT% DHCP A X —
v IR E RN T AMER D D,

Z 512, ip dhep snooping trust 7~ > K C DHCP H— =3 SN TWHHR— R ERET HLENH 5,
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[BREH]
VAT AAKTDHCP A X — ' ZHREE H T 5,
SWX232x (config) #ip dhcp snooping enable
VAT AA{RTDHCP A X— B> 7 e & e+ 5,
SWX232x (config) #ip dhcp snooping disable

6.5.2 DHCP & X — v 7 DA R/ERE (VLAN)

[ER
ip dhep snooping switch
no ip dhcp snooping

[R5 A—&—]
switch DML H—T = —AD DHCP A X — B JHE DR E
R P
enable WA H—T = —AD DHCP A X —t
THEREDREZ A NTT D
disable WA B —T = —AD DHCP A X —t
7 HEREDRRE & BN T 5
[WIERRE]
ip dhep snooping disable
[AF1E— K]
Ao HF—Txz—AF—FR
[RLBA]

KA X —T7 = —AD DHCP A X — b o JHRED R EZ AL E 1213 EIT 5,

no JIEAR CHAT LG & I3 IR E IR T,

[/ —h]

RKa<w KIZVLAN £ VX —7 2 — A ZDOIHRETE B,

DHCP A X — bt v JHREZ BN T H1-0101%, Ka~r FIIA T, Y AT ALK TH DHCP A X — B 7V HkE
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ > K CDHCP ¥ — _—REFH SN TWNWDHR— NERETLHILERD D,
Bl

VLAN1 T DHCP A X — b FHsRE 2 H 4 5,

SWX232x (config) #interface vlanl

SWX232x (config-if) #ip dhcp snooping enable

VLAN1 T DHCP A X — b JHERE &2 24 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip dhcp snooping disable

6.53 DHCP A X— L FDR— FNERIRE

BN
ip dhcp snooping trust
no ip dhcp snooping trust

(AR RE]
L

[AJTE— K]
AR =T 2 —AEF— R
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[FHA]

KGA v H—T 2— A% DHCP A X —t L 7' ® Trusted IR — MMIRET 5,

no FECEAT LG & I3WIHIREICRE T,

HIRAE TIZ TR TOAR— 2 Untrusted A"— MR TEI N TS,

[/—}]

A< RILLAN/SFP R— b L OGHEEA v ¥ — 7 = — AIZDOHRFHKETE D,

FRERA X — T = — A ZFTE LT D LAN/SFP AR — MMIFRE TE 220,

Trusted 78— N TIZ DHCP /X7 > b D7 4 V& U 73 ToivT | (B I 4172 DHCP h— =034 S LTV H AR —

ICRET Do

Untrusted R— b TiX, A RO DHCP X7 b7 4 )V Z ) o THBNEITIND,

[B%

DHCP #— "=/ 5% &5 DHCP X7 v F &2 E3ET 5,

NAVT AT T—=HR=ZAZMAC 7 RUARBFEINTNT, DOBERA v X —T = — AL [FR D4 %
— Tz —ANBZIE LI IP 7 KL A fif 2k (DHCP RELEASE) B X OVIP 7 KL A &K H@% (DHCP
DECLINE) Zf¢3Ed 5,

MAC 7 RV ARRIENFZIOEA . DHCP /N7 v hDIRFEIEMAC T RLVAE T FTA TV bN—Ru =77 KL XA
(chaddr) ZLb#EZ L, —E L72RWIGAIE Y% DHCP X7 > N & EEET 5,

Option 82 NHZN DA, DHCP 7 74 7> k65245 L= DHCP /3% » MZBEIZ Option 82 fH#HAMS 5 LT
H L&, YU DHCP N7 v hEMEET 5,

TEH]

portl.5 % Trusted A" — MIFEET D,

SWX232x (config) #interface portl.5
SWX232x (config-if) #ip dhcp snooping trust

6.5.4 MAC 7 KU R REEDHLh/ BN E

&N

ip dhcp snooping verify mac-address switch
no ip dhcp snooping verify mac-address

[73F A =4 —]
switch : MAC 7 R L A EFEDORE
REMHE B
enable MAC 7 R U ARREDRREZ AT 5
disable MAC 7 R L A RFEDHR E & T2 35
[FIHIRRE]
ip dhep snooping verify mac-address enable
[AS1E—F]
sa—\)varZ 4 S L—varE— R
[

Untrusted "— k TZA{5 L7 DHCP X7 v FDEETLMACT RLAE I FA T o= R =77 KLU A (chaddr)
L, —E L 2WSA 13 DHCP N7 v h & EH#ET 5,

no JEATHEAT L7255 E BHIHIRE ISR T,

[3

TEB]

MAC 7 R L ARRRED R E & T2 3 5,
SWX232x (config) #ip dhcp snooping verify mac-address disable

6.5.5 Option 82 DA %N/ TR E

E&

ip dhcp snooping information option switch
no ip dhep snooping information option
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[78T7 A —=F—]
switch : Option 82 DFXE
BENE 53
enable Option 82 DR E X AN T 5
disable Option 82 DFEXIE % MHZT 5
(AR RE]
ip dhcp snooping information option enable
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
[@i ]

DHCP /37 v @ Option 82 1FHRDOAHIN, B, HIBROA RN/ DR EEIT o
no JE A THEAT LI BI3AIIEE IR T,
Option 82 2N AN D54, Untrusted 78— " CDHCP 27 7 A4 7 > k22535 L7 DHCP /3% » hZ Option 82 f&# &
5L,
DHCP #—/3—=725 DHCP 7 7 A 7 > i CDO R Y /3% > kD Option 82 i # Z Hlkk L THikd 5,
Option 82 {HHIZLL FD & B0,
* Remote-ID
« T 74N BNTIE, KD MAC T RLUARFEISND,
« ip dhcp snooping information option format remote-id =~ > K C, Remote-ID (ZALE D74 CHA TR
FOCEHTLE) & 5T 5 LATE D,
» Circuit-ID
« 7 7%/ FTIE DHCP 7 74 7 > it DHCP /37 v F&%f5 L72 VLANID & A v ¥ —7 = — AF S )M
s,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
2747 "3 DHCP 37w b &%ZE L7 VLANID & AR — FESICALT LI ENTE D,
* Subscriber-ID
o T 7V ETIEfHE SRR,
« ip dhcp snooping subscriber-id =~ > KT, XIRAK— kD Subscriber-ID I[TEEDLFHN AR ET H 2 & TG

o,
%72, Untrusted 78— bk TREIZ Option 82 1§23 5- S 4172 DHCP /X7 v b % %(5 L7c¥4& . £ DHCP X7 v M &
RHES 5,

ip dhep snooping information option allow-untrusted =~ >~ K C, Untrusted 78— K |Z331F % Option 82 % & ¢» DHCP /¥
7y FORRER AT T HZLINTE D,

[BREH]

Option 82 D IE Z TN T 5,

SWX232x (config) #ip dhcp snooping information option disable

6.5.6 Option 82 £} & /3% > k@ Untrusted A" — N ZAZFHF IR E
[ER]

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIEIRRE]

7L

[AS1E— R

ra—r\var7 4 b—varE—F

[BLAA]

Untrusted 78— I "C Option 82 [H# 23+ 5- S 4172 DHCP /X7 v b DRk Z H T 5,
no JEATHEAT L= B3R E IR T,
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[BREH]
Untrusted 78— I T Option 82 {f# 23 F 5- S 4172 DHCP /X7 v b D¥REAZ AT 5,
SWX232x (config) #ip dhcp snooping information option allow-untrusted
6.5.7 Option 82 ® Remote-ID DFXE
[#FX]

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XFSIZEET 5

hostname : REMOTEID (2K A " 2R ET D

[/NT A—F—]

remoteid D ATRE OS] CEARET R L OCEATE S 63 SUFLAN)

[FIEAER E]

L

[AJTE— K]

A H—T 2 —AET— R

[FHA]

Option 82 @ Remote-ID (ZAEE D LT 25925 Z LN TE 5,
2720, EEOLFIN" MG D Z LIXTE R,

no JTE, TEIT L7858 1%. Remote-ID IZAED MAC 7 KL AR HEEN %,
[/ —F]

RKa<w RIZVLAN £ VX —7 =2 — A ZDOIHRETE B,

[ E B

Remote-ID (ZAEE DO LFH % 595,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 ® Circuit-ID DR E
[EF=

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[F—T— K]
vlan-port : Circuit-ID type 0 VLAN ID, Module(A % 7 ID), R— h &S &5
string : Circuit-ID type 1 fEE O CFHNZ T 5

vlan-ifindex ¢ Circuit-ID type 2 VLAN ID, ifindex % H 4%

[/3T A —=HF—]

string D ATRE OIS CEA T K OCEA LS 63 SUFELIN)

[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

Option 82 @ Circuit-ID TEEMT 2 FHAEZIEET D,

vlan-port Z 45 € L723A 1%, DHCP 7 74 7> k76 DHCP /N7 > b &5 5 L7 VLANID &, A% v 7 &5, K—
NESEM 5T 5,

string 45 7E L 72 B 13, AEEOXFINEMET 5, 12720, fEEDOXFINI" M EEDH T LT TER,
vlan-ifindex Z# f§E L723%81L, DHCP 7 7 A 7> k5 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMHT 5,

no JTEITIAT L2 GA 13, WIHIRREITR D,

[/—}]

RKa<w2 RIZVLAN AV H—T7 = —RIZOHFRETE D,

[ E B

Circuit ID (Z DHCP 7 7 A 7 k736 DHCP /"7 v & %f5 L72 VLANID &R — FE S5 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DFXE

&
ip dhcp snooping subscriber-id subid
no ip dhcp snooping subscriber-id

[XF A—5—]
subid D ATE O CEA T L OEAEE S 50 SCTLIN)
[WIERRE]

7L

[AF1E—F]

A B =T 2 —AF— R

[FHH]

KGR — b D Subscriber-ID (TR D SCFFN(1~50 L) E /X ET D, 722 L, LFHNI"MEEZHDH T LILTERU,
no JEITFAT L7235A 1. Option 82 15 # (T Subscriber-ID 23 G- S 41720,

[/—}]

ARz~ FIZLAN/SFP R— FB LGS 7 —7 = — ATDHRETE D,

A v F— 7 = — ZZHTE LTV D LAN/SFP AR — MIERE TERLY,

[ E 5]

portl.1 @ Suscriber-ID % ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #ip dhcp snooping subscriber-id a room

3

6.5.10 DHCP /X% v {5 L — MHIFRDFRE
ESN

ip dhcp snooping limit rate /imit

no ip dhep snooping limit rate
[/3T7 A —F—]
limit : 10-125
1 B & 72V 1255 A BE72 DHCP 347 v M (pps)
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[WIHIRRE]
L
[AS1E—F]
ra—\var 747 b—va E— R
B!
VAT LER TS VITZIETEE/ DHCP /N7 v M A RET %,
ZELV— o ERAZEE LZGE, ZfELV— FE#E A 7%(E DHCP N7 v MIBEET 5,
no A TIFAT L7245 1%, DHCP X7 v h DX L — MHIRZATH 220,
[BEH]
AT LAERO DHCP /37 v b32{5 L— b & 100pps (IS ET Do
SWX232x (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP ¥/ v NZERF SYSLOG /1 DE L/ SR E

[EX]
ip dhcp snooping logging switch
no ip dhcp snooping logging

[2XF A—%F—]
switch : DHCP /3% v MEFHERF SYSLOG Hi ) D% E
R EE A
DHCP /X7 v MEFERFIZ SYSLOG (2 )7
enable %
di DHCP /3% v MEFEREIZ SYSLOG (ZHH 7 L
isable
VAR
[FIH13R 2]
ip dhcp snooping logging enable
[AJTE— R
Ja—\)ary7 4l —g s — R
B

DHCP /37 v MREERFICREERL 2 SYSLOG (ZH )4 %,

no JEATHEAT LI B3R E IR T,

[BXRE )

DHCP /~% v Mig#ERFIZ SYSLOG (ZHI T3 5%,

SWX232x (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— U T DV AT AR EFBRDOE T
By
show ip dhcp snooping
[AJ1E— ]
FERFHE EXEC E— I, %5 EXEC E— I
B
DHCP AX—E VT DV AT AREFREFTRT D,
Bl
DHCP AX—Y 7T DV AT AREEREFTRT D,

SWX232x>show ip dhcp snooping
DHCP Snooping Information for system:
DHCP Snooping service ............. Enabled
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Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit .......iiiiiiiineennnn. 100 pps
LOGgINg & oo v i i e ettt et ettt et e e Enabled

6513 DHCP AX—Y 7 DA v F—T7 =z —AREBTBHRDOERTR

E&N
show ip dhcp snooping interface
[AJ1E— ]
FEHFHE EXEC E— N, ke EXEC £— R
B
DHCP AX—¥ T DA v H—T 2 — AREFERETZRT D,
[BXRE B
DHCP AX—VE T DA U H—T 2 — AREFHRERTT D,

SWX232x>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlan2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-1ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané4:

DHCP snooping ... Enabled

Remote-ID ....... yamaha

CleeulE=ID oooooo torakusu

Interface Type Subscriber-ID
portl.8 Untrusted e room
portl.9 Trusted

6514 XA VT 4 T T — B R— ZADFR

[ER]

show ip dhcp snooping binding
[AJ1E— K]
FEHFHE EXEC E— N, F#tE EXEC E— I
[FHA]

NA VT 4 T T = R=RAIRGFEIN TN DY N —IEHRERRT S,

T M —ERIILLTFTO LB T,

« DHCP 7 747> k)5 DHCP A v & —%%/5 L7z VLAN ID

« DHCPZ AT ;6B DHCP A vt —V2Z G LinA v ¥ —7 = — A
« DHCPZ A4 7> hDMACT FL %

« DHCPZ A7 hDIPT LA
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[BXRE )
NRA VT AU T T —=HR=ZAONEE R RT D,
SWX232x>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address
1 portl.l 0000.1111.2222 192.168.100.2
1 portl.2 0000.3333.4444 192.168.100.3
2 sal 0000.5555.6666 192.168.200.2
2 portl.1l0 0000.7777.8888 192.168.200.3

6.5.15 DHCP R X — b 7 O HERF T
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Expires (sec)
259170
112000
100000

infinite

[ER

show ip dhcp snooping statistics
[AS1E— ]
JEEFHE EXEC E— K. ## EXEC £— K
[FAA]

DHCP % 3 — &> 7 O e 21 %,

AHE—=Tx2—AT LT, %G LIZDHCP /N7 v b EFES 1172 DHCP N7 > RO AERRT 5,

[/—H

DHCP % v FEZEL— MHROREIZ L > THRESNT- 7y MIT T FERZRu,

Bail]
DHCP 2 X — V' VO EHE M A2 ForT 5,

SWX232x>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4T T —=ERXR—=ZADI VT

[ER
clear ip dhcp snooping binding
[AJ1E— F]
FiHE EXEC £— R
B
AT AT F b= 25 7 VT B,
[EXRE )
AT 4 T T = N=2 %7 VT 5%,
SWX232x#clear ip dhcp snooping binding

6.5.17 DHCP R X— b2 7 DiFzHEHD 7 V7

[EF=

clear ip dhcp snooping statistics
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[ASTE—F)

et EXEC B— R

[FiEA)

DHCP A X—Y¥ v 7JOfeHERE 7 UV 795,
[ EH)

DHCP A X — v > 7 OfaHERE 7 V79 %,
SWX232x#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL 2 EH

71.11Pvd 7 RL ZADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A — 5]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AS1E—F]
AU H—T2—AE— R
[

VLAN f 2 —T7 2 —ZAIZX LTCIPVE 7T RL A LRy h~ AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T x2— A2, T34 <V —T KL REZ1fHé, AL F)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETHEDICIE, HONTDT T4~ =T RLAZRETIHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACRE—Y T %y hOIPVAT RLAZEID Y THZ LITTEXR,

(B EHI]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip address 192.168.1.100/24
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71.21Pvd 7 R L ADFERR

[EX]
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E—F]
FFrHE EXEC E— N, %54 EXEC E— N
B
A H =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ K> TERJIZIPvA 7 R LR MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RABKERIZ IPv4 T R L ADRFRIE SILTWRWGE (Y — S 5E) 13, "searching” &
FRT D,

+ ip address =< RETE S TWRWIGE T "unassigned" & FRd 5,
o WEE OIREE
« T—XUIREOLKE
AU H—T 2 —AEEELFEEAIIEOA L —T7 2 —ADIEREY . B LTEHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/—}]
FBELIA L E =T 2—ANIPVAT FLAZEID S THONRNS D THLIGEITXT T —ITR D,
Bt
ETHOVLANA VA —T 2—ADIPv4d 7 KL A EHRRT D,
SWX232x>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 54 7 MZ X AEH IPvd 7 RL ADRE
BN

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #r—/"—DHRA NERET D
[NT A —=HF—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— K]

A B =T 2—AFE— R
B

DHCP 7 94 7 > b & LT, DHCP v — = bft5E XN 1Pvd 7 KL A% VLAN A —7 = — R LT
BRET D,
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DHCP $—"—%4RET 5 & . Discover/Request A v & — 2 HostName 47> a2 > (A7 ara—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFEITT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/ " —(Z3£ %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no JER CHEAT LI=HAIL. DHCP 7 74 7 hOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Txf L CERT 2 U — A MIRNT 72 BRI CREE &+ 5, 72720, EBRICY — 2 Sh 5 HifHI1% DHCP %
—N—DRENNEATT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I N D,
Ko<y FaEHFELTSH DHCP H— 23—/ 5 [Pvd 7 R L ZANEG TE 204, Auto IP H#RENS A 4)72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,
AH s TREREINE N IO AL 7 AR— F T Auto IP BEREZ M L TV BE. Ko~ FIZEHATE 20,

(B EH]
VLAN #1100 [Z DHCP 7 A4 7> M X > TIPv4 7 L A&t 59 5,

SWX232x (config) #interface v1anl00
SWX232x (config-if) #ip address dhcp

714 DHCP 27 547 F DIREBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— K, F#E EXEC E— K
B!
DHCP 7 74 7 v hOWREERTT H, LFTOHERRRIND,
« DHCPZ A7 FELTEIEL TS A X —T = — X
o EDYTHNIZIPVE T KL A
o U—ZHR
o U — ZIERFERIIR
o U — AHBUSHIR
« DHCP % ——%
« DHCPA7v a & L CHSGL-EH
« Xy VR
s TITHNITF—bFT A
o U — XIFRH
+ DNS H—/3—
« DHCP % —/3—1D
s KAAU4
[/ —}]
By TR AE N GG, Ka~vr RIFEHTE 20,
[ EH]
DHCP 7 74 7 > FDIREEEFIRT D,

SWX232x>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1
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dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A= —]
switch © Auto IP #EEEDENE
R EE B
enable Auto IP #EEEZ AT 5
disable Auto 1P HEREZ EZNIC 5
(IR E]
auto-ip disable
[AJ1E— K]
A H =T 2 —AF— R
[BLFA]

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HENAE KT 2 Auto 1P BEHE
BHhT 5,

Auto IP #§HEIZ. ip address dhep =~ > F& R EH (T, DHCP #— 3=/ 5 IPv4 7 R L ARG TERWGEITD I
HEET 5,

Auto IP BEBEIZ. 1 DD VLAN A > Z— T = —RICOBENTHZ LN TE S,

no B CHEAT LG & I3 EICRE T,

[/—F]

IPvd V7 a—h)7 RUANRE LT2IZ DHCP h— =5 IPv4d 7 RLADREETE 7285458 1Pv4 V) 7 o —
HIVT R AZBEHEEL T, DHCP ' — =00l &L IPvd 7 RL AT 5,

ALy THEREMN B NINDOAL v 7 R — T Auto IP BEREAfEH L TW O 56, ARa~vr NIIEHTE 20,

[ EH]

VLAN #2 @ Auto IP #RE % 402 T 5,

SWX232x (config) #interface vlan2
SWX232x (config-if) #auto-ip enable

7.2 IPv4 R B

7.2.1 IPv4 BRI R E
EE

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number)

ip route ip_address netmask gateway [number)

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|

no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[¥F—U—F]
null Ty FEBEETICEET D
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ST A—F —]
ip_address . AB.CD
IPv4 7 KL X
TITFNET = U = A ZET DL X1X0.0.00 &T5
mask c <1-31>
~ A7 By MK
TIHNVIT = =2 ZHETHLEIT0LTD
netmask : AB.CD
7 RLAERDOR Y b~ A7
T AN DT T A ZHRET D L 130000 £T5
gateway : AB.CD
T—=HFT=ADIPv4 7 FLA
number 1 <1-255>
EELEREE (RRESERIEFOBE) ERLIESE 0D
TED/NE VT EBIEE D m,
(AR E
mL
[AS1E— F]
Jua—N\)arz 4 L—varE—FR
B

IPv4 DFHIREEE 2B IN3 5,

no B CHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

TI7ANVNTF— U =A% 192.168.1.1 LT 5,

SWX232x (config) #ip route 0.0.0.0/0 192.168.1.1

BV DN 172.16.0.0/16 DIFED T — N7 = A % 192.1682.1 L35,
SWX232x (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip_address[/mask]]
[/3T7 A =4 —]
ip_address : AB.CD
IPvd 7 RL A
mask 1 <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

[RiFA]

IPv4 #5157 (FIB: Forwarding Information Base) % #1795,

IPv4 7 R L RAEEME L2551, FIB ONEEZ T XTRRT D,

IPv4 7 RLVRAETIIFRy hU—2 7 FUVRZIEE LTSE, siEnEn D & —ET DT b Y —OFEME# %
TR D,

[BREH]

IPv4 BRIA R 2§ ~TRRT D,
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SWX232x>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 58 CD/X 7w b &% D & S IHEH SN 2R &2 FRT D,

SWX232x>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R DOE R
[ER]
show ip route database
[ASIE— K]
FEFrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #2153 (RIB: Routing Information Base) %3/~ 9 5,
[ E B
IPv4 R ERTRT D,
SWX232x>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
8 *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPv4 BRBEEIZBEFHFIN TWARE= N —DY < —DFIR

(]
show ip route summary
[AJ1E— K]
FEHFHE EXEC & — N, ke EXEC £— R
B
IPv4 #%#% 7 (RIB: Routing Information Base) IZH Gk SN TV AR N —DHh~ ) —%2RKR-T D,
[BREH]
IPv4 RRER I SN TV DRE= M) —DHh~ ) —%2RKR-T D,

SWX232x>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3

Total 5
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7.3 ARP

7.3.1 ARP T — 7 VDFRR
[E=X]

show arp
[AF1E— R
FERFHE EXEC & — R, %7 EXEC £— F

[FREA]

ARP F v v v 2 %R T 5,
Bl

ARP ¥ v v ¥ 2 2R 1T D,

SWX232x>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

732 ARP 7 —7 NV DHEE

E&N

clear arp-cache
[AJ1E— ]
FiHE EXEC E— K
B
ARP ¥ ¥ v o2&/ U7 ¥2%,
Bl

ARP X v a2k 7 U775,
SWX232x#clear arp-cache

733 M ARP =2 b —DFHRE
[EF=

arp ip_address mac_address interface

no arp ip_address

[/NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WMBRA =T = A A4
(AR RE]
L
[AS1E— ]
su—\)arz 4 b—varE—R
[@iA]

By 7 —7 ARP = b U —&2{ERT 5,
no B TEITLIZEEIE. BE L= MY —%2HIRT 5,
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[ EH]
portl.1 IZHEfE S 4172 IP 7 R L % 192.168.100.100, MAC 7 L Z 00a0.de00.0000 D) ARP = b U — & {3
50

SWX232x (config) #arp 192.168.100.100 00a0.de00.0000 portl.1l

734 ARP Z A LT 7 NDHRIE
[ER]

arp-ageing-timeout time

no arp-ageing-timeout [fime]

[R5 A — 5]
time : <1-3000>
ARP > b U —LREFIFR] (F))
(AR E]
arp-ageing-timeout 300
[AFTE—F]
A BE—=T2—AE—F
B

KR VLAN A » #— 7 = —R|ZBI1F 5 ARP = b —{RFIFAZ AT 35, Z ORFFANIZZE S h - 7= ARP
T b —iTHIRE NS,

no JER TEIT LA 1E. ARP = U —fi 4 300 #0294 %,

[ EH]

VLAN #1 ® ARP =3 [ U —{REFRERI % 10 2ICEET 5,

SWX232x (config) #interface vlanl
SWX232x (config) #arp-aging-timeout 600

735ARP ZA L7 7 REED ARP V 7 = X FEEFRORTE
E&N|

arp-ageing-timeout request mode

no arp-ageing-timeout request

ST A—F—]
mode : ARP U 7 =X MEEHA
RIEE B
nicast ARP % A L7 7 MEFIZIA(ET S ARP U 7 =
A h&a=%x A FTKEETD
broadcast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
A&7 u— Xy A NTEETD
(AR RE]
arp-ageing-timeout request unicast
[AFTE— ]
AVH =T 2—AE— R
(@]
X VLAN A > Z—7 = — A2V T ARP £ b U —ORFFIFRHINN T L7z & SICE(FET %5 ARP U 7 =X h D5
KERET 5,
no FE CHAT L5 A 3R EIC R T,
[ERE B

VLAN #1 ® ARP = F U —ORFFIFHEN T L7 & ZICEETHARP V7 2 A M &7 v— ¥y X2 FTEET
%o
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SWX232x (config) #interface vlanl
SWX232x (config) #farp-aging-timeout request broadcast

7.4 IPv4 BxiE 4

7.4.1 IPv4 B3R E
[

ip forwarding switch

no ip forwarding [switch]

[/3T A —HF—]
switch © IPv4 N7y DERERRGE
REMHE Bk
enable IPv4 /X N DEREZFNCT D
disable 1Pv4 /3y b OIRIEZ BN %
[HIHIRRE]
ip forwarding disable
[AJ1E—F]
Ja—\)arz7 4 b—varE— R
[FLBA]

IPv4 /X N DEREEF N E I35 5,
no FECHEAT LG & I3 EICR T,

7.4.2 IPv4 Bl iR E DFR
[ER]
show ip forwarding
[ASIE— K]
FEFFHE EXEC £ — R, #§#E EXEC £—
[
IPv4 /37 > N DERERRE X RAT D,
[BRE ]

IPva /377 b ORREBRE & £ T D,
SWX232x>show ip forwarding
IP forwarding is on

7.43 MTU O E
(]

mtu mtu

no mtu
[/$5 A—4—]
mtu 1 <68-9216>
KEATRER IR/ N T R A X
(AR E
mtu 1500

[AFIE—F]
A =T 2—=AFE—F
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B
VLAN A V% —7 = — AL EEARER 37 v h YA O KMEMTU H) &2 5% ET S,
AL EETE 7 v b BIOKRBEN L3 #8550V —T 4 )T 537 v MRS E 20 . KL AN L2 #i5%
(AA v F o I)VTHA—H T L —ATG4h LD,
IPv4 ~ % —® Total Length 28 MTUEZ X /37 v N & L3ERET D56, IP 77 7 A F SN TERFEIND,
IPv6 ~~ > % — @ Payload Length 75 MTU fEZ# 2 5 /37 v b % L3 #5259 2555, ICMPv6 =7 — 3Kk S AL T/N7
v MIE#EIN D,
mru 2 R CRESNTEA =V T L —LRIINEDL A XDONRTy NBNV—T 4 VT OB LR D7D, Vv
K7L —LEN—T 4 7T 55 Emu 2~ RCZEMRERA -V 7 L—LAEEZRETILEND D,
no JEXTHAT LG A I3HIHIER E IR T,
[/—}]
Ko< RIZVLAN A V& — 7 = — AT DBHREARE,
MTU fE1Z. WIEAZBRWTRR T T OE TRAAEEZRETDHZLENTE 5D,
ipv6 enable 3% E S 472 VLAN A > # — 7 = — AT, MTU D% E Al RERLPH T <1280-9216> & 725,
MTU fEAS 1280 £V /NS <BRE IV TS VLAN A ¥ — 7 = —ZZxf L Cipvb enable =2~ REAET 5 Z
LlxTERY,
[ E B
VLAN A > X —7 = — A #1 |[ZATBT 5 LAN R —h #1 £, VLAN A > X —7 = — A #2IZFT/ET 5 LAN &~ — b #2
T, 10240 XA FETOY YU RT7 L —LEHE L. MTU % 2000 /31 Mt 5,

SWX232x (config) #interface portl.1-2
SWX232x (config-if) #mru 10240
SWX232x (config-if) #interface vlanl-2
SWX232x (config-if) #mtu 2000

7.5 1Pv4 BRIERERR
7.5.1 IPv4 BEIERER
[E
ping host [repeat count] [size datalen) [timeout timeout] [source ip_address]
[F—TU— K]
repeat DRI ERET D
size : ICMP 7 —# DR S (N MR ZRET D
timeout DO FTIEHUY D Echo U 7 = A R & K(E LIt DINERF DR Z R ET 5
source : ICMP /N7 > FOFEEILT RLAEZRET D
[T A—2—]
host : ICMP Echo % {59 5505k
WA ML, ET20E, 58ED P T L A(A.B.C.D)
count DT (AEELISA 1 5)
REM G|
<1-2147483647> fRE L7 mIEEEITT %
continuous Ctri+C W AT E N5 £ THFEATZM Y KT
datalen 1 <36-18024>
ICMP 7 — X DR S(3 b)) (Bl L7255 56)
timeout . <1-65535>

ISERF BRI (AW LTSS - 2)
EAITEISR % continuous IZ L7 AITEHR IS
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ip_address : ABCD
IPvd 7 KL A

[ASTE—F]

Kt EXEC E— K

[FEBA]

ICMP Echo #fi7E L7274 A MZiEH L. ICMP Echo Reply D& & F5,

RERDIUL, ZOEERFTH, 2~y FORTRICHIMRERRT 5,

[

IP 7 R LA 192.168.100.254 56 CIZT — & 1 X 120 /31 b, FEATEHBUT 3 B CHIBMRZT O,
SWX232x#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms

128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 BRI THERR
[EX]
traceroute host
[/3F A —&—]
host DR A MRS D ek
RA N4, F720%, 56580 IPvd 7 KL A(A.B.C.D)
[ASTE— R
ke EXEC £— R
B
FRELTZARA M E TORKIFERE £RT 5D,
[ EH]

192.168.100.1 & TORBEHEREZIT 5,

SWX232x#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

4
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms
3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms
4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms
5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms
6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 KL A &H

7.6.1 IPv6 DX TE
B

ipv6 switch

no ipveé
[NTA—F—]
switch : IPv6 OEIE
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REMHE B
enable IPv6 Z T %
disable IPv6 Z N 5
(IR E]
ipv6 disable
[AJ1E— F]
AVH =Tz —RAE—F
[FFA]

VLAN A ' Z —T7 = —RZKLTIPV6 Z AN LY 7 u—h T RL 2 Z HBERET D,
IPv6 13 F K 8l ETH VLAN A > X —T7 = — A THIZTDH I LN TE D,

IPv6 Z N L= a . BET 5308 b RIRFICHIBR S D,

no JEATIHAT L7 B I3 EIC R D,

[/—}]

HERRESNZY 7 a—Hh /LT KL AL, show ipv6 interface brief =~ > R TR TX 5,
ALy JHERENA R e e, Aa~ v RIIEATE R,

[ EH]

VLAN #1 @ IPv6 223 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipv6 enable

7.621Pv6 7 R L ZADHRTE

[EX]
ipv6 address ipv6_address/prefix_len

no ipvé address ipv6_address/prefix_len
no ipvé address

[T A —=F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len : <0-127>

IPvV6 7'V 7 4 v 7 AR
AHE— K]
B =T z—AEF—FR
B

VLAN £ 4 —7 2 —RZxt L TIPv6 7 RLRET LT 4 v 7 AREHRET D,
IPv6 7 K L A% ipv6 enable =~ > RAFHEZIL TS VLAN £ VX —7 = — R IHET DH I ENTE 5,
K=< RiZ. ipv6 address autoconfig, ipv6 address dhep. ipv6 addresspd =~ > R LA TE 5,

IPv6 7 KL AL 1 DD VLAN A v X —7 =—A|Z, 7B —/3 L7 R L A(RA %%, DHCPv6 7 A 7> b, DHCPv6-
PD ZfiH L72IPv6 7 RLADBIEL G Z SHETE, Vo7 u—hAT VA% L HRETE D,

VAT AR THERETEDLIPV6 7 RV A IR K SHETTHH(EEICEH Y Y Tond Vo Z7ua—L7 KL A
ZFR<),

no B CEIT LG EIE. FEE L IPv6 7 KL A EHIBRT 5, IPv6 7 KL A EE LA h-> iGaid, &2 TO IPv6
7 RUARABRE., DHCPv6 7 74 7> b, DHCPv6-PD Z{#ifl L7= IPv6 7 K L ADFREZ & i0) 2 HIBRT 5,
[/—F]

B DA L H—T 2= R[]V T %y FOIPv6 7 RL AZEID Y THZ L TEAR,

AL PSRN A2 G. Ao~y RIFEHTE 220,
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[ EB]
VLAN #1 [Z IPv6 7 R LA & LT 2001:db8:1:2 Z & ET 5.,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31Pv6 7 KL AMD RA &RIE
[EF2

ipv6 address autoconfig [stateless]

no ipv6 address autoconfig
[F—U—F]
stateless : A7 — kL A DHCPv6 #EifESH 2
(AR E]
mL

[AF1E— ]
Ao H =T 2—AF—FR
[RiAA]
RA ZfH LT, VLAN A v X —7 = —RZIPv6 7 RL A& & ET 5,
RA [T ipv6 enable =~ > RFRE SV TS VLAN A U ¥ —T7 = —RIIRETDH I ENTE B,
A=< RiL, ipv6 address, ipv6 address pd =~ > REJFHTE %,

ipv6 address dhep, dhepvé-server (DHCPv6 H— X —%HGET /L DOR) a <2 KRBT TIZREIN TS VLAN A
B —7 = — AT ETE R,

KRa~y REFNIZ LI, Router Lifetime 3G %072 RA 2518 LT-85A . RA 265 LToHEROT KL AR, 77
LAl V= G ABT=V) | FV g N

£ 7~. Router Lifetime 7 0 D RA ZZE L7285 E1E, T 74NV T — b2 A5 RAZEELIEROT KL AR
HIFRS N5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 E SN TV DAL, RAICESLS T 74/ M7 —h
U = A OBITATHOIZR,

stateless Z# F57E L 72354, DHCPv6 O Inoformation-request % 155 L C, DHCPv6 A7 — h L A& — R CEIET %,
stateless Z 57 L7255 1%, ipv6 dhep client pd =~ > R T TIZERE STV D VLAN A ¥ — 7 = — ATITRE
TERY,

1 ©2?D VLAN A ' #—7 =—Z|Z, DHCPv6 A7 — F L AT 1 DTETRETE D,

stateless ZFEE LA~ RIFRK T8 D VLAN A U F —T7 = —RIZRETE D,

ipv6 address autoconfig stateless =~ > K& 3% E L7-1%. ipv6 address autoconfig =~ > KT EE X L7=44, DHCPv6
AT — h L AE— RHfEILT D,

no JER TEIT LA L. RA ORELZHIRT 5,

[/—F]

ZIELIERADO 7T NA L ThHDHNAT7 ThHMNIERZ <, stateless f8E T 5H &, DHCPv6 D AT — KL &
IENH IR D,

AT — b L AEERF, DHCPv6 ¥—/3—(Z%f L C, TOPTION DNS SERVERS| (#7'v 32— R23)&,
TOPTION DOMAIN LIST| (A7 3 v a— K 24) #ER9 5,

DHCPV6 H— R—n LB OA4 7 v a ViR » T&E 72 E &, DNS r— =334, FAA U X ME6MHF TG
T& 5,

AT — h L AEERF O BRI L > THAS L7z DNS H—/3—_ R XA > U & hX, show ipv6 dhep interface =~ >
THERTE %,

BSELEZRAAL VDA MDD RAAL CEAOKRREIZ T BNang&it, [ BMfF5E3ns,

ARa< RIZEY DHCPv6 — 3=/ 5 DNS Hh— 3— R KA A U 2 &R L7284 T8, dns-client name-
server. dns-client domain-list =~ > ROFZREDIT 5 NEHLEIN D,

VAT LIIERTEINT DNS — 38— A AU Z M. show dns-client =~ > R TR TX 5,

AB THREBAERNRGES, Ao~y RiEEHTE RN,
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[ EH]
VLAN#1 12, RAZHEHLTIPV6 7 RL A RET 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipv6 address autoconfig

e
gl

7.6.4 DHCPv6 7 5A T v MZ L BEMIPV6 7 KL RADE

[EFX]

ipv6 address dhcp
no ipv6 address dhep

[FIHIER E]

L

[AJIE— F]

AH =T 2—RAE— R

[AA]

DHCPv6 7 74 7 > F & LT, DHCPv6 %h— —n bt 53372 IPv6 7 KLU A % VLAN A ' &Z— 7 = — ATxf
LCRET D,

AKz< 1 RiL, ipv6 enable =~ > R3FRIE STV D VLAN A HZ—7 = — AR ETE D

1 OO VLAN A U F—T = — Al Ra~v L NI 1 DLRTRETE D,

AK=a<> FiL, ipv6 address, ipv6 addresspd =2~ > R L TX 5,

Ka< Rz, K TS8DVLAN A VX —T = —AILRETE D,

ipv6 dhcp client pd, ipv6 address autoconfig, dhepvé-server(DHCPv6 — X —%HEET /L DRH) 2~ RINT TITER
JESHITUVD VLAN A V¥ — 7 = — R TIERRE TE 20,

IPv6 7 R L A ZHif% L72IRHE C no ipv6 address dhep =~ > RZFE(T4 25 & B L TWZ IPv6 7 R L A Dfiffig A
> & —% DHCPv6 th—/"—I|Zi% D,

no I CTHEAT L72HE1X DHCPVG 7 74 7 > N ORRIEZHIBRT 5,

ipv6 =~ > K73 disable IR E I NT2E, Ko~y RbHIBREND,

[/—}]

AKavw RTIPv6 7 RLAZHERET 256, 7V 74 v 7 ARIE 1/128) L7,

ZELIZRADOM 77 7B F L THDINA 7 ThHNCERRL, Aa~vyr FERET 5 &, DHCPv6 D AT — b
T IVENE(IA NA)BHNZ 725,

DHCPv6 7 7 A 7> ME, DHCPv6 #—/ 3—(Z%f LT, TOPTION DNS SERVERS| (# 7'+ a > a—K23)&,
[OPTION DOMAIN LIST| (47 3 v 21— K 24) 28R+ %,

DHCPvV6 = =N OEHDO AT a PRI TEL & DNS ==X 3 FAA U X M6 £ TR
‘(“% 50

DHCPv6 7 7 A 7> b DERIZ L - THAF L7= DNS #—3—_ KA A > U A KX, show ipvé dhcp interface =~ >
R TR TE D,

BAFLIERAAL YA RD RAL CHORREIS T BRWEEIE T BMfiEshs,

Kz~ FIZEY DHCPv6 #—/3—7» 56 DNS = 3— K R A A U X P2 HifF L725%A T 6. dns-client name-
server, dns-client domain-list =~ ROREDIT O NEHL I D,

VAT MIFRE ST DNS —/s3—_ KA A U & ML, show dns-client =~ K CHERTE 5,

Ao~ REAHIZ L%, Router Lifetime N H 272 RA 225 L7284, RAZEXE LMD T RLAR, 57
NN —= U oA IZBIEND,

F72. Router Lifetime 73 0 ® RA #%A5 L7258 1E, T 74/ M= b0 =406 RA #3545 L72HEROT R AR
HIBR S5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 E I N TV DAL, RAIZESS T 74V 7 — b
U = A OBIIATOIR,

AH - THRBEDRBENRGE ., Ao~y RiEfEHTE 20,
[ E R
VLAN #100 {Z DHCPv6 7 7 A4 7 > MM k> CTIPv6 7 L A %1595,

SWX232x (config) #interface vlanl00
SWX232x (config-if) #ipv6 address dhcp
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7.6.5 DHCPv6-PD Z{Eff L7 IPv6 7 KL ADRE

E&N
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

[/3T A —HF—]

pd_prefixname : DHCPv6-PD 7 74 7> b (ipv6 dhep clientpd =~ > R) TRELZT LT 4 v 7 A4
AT By MO A T2 T F—3—() (32 XLFLIW)

pd_ipv6_address  :  X:X:X:X
DHCPv6-PD 7 7 A7 R TG LT LT 4 v 7 AZH L3S IPv6 7 R LA
DHCPV6-PD 7 7 A4 7> hCTHAG L7 L7 4 v 7 R LT, FAL(FED) Oy 2R ET
)
DHCPV6-PD 7 A4 7 > N TG LT V7 4 v 7 ZERGPITxE LTI, [0) Z4a7E T 2 BN
HD

prefix_len : <0-127>
IPV6 7'V 7 4 v I AR

[WIHRRE]

7L

[A1E— ]

f B =T 2= AFE— |

[RLBA]

VLAN £ 4 —7 2 —RZxtLTIPV6 7 RLARET LT 4 v 7 AREFRET D,

IPv6 7 R L AL ipv6 enable =~ > RNRFEEINTND VLAN A > X — T = —RITHETHZ ENTX D,
DHCPV6-PD 7 74 7 > MEREIC K > THAF L2 T V7 o v 7 ZAZHESE IPv6 7 R L A& LT 5,
R E A7 IPv6 7 K L AL, show ipv6 interface =~ > K CHEFR CTX 5,

ARK=a<> KiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ KEGFHTE 35,

IPv6 7 RLAIX 12D VLAN A V' H —7 =—RA|Z, 72— LT RLUARARE. DHCPv6 7 741 7 M &&Te)
ZSMEETE, Vorm—ALNT RLA% L HERETE S,

VAT LR TRETEDIPv6 7 RLAIRKSHETTHL(HEIWIZEH VY ToND Y 7 a—a LT RLA

ZBER<),.
no B CHEITLIZHAIE., FBE L IPve 7 KL AZHIERT 5,
[/—F]

DHCPv6-PD 7 A4 72 MERET, L7 4 v 7 AEREIIFGTE TR WEGEATL, IPv6 7 R L A ITAERKR S U720,

TVT 4 v AFERE TALT FLADHMBAEDLENELL BRWNWHEERL, A V2 —T7=2—ABTYH 7 %2y bOEEL
78548, IPv6e 7 KU AITAER S L2,

2By JHERENAE NG G, Ra~y FIIEHTE 20,

[ E ]

VLAN #100 C DHCPv6-PD 7 7 A4 7> ML TIPV6 'L 7 4 v 7 AT 5,
BfFL7=7Vv>7 4 v 7 A4 [PD VLAN100) %M\ T, VLAN#200 (2, IPv6 7 KL A ZFHET 5,
Z 2Tk, [PD_VLANI100) (2T, [2001:db8:1:aaf0::/60) % HfG L 7= LARET .

PITF D% T VLAN #200 (2, [2001:db8:1:aaf2::1/64] 235X E S D,

SWX232x (config) #interface vl1anl00

SWX232x (config-if) #ipvé dhcp client pd PD_VLAN100

SWX232x (config) #interface v1an200

SWX232x (config-if) #ipv6 address pd PD VLAN1OO ::2:0:0:0:1/64

7.6.6 DHCPv6-PD 7 54 7 2 K DORE

[EFX]
ipv6 dhcp client pd prefixname
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no ipvé dhcp client pd
[T A —F—]
prefixname D FETENET LT 0y 7 RITAHT D NER 22 4 i

MBI Ry B A T () T o Z—3—( ) (32 TFLLW)

[FIHEIERXE]
7L
[AF1E—F]
f B =T 2—AE—F
B
gigy&—7;~X?DmywyD7?47V%%%%ﬁ%mbqfv74yﬁx@ﬁbﬁf%%ﬁﬁéiimﬁ

ARz~ R, ipv6 enable 2~ RX3FRE I TS VLAN A V¥ — 7 = — AR ETE D,

AKa~< RO prefixname TR LI V7 4 v 7 A%, LFCEHTE %,

« ipv6addresspd =~ NIZCT, BfGL7=T V7 4 v 7 ZA&FEH LT, IPv6 7 RLAZRET 5,

« DHCPv6 E— KD range 2~ > NIZ T, BGLZ7 V7 ¢ v 7 2%&fH LT, DHCPv6 H— N—TEIIZE D 4
THIPv6 7 R L AD#IHZRET D, (DHCPV6 Y — 3=t T T /LD 7r)

« DHCPv6 E— R ® prefix-delegation =~ > NIZC, BfG L7V 7 ¢ v 7 2%l LT, DHCPv6 H—/3—T~7
V7 4y 7 ADOHEID M TERET D, (DHCPVO Y — N—XfISET /L D)

1 OO VLAN A U H—T = — A2, Ravwr R 1 2R ETE D,

ARa< FIIKT8D VLAN A U H— 7 = —AZHETX D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPv6 H— /N—%F ST T /LD H) < R8T
TIZRRE EALTVD VLAN A V¥ — 7 = — AR E TE 2R,

IPv6 7'V 7 4 v 7 AZEf% L72IREE T no ipv6 dhep clientpd =~ > RZFETTH L, BELTW=T L7 4 v 7 A
DS A > & — % DHCPV6 — "—(Zik 5,

no IHE THAT L7285415 DHCPV6-PD 7 7 A 7 > N O EZHIBRT 5,

ipv6 =~ > R73 disable ICRE S NG, Aa~vr FHHIREND,

[/—}]

ZELTZRADM 77 VI3A L ThDHMNA 7 ThHNIBRRL Ka~vy FERET 5 &, DHCPv6-PD D X7 —
k7 VENMEIA_PDY AN /2 %,

DHCPv6-PD 7 A 7> Rit, DHCPv6 #—/S—{2%t LC. [OPTION DNS SERVERS| (47 a1 a— K 23)&,
[OPTION_DOMAIN _LIST] (47 3 v 2— K 24) 28R 5,

DHCPV6 — —Inb DA T v a U PNIR->TE 7oL & DNS = "= I3 FAA U X M6 % THS
T&E 5,

DHCPv6-PD 77 A 7> N CHEAF L7 DNS — 3—_ KA AU X ~ZE, DHCPv6 E— K@ dns-server, domain-
name 2~ N CTHIH$ 5 Z L3 T& %, (DHCPv6 H— X=Xt E T /LD )

DHCPv6-PD 7 74 7 R OERIZ I - THFSG L7z DNS h—/3—_ R A A U X N, show ipv6 dhep interface =
< RCHERTE %,

BARLIE AL YR RD RAL HORREIZ [ B0WEEE T B35S s,

AKa<> FIZL Y DHCPv6-PD $—/ 3=/ 5 DNS Hh—_"— R KA A U A M 2EELEZSEAETYH, dns-client
name-server. dns-client domain-list =~ > FOREDIT D> DB I N5,

VAT BIIEREINTZ DNS = 3—_ KA AU A MiZ. show dns-client =~ > K TR T 5,

Ko< REFZ L7=%. Router Lifetime 3B %N72 RA ZZE L7256, RAZXE LIS OT RLANR, T7
FIN RN — T oA ITBIER 5,

F7-. Router Lifetime 230 ® RA 2ZE LG /IE. T 74V M F—bu oA 05 RA Z5E LIZEROT KL AN
HIFRE D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > 23X E SN TWAEFEIL, RAIZESS T 74/ M7r—h
¥ = A OB iﬁ?bihiib\

AR JHSREDARNIGE. Ao~ v RidEHTE 220,
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[ EH]
VLAN #100 C DHCPv6-PD 7 74 7> M L5 TIPV6 'L 7 4 v 7 AZHHET 5,
BfsL7=7Vv 7 4 v 7 A4 [PD VLAN100) %M\ T, VLAN #2002, IPv6 7 KL A ZFHET 5,
Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:aaf0::/60] %Kit L7z L RET D,
LU OF%E T VLAN #200 12, [2001:db8:1:aaf2::1/64] 235%E SN D,

SWX232x (config) #interface vl1anl00

SWX232x (config-if) #ipv6 dhcp client pd PD VLAN100

SWX232x (config) #interface v1an200

SWX232x (config-if) #ipv6 address pd PD VLAN1OO ::2:0:0:0:1/64

76T RAWZE DT 74NV 7 — b= A DBEENBRERE
E=N

ipv6 nd accept-ra-default-routes switch

no ipvé nd accept-ra-default-routes

[/XT A —HF—]
switch D RAWCEDT 740V N — MU = A BEIEREGEE
REME S
enable RAIZEDT 74/ b7 — U = A BEPRGR
BEE NS %
disable RAZE DT 74/ 57— b7 = A ABIEE
RE & BN T2
(IR E]
ipv6 nd accept-ra-default-routes enable
AFE— K]
B =T z—AEF— R
[FA]

GEDA B —T 2 —ATZIE LT N—F—RERA)DIMERT RLAIZH ESL, IPV6 DT 74 /W " — R = A
O HEPRER DA BNER 2R ET D,

A=< RiL, ipv6 enable =~ R3ERE S TUVND VLAN A ¥ —7 = — A TRETE D,

no I THEAT LI GG IR E MBI =T,

ipv6 =~ > R7% disable [ZRXE S NT2HE, Ka~vr FHHIBRESN D,

[/— 1]

ipv6 address dhcp, ipv6 dhcp client pd. ipv6 address autoconfig =~ > R ERF RA 225 L7c & X, Ka~v F
DOFEDEH S D,

INHDAT Y FRRESNTORNWERIE, Kavy FRENCREEINTNTS, T774V = U= D
HEPRERITIT O R

2By JHERENAE NG G, Ra~y FIIEHTE 20,

[BE ]

VLAN#100 TRAIZE DT 740 M7 — FU = A BEVREERE 2 BT D,

SWX232x (config) #interface vl1anl00
SWX232x (config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 K L A DFKR

[EX]
show ipv6 interface [interface] brief
ST A—F —]
interface : VLAN A V' F—7 = — A4

BRTAA B —T 2 —RA
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[AF1E—F]
FRFME EXEC £ — N, b EXEC E— K
[
A H =T 2 —RFEDIPV6 7 KL ABFRRT D,
« IPv6 7 KL A&

 ipv6 address dhcp =~ > RIZ L > TEIIIZ IPv6 7 RV AMERE SN TWAEAIL, IPv6 7 K L ADR{IZ "*"
AL TERT 5,
* ipv6 address dhep =~ > RZFHERIC IPV6 7 R L AR E STV WA (P — ¥ H148)1%, "searching"
LERTRT D,
* ipv6 address pd =~ > NC pd prefixname VW TERIE LT RLADLGAEIL, IPv6 7 K L ADHN "*" & ff
ML TERT 5,
o IPV6 7 R U ADGHRE SN TWRWIEA L "unassigned" & 725,
- WEEORE
« T—XU L IBOIRE
A B =T 2 —AEEBE LR EITEDA 4 — 7 = —ADERE, B LEBAILIPVe 7 FLARRE SN2
TOA U H =T == ADIERERTT D,
[/—}]
FHELIA Z =T 2= AN IPv6 7 FLZZEID Y THNRNE D THLLEITT T TR D,
AL VERENANLG G, Aa~r NI TE 20,
[ E B
ETOVLAN A V' H—T 2 —ADIPV6 7 RV A%ZFRT 5,
SWX232x>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 54 7 F DIRBOETR
E&

show ipv6 dhcp interface [ifname]
[/XT A —=HF—]
ifname : VLAN A VX —T = — R4

[ASE— R

FEFFHE EXEC £ — R, F#tE EXEC £— K

[FHFA]

DHCPv6 7 74 7 > N OIRBEER £k T 5,

ifname ZIEE LI o 128568, T XTDO VLAN A U ¥ —7 = — ADFERELXRT D,
[/—}]

A By TR A N2 GG, Ka~r R TE 20,

[ EH]

F_TD VLAN A X —7 =—AD DHCPv6 7 T4 7 b DIREER FR"T 5,

SWX232x#show ipvé dhcp interface
Interface vlanl

Client Type : IA NA

Address : 2001:db8:1:aal0::dd2d

IAID : 0£28924a

DUID : 000100010000000000a0de000000

preferred lifetime : 604800



valid lifetime
expires

Interface vlan2
Client Type
DUID
DNS Server
DNS Server
Domain Name

Interface v1anl00
Client Type
Prefix name
prefix
IAID
DUID
preferred lifet
valid lifetime
expires
DNS Server
DNS Server
Domain Name

ime

2592000
2023/4/19 07:25:48

Stateless
000100012ce737dbac44f284efdd
2001:db8:1:bb10::100
2001:db8:1:bbl10::200
example.com.

IA PD
PD_VLAN100
2001:db8:1:aaf0::/60
0£28924a
000100010000000000a0de000000
604800

2592000

2023/4/19 08:08:04
2001:db8:2::100
2001:db8:2::200

example.com.

7.6.100 DHCPv6 7 AT b Uk b
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[

clear ipv6 dhcp client ifname

[T A —=F—]

ifname

[ASTE— K]
HrbE EXEC £— R

[@iHH]

SHEBDA B —T 2—ATENELTWS DHCPV6 7 5A T > ha 7 ) 745,

VLAN A ' #—7 = — A4,

RKa<wr REETTHE, RHBOA ¥ —7 =2 —ATHEAE L7z DHCPv6 DIEHRN—EHEIND,
ZOLEIC, BELTWEIPVG 7 KL RADRKA v —3 % DHCPv6 H—/—~% 5,

Z D%, DHCPY6 #—/\—~OERNFTEREE S, DHCPVG 7 74 7 > hOFREETT .,

DHCPv6-PD 7 7 A 7 > & L TV o84, ipv6addresspd 2~ KT, B L7 L7 4 v 7 AZHEHL TN

=&,

BEL TN L H—T2—ADT FLALFEREIND,

DHCPv6 H—/3—HEEEIZ T, DHCPv6 E— K@ range =~ > K, prefix-delegation =~ > K, dns-server =~ K,
domain-name =~ > RN C, BfF L721EHMAZEH LTz & &, DHCPv6 — "—BERE B s & S 415, (DHCPv6
— R =% T L D Fr)

[/—

ALy JERENADN G E ., Aa~y RIIEATE 20,

[ EH]

VLAN #100 ® DHCPv6 7 AT s& 7 VT T 5,
SWX232x#clear ipvée dhcp client v1anlO00

7.6.11 DHCPv6 7 7 A4 7 k

W

U

S ERICZETAND DS VT 4 v T ADRE

[EFX]

ipv6 dhcep client nd-prefix prefix len

no ipv6 dhcp client nd-prefix

[/3T A—=F—]
prefix_len

<1-127>

ZETAHAND DS LT 4 v AE
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[FIEIERE]
mL
[ASIE—F]
A E =T 2 —RAE—F
B!

ipv6 address dhep =~ > RIZK S5 TIPVv6 7 RV A(F V7 v 7 A /128))S HEIRXE S 472 VLAN A > X — T = — A
TlX, FEEFICIPV6 7 K L A0 599X T ND(Neighbor Discovery)/ 37 v k& 5%(57 5,

Kavwr REFRETDHEND ATy MERIZUTOWMEZ, RELLZT VT 4 v 7 ZAOHMTHK L, F—&7
AL FDOEGEIIZZDND Ty b aeZfET 5, FA—k 7 A FTIERWEEIZIE. £DOND Ty h BT D,
* ipv6 address dhep =~ > RIZ L > CHBEERE S/ IPv6 7 K LA

o ZI[ELIEND /N7y FOREILIPVE T R LA

A< RiL, ipv6enable 2~ RBFHEIINTND VLAN A VX —7 = —RAIHRETH L ENTE D,
RKa<r FOxtg L 725 ND /3 v ME, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D % T 5,

no JEATHEAT L7c5A1E. DHCPV6 7 74 7 & FREFFITZETHND DT V7 o v 7 ZAzflRT %,

[/— 1]

ipv6 address dhep =~ > NIZE S TIPv6 7 RV A(F L7 v 7 A28 HENEEE S 4L/ VLAN A V' F — T = — R
TOREEST D,

ALy THRENA Y6, Ao~y R TE 20,

[ E B

ipv6 address dhep =~ > RIZ X 5 TIPv6 7 R LA HENEEE S472 VLAN#1 T, 7 % v k /64 725D ND /37 v
FNOHBZETEDLXLIITT D,

SWX232x (config) #interface vlanl

SWX232x (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % B il 4

7.7.1 IPv6 F IR X TE
[EF=R]

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—U—F]
null sy M EREREETICEIET S
[XF A—5—]
ipv6_address XX XeX
IPv6 7 R LA
T AN N = U oA ZHRET H & Z1T ::(0:0:0:0:0:0:0:0 DERETE) &5
prefix_len o <1-127>

IPv6 'L 7 4 w7 A

TI7FNMT— U= ZRETHEEIT0ETD
gateway D XeXeXeX

F—=hJxADIPV6 7 LA

IPv6 U/ a—HhT RUAZIEET DL EE, A V¥ —T7 =2 —ALBEETLHILERD
5 (fe80::X%vlanN D)

number o <1-255>
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EELAE (REEEINEROMEILE) (B LSS 1)
/N E VT EEEE N E D,

[AS1E— F]

rua—Narr 4 L—va R

[FEFA]

IPv6 DEFRIFEES 21BN 5,

no JEATHEAT L7c i ald, € LT ZHIRT 5,

[/— 1]

TIHNET = U oA OFET, RAICEDOHEELY &, FAURKIC L ORENREBILE IS,
ALy JERENE NG 6 . A<y R TE 20,

[BEH]

KV SED 2001:db8:2::/64 DIGH D — N7 = A % 2001:db8:1::1 & T 5,
SWX232x (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

F 7 F IV =R = A R VLAN #1 L £e80::2a0:deff:fe:1 &35,
SWX232x (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 Enik R DEIR
v
show ipv6 route [ipv6_address|[/prefix_len]|
[/XT A —=HF—]
ipv6_address DX XXX
IPv6 7 N LA
mask o <0-128>

IPv6 7'V 7 4 v 7 AR (AlE LTSS 1 128)

[AJIE— ]
FEHHE EXEC E— I, #5H EXEC £— R

B

IPv6 557 (FIB: Forwarding Information Base) % #/~9 %,

IPv6 7 R L A ZEME LT25E1E, FIB ONEEZ T XTRRT D,

IPv6 7 L AETR Y U =27 RLAZRE LIZGE, ENRENL & —ET R KT M) —OFEMiEHRE
FoRT D,

[/—}]

2By VRN A RS G, Ra~y FIIEHTE 20,

[ E ]

IPv6 Rk K 2§ ~THERT D,

SWX232x>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

S ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08

C 2001:db8:1::/64 via ::, vlanl, 00:01:10

S 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
C fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nr y h kD & XA SN AR E2F T D,

SWX232x>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl
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7.7.3 IPv6 #REEFR DFEK R

[EX]
show ipv6 route database
[ASTE— F]
FFrHE EXEC £ — N, %M EXEC E— N
[FLFA]
IPv6 #%i#%3% (RIB: Routing Information Base) % #/x9 %,
[/ — 1]
APy JHREENA R 26, Aa~ v RIIEMATE e,
[BREH]
IPv6 K 2 FRT D,

SWX232x>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

7.7.4 IPv6 RERIZBEBEIN TWVWEIRK= L M) —DY < —DFER

[EX]
show ipv6 route summary
[ASTE—F]
FHFeHE EXEC E— N, %54 EXEC E— N
[RA]
IPv6 #2355 (RIB: Routing Information Base) 2Bk SN TWVAHRBE T N —DH < —%2FRRT 5,
[/—}]
ALy JHRRENA R e e, Aa~ v RIIEATE e,
[BREH]
IPv6 KDY~ U —2FRKRT 5,

SWX232x>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ v =

7.8.1 # ) Neighbor ¥ ¥ v ¥ =2 b J —DFE

E&

ipv6 neighbor ipv6_address interface mac_address interface
no ipv6 neighbor ipv6 address interface

[7NT A —=HF—]

ipv6_address D XeXeXeX
IPv6 7 R LA

interface : vlanN

VLAN A & —7 = A A4,
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mac_address . HHHH.HHHH.HHHH
MAC7 FL A
interface : portN.M

WA S —T = A AH,

[AJ1E— K]
Ja—x\)ary7 4L — g E— R
[FREA]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 2384 %,

no LA CTEAT LG EIE, FBELH = Y —Z2HIBRT 2,

[/—HI

AL JHERENANREE . Aa~r FIZEATE 20,

[BE B

VLAN #1 @ portl.1 IZd& %, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFET D,
SWX232x (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ v ¥ 27— LV DFIR

[E
show ipv6 neighbors
[AJ1E— ]
FHHFHE EXEC & — N, FrkE EXEC £— R
B
Neighbor & ¥ v v a7 —7 NV EERT D,
[/— "}
APy JRREN AR 26, Aa~ v RIEMATE e,
[BXE B

Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWX232x>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22f£:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 /VDHEE

EN
clear ipv6 neighbors
[AFIE— F]
K¢bE EXEC £— R
[FHA]
Neighbor ¥ v ¥ =247 U7 4%,
[/ — ]
ALy JERENA Y6, Ao~y FIFEHTE 20,
[BAEBI]

Neighbor ¥ ¥ v > 2% 27 U T 5,
SWX232x#clear ipv6 neighbors
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7.9 TPv6 Hr % il 4

7.9.1 IPv6 B535EERTE

[EX]
ipv6 forwarding switch
no ipvé forwarding [switch)

Bl

IPv6 /3r >y h DERIEEHHCT 5

IPv6 /Ny N DERIE & NI T 5

[/RT A —F—]
switch o IPV6 NT Y b DHAIEERE
REME
enable
disable
(AR E]
ipv6 forwarding disable
(ASE— K]
Ja—nN\)arz4 g L—varET—FR
B

IPv6 /N > b DIRIE ZF N E I3 Ehic 35,
no FEUCHEAT LG A IR HIRR BT,

7.9.2 IPv6 BRiEFR & DK

[EX]
show ipv6 forwarding
[AJTE— K]
FERFHE EXEC & — R, %7 EXEC £— F
[FRHA]
IPv6 /37 v b DERIEFEE & FoRT 5,
Bal]
IPv6 /37 > b DIGIRERTE & £RT 5,

SWX232x>show ipv6é forwarding
IPv6 forwarding is on

7.10 IPv6 IE;E Eﬁmu\

7.10.1 IPv6 BREHER
[F=
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address)
[F—TU— K]
repeat DO FETREEAERET D
size : ICMPv6 7 — X DE S (A N EZRET D
timeout D ST D Echo U 7 = A F & X[E LI DOISER DR 2R ET 5
source : ICMPv6 /N7y FDR[EILT RV AZRET D
[P35 A—F —]

host R A N, ERE IPve 7 R L A(X:X:XX)
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ICMPv6 Echo % 14{59 % 465E
IPv6 Vo7 a— T RURAERET 25613, BHA v ¥ —T7 = —ZAbEETHLERD
% (fe80::X%vlanN D)

count BT B LTSS 0 S)

R P

<1-2147483647> € L= RIS TT 5

continuous Ctrl+C WASI EN D FTEITEMD KT
datalen . <36-18024>

ICMP 7 — Xy DES(N b)) (Bl L7255 56)
timeout o <1-65535>

INEFEDIRERE (B L7256 1 2)
FZ24TA¥ % continuous (2 L7=GA X ER SN D

ipv6_address D XeXuXeX
IPv6 7 N LA

AHE= K]

K¢kE EXEC £— R

[FAA]

ICMPv6 Echo Z##87E L7278 A Ik L, ICMPv6 Echo Reply 2315 51T 5 D EFED,
EOLNTEEDL, TOFEERTDH, a~v2 RBPKTT D EHHERRHERE R RT D,
[/—}]

APy JHRRENA R e e, Ao~ v RIIEMATE ey,

[BREH]

fe80::2a0:deff:fe11:2233 6 CIZBUBAMEE AT D .

SWX232x#ping6 fe80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%v1lanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=1l ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

—-—— feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 R IETHERR
[EX]
traceroute6 host
[7XF A—&—]
host D R ARERT Dt
RA NG, Fl2lE, 58580 IPv6 7 K L A(X:X:X:X)
[AJIE— K]
FiHE EXEC £— R
BN
FELERA M ETORKBIEREZFFT D,
[/ —F]

ALy JRERENEN GG, A<y R TE 20,
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[BREH]
2001:db8:1::2 £ TOMRMBMELRZIT 9.

SWX232x#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 10.413 ms 7.681 ms

711DNS 7 A4 T~ b

7.11.1 DNS ~OR W& O EBREDRE
(&
dns-client switch
no dns-client
[NT A—=HF—]
switch : DNS 7 747 FO#E
RIEE B
enable DNS 7 A4 7 v NI T 5
disable DNS 7 74 7 v & HhZT %
(AR E
dns-client disable
[AS1E—F]
Ja—nm"narz 4 b—varE—F
Bk

DNS ~DO W& b re &2 A3 £ 72133 %,
no JERCHEAT L= AT BT 5,

[BXEH]

DNS ~D W& b HEREE BT 5,
SWX232x (config) #dns-client enable

7.11.2 DNS —"—1U 2 F DR E

[EFX]

dns-client name-server server

no dns-client name-server server

[/XT A—=F—]
server : AB.CD
DNS #—/"—®D IPv4 7 R LA
X: XXX
DNS % —/3—®D IPv6 7 K LA
IPv6 U > 7 m—0VT RLUAZEET DHEIF, A v 7 =7 2= A EETOLERDH
% (fe80::X%vlanN D)
(AR RE]

L
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[AJJE— K]
Ja—nm"Nnarz 4 b—va e —NF
[@i ]
DNS #—/3—=U 2 MZH—_—ZBIT 2,
Y= N—IRKRIMFETRETE D,
no JEATHEAT LIcHald, $8E L2 —/3—% DNS —"—U X E DB HIRT 5,
[/ — ]
ip address dhep. ipv6 address dhcp, ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > R{Z J > T DHCP #
—N—n B DNS H—— U 2 R A S LA . Ao~y ROZEMER XN,
7212l A== FIZL % DNS —s3—U 2 F ORI 3 R OSH AL, A5 3£ TY 2 FOFKJRIZ DHCP
P =B HG L7 DNS $—"— U X F 25804 %,
[BXEB]
DNS #—/3—U X MZIP 7 KL X 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 #BH1¥ 5,

SWX232x (config) #dns-client name-server 192.168.100.1
SWX232x (config) #dns-client name-server 2001:db8::1234
SWX232x (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TN3T 73V N RAAL VEZDRE
BN

dns-client domain-name name

no dns-client domain-name name
[/NT A—F—]
name D FAA % (K256 XXF)

[FIHAER 2]

7L

[AF1E—F]

Jga—)arz 4 —y g rEw—NR

[BiAA)

DNS WA DOERHIEHT 2T 74V N RAAL VA ERET D,

no R TIAT L7HAIET 740 b RAAL 4 EHIBRT 5,

[/—}]

ip address dhep 2~ > RIZ X5 TCDHCP — =BT 7 4V k RAAL VAT v ara— R 15 LY
G, Ra~vr ROBRENMELRIND,

dns-client domain-list =7~ > R THRE KA A U X BB ESNTWEIHEARIT, Aa~<w 2 RTRELET 74V R
AA 4, BEON ipaddressdhep 2~ NI K> THERESNZT 74/ b RAA AT S0,

[BREH]
T 74 N RAA 4% example.com ([ZFXET D,
SWX232x (config) #dns-client domain-name example.com

TINMABRBRAAL ) X NORE
BN

dns-client domain-list name

no dns-client domain-list name
[P35 A— 4 —]
name D RAA 4 (K256 XF)

(AR E]
mL
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
DNS BIWEDOEIHHEHAT 2B R AL U A MT KA AL & %BINT 5,
BMBERAALA Y AMIKKO6MEETRAL VEBETE B,
n B TEITLIZGAIE, BELIZRAAL VAEZMBRAAL U A MO LHIRT S,
[/—F]

Aa<w FTHRERAA Y A RBRESNTWVSEEA. dns-client domain-name =~ > K CHE LT 74/ K R
AA %, BEO ipaddressdhep =~ RIC K> THERE SN2 T 7 44 N RAAL CAIMERH S8,

ipv6 address dhcp. ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > NiZ J - T DHCP H—/ Y= G R
RAAL VA RNERGLIZSG, Ka~y FOREMELENLD,

212U, Rawy FICE DB R AL U A DOREED 6 (RGOS G, G5t 6 fFETY A FOREIZ DHCP

P N=OHIG LR R AL U R M2 BN %,

[BRAEH]

R A A 4 examplel.com, example2.com % fR5E K A A U 2 MZBINT 5,

SWX232x (config) #dns-client domain-list examplel.com
SWX232x (config) #dns-client domain-list example2.com

711.5DNS 27 54 7 MERDOFER

[EX]
show dns-client
[AJ1E— K]
JERFME EXEC £ — R, ¢t EXEC E— 1
[FLBA]
DNS 7 74 7 v MElwERTT D,
KRBT TO LB,
HH B
DNS Client is enabled DNS 7 74 7 > 3G %)
DN Client is disabled DNS 7 7 A 7 > k)32
Default domain T 74N RAAL 4
Domain list MBERAAL DA B
Name Servers DNS #—/X—1U Z K(IP 7 K L &)
[BREB]

DNS 7 74 7 v ME#REFRRT D,
SWX232x>show dns-client

DNS client is enabled

Default domain : example.com
Domain list : examplel.com exampleZ2.com
Name Servers : 192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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HE
IP = /L F % ¥ A M

8.1IP v/ FF ¥ R MEAKFRE

811 KRAD~NLF X% A7 L —LDOUHEFTEDORE

EEN
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME il
discard (€ B pra)
flood 7I9TATTD
[ E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE R
[RLBA]
MAC 7 RL AT =T BRI TR LT F X 2 7 L— L0 IEEZRET D,
Bl

RKHDO< VT F v A NEIET 5,
SWX232x (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)
[EFX]

12-unknown-mcast mode

no 12-unknown-mecast

[/$F A—5—]
mode D I TF XY AR T U —AONLER G E
REME S

discard e )

flood T7I99TA4ITTD
[FIEIER E]
L
[ASIE— K]
AR =T 2—AF— K
[FRHA]
VLAN A v Z—T7 = —ATZELI-MAC T RL AT —TILZBEEESN TR LTFF ¥ A N7 L—ADUHET;
EEFRTET D,
no B CTHEAT LGS IR EICEY . VAT AREKORMO~ LT X v A 7 L— LM FIEOBREICHE D,
[/ —F]

A~y RIZVLAN A ¥ 5 =7 = = AIZOHRETE 5.
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RKawy RIZT AT ALEORMOLTF Xy XA N7 L— LB FIEOREL VEBEINS,

[ EH]
VLAN #1 T%fE L7= MAC 7 RV AT —T VZBEIN TV W LT F v A N7 L—AEHIET D,

SWX232x (config) #interface vlanl
SWX232x (config-if) #12-unknown-mcast discard

813V v rua—hN<NFF¥ AT L —LDERERE

[EX]

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[FIEIER E]

L

[ ASTE—F]

Ja—pary7 47 b—vg =R

[FHA]

12-unknown-mecast discard Z5X EL TWA L&, Vo 7o —hL</LFF ¥ AT RLADT L — A ZEEECis
KT D,

no B CHEIT LG E1E, BE LERELHIRT 5,

[/—F]

Ka<wr RieBITA, Voza—hA~<wAFX3y AT RUVRIZLLTOHEL 45,

» 1Pv4:224.0.0.0/24
» IPv6: f102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTEIESNTZ, ZOBXBREEND 2T 4 T EFHRAALTEGAITE
BIAYIZ 12-mcast flood =~ > RIZEXH X b,

(B EHI]
Vo 7ua—An=LFXxx AT RLADT L—LERMOZILF Xy 2 b & L THESTICIESET S,

SWX232x (config) #12-unknown-mcast discard
SWX232x (config) #12-unknown-mcast forward link-local

814 <v/NLFX¥ R FT7 L —ADEEERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[/3T7 A —5F—]
ipv4_addr : AB.CD
IPv4 /L FF ¥ A hT KL A

[FI8AE% €]

L

[AFTE— K]

A HE—T 2 —AF— R

B

VLAN A A —T7 2 —ATZE LT~V F X ¥ A MBREOT CTHENEELZIPVE~ILTF XY A RNT RLADT
V—L%ET7 T T 4TI D,

RKa<y RV AT LALET 100 HE TREN T B,

n R TCET LEEASIE. BELEIPUM VLT XY A T RLADOREEZYIERT 5,

/2. IPVA L TF XY AT FLAZEK LA IE, TRTCORELHIRT S,
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[/—}]
RKa<w KIZVLAN £ V2 —7 =2 — A ZDIHRETE B,
Ka<w RTHESINEZIPVM LFXRY AT RLAZIGMP A X —E L T ORI E 725,
[ EH)
VLAN #1 TZAE L7235 IPvA 7 KL AN 239.0.0251 D7 L—L%ET7 T T 47T 5,

SWX232x (config) #interface vlanl
SWX232x (config-if)#12-mcast flood 239.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEDE D), BNRE
EY

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]
time . <1-30>
IGMP/MLD 2 = V) — %515 H IR (7))
[WIERRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—n)arz 4 —yarE'w—R
B
AR 7Y =28 D AR V=TT, 72U 77— IGMP/MLD 7 = U — % (5 HBREOBIE 2 3% E
Do

no JERCEIT LA IT0REITR 5,
IGMPMLD AX—¥E 7 L A= 7 ) =20 LRI, PR Y —ERICL > T T X v X MBEES—FF
BN 2 Z ERNH L0, AREEZ AT VEZ oMM 28T 52 LN TE 5,

A LTEGEIEL, MR Y —ER 2T 5 &, fAE SN 72& L IZ IGMP/MLD 7 =V —Z X575,
BN LB EE, PR Y —ZEENH > TH IGMP/MLD 2 = U —Z 45 L7220,

[BAEBI]

AR w = HIED IGMP/MLD 7 = U =X E 2 AN L, FFbIFfZ 5 FICBET 5,

SWX232x (config) #l2-mcast snooping tcn-query enable 5

AR E =KD IGMP/MLD 7 = I —i&(5 & W5hic 4 %,

SWX232x (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1 IGMP A X—t° L 7 DEZL)/ HWEhRE
BN

ip igmp snooping switch

no ip igmp snooping
[NT A —=F—]
switch : IGMP A X — & 7 OEfE

R EM B!
enable IGMP A X — b 752/ T 5

disable IGMP A2 X — > 7 Z i+ 5
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(AR E]

ip igmp snooping enable
[ASIE—F]

U HF =T z—AFE—F
B

A B =T 2—ADIGMP AR —t v JOBELRET 5,
no JER TEAT LA IR EICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BEH

VLAN#2 @ IGMP A X — V¥ > 7 G815

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2851 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping disable

8.22 IGMP R X —t° 7 @i B D} &
E&N|

ip igmp snooping fast-leave [auto-assignment]

no ip igmp snooping fast-leave
[F—7— K]
auto-assignment  :  LAN/SFP AR — ML FIZ A A » F0EEE S AL TV D5 A mdl iR e 2 501235,

[FIEIER E]

L

[AS1E— K]

Ao B —Tx2—AF— R

BN

A B =Tz —ZADIGMP A X — " FEREIBZHNT 5,

no JTERTHEITT B &, IGMP A X — vt 7 Ed ik & o3 4,

auto-assignment 47> = U MEE SN T-HA X LAN/SFP AR — ML FIZAA v FRER STV DA, TOR—
kT O F H BT i B IR HE 2 S8 25h | ﬂ“éo

LAN/SFP R — ML TIZA A v F G SN TWADNE DO TSI, MR — FTZ{E L/ LLDP 7 L— A DMK
EH TLV [System Capabilities] & [Bridge] 238 N TV EENTHIET S,

[/—F]

Ka<w 2 RIZVLAN A V Z—T 2 —AIDBHRETE D,

Az~ RiX, LAN/SFP R — MIBEE DR A F D STV D VLAN A ¥ —7 = — A TlX, auto-assignment 4
Ta v EAEICT D, mEBGRERE AR E BT A T L,

[ EH]

VLAN #2 ® IGMP A X — &> 7 &l ik = A4z + 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & WMz 4 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping fast-leave
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823 VI F X ¥ X b —F —DEFIEDORE
[EX]

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname

[/3F A—&—]

ifname : LAN/SFP R— DA VB —T = — A4,
RETDHA v H—Tz—RA

(IR E]

L

[AJ1E— K]

AH—T2—RAE— R

[FEA]

T X xR ML—F — D ERE S LTV D LAN/SFP 7R — R & IICERET 5,

no JERCHELITT D L, RELMWIET D,

[/— 1]

A< RIZVLAN f VX —7 2 — A IZOIRFEETE D,

E L7 LAN/SFP AR— MZIZ, ¥V TFF ¥ XA M—FZ =PRI Tn5H T &, Ly —3=nb IGMP LAR— &

Zfg9 5 &, R L7z LAN/SFP 7R— hMZHEET D,

[ E ]

T X v A ML—F — O LT LAN A — b #8 A% ET D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping mrouter interface portl.8

VIVTF Xy A NL—F — OGRS LAN AR — k #8 2449,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if)#no ip igmp snooping mrouter interface portl.8

8.24 7 U —XEHEREDERTE
B

ip igmp snooping querier
no ip igmp snooping querier
(MR E]
2L
[ASTE— F]
A EF—T 2 —AEF—F
B
IGMP 7 = I —AEREREZ AN T %,
no P THEAITT 5 &, IGMP 7 = U — A EHERE 2 NI T 5,
[/—H
ARKa<w2 FIZVLAN A V' H—7 = —RAZDIHHETE D,
AHERREZANCLIEEEIP T FLAZEETHL AFRIZIELWIP Y FLATZ ) —2 X35 LR RO THE
HIoZ L,
[BEH]
VLAN #2 O EHEIEZ AT D,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping querier
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VLAN #2 OXERRE & T 2,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 =V —E[EHIRBORE

[EX]
ip igmp snooping query-interval interval
no ip igmp snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 ) —&E HEE)
(R E]
ip igmp snooping query-interval 125
[AFIE—F]
A E =Tz —AFE— R
[FHA]

IGMP 7 = ) —DOFEMREZ R ET 2,

no BN CHEAITT D & IGMP 7 = U — DX RG2S,
[/ — ]

Ao~ RIZVLAN A VX —T 2 — A ZDOBHFETE 5,

[BREH]

VLAN#2 7 =) —ik{EHMRE%Z 30 IR ET D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping query-interval 30

VLAN#2 © 7 = — %R %2 PIHEICRE T,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if)#no ip igmp snooping query-interval

8.2.6 IGMP /X4~ @ TTL {HREFSRED R E

EEN
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

[/RT A —F—]
switch : IGMP /37w k@ TTL fEfERERE
R EM A
enable BT B
disable BN T %
(IR E]
ip igmp snooping check ttl enable
[AJ1E— K]
A B =T z2—AE—F
B

IGMP /X%~ ~ @ TTL fERGFERE 2 3% T 5,
no B, CHAT LB A IR EICE 5,
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B LEEHEIE, TP~y X —O TTL EAARIE( LISM72 IGMP /37 v k2 ffEEd 5,
BN L7258, U v MAEEEd, TTLEA 1 ICHHIE L Tk T 2,
[/— 1]
AKa< RIZVLAN A VX —T =2 —AZDIHHFRETE D,
[BREH]
VLAN #2 T IGMP /3% k@ TTL fEMRGEFERE Z AT 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34 b O TTL [EMFFHERE 2 2224 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E
E&N|

ip igmp snooping check ra switch

no ip igmp snooping check ra

[78T7 A —=F—]
switch : IGMP /%7 > kD RA FaaiFHERE
BEE 24 EH

enable BT 5
disable L9 s

[FIEAER E]

ip igmp snooping check ra disable

[AJTE— K]

A H =T 2 —RAF— K

[FAA]

IGMPv2/IGMPV3 737 v k@ RA KA RE A 7% E T D,

no IERCHEAT LI A I3 EICK b,

BN L5813, IP~v Z—IZ RA (Router Alert) 7> = v INEEN TV IGMPV2/IGMPY3 /347 v | ZigEE
T3,

N L EAIT. YNy y FEEYET, P~y ¥ —ICRA ST a &5 L ClEXT 5,

[/—F]

Ka<w 2 RIZVLAN A V Z—T = —AIDBHRETE D,

[B%E B

VLAN #2 T IGMP /34 v k@ RA BFHEREZ AN D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ra enable

VLAN #2 T IGMP /4 > b D RA MiiFHSBE 2 21 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ra disable

8.2.8 IGMP /34 > b @ ToS MRIFHEBED R E
E

ip igmp snooping check tos switch

no ip igmp snooping check tos
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[78T7 A —=F—]
switch : IGMP 2347 > kO ToS HiFIFRERE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check tos disable
[AJIE— F]
AP =T 2 —AF— K
B

IGMP /37 > k@ ToS MiFERE A X ET 5,

no IERCHEAT LI A I3 EIZK b,

AT LT2BE1E. TP~y ¥ —0 ToS @ IP Precidence (3 &' M)ZSARIE(B'110 LASM) 72 IGMPV3 /37 > b 2 RHE L |
ZFHLSME ToS & 0xc0 12 FEX LT ET 5,

BN L7 AT, IGMP X7 v N 3R, ToS % 0xc0 |2 BEE L Tkt 5,

[/—F]

Ka<2 RIZVLAN A V' H—7 = —RAICDIHRETE D,

[B%EH1)

VLAN #2 T IGMP 737 ~ ® ToS Wit RE 2 AN T %,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check tos enable

VLAN #2 T IGMP /37 kD ToS I iFt¥RE 2 LN 24 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check tos disable

829IGMP X—T g LV DHRTE

[EFX]
ip igmp snooping version version
no ip igmp snooping version

[/3T7 A —=F—]

version 1 <2-3>
IGMP N— 3

[BIHARR E]

ip igmp snooping version 3

[AF1E—F]

AH =T 2—RAE—F

[

IGMP DR — 3 VAR IET D,
no JERX THEITT % &, IGMP N— 3 o Z IR E(VIITRET,
[/—}]
A< FIZVLAN f V¥ —7 = — R |ZOHFEETE D,
REEL BRI DHN—=a VD IGMP Xy M afE LIca, WFOEEE 2%,
. V2 RIERF
s V372V —%ZELLSGA, V272 —L LTHRk
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o V3 LAR— FEZELEEA, EE
o V3 RERF
s V27V —%ZELEGE, V272 —L LTk
s V2UAR— | EZEFE LRSS, V3 LAR— k& LTk
[ EH]
VLAN #2 TIGMP N— 3 U & 2 IZHRTET 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping version 2

VLAN #2 T IGMP "— 3 » 2 HIH1EIC =,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping version

8.2.10 IGMP L 7R — MHIHERE DR E
[E=]

ip igmp snooping report-suppression switch

no ip igmp snooping report-suppression

[78T7 A —=F—]
switch : IGMP LR — RmifilHAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMP L 7~"— MfIRSRE 23X E T 5,

no IR CTHEAT L= E 13 EICE D,

BN LTZBAIE. %15 L= Report A v E—3% Leave A v B —U b EERE S &2, RNRDOA v E—T%
I F X A ML —F—FR— F~3EETH,

BN LT a 1, %15 L7z Report A v E—UX Leave A vE— UV EZFR~ /LT F v A ML—H —R— h~HZkd
50

[/—F]

AKa<w 2 RIZVLAN A V Z—T 2 — AIDBHRETE D,

[ E B

VLAN #2 T IGMP L 7R— IS RE 2 B Zhc 4 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~MfIRERE 2 #4hi2 4 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if)#ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MNEEHEBEDHRE
BN

ip igmp snooping report-forward switch

no ip igmp snooping report-forward
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[RT A =5 —]
switch © IGMP LA — MRAHERR
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-forward disable
[AS1E—F]
AP =T 2 —AF— K
B

IGMP LR — MREHEREEZ R ET D,

no IR CTHAT L7288 3R EICE D,

AT LIEHEIE, AT F ¥ A b—F —R— MIMA T, LAN/SFP R— ML FIZAA v TR SN TN L5
AT, EDOR— FIZxt L TIGMP Report A v — X Leave A v — Y & H51%ET D,

N LGB, vV FF v A Mb—F —R— NMID&H, IGMP Report A v —X Leave A vt — Y & #iikd
60

LAN/SFP R— M TIZA A v F G SN TWADNE DO TEITIL, B4R — FTZ{E L LLDP 7 L—ADHAK
BEE TLV [System Capabilities] (2 [Bridge] & L TWDNENTHIET 5,

[/ —F]

RKa< 2 RIEIVLAN A VA —7 =2 — R ZORIHKETE D,

AMBEZ N T HEE1T. IGMP L AA— FdlsRE 2 LT 5 2 &,

[B%E B

VLAN #2 T IGMP L 7R — MEGEHERE 2 A3 D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & hi2 3 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-forward disable

1l

8.2.12 W VF F ¥ A hL—F —H— h~DF — F iR AR DR
[ER]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[P35 A—%—]
switch D AT X ¥ A M—HF —R— b ~DF — Z iRk GE
REE SiHA
enable BAINZT S
disable BN T %
[FIER E]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— R
A VB =T 2 —AE— ]
[FHA]

YT F ¥ R M= —R— h~OT — ZEEMGIERE R ET D,
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no JE TIAT LGB I3HIIER EIZE D,

B LIEBEAIE, vV FF v A Mb—HF —K— hTReport A v —L%%E LIBADOLENT —F &~ /LFF

¥ A ML—HF —R— b ~EEET D,

N LB, WO R— K TReport A v E—T %% E L TOIUE, 4T — X~/ FF v A ML—H
—AR—MIbiREIND,

[/—}]

ARa<2 RIZVLAN A VX —7 2 —AZOHRFKETE 5,

Bl

VLAN#2 T/ FF ¥ A h—F —KR— h~OT — X EREMGIEE 2 AT %,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN#2 TV /VFF ¥ A f)L—F —R— b ~O7 — Z ik il iee 2 iz 92,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L' F ¥ ¥ R h)L—F —EEHHR— MEROER

[FX

show ip igmp snooping mrouter ifname
[T A =5 —]
ifname © VLAN A v ¥ —7 = — 24

BRTHA I =T =2—2R

[AS1E— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[FLEA]
%j]é/ﬂ:?;;g Nz, £72 Li%%ﬂ’]&:%&ﬁ L7z~ /LFFv A ML—F —PfgAR— b ‘l%iﬁ!%i%ﬂi\‘@—éo
[XEH]

VLAN#2 D~ VT F v A hb—F —§kiR— N O EE£RT 5,

SWX232x#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.14 IGMP 7 )L —F A LR —3 v FIEH D FR
[

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—TU—F]

detail D R

[NT A—=F—]

A.B.C.D D WATFFXFXY AR A—TT R R

ifname © VLAN A V¥ —7 = — A4,
FRTAAL L H—T 2 —R

[ASE— K]

FEFFHE EXEC £ — R, $§#E EXEC £— N

[RLFA]

IGMP 7/ /=7 A 2 3=ty e Fowt %,
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[BREH]
IGMP Z v —F A v n—3 y FORER A FRT B,

SWX232x#show ip igmp snooping groups
IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version

1 239.255.255.250 portl.5 R 01:06:02 00:03:45

192.168.100.11 V3
IGMP 7 /L—"T A 8=y T OFEMIE A R 5,
SWX232x#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 ' ¥ —7 = — A D IGMP BEIFHR % Ko

[ER
show ip igmp snooping interface ifname
[XT A —=HF—]
ifname : VLAN A V' H—T = — R4
RRTHA VA =T =—R
[AJIE— K]
FEFFHE EXEC £ — N, F§#E EXEC £— N
B
VLAN A > % —7 = — 2O IGMP B#fF#R % F R T 5,
[EAEBI]

VLAN #1 @ IGMP B4 FRvd 5,
SWX232x#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.2

F - Fast-leave auto-assignment is enabled
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R - Report forwarding is enabled

8.2.16 IGMP /L —F AL _R— v IOy b Y —HI&
BN

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname

[FF—TU—F]
group COHIBRT AV AT XY A NI —TT RLRAERET H
interface © HIBRT D VLAN A X —T = —RAEZ4RTET D
[/XT7 A—5—]
A.B.CD DRATFRXY AT T LA
"I AT R Y —
ifname © VLAN A VX —T = — A4
HIbRd 24 v 4 —7 = — A
[AS1E— K]
F¢HE EXEC E— K
B
IGMP /' V=T A o=y 7Dy ) —ZHIERT 5,
[BREH]

VLAN #1 O IGMP Z Vv —F A R_"—3 v FOx b —%HIBT 5,

SWX232x#clear ip igmp snooping interface vlanl

83MLD AX—E L/

8.3.1 MLD XX —V > F DALY/ 1BEhE&RE
B

ipv6 mld snooping switch

no ipvé mld snooping

[NT A —=HF—]
switch : MLD A X—E» 7 Ok
REME B!
enable MLD A X —VE > 7 &= /T 5
disable MLD A X — V> 7 % B35
[(IHIRR E]
ipv6 mld snooping enable
[AJ1E— K]
A E =Tz —RE—F
(@]

A H =T x2—ADMLD AX—t 7 OEEZRET S,
no I CTIAT LI B3I E IR 5,

[/ —}]

AKa<2 FIZVLAN f VX —T7 2 — A ZDOIHRETE D,
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[ EH]

VLAN#2 O MLD A X—E > 7 ZHNT 5,
SWX232x#configure terminal

SWX232x (config) #interface vlan2

SWX232x (config-if) #ipv6 mld snooping enable
VLAN#2 O MLD A X — ' 7 %2845,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping disable

832 MLD A X— V' JEHEBEDOHRE

[EFX]

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[F1EIER E]

L

[ASE— K]

AR =T 2—AF— K

BN

A B —T 2 —AD MLD 2 X—t v FERBIEE AT 5,

no FERTHEITT D &, MLD AX— V> 7 m iR 2 M4 %,

[/ —F]

A< RIXVLAN A VX —T7 2 —RAZOHKFKETE D, £7o, MLD AX—E U I NERN G EDAHRETE D,
ARa< KL, LAN/SFP /R— MZEE DB A SRR S TWD VLAN f V¥ — 7 = — AT L72nZ &,
[B%E B

VLAN #2 O MLD A X — B 7 & ik & e+ 5,

SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping fast-leave

VLAN #2 ® MLD A X — ¥ 7 E5d iR % 29 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping fast-leave

8.3.3 v/ T F ¥ X M—F —DERRICDETE

[

ipv6 mld snooping mrouter interface ifname
no ipv6 mld snooping mrouter interface ifname

[T A—F—]

ifname : LAN/SFP R— hDA » H—T = — A4
RETHA LV H—T =2 —A

[FIHAER E]

7L

[AJ1E— F]

AVH—T 2 —RAEF—FR

[RiAA]

< IVFF ¥ A hb—H — ) STV D LAN/SFP 7R— h & HHICRET 5,

no B THATT 5 &, RELMWIET D,
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[/ —}]

Aa<w U RIXVLAN A VX —T7 2 —RAIZOHKFKETE D, £7o, MLD AX—E U I NERN G EDAHRETE D,
S¥E L7 LAN/SFP R— M2, =L FF v 2 M —F =S N TS T L, L — =5 MLD LFR— R %
Zf{59 5 &, BRE L7 LAN/SFP 7R — MZH& AT D,

[REH]

VI FF v A RL—H—DORHEE LT LAN AR— kN #8 X ET D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping mrouter interface portl.S8

< VT X A ML—H —DOEEHG S LAN " — b #8 245,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping mrouter interface portl.S8

]

8.3.4 7 VU —XEREREDEE
B

ipv6 mld snooping querier

no ipvé mld snooping querier
[FIHIER 2]
L
[AJI1E— K]
A H =T 2—AXE—NR
[FiEA)
MLD 7 =V —iX (G2 G2z T 5,
no BN CTHEITT S L, MLD 7 = U — % EHEREZE BT 5,
[/ —}]
Aa~v U FIZVLAN AV F—T 2 —AZDOBRFRETE D, £72, MLD AX—E U T IRNFEN G EDHEETE D,
AHERE 29 285561347 ipv6 enable 2~ > K& WTINMND VLAN f VX —7 = —AIRETDH I L, ipv6
enable =~ RAHE SN TWRWEA, MLD 7 = U — |35 E SN2 VO TEET L Z &,
B!
VLAN#2 O MLD 7 = U — & {GHEE 2 BN T D,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ipvé mld snooping querier

VLAN #2 @ MLD 7 = U —X{EH#RE & AN 32,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping querier

8.3.5MLD 7 = ) — X (ERIEDRE
E=y

ipv6 mld snooping query-interval interval

no ipvé mld snooping query-interval

S A—g—
interval 1 <20-18000>

7 = ) — =B HEED)
[WIHIRRE]
ipv6 mld snooping query-interval 125
[AJ3E— K]

s —T 2 —RE—F
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[REA]
MLD 7 =V — DX EMBEEHRET 5,
no R TEITIT AL, MLD 7 =V —DO X EMIREZ PR EICET,
[/ —H]
Ko< RIZVLAN f V2 —T7 =2 — R CDHBRETE D, £72. MLD AX—E U I RENBRBEDHRETE D,
B&il|
VLAN#2 O 7 = J —%EME % 30 RIZERET 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 © 7 = 1 —%E M 2 JHEICRE T,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N"— 3 VDORTE

BN
ipv6 mld snooping version version
no ipv6 mld snooping version

[/3T7 A —5F—]
version o <1-2>
MLD "—3 3 >
(R
ipv6 mld snooping version 2
[AFIE— K]
A HE—Tx2—RAE—NK
[FAA]

MLD O —2 g U ERET D,

no X TEITTH L, MLD N— 3 U AR E(V2)IZFE T,

[/ — 1]

AKa<w U RILVLAN A V¥ —T 2 —RAIZOBRFKETE D, £72, MLD AX—E U I NEN G EDAHRETE D,
BRELHIHNN—2 a3 D MLD N7y bEZE LTS AE, LFOEEL 25,

o VI RERE
e V27V —%ZELESEE, VI /) —& LTiik

o V2 UAR—FEZE LGS, WEE
. V2 iRERF

s V172V —%ZE LGS, VI 7 —L LRk
s VI LAFR—bEZELESA, V2 LAR— K& L THRE

(B EH]
VLAN#2 TMLD X—V 3 v % 1ITRET 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD N— 3 > A IHHEIC R T,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping version
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8.3.7 MLD LR — MMEIBERE DR E
[ER

ipv6 mld snooping report-suppression switch

no ipv6 mld snooping report-suppression

[/$5 A—%—]
switch : MLD L7R— b il Bng
REME B!
enable B+ %
disable i) R
(IR RE]
ipv6 mld snooping report-suppression enable
[AJ1E— F]
AH =T =2—AF—F
B

MLD L AR — MHIEEEZ R ET D,

no IR CEIT LI A IR EICE S,

B L72GEE, %18 L7z Report A v E—UR Leave A v —U D OELE#RE D L2, /BOA v E—T%
2L F X ¥ A ML—F— R h~EET B,

SN Lo A 1E, 515 L7z Report A v E—UR° Leave A v E— VBRIV TF F v A MLb—F —HR— F~#5kT
60

[/ —F]

AKa< RIZVLAN A V2 —T7 2 — A TDRRETE D,

[ EH]

VLAN #2 C MLD L 7R— MIIRERE 2 B34 5

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 C MLD L 7R— hIfHIRERE 2 5hiz 4 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping report-suppression disable

8.3.8 ¥ /L F X ¥ X ML —&F —EFR— MERDOER

E&y

show ipv6 mld snooping mrouter ifname
ST A—F—]
ifname : VLAN AV H—T = — A%

FRTAL A —T o —R

[AJ1E— F]
FEREME EXEC £ — N, FiHE EXEC £— F
%FEEFJ]
I E SN, ERIEFHICERE LT~ LT F ¥ X bL— 2 —Hi AR — MEREERT D,
[EXRE )

VLAN#2 D~V FF ¥ A P —F —fgR— P OERE TR T 5,

SWX232x#show ipv6 mld snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2£f£:£e30:291 00:01:04
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8.3.9 MLD /' )L — 7 X L\ —3 v FIEMDOFRR

[ER
show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X:.X:: X.X [detail]
show ipv6 mld snooping groups ifname [detail]

[F—T7—F]

detail D REHEE R

[/XF A —5&—]

XX XX DR TFXXYARNTN—TT KL A

ifname : VLAN A V¥ —7 = — A4,
BRTHA L F—Tz2—R

[AF1E— K]

FEFFHE EXEC £ — N, 45#E EXEC £— K

B

MLD 7 )V—TF A o™=y TR ERRT D,

[BRE ]

MLD V=T A = T OIEREFRT D,
SWX232x#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
f£f15::1 portl.3 00:00:44 00:01:07

fe80::a200:27ff:fe8b:87e3
MLD 7 /b—"T7 X 3=y T OFEMIGERE R T 5,
SWX232x#show ipvé mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 ExXp Fwd Flags
fe80::221:70ff:£e£9:8a39 00:00:03 00:01:06 Yes R

8.3.10 1 > % —7 = —AM MLD EEEFR % FoR

EEN!
show ipv6 mld snooping interface ifname
[/$5 A—%—]
ifname : VLAN A > ¥ —7 = — A4
TR THA L H—T = —R&
[AS1E— ]
HHrtE EXEC £— R, %M EXEC £— I
B
VLAN A >4 —7 = — A D MLD B#fEH % £rT 5,
[BEH]

VLAN #1 @ MLD B#fF Rz #rd %,
SWX232x#show ipvé mld snooping interface vlanl
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MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: 0O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2

8.3.11 MLD ZV—F A _"— Oy MY —YI&
[

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—T—F]

group COHIBRT AV AT XY A NI —TT RLAERET S

interface © HIBRT D VLAN A X —T = —ZAE4RTET D

[78T7 A= —]

XX X:X DA FRY AT NL—TT KL R
AT R Y —

ifname © VLAN A VX —7 = — A4
HIbRd 24 v &4 —7 = — A

[AS1E— ]

F¢HE EXEC E— K

B

MLD Z V=T A=y TOx s b — 2R 5,

[BREH]

VLAN#1 ® MLD Z/V—7 A _"— POy M) —%HlET 5,

SWX232x#clear ipv6 mld snooping interface vlanl
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AV

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX]

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol IZ tep ZHRE L72HE. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 7 & AU Z F® ID

<1-65535>

=l U ARG, MBET 7RV A MAICBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICT Y M) —RBinsnd, oL &,

BEFORBRTY N —I2 10 ZNE LI2ERHHTY ) —0&F S L LTHERES D,
WO = o AR/ SR LTEBMLESES, = ) —0F 1L 101274 5,)

T 7R ARMECH T DEMEELRET D

RIEME B
deny FHEES"T 5
permit LM F IR B

HRLTLH7m barf@plzfiES S

REME S EH
<0-255> IP~yXO7a faLEs
any T_TO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 b

ST AERETIPVE T FLABFHREHRET D
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R IEME 24 HH

T4 RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 EMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—DIPvd 7 KL A(AB.CD)RIEET D
any TRXTOIPVE T RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T 0 ME LR — FEEH<0-65535>%fET 5. A&
3252 &b Ahe
BEHE B
eq X R— MEZX)EEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info DR LE T A IPVA T LU AERAERET D
R EE A

J AV KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L72 e, =& T 250088 — M 5<0-65535>%fRET 5, Ak
THZ L bR

fBEHIE A

eq X R— FEEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
2L
[AS1E— F]
Ja—x\)ary7 4L — g T — R
B

IPvd 77 A A NEAKT D,

AR LT 7' AU A MZE, HEMAXT68 )D& EZRET D ENTE D,

AR LTZIPvd 772 AU A MEBHASELHAT. A % —7 = —AF— FT access-group 2~ > K& 5,
no XA T action LI 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N &HIBRT 5,

no U C action LARRZFRE L7e o728/, 778 AV A RO ID BN —ET51IPvd 778 AU X R ZHIRT %,
[/ — 1]

LAN/SFP R — FB L OGRHA v ¥ —7 = —ACHA L TWAH7 78R Y A NI, no B THIBRT 5 Z LixT& 72
W, ST Z R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFHAVNIEE TEZ A0, ZO X ICHFAZIE L IPvA 7 78 A U X NI AT ALK
T—2721F access-group 2~ R TA U H—7 = —AZ#EHTX 5,
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[ EH)
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWX232x (config) #access-1ist 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWX232x (config) #no access-1list 1

9.1.21IPv4 7 7 &2 Y 2 ~ OFAIGEAN

[F2

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[T A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
(IR E]
7L
[ASIE—F]
Ja—nN\)ary7 4 L—varE'E—FR
[BLEA]

R LTHDIPvE T 7R Y X MIEBSTEBENT 5,

o FERTHEIT LIS, IPVA T 78X Y A NOFAEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHEASE-H# S, Kavwr RCHAZBENT 5
ZLIEETHE, (BRAEDOTUHAXN EEET D)

(B EH]

PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ERR L, #RBISC
[Test] #i1BINT 5,

SWX232x (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWX232x (config) #faccess—-1list 1 description Test

913IPvd4 77 ERU R ~DEHA

[EFR
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T Z7EAY A RO ID
direction D M7 L—A0FmERET S
REM A
in ZE7L—AIx L CHEASED
out EEZTL—AIXLTCHEAZIES
[FIHIER 2]

L
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[AJ1E— K]

AR =T 2—AE—F

[FHA)

LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

ZREAEETLV—LBT 7 RY A MDOREL B LEHE, T/ EAV X MOT 7 v a v BHYS T L—LICHT 5
7 7 3 a v (permit, deny) & 72 B,

no X TIAT LA, WHLEZT Z78AU A % LAN/SFP R— F B L OGREA ¥ —7 = — A LHIERT 5,
[/—h]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET7 V=BT 57 78 A U A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFEEIXLL T 0@,

N— hFE SHPH(range X Y)ZFEE LTZIPv4 77 A Y A ME, 257 L — L (out)lZili il TE 720y,

ZET LT DT 78 AU A RRERE S U7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTAET 7R R MIHREA VX — 7 = —R|ZHB L TVWA LAN/SFP R — Mok L AT
R, 2L A= T v ar 7 4 BB A A —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L —
DT BT I BAV A NRED D DHE. ABZR— FOREDHEA VA —T7 =2— A CHA SN 5,

B&l|

LANKR—F#l DZET7L—LIZX LT, 778 AU R #l Z#HT 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #access-group 1 in

91.41IPv6 7 7B AU R DA
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[T A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 EAY X M@ ID
seq_num 1 <1-65535>
V=l ARG, RMBET 7B AV A MAICBIT L N —DNEEZRET D,
= U AFFEE LGS VA MORERRIZZ M) —RBINEhD, 2D E,
WAFORZRT ) —I2 10 ZIHE L7ZENHH#HT S R —0FK 5L L THERESN D,
(RN —r o AF SR L TEBIMLESRS, = R —0& ST 101272 5,)
action L TR ARMEICKT 2EMERRTET D
REME S
deny FEEESRT D
permit b S ot AT M )
sre-info ML T AEETLIPVE T RLUAFHRARET S
REME B
R BT xRy b A7 RMbi)f & D IPv6 7 R
XX:XXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZEXG LT 5
[FIHIRRE]

mL
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[ AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 78 AU A2 MM, BEMAX:T68 )D& ETDH I ENTE 5,

AR LT 78 A) A Ml SEL5A0F,. A X —7 x2—RXF— KT access-group 2~ > R&H 45,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ —}]

LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTTEHZER L T DHIBRT S Z &,

2By JHERENA RS G, Ra~y FIIEHTE 20,

[ EH]

3fe:506::/32 N EH DNy M EESET D IPv6 77 B AU A K #3002 21T %,

SWX232x (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWX232x (config) #no access-1list 3002

9.1.5I1Pv6 77 &R U X s OFBHSGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 727 EA U 2 R ID
line © BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r\)var 74— g rE— R
[BEEA]

ER L THDIPve 778 A Y A MIEHASCEZBINT 5,

no FERTEIT LIS, IPv6 7 7B XU A NOFHACEHIRT 5,

[/—F]

LAN/SFP R— F B L OHHA v ZA—T =2 — AT 7B AV A M 2EASEE-H# S, Ko< RCHACEZBENT S
ZEEARE, (A DAL T LEEET D)

ALy THEREN AN GE ., Ra~<y RIIEHTE 20,

[ EH]

3ffe:506::/32 VB DNy NEFEST S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWX232x (config) #access-1list 3002 deny 3ffe:506::/32
SWX232x (config) #access-1ist 3002 description Test

9.1.6IPv6 77 A Y X N DiE

E&

access-group ipv6-acl-id direction
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no access-group ipvo-acl-id direction

[7%T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 IPv6 77 EAU A R ID
direction D WA L—LADOHMERET S
REME B
in ZEZL—AI L THEASES
out EEZL—LZH L THEHAEES
(IR E]
7L
[AJ1E— K]
A B =T z—AEF— R
B

LAN/SFP R— B L OEGERA o X — T =2 —AIZIPv6 7 7B AU X N2 #AT 5,

ZEEETZTV—LABT 7RV A MOSEME—KLTZGE. 77BAVARNDT 72 a VNS 7 L—AIZXT 5
7 7 3 a ¥ (permit, deny) & 72 B,

R TET LSS, MALETZ7EAY 2 % LAN/SFP A— F B L OGHH A v 2 — T = — A6 HIRT 5,

[/ =}

TI7RAV AL, FH—0OA ¥ —7x—RZ, ZIET7 L —A(n) L EET7 L—AOu)DZNZIUT 1 D7 D LE
FTER,

RIET L— LIk 57 7 £ A Y A MELAN/SFP B— Mkt L TOLBA ARETH 5.

HFFHILL T O@EY

ZIET L — AT AT 7B AU X MR E S LAN/SFP AR — MIGHELA v ¥ — 7 = — A ZATETE RV,
ZETL—AIHT BT 7ERAY X MNMIHBA VX — 7 =—RZHB L TVWA LAN/SFP R— X L CiEf T
R, L A= T v ar 7 4 7 Bl A v A —T7 = — A ZFTE LT\ 5 LAN/SFP iR — MIZE7 L —
LI T DT 7 BAT R NRENRHDHE. ELZR— FORENREA VX —7 = —RTHEHAIN D,

ALy TREREN BN 2 E ., Ra~<r R T2,

(B EH]

LAN AR— R #1 OZET7 L— A% LT, IPv6 7278 AU A k#3002 2T 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #access-group 3002 in

9.1.7TMAC 77t AU 2 FDAERK
Ey

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

/85 A— 5 —]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l U AEE, BT VAV A MNIZBIT L = N =DM EERET D,
VU AZEER LG AIE, VA NOEBREICZ MY —EBINENS, TOLE X,
BAFORBRE= N —I2 10 ZME LIERFH- ) —DFK 5L L THERE SN D,
(BN —r o ARBR L TEMLESES, =0 N —0&FRIZ 101272 5,)

action T RASGHCR T AEMEERET D
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REME A
deny SEEEE"T 5
permit BN T R )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
R —— %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T BEE MAC T LA RERET D
REME LA
DAL EHI—FEY b
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ETSH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[

MAC 77 €AV A N&EAKT 5,

B LT 78 AU A MCE, BEMAXT68 D&M E2RET D Z LN TE 5,

ERL7ET 78R R M EEAIEI5E81E. 4 ¥ —7 =—R2F— KT access-group 2~ > K& EIT7 5,

no JE. T action LI 28 E L7280, M2 TH—ET25 MAC T 7 BA U A M &HIERT 5,

no T action LUEZHRE L2288k, 778 AV A DO ID BN—FHT 25 MAC 77 AU X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 27 8AY X NI, no B THIFRT 2 Z LixT& 722
VY, ST Z R LT DHEIBRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ EH]

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 /BT 5,

SWX232x (config) #faccess—-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 AU A | #2001 ZHIpr3 5,

SWX232x (config) #no access-1list 2001

9.1.8 MAC 7 7 EZX U X | OB IGEN

EEN
access-list mac-acl-id description /ine
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
(IR E]
L
[AJ1E— F]
sa—mnarz 4 S —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
no R TEIT LIS, MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA MR HAISE-#%Y, Aavwy NCTaBSIEZEBNT 5
ZlFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A %HEHET 5 MAC 727 AU A k#2001 Z{/ERk L. #HAASC Test)
ZBINT 5,

SWX232x (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWX232x (config) #access-1list 2001 description Test

9.1 9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 LD ID
direction D WAL= ERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[AS1E— ]
A HE—=Tz—AE—F
[@iA]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U 2 F&2HEAT 5,

ZET V=BT VB AV A MORMEL K LIHE, 77 EAV A MDT 72 a UREE T L— AT 57 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHL/ET 78 AU A F% LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEOT 72 AY A NERETDH I LIXTER,

HFEEIZLL T 0@,

ZETLU—LIRTET 7 BAY A NPERE ST LAN/SFP AR — MIGRELA > ¥ — 7 = — A ZHTE TE 72uy,
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ZIET L= ATHT BT 7 A Y A MIGREEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
R, TR AF— T T a7 g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MIZfE 7 L —
DT DT 7 BAY A MREND DYd, BAETFR— FORENTHEA > 7 —7 = —ATHEM S D,
[ EH]
LAN R— b #1 DZAE7 L —LIZx LT, 778 AU X b #2001 2@ H 95,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #access—-group 2001 in

9,110 £ LT 7R XA FNDOFER

[#)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLEA]

BEESNTWAT 7E®ARAY A NEFRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A E—T 2—RZHEA I, o, ST hH o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/ —}]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]

—BEFRRT D,

SWX232x>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 D7 VT
Ex

clear access-list counters [ac! id]
[NT A —=HF—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T778AUJABMOID

[ASTE— K]

¥t EXEC £—

[

show access-list @~ > N CHER I D HEit K (match)z 27 U 79 %,
B!

WMEtsE s VT4 5,

SWX232x>clear access-1list counters
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9,112 AV F—T =—RIZHEALET 7RV XA hOER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
[RA]
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FE B
—B\ERTT D,

SWX232x>show access—-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREBLNRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE(256 LFLRN)

TR AT v T

[FIEIER E]
L
[AFTE— K]
Ja—)ary7 4 Jb—yg rEF—NR
[FHA]
access-map-name CIEE L7244 BID VLAN 77 B A< v THEKR LTZ2OB VLAN 7 7 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LB EIT. HBE L VLAN 7 7 B2~y FHHIRT 5,
[/—F]
VLAN 7 7 B A<y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit 2~ R L., HikE
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWX232x (config) #vlan access-map VAMOO1
SWX232x (config-vlan-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78X Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L
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[ASTE—F)
VLAN 7 7 & 2~ v FE— |
[FiEA)
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —}]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 7 7 B A~ v 7Z2{ERL LT, 192.168.0.1 2D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWX232x (config) #faccess-1list 2 deny any 192.168.0.1/32 any
SWX232x (config) #vlan access-map VAM0OO1
SWX232x (config-vlan-access-map) #match access-1list 2

91.15VLAN 7 7B A~ T 4 LV Z —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I LOCEA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHT 7V EAY v 74

vian-id . <1-4094>
vlan =¥ > FC enable JRAEIZEE 41TV V5 VLAN ID

direction DA LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZE7 VAR L THEASES
out EEZL—HIRHLTEHASES

[(WIHIRRE]

L

[AJ1E— ]

ra—\)varyz 47—y a Ee— R

[RLBA]

FEE L7 VLANIZVLAN 7 VB A~ v 77 4 VX — T 5,

no JTER THEAT L7261, $5E L7z VLAN (235 VLAN 727 B A~ v 77 4 V2 —%HIERT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 &1L TERLY,

VLAN 7 7 B A~ L, W—DA 2 —7x—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTx5%,

72720, UFOT7 78 AV ARERE LT VLAN 77t A~ v 7 d, BE7 L— A(out) T TE 720,

s MACT7Z7EAURAR

o N— FESEIPH(range X V)AFEE LT IPVA T 7 AU X |

[ EH]

VAMOO01 & W5 44710 VLAN 7 7 B A~ » 7 H B LT, 192.168.0.1 226037 v NEERT LT 78RV A M
BELTZOH, VLAN #1000 D55 7 L— AIZxt LT VAMO001 Z i3 5,

SWX232x (config) #vlian database
SWX232x (config-vlan) #vlan 1000
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SWX232x (config-vlan) #exit

SWX232x (config) #access-1ist 2 deny any 192.168.0.1/32 any
SWX232x (config) #vlan access-map VAMOO1

SWX232x (config-vlan-access-map) #match access-1list 2
SWX232x (config-vlan—-access-map) #exit

SWX232x (config) #vlan filter VAMOOl 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AJTE— R
FHrHE EXEC E— N, %M EXEC E— I
[FiAA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToOHEANERIND,

« VLAN 727t 2~ v 7 DO4Hi

e VLANT7 7t RA<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWX232x>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 B2~ v 77 4 V2 —ORIGHE ZrnT 5,
ITOHENFREND,
¢ VLAN 7 7 & 2= v 7 DO4L4Hi
s VLAN 7 7 ®A~ v 7 0EM STV VLAN ID
« VLAN 77 k2= v 7R T\ 5 7 L— ADFhl(in/out)
(B EH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRTH,

SWX232x>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DR « HEZhHI4E
[EF=R]

qos action

qos_disable
[T A—=F—]
action © Qos DEE
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REME i
enable Qos ZHINZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—)arz 4 L—vg E— R
[FFA]

QoS Z AT 5,

no ER CEITLI-HA. QoS #MuT 5, ok X, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/—HI

7 u—flEOY AT LEEBANLEE. Qos wAMIZTH I LITTERN,

QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNVLDONEZH D D,

[BXRE )

QoS ZHNZT B

SWX232x (config) #gos enable

QoS Z LN T 5,

SWX232x (config) #gos disable

922574k CoS DRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 )V b CoS &

(R E]

qos cos 0

[AJ1E— K]

A H =T 2 —AF— R

[FHA]

LAN/SFP R— F B X OGEIA v X —T =2 —ADT 7 /L b CoS ZRET D,

no I TIAT LG E . FIHIME(CoS=0)Z X ET 5,

T74NECoSIE, A X —Tx2—ADFTANE—RBCoSIZHESNTWNWDORETH 7 L7 L—LEZF L

FEICER SN D, (7 L— A2 CoS MBREE SN T2 ®))

[/ — 1]

ARa<r REFEITTDHITE, QoS A LT 2 &,

FATT DA H—T 2—AD KT A ME— KB CoS TlHaWHE, Ka~vy RIFET=I—L7i5,

T 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA » H —T7 = — R L LTHIRD Z LT TE R,

FITT A4 =T == AWNmEA U F—T = — AR L TV 5 LAN/SFP 7R — h D6, Ka<r FIEETE

~&ﬁ5 ttb x&~b7/7:/747i@ MELA X — 7 = — R ZFTE LT % LAN/SFP 7" — h O E
KT R — FOBRENHEA > X —7 = — A ZHH I D,

[ﬂﬁ%]

T 7 F b CoSfEA 2 IZRET D,

SWX232x (config-if) #gos cos 2
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77 %V b CoS EZ MIHMEIZ R,
SWX232x (config-if) #no gos cos

923 N7 A hE— RORE
[EX
qos trust mode
no qos trust
[T A—5F—]
mode : M7 ABME—FR
BREME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5 ¥ = —% DSCPEICE SV TIRET S
port-priority AR CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AS1E— F]
B —Tz—AE—FR
[@iA]

LAN/SFP R— FB X OHBIA o X —T 2 —AD N T A ME— RZHRTET 5,
no JTETIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A RE— R cos DAL, ZET7 L— LD CoS 1l A 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2= AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fEX° DSCP fE, ZAEAR— MIHISTT 2 XEF 22—, LTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 RECHEATOIRERE |MEavrF

CoS CoS-EEx¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIGRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — A LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, =L, AX—1FT v
7:/747L® GHA X — T = — ZIZFTE LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIE, T A PE— RICL > TEITHIRA D D b O, RFRFHRORIRD LONRD D,
BBl
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWX232x (config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWX232x (config-if) #no gos trust

9.2.4 QoS HEE DR EIREBDRKIR

&
show qos
[ASTE— ]
FEHFHE EXEC &— R, $§#E EXEC ©— K
[@iHH]
QoS F&HRE D A #(Enable), % (Disable)ki&Z 27 %,
[ EH]
AT LD QoS DEEIREEFRT D,

SWX232x#show gos
Enable

925 A L F—7 = —ZAD QoS ERDFR

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— MBI WGRBLA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, FrkE EXEC ©— F

[FEBA]
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHEHDORY —~ v T LT
7 A~y THEHRAE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— T (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 27 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND T L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWX232x#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R — | #1 ® QoS ixE & #~T D, (M7 A ~E— K DSCP)
SWX232x#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 EfE ¥ = —EHROEFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BREFEI R — N ERGLET 5,
TR T DA H—T 2 —R
[AJ1E— F]
JERFME EXEC £ — K, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP AR — h DEE X 2 —BOFHEL X RT D, F2—OFHRIILLT CHET S,
(Fz—DEHF) = (F=2—ICHEHII TSN 7758/ (F=2—DRALR)



330 2~ KU 77 LU R bT7 4 v 7l
[/ —}]
A< Fix QoS DARRECH /I b LT TX 5,

(% EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWX232x#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
)

9.2.7 CoS-EEX a2 — ID BT — TN D

EEN!
qos cos-queue cos-value queue-id
no (os cos-queue cos-value

[PXT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS EIZ G T % EEF = — ID
(IR 2|
[/ — M=
[AJTE— K]
Jua—nrarz 4 L—varE—R
(B8]

KEX2—ZRETHOICHHT 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THAT L7254, $8E L7z CoS D E(E ¥ = — ID Z WM EIZR T,

CoS-HEfEFa— ID AT —T X, N7 A ME— RPN CoSIZRESNTWHIHEEIHEH NS,
[/ —}]

AKa<wr FEFETTHITE, QS E#AMILTHELL I &,

CoS-EfEF 2 — ID BT — T NV OYPHEIXTFEO LR,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7

[F% 2]

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWX232x (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWX232x (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 /L DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE it 0D DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
(R E]
[/ — MR
[AFTE— K]
rsa—)rary 7 40— g F— R
[FRA]

EEX 2 —ZRET DO AT 5 DSCP-5{5F = — ID BT — 7 VOB AR ET D,

no TR CIFAT L7=45A . 857E L72 DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ % = — ID a7 — 7 /M iE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—H]

AKa<r REFITTHITE, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREILTTEDO LB,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREBH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWX232x (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWX232x (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=y

qos port-priority-queue queue-id

no qos port-priority-queue
[/NT A—=HF—]

queue-id : o <0-7>
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(IR E]

gos port-priority-queue 2

[ASE— ]

A H—T2—AF— R

[

LAN/SFP AR — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RICxHET DB EEGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQ)ICET,

A— MEEEX, T A ME— RR"F— MEE"CRESN TV ELAEDOREF 2 —DOWREICHEH SN D,
[/—}]

AKavy REFITTHITE, QS #H/MILTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= AN VF —7 = —ZITHTE LTV D LANSFP R — b6 Ao~ RIFEIT=7
—LB, LIl AX— R T T ar 707 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
I, BB R — FOREDTHIEA v X — 7 = —RAZHEA S5,

[ E 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—1D#M E2FV 4 T5H,

SWX232x#interface portl.l
SWX232x (config-if) #gos port-priority-queue 4

9210 A1 v FARENOEEIND 7 L—LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AS1E— F]

sa—m\)var7 47—y aryE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — h~IEEEND 7 L — LD DR EX = — 2R ET D,

no FEXCHEAT L= GA . IHEZHET D,

[/—F]

RKa<y REFEITTBHITE. QoS =AML THL Z &,

CPUMNLEEEINDI T L—LDOBLEEEZ T IFb L, LVBLEEORNF 2 —NLORENELEINDI 2D, Ban
DOARAE T L2MS /b — T M 722 EOMEENEME L 72 < IR D FREMER H D, Z D72, AFREMIXATHE/R R D K& 72
EEERE) T 5 2 L2 HEET 5,

ZH o T REEER I . CPU MBI E SN D 7 L — A DKL E X o — ID DR EMEIT 6" L 72 5,

[BXE B

SWX232x (config) #gos queue sent-from-cpu 5
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9211 7 F A~ (NTF T 4 v 7 ODHESFE)DAERK
B

class-map name

no class-map name

[/XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")naryz4J—g T — R

B

I IRy T eAERRT B,

Ay TN, ZRETV—LENT T4 I I TACGET D20 D0FEMEERTHHOTHY, match 2~
RCER LIS L 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7278 AU A NMACL) % 8T L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT 7 avNI TR~y T DT Ivarbind,
« TRV A RNACLLSERE LIZGA
FF Al (permit) & 72 5,
Rk, TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1X, FHE LT T A~y T HHIRT 5,
[/—}]
AKa<wr RaeFAT9 512013, QoS ZAMIC L T Z L,
HBE LY 7 A~y TRERBE OGS, AiEOREICH L TERRMTRbRS, 7220, R v—~vv 7N
LAN/SFP R — h B L UGREA v ¥ — 7 = —RTHHE A OEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< Fclass1" VR T 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
[

class name

no class name
%7 X — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[@iHA]

RV =~y T T A~y 7 &BEEMT D,

77 A=y ZOEMTICKNT DL, R o—vo T« 7T 2= RNIIBIT D, R V—vv T 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV T

e KUV

e Uw—F 7

no WA TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMN T ZiERT 5,
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AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—DODORY =~y FIHEMIT oD T Ay FIE, 8 0FETELT 5,

[/— 1]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 77> a D774y 777 A LT, QoSMUHDFREL L THEMEN2,
BE)

LAN R— h #1 DZ[E7 L— LI L CUTOREET D,

¢ 10100 DRy NT—=U MDD NT T 4 v 7 ZFFA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 ([CFEE#x . Red:MLEE

[N 7490 0T ADESE

SWX232x (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

(
SWX232x (config-cmap) #match access-list 1
SWX232x (config-cmap) #exit

[RY > —DRE]

SWX232x
SWX232x

config) #policy-map policyl
config-pmap) #class classl

SWX232x (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x
SWX232x

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 5 FESRME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X K ID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
B

FNTT 4w 7T ADGEEKMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

FNoT 4y I ETT 78R A MIRETEDRMFITRKRIGFETERD,
B!

25 A<y 7 classl"DESARCT 7B AU A - #] ARET D,
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SWX232x (config) #class-map classl
SWX232x (config-cmap) #match access-1list 1

92.14 + T 7 4 v 7 IS DR E(CoS)
[ER]

match cos cos-list

no match cos

[73F A —4F—]
cos-list o <0-7>
YRR E LTHET S CoS i, ek 8 fllE THEHTE 5,
[AJIE— ]
7 TAYy TE—F
(LA

T T 4T 7T ADSEELMIT VLAN & 7~ Z D CoS &M+ 5,
no G THEIT LIZHA. CoS DEMREEHIRT 5,

BEE D FIREG E)E T, REAMVIET Z N TE D,

[/ — 1]

Ka<wy REFATT HITIE. QoS ZAZC L TH Z &,

[ E 5]

7 7 A< 7 class1" Dy FASAMIZ CoS fE" 1" 2" 2R ET D,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match cos 1 2

9.2.15 b T 7 4 v 7 3EERMADORE(TOS BILHE)
[ER)

match ip-precedence ros-list

no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
SRS E U CTHERT B IP o~ Z D TOS #55E (precedence) 7 « —/V NE, K 8 il £ TH
TE D,

[AJ1E— F]

7 TAYy TE—F

[RLFA]

NF 74D 7T ADGFERMITIP ~» X O TOS L (precedence) 7 + — /v RE AT 5,
no A TIAT L7, TOS BIEEEIC K D SRR E L HIBRT 2.

VA O LIREGE)E T, BREZMRYIRT I LNRTE D,

[/—}]

Ko<y FEFTT2HIT1E, QoS zAMIL TR Z &,

[ E B

7 7 A~y 7 "class1" DI FASAFIT TOS B E"3" & 4" 2% ET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match ip-precedence 3 4

9.2.16 7 7 4 v 7 3EFMHEDREDSCP)
[ER]
match ip-dscp dscp-list

no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SRS L LTEM T 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L i, &K 8 {HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 4 w7 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ T %,
no X CIHAT L7284, DSCP IC K D 5M3E&HIBRT D,

BEED FIRGE)E T, REZXHRVIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMC L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" &2 % ET 5.

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match ip-dscp 48 56

9.2.17 + T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN % J & ZHRET S

untagged D KM VLAN Z 77 LA ET S

[/XT A= —]

type D A=Y Ry NI L —LDE A TERET S,

X EE A

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L — LD F A FEE VLAN & 7 DFELFETT 5,

no R TIITLHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M5%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 5,

[/—}]

AKa<xr RueFATT 51213, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LA L2 D(T 7 B AR— N TR T EZ 7 L— 2% bW 2w),
[3% 2 5]

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWX232x (config) #class—-map classl
SWX232x (config-cmap) #match ethertype 0x0800
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9.2.18 87 7 4 v 7 HFRKHE DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEM T %5 VLAN ID
[AF1E— K]
JTAYy SE— R
[FHA]

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A. VLANID I X B 5M30E &2 HIFRT 5,
BEHD LERGOE)E T, BREAMY KT Z LN TE 5.
[/—h]

AKavwr REFATT 511, QoS ZAMT L T Z &,

[ EH]

7T A~ 7class1" D3RI VLAN #20 X ET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID LV VHEE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SRS & LTI S VLAN ID O BRAR1E,
id-end o <1-4094>
SRS E LT 4 VLANID O#& T, BRAGD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IARy TE— R
[@ ]

7T 4w 7T ADGFERMC VLANID ZE 7 %,

SESAEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,

matchvlan 2~ > FOBRTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wy FEFITT 5T, QS AN L THLS Z &,

[B% e

7 F A=y T class1"D/PFASIEIZ, VLAN #20 0 H#30 £ TEEET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match vlan-range 20 to 30

9.220 7 7 A< v TEBROFR
[

show class-map [name]
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[NT A —=HF—]
name DU T ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
[RA]
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv EH 257
57 55 (match) Match Access-List 772 AU 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &5 )&
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWX232x#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —< v T DERK

[FX]
policy-map name
no policy-map name

[73T7 A —=F—]

name DR =y T B2 LFUT. KT/ F % KR %)
[AFTE— F]

Ja—x\)ary7 4L —y g T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTEUTONEEY N5 7 47 7T REITE &
Db DTH D,

s NTT 4w IR

s Tlvw—FF

« A—XULT

s RITUT

c Uw—F7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b L OGREEA > ¥
— 7 x—REHATHILENTES, I, RV V=~ THNOEI TASy TIZEoTZIETL—A0 b
T4 w77 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MER 7o s L 9
W27 %,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, ELLERY v—~ v 7 E2HIBRT 5,
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[/ —}]
Ka<wr REFEITT AT, QoS Az LT L

?ELKT)/_7/7W$Wﬁﬁ@ﬁD\m@@ﬂEuﬂbfﬁﬁﬂﬁ@bﬂé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[REH]

LAN R— M #1 OZET7 L— LI L TCUTORELT 5,

+ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]

. aR%mmcmn%wwEwlkwmf W T A %53
o Green:fi5%k, Yellow:DSCP % 10 IZEXH#i % . Red:fl3E

[NTF 74T 7T ADERR

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl
SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit
[V 2 — D% E]
SWX232x (config) #policy-map policyl
SWX232x (config-pmap) #class classl
SWX232x (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10
SWX232x (config-pmap-c) fexit
SWX232x (config-pmap) #exit
(
(

SWX232x (config) #interface portl.l
SWX232x (config-if) #service-policy input policyl

92N ZET L —AIZHTEIRY —< v TFDEHA
[

service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
AT E— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP A" — B X OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SSFP A — B L UGHEEA v ¥ — T = —ANO R v—~ v T ERERT 5,
[/—}]

ARa<r REFEITTDHITE, QoS A LT Z &,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA ¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— B L OHELS VX —T =2 —AD T A I
F—RERMGELBEWVERTEN D THLEENTWEGE, =7 —¢ERb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERRH D3~ RIZLLTO LR,

FFAFE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FZ A FE—F

a<w R

IR

Port Priority

set cos

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

A AT

police, remark-map

U~ =% 7 NE A3
ARI(E 1)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST

. Ho. 40O remark-map V% EINTWAEEETET,

RY —= v 7N S 7= LAN/SFP AR — M, #aElA v X —7 =2 — AIZFATR TE R0,

R —< vy FIIREA X — T = —AZFTE L CTW5 LAN/SFP AR — MIXt L CHATE 2V, 72721, AHX—h
Ty a7 4 RICEHREA L — T 2 —RCFTE L TUVWA LAN/SFP R— MR Y —< v THRENH HEA. i
'R — NOBENRBA X — T = — RTINS,
A=Y TE, LFOREA ¥ —7 =2— AR L TEWES TS Z L3 TE R, A=V 7 (R &RE

(police R~ ) ZFZ LAY o—< v FZHMH LN &,

© AB YT EWNT DA N=AL v FEHENTIN— T LIialiA v 4 —T = — X

[EE B

LAN R— b #1 (2R U > —=~ v 7 policyl Zi 15,
SWX232x (config) #interface portl.1

SWX232x (config-if) #service-policy input policyl

LAN R— k #1 25 R Y v—~ v 7 policyl &+ %,
SWX232x (config) #interface portl.1l

SWX232x (config-if) #no service-policy input policyl

9.2.23 L ~—% 7 DFE(CoS)

By

set cos value
no set cos

[/3T7 A —5F—]

value o <0-7>

FL=—F% T TRET S CoS

[AFIE— F]
RV —=v T« JTAE—F
[FLHA]

SELTE NI T 4w 7 7T AD CoS %, FEE L2 CoSHICER T 5, 7.

—ID 7T =T MIHESE | EFEF 2 —OFEID M TET I,
no [P TEIT LIS GB, T 74 v 7 7 TRATHT D CSEDOT L~ —F > ZIE ZHIRT 5,

[/ — ]

RKa<wy FEFEITTHITE. QoS #AMMILTHL Z &,

T —F% %, BEXF—EERELIFH T LixTE RNy,

[ EH

LAN R— R #1 OZ{ET7 L — AR L CUTFORTEET A
¢« 10100 DF Yy FT—=IMIBDNT T 4 w7 ZFFA]
o BHELIENT T 4T T T A% CoSHNIET B

[FNT T4 v 7T ADER]

FZ A FE— RIZHIG LT EF =

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl



avr R 77 LA | T 74w 7l 341

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit
[RY > —DRIE]
SWX232x (config) #policy-map policyl
SWX232x (config-pmap) #class classl
SWX232x (config-pmap-c) #set cos 2
SWX232x (config-pmap-c) #exit
SWX232x (config-pmap) #exit

(

(

SWX232x (config) #interface portl.1l
SWX232x (config-if) #service-policy input policyl

9224 7L ~v—3% 2 DR ETOS BELEE)
(&R

set ip-precedence value

no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIEE
[AFIE—F]
NV v—<v 7« 7 FTAE—NR
[FHA]

DELTENT 7 4 v 7T ADIP ~v X D TOS M55 (precedence) 7 « —/L N4, f58E L7z TOSHIZAEF T %,
F, FTAPME—RIZHIGLEEEF2—ID T =7 MCESE, REXF2—0OFEHV Y TEITH,
no WA THEITLIEGE, M T 740277 T 2K 2 TOSEEED T v~ —% o VLB ZHIRT 5,
[/— k]

ARKa<wr FEFEITTHICE, QS E#AMILTEL I &,

T~ —F 73 FEF—RERE LT Z LIxTERY,

[BXRE )

LAN R— h #1 OZ[F7 L— LK L TUTOREEZT D

« 10100 DRy NU—=ZINED T T 4 v T EFFA]

« WELIZNT T4y T A% TOS ERESCEET S

[N 74w 0T ADESE

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit
[R Y > —DREE]
SWX232x (config) #policy-map policyl
SWX232x (config-pmap) #class classl
SWX232x (config-pmap-c) #set ip-precedence 5
SWX232x (config-pmap-c) #exit
SWX232x (config-pmap) #exit
(
(

SWX232x (config) #interface portl.1l
SWX232x (config-if) #service-policy input policyl

9.2.25 S L~—F L T DR EMDSCP)
[

set ip-dscp value

no set dscp
85 A —5—]
value : <0-63>

TLw—% 7 THRET D DSCP
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(AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, F5E L7 DSCPEICEET S, £/~ FTRA2 ME— RIS LT-%E
Fa—IDT—TNMZESE, BEXF2—OFEY LB TEITI,

no X TEITLIZGE. N T 747 7 7 AZKT 5 DSCPED T L~ —=X% 0 JALE &2 HIRT 5,

[/ —}]

RKa=y REFEITTHITE. QoS AL THL Z &,

T~ —F% 7, BEX—BEREELIFHT 2 LixTE RN,

RFC THELES LTV DSCPE~D 7 L~ —F 7/ ) = —% > 73, GFF 4 FHE T2 T&E 5, RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BEHl]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMED NT T 4 v 7 &7

s BELIENT 74y 7T A% DSCPE"10"ZEET 5

[(NT 747 7T ADEF]

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY o —DIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.26 HAAR Y P —DFREE > T L—1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—TU—F]
single-rate DI b— MR —EEHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L— k(kbps)
CBS 1 <11-2097120>
WA R—2 Ny R ODS—Z kA X(kbyte)
EBS ;o <11-2097120>

#EiE h—2 Ny D= R YA Z(kbyte)
action DO T AT E NN v  OEE
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— F]
RN)o—~vv 7« 7 TF7RAE—N
[RLBA]

B NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ > RTREPTONL TV DL HEIE, WEZERHT 5,
A—=Z ) TE, YN b— b 38T —<——RFC2INZHEESNTITV, S LIk 7 2 cx LT, LL
TORBZIREST DI LN TE S,
*  Green : B5i 5D B (FEE AR TT)
* Yellow : ik, fFE, U ~—F 70 5iEiR
e Red:fk3E, V~—F 7 MHER
7272, U~—F 7%, Yellow,Red D EHEN—FOREET D LN TE D,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark" (2 5%
ESINTZDIZHPD BT ZONRT 7 25T 2V ~—F 0 VOB ER 2o T ha, U ~—% 0 713D
LD, ZOBE. WIHIERE(Yellow:fi51%, Red: AHE) A% fH S5,
no JERTET LGS, A—2 V07 - R 7 - V=% 7O EHIRT 5,
FEHIAR Y - —(police-aggregate =~ > R) & OFFHITTE 720y,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTEL Z &,
A—=Z ) 7F, UTFOMBA LV H—T7 2= AT L TEESED Z L IXTERN, A=V 7 (R H—)F
(police R~ R) ZEHLARY —~v 7 EHMWH LN &,
« AZ YT EWNT DA N=AL v FEHENTI V= T LA v 4 —T = — X
[BXRE )
LAN BR— b #1 OZE7 L =L L TUTOREEZT S
« 10100 DRy NT—=InBD T 7 4 v 7 &7
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #1277 A % /34
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X #i X . Red:Af3E
[FT T 4w 7T ADIEHE]
SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[R U v —D%E]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10
SWX232x (config-pmap-c) #exit
(
(
(

R
it

SWX232x (config-pmap) #exit
SWX232x (config) #interface portl.1l
SWX232x (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFRECA > L— 1)
(R

police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= MR —2EHT S
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[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
PIR : <1-102300000>
E—27 877 4 w7 L— hkbps), CIR £V /NSUVMEIXFEETE 220,
CBS 1 <11-2097120>
WE N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FOI—R A X(kbyte)
action DOy T AT ES TNy N OEME
B EME BhiE
transmit HirE
drop T HE
remark ) <= —5 7 (CoS/TOS/DSCP)
[AJIE— R
R)v—~vv 7« 7 TAE—NK
B

DELIZ T 74w 7 77 AR LT, HIRYb—(V A v b— MNERET D,
BEIZ police 2~ > RTREMNMTHOILTWDOLEIL, NEZEHT 5,
A=V T, VA L—b 38T —~—F—(RFC2698)IZ I TITV, L7877 Rizxt L <, LT
DR ZIEEST HZ LN TE D,
Green : 51X D A (FHE R A])
o Yellow: #4325, lEE, U ~—F 7 5HiEiR
e Red:fEFE, V~—F 27 HiER
72720, V~—F% 71X, Yellow,Red D EL LN~ FDORIEET HZ ENTE D,
U~ —F% 2 7 OFEMEREIX, remark-map 2~ > KRR Y v —~ v 7 « 7T Z2F— R)TIT I, action 73 "remark"|Z5%
ESNTZDIZPnb 6T, ZOHERY 7 26T 5 ) ~—F 0 ZOFEMREN o Tea. U ~—F o 713
LD, ZOHE FIEGE(Yellow:H5ik, Red: #0213 S b,
no FERCTEITLIEGE, A—X VT - RV 7 - U=—F 0 FTOWLEEHIRT 5,
KR U —(police-aggregate =~ > R) L OHFHIZTTE 72uy,
[/—H
Ka<wy FeFT3 51203 QoS AL T Z L&,
A=Y T, LTFOMmEA v F—7 2 — AR LTEESED Z LI TERY, A—Z U7 (R H—)
(police R~y M) #ELAR Y —~y 7 ZEHA LN &,
© RZ T EHERTDAVN=AAL v FH2BENWTI V= 7 Licimbif v 4 —7 = — A
[EE B
LAN R— h #1 OZE7 L— A L CUTOREEZT S
¢ 10100 DRy NT—=2NbD T 7 4 v 7 ZFF]
« CIR:48Kkbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
+  Green:fizi%, Yellow:DSCP fi% 10 [ZE X #i X . Red:fifHE
[FT T4 w07 T ADERE]
SWX232x (config) #ip-access-1ist 1 permit 10.1.0.0 0.0.255.255
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-group 1
SWX232x (config-cmap) #exit

[R U — DR E]

5
A
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SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #fpolice twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9228 FEARY P —D VU ~—F 2 T DRE
ESN

remark-map color type value

no remark-map

[2¥3T A —%&—]
color D V=X T RIT O T A
REE SiHA
#4772 Yellow DV ~—F v JRREETT
yellow 5
red W7 7 A Red DY ~—F  VREZAT D
type U~ —F o IR
BEME LA
cos CoS V~—F 27
ip-precedence TOS B Y ~—F 7
ip-dscp DSCP UV ~v—F% 7
value - <0-7>
CoS, TOS ESeEED U ~—F L Vi
<0-63>
DSCP VU ~—% > 7 fii
[AF1E— ]
RIv—<vwF 7T RAE—F
[FREA]

TERIARY Y —TCTHE LI FHEKY 7 & Yellow, Red IZxfT DY ~—F LV TEHVEORTEEIT I, 2. T A ME—FRIZ
G LB EX 22— ID T — T NCESE, FEXF2—OFHED Y TEITH,

J~—F% 2271, CoSfE. TOS B, DSCPEOWTFNMNEZREIRT S Z LN TX 5,

no WX TEIT LGS, UV ~—F U FRELHIRT 5,

V== 7 &ATH 12D, Aa<r FOBREDIED, police 2~ R(RY v—<v 7+ 77 ZXF— FN)TLUT
A T AT 7 a s E " remark"lTRE L TCBLSMLERDH D,

[/ —F]

RKa=y REFEITTHITE. QoS #AMZLTHL Z &,

V=% 73, TLv—F 0 FREEF2—DFELFHAT L ENTE B,

RFC THERE XL TWRWDSCP E~D T L~v—F o F/) <w—F 7%, 4EEF Cra2—V—FRME L THAT
DI ENTE D, RFC THELE X715 DSCP fEIX. FFRDOLEEY,

PHB DSCP & RFC

default 0 2474
Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
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PHB DSCP & RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

LAN B—F #1 OZET L — LI L CUTFOREET S

¢ 10.1.00 DXy NT—I 06D NT 7 4 v 7 ZFFA]
+ CIR48Kbps, CBS:12kbyte, EBS: 2Kbyte T. 7 7 % % 4378
o Green:#xi%. Yellow:DSCP fE% 10 [CExH#iz . Red: iz

[N 7477 T ADERR

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1

SWX232x (config-cmap) #exit

[RY 2 —DFFIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) fexit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.29 #£HIAR VU P —DARL

[EX]

aggregate-police name
no aggregate-police name

[NTA—F—]

name O ERRY A (0 SCFLLT, R/ TFE X 5)
[AJ1E— ]

Ja—)ary 47—y g EF— R

[FHA]

ERIRY P —2 LT 2, BRCAEREADOGEIE. TONBEWRET D,

A< RRIIT 2L, BRRY b—ONELRET DENR Y —F— NIEBT D,

no WA THEITT 2 &, BNV F—%HIBRT 5,

UTOHE, BRIV —ONEEEELETDHI EILTERWVWENRY —— RIZEBE L2,

s BRIV —DOREINTI TAS Y T HFLHRY) —~< v 703 LAN/SFP R — B L OGRS v H— T = — R
WZHEH ST D

DIFOGA, BRIV Y —ZHIBRT 2 Z LIXTE 220,

« police-aggregate =~ NZ XV | ERR VY =N T T 1 v 7 7 T ATHEINTND

[/—H]

Ka<wr REFATT HITIE, QoS AL T Z L&,

A—=2 Y TF, UTOWMEA ¥ —T7 2 — A LTEESED Z L IXTE RN, A=V 7 (K)H—)F

(police F a2~ M) 2B AR vo—< v FZHMH LW &,

o ARZYVEBETDAUAN=ZAAL v FEHBENTITN—E T LIiR#iA v F—T =2 — A

[ EH]

IR Y —"AGP-01" % AT 5

e
it

SWX232x (config) #aggregate-police AGP-01
SWX232x (config-agg-policer) #
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9230 KR Y F—DOREES V7L — 1)
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DU L— MR —EERHTS
[T A—F—]
CIR ;. <1-102300000>
77 4 > 7 L— h(kbps)
CBS ;o <11-2097120>
WA h—2 vy hDR—R hH A Z(kbyte)
EBS ;o <11-2097120>
Bl h— 7 3y hDR— R kA R (kbyte)
action DO T R FE Iy S OENME
REME BifE
transmit i3k
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
ERRY Y —F—F
[RLAA]

FERRY =iz, YT L— bR $—DBEEIT,

no R THEATLIEG S, A—Z V7 - RV T« Uw—F 0 TONHEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC269TIZFESWNTITV, D LI=HHK 7 7 2 1cxk L <, L

TOWREFRET H T LW TE 5,

Green : 526D A (FEE AR 7))

« Yellow: #5315, HE, U ~—F 2 7 bHEIR

e Red:ff3E, V~—F2 7 n5HiER

72720, V~—F% 71X, Yellow,Red D EL LN~ FHDORIEET HZ ENTE D,

U ~—F% 2 7 OFEMREIX, remark-map =2~ > REEKAR Y —F— R)TIT 9, action 73 "remark"| Laﬁﬁéﬂt

z 75 75 Ebfoff FZOHRIY T AT DV ~—F T OB EN 2o T2 E, Vvy—F o 73 s,
. WIHIER E (Yellow: #5125, Red: 3823 H S5,

[/—}]

Ka<wy REFATT HITIE, QoS AL THL Z &,

A=Y 7F LT OMEA 2 —T7 2= AR LTEES L 2 &IETERY, A—=F U 7 (R ¥—)&KiE

(police Za~ M) #F LAY —~y 7 ZHEHALRWnWT

. X&y&%%ﬁ?é%/A~X4y%%%wfﬂw~t/7bt%ﬁ4y&—7l~x

[BREH]

EHKIR U P — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2 Xk D A —% U > 7 % FAT

*  Yellow:DSCP i % 10 (2 E X 2, Red:AH3E

HERR U —DIERK]

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop
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SWX232x (config-agg-policer) #remark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #fexit

9231 EHNR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA= R —E TS
[/3T A —F—]
CIR : <1-102300000>
27 4> 7 L— k(kbps)
PIR : <1-102300000>
v—2 877 4 v 7 L— hkbps), CIR XV /NSVMEITFEE TE 220,
CBS 1 <11-2097120>
WA N—2 Ny FODS—Z kA X(kbyte)
PBS : <I11-2097120>
E—7 =27 2Ny hO—R h A X(kbyte)
action DAY T RS I Ny S OEE
R EME Bk
transmit HR s
drop fite 3
remark Y ~—% > 7 (CoS/TOS/DSCP)
[AS1E— ]
R —F—F
[@iH]

LR —I1T, YA Lb— R —DBREXITH,

n B TETLEGAE, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]+ 38T —~—H—(RFC269)ZISNTITW, L7 7 2 LT, LLF

DU ZIEEST HZ LN TE D,

*  Green : B51 5D B (FEEARTT)

o Yellow : $i516, fF3HE, U ~—F 2 7 HiEiR

+ Red: M3, V~—F 7 HER
72770, V~—x%2703%, Yellow,Red DEHL LN DOHRIGET HI ENTE 5,

) ~—F 2 OFFEMEREIX. remark-map 2~ > FEEMNAR Y —F— R)TIT9, action 73 "remark" |23 E S iz D
BT, ZORIY T AT D) v —F 2 T OFEMBREN 2o Te e, V~—F o JI3ES D, 2

DA PR E (Yellow: #5125, Red: A3 EH S b,

[/ —}]

ARa<r REFEITTHITE. QS AL THLL Z &,

A—=H VT, LTOMmEA v Z—7 2 —AZH LTEESED 2 LIXTERY, A—F V7 (KU H¥—)
(police R~ ) ZF LR v—< v 7 ZHMH LW &,

o AX VT EERT DAL=, v TFEBENTIN—E T LA v —T = — R
[REH]

KR Y Y — "AGP-01" ZAERKT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM IZ L5 A —% U v 7 % FAT
«  Yellow:DSCP fE% 10 (ZE & #i % . Red:AlfZE

e
il
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[SERI7R Y Y —DAERK]

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) fremark-map yellow ip-dscp 10

SWX232x (config-agg-policer) ffexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T RTINS T A
REME B
7 7 A Yellow DU ~—F 0 VTR EEAT
yellow 5
red Hrlk 7 7 A Red DV ~—F U TREZEIT D
type U —F o U]
B EME LA
cos CoS V~v—F%o 7
ip-precedence TOS R ~—F 7
ip-dscp DSCP V~—F 27
value . <0-7>
CoS, TOS BEED ) ~—F o /1
<0-63>
DSCP UV ~—F > 7fH
[AJTE— ]
ERIRY P —F—F
B

ERNR VY —THE LI 7 X Yellow, Red IZxF 5 U ~—F U TEMWEOREZITH, £y FT A ME—RIZ
SIS L EEF 22— ID T — NI SEx EEX2—DOFEV Y TEITH,

J~—F% 2 7%, CoSfE. TOS I, DSCPEOWTFNMNEZRIRT L Z LN TE 5,

no X TEITLIZHE., UV ~—F 2 FHRELHIRT 5,

V=% 7575 1201I0E, Aa<r ROBREDIED, police T~ FEMRY —F— F)TE4 T o877 7
2ADT 7 a s E " remark"IZERE L TBLSMLEND D,

[/ —H]

ARa<wr FEFETTHITE, QS E#AMILTELL I &,

V=% 7F, 7L~ —F 0 IREEXFa—DRELHHT I ENTE S,

RFC THERE SN CTWARWDSCP E~D ' L~—F 0 F /) ~—F 7T, 4FEE Chra—V—TCHEMEEL L THEAT
5T EMNTE D, REC THELEX LD DSCP fElX, FEOLEEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXEH)
EHR Y Y —"AGP-01" 1TV ~—F VT OREEIT I,
«  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT
*  Yellow:DSCP i % 10 |[ZF & #2 % | Red:fiHE
[SERI7R Y —DAERL]
SWX232x (config) #aggregate-police AGP-01
SWX232x (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) #remark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #exit

9.2.33 £HIAR U p—DFRR

[EX]
show aggregate-police [name]
/85 A —4—|
name D EBRRY Y —4, BT T RXTOENR Y —N0n"Rt5E 25,
[AJ1E— F]
FERFHE EXEC £ — I, F#bE EXEC £— F
[@iH]
LRV P —DONFEFRT D, FRNEIL, show class-map 2~ > R THR/RE NS police &7 v = v L [AIEE,
[/—H
Ka<wr FedT1 51203, QoS ZAMC L T Z L,
[EE 5]

HEHIR Y P —"AGP-01"ONEE £ RT D,
SWX232x#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH

E&

police-aggregate name
no police-aggregate name

55 A—5—]
name LT B Y —
IASE— K]

) S~y T 7T AT~

(B9

NI T 4y TR LT, IR b —ERET D,

no X TCEIT LGS, N T 74 v 7 7 T RACKTHENR Y b —0RELZHIBRT 5,

ERIR U —GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THEL Z &,

A=Y T, LTFOMmEA v F—7 2 — AR L TEESED Z LI TERY, A—Z U7 (R H—)
(police 2~y M) #EFLAR ) —~yTEZEHA LN &,

e

it
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o RE T EERTDIAVNAN—AL v FEBENTIN—E T UEREA v A —T 2 — R

[ E ]

RY v —< v 7 "policyl"D 2 DD N7 7 4 7 77 A'class1", "class2"lZxf LT, 447 U +—"AGP-01"% @@ H T 5

* CIR:48Kkbps, CBS: 1 2kbyte, EBS:12Kbyte & L, SITCM (2 & % A—4 V) v 7 %347

*  Yellow:DSCP % 10 (ZE X #2 % | Red:MEHE

[HERIAR U P —D1ERK)

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) fremark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #fexit

[R VU 2 —DF%E]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #police-aggregate AGP-01

SWX232x (config-pmap-c) fexit

SWX232x (config-pmap) #class class?2

SWX232x (config-pmap-c) #police-aggregate AGP-01

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9235 A—H Y T ho X —DFKRN

[EF
show qos metering-counters [ifname]
T A —5—
ifname : LAN/SFP R— F B L UGHEA v 4 — 7 = — 24, BRI RR— N2 LT5,
[AJ1E— ]
FHEHFHE EXEC E— N, FrkE EXEC £— R
B

R L72 LAN/SFP IR — h B L OGHEBIA v H —T7 = — A 2B 5D, T_TOR Y P—{ABIR V) Y —/FEHKR U —)D
A—=5 Y T REERERRT D,
TR SNDHEHERITLL T LB,

HE Bl

Green Bytes Hrik 7 7 A Green |23 B I LT2 A MK

Yellow Bytes W7 7 A Yellow ([ZME S L7231 Mk

Red Bytes W7 T A Red IZFAE T A MK

717 v N OBIGRIL, LAN/SFP A — NBLOGREA v ¥ —T7 2 —RZAKRY —~ o &l LeRERE R &35,
[/—H]

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VY > FiEaHERE ForT 5,

SWX232x#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok ok k k )k Aggregate * kk Kk kkk
Aggregate-policer: AGP-01
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Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO L Z2—DI )T

E&N
clear qos metering-counters [ifname)
[/3T7 A—5F—]
ifname : LAN/SFP R — "B L UGHEEA o ¥ —7 = — A4, BRI ER— bRt T5,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP iR — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHR Y —)D
A=V THEEERE ) T T 5,

[/—}I]

Ka<wy REFATT HITIE. QoS ZHMC L TH Z &,
Bl

LANAR— R~ #l D2 =% U o IHiiHERE 7 UV 73 5,
SWX232x#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —&—]
value o <0-7>
HE(EF = — ID IZxtis L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NR
[FFA]

LI T T 4y 7 T ACEGER 2 —&EI S TD,

PKEF 2 —DOFFEITIE CoS EA MM L. [CoS-IAFF = — ID BT —7 /1| ITHEAWHMEF 2 =031 HTHAL
Do

o ERTEITLZHAE. VT 74 v 7 7 T ACKTHEEF 2 —DIREEENT 5,

[/—}]

Ka<o REFITTDHITIE, QoS #AC LT Z &,

EEF2—EEE. F~—F AT L ITTE RN,

CoSIZLDEEFEF 2 —DEIL, CoS N T A M E—FNEHERD, R —vv I, KRavr NEEah7 7 A~
T IM—DOTHLEENDHEE., TORY —<v 7L CoS F 7 A ME— FUA DR — MZIF@#EHATE 220,

[ E B

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 101.00 D%y NT—IMBED NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&63 AR

[(NTF 74277 TADGE

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class—-map classl
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SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY 2 —DFFIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set cos-queue 3

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.38 /3 & = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[T A—F—]
value : <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
R)v—<vv 7« 7 T7AE—FK
[FEEA]

SHELTE NI 74y 7 7 7 AZEEF2—%2H D HTo,

E1E % 2 —DFFEITIZ DSCP EZAEM L, [DSCP-£EFF 2 — ID AT —7 /1| ITHEOWEHEF 2 —23FI 0 24T
b b,

no R TEAT LS. N T 74 v 7 7 TRACKT HEEF 2 —DIEEEZENT 5,

[/—H]

Aoy FEEFTHITIE, QoS A AT LTHL Z L,

BEX2—HEEE. v T EHT I EITTERY,

DSCP (2 & Dk EF 2 —DFFEIE, DSCP T A M E—FEMLER D, R —<v 7l Kavr Faghr 7 A
YT MW=DOTHEENDSGE, TORY L —~ > I DSCP K7 A ME— LA OKR— MITEA TE 720,
[ 2B

LANR— h #1 OZE7 L— LI LT TOREEZT D

© 10100 DRy U= INED T T 4 v T HFFE]

s HHELTENT T4 v 77T AFTEEF 2 — 3(DSCP2M)ZEET 5

[T 74 v 27T ADEHE]

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX232x (config) #class-map classl

(
SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY > —DRE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set ip-dscp-queue 24
SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[EFX]
show policy-map [name]
[73F A =4 —]
name DR vy A, B, TRTORY =y IERNERRIND,
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[AF1E—F]
FRFME EXEC £ — N, b EXEC E— K
[FFA]

RELIER) =~y TOEREFTT D, ZNEITLLT,

HH

BzL]

Policy-Map Name

R v~ v 74

State

WY > —= v 7 O ik #8(attached/detached)

Class-Map Name

7 7 A=y 7E#R, FEMIT show class-map =2~ > R %
RO &

Match A SESLE
- Match Access-List (77 & A U X | ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS /)
- Match IP DSCP (DSCP 1)
Set T =X VERE, EEX2—RE
-Set CoS (FL~—F 73T : CoS i)
- Set IP precedence (7' L'~ —F > VR E : TOS B )
-Set IP DSCP (7' L ~—3 o 7 3% : DSCP fif)
- Set CoS-Queue (IX{5 F = —#57E : CoS)
- Set IP-DSCP-Queue (515 ¥ = —+#5 & : DSCP)
Police A=B YT SR T )~ —F  TRE

XEAEMIILL T 22

A=V T SRV T ) —F L TRED

FEIILL T D LB,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND
BDRH)

Mode A—=R YT T TY X L(SITCM/
TrTCM)

SITCM D AFoR

average rate

k< 7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 Xy hDO/S—Z R
4 X(KBytes)

excess burst size

il b —27 Ry FOS—Z b
A X(KBytes)

TrTCM D 3R

average rate

k7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 877 4 v 2 L — F(Kbits/sec)

burst size

WA =272y hOS—A K
A A (KBytes)

peak burst size

v —2 =2 "7y RO/N—Z |
A X (KBytes)

yellow-action

ik 2 A Yellow (2% 3 2 Eh{E

(transmit/drop/remark)
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HHE LA
red-action I 7 7 A Red (2% 5 EfE(drop/
remark)

+ Match & Set /3.

RESNTWND DN —DETRREND,

+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3% TE SV TWRWIEAITFR R INR,

[/ — P}

Kawr FeFT7T 51203, QoS ZAZC LT 2L,

[ EH

AU —= v 7 "policyl"DIEFHREFRT B,

SWX232x#show p

Policy-Map N
State: att

Class-Map
Qos—-Acce
Police:

olicy-map policyl

ame: policyl
ached

Name: classl

ss-List Name: 1

Mode: SrTCM

average rate (48 Kbits/sec)
burst size (12 KBytes)

excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 v AT —H ADFER

[EX)

show qos map-status #ype [name]

[T A—F—]

type

name

[ASTE— )
FEHME EXEC £ —

[FiAA]

FTRT B~ TR

BEE FLEA
policy RY ==y T DRT—F ANEHRERR
class VIR T DAT—H AERE TR

TRTHERY =<7 (FILT T A T) OLFR, BERFHITXTORY v—<v 7
(F72137 9 A7) DL d,

. %k EXEC £— R

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w o RER+T22LT, A —<v7NED LAN/SFP A— F B LA v X —T7 = — X @A STV
B, TTAR Y TMEDRY —< v FIZBEEINTWAENRE, R —w oy IRI T A~y TOMEIZET

HIEREMD Z LN TE D,

FRAFFILUTD LB,

policy-map

HHE RANE

input port R —=<y 70 S TS LAN/SFP R — B &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 73317 R[BE & 5
attach limitation kZ A hE— RO TS

class-map
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HHAE

FTNE

policy-map asociation

I IAR T MBEEENTNWDIRY) —~ v TO—E

edit/erase

class-map/no class-map 23 FE{TAIHED & 9 />

attach limitation

~Z A hE— RO

P

R =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N THRET 5 Z &,

[/—}]

Kavy REFTT5HITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWX232x#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y T class|"D AT —H Ak Frmd b,
SWX232x#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—Y LV ITRE

E&

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(35 A —5—]
queue-id : o <0-7>
EfEF 2 —1ID
weight T <1-32>
WRR D A
(IR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[ AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

BEfR % 2 — I LT, WRRGEHE T 9> Fa EORASTREET ).

H

22— 7RIt T LAN/SFP R — b B X UOGHEA v X —7 =2 —ALBEORIE L2 5,

no FECTHELIT LTIEHA . BHME X o — TSP i & 72 B,
[/ —h]
Ka< FEFITT DL, QoS #AhcL TR L

[BREH]
EAE S = —#T#6 % SP R (7 DMEID). #5#4#3 #2#1,#0 % WRR F= (5:5:5:2:1:1) & T 5,

SWX232x (config) #no gos wrr-weight 7
SWX232x (config) #no gos wrr-weight 6
SWX232x (config) #gos wrr-weight 5
SWX232x (config) #gos wrr-weight

SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight

O N WD
RPN O oo

9242 T T 4 v 7 V=2 — Y T (R— hBEAD)DRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

85 X —5—]
CIR : <18-10000000>
b7 7477 Lo bp), Aubia AHDSFEAET BT, AIEICH LT SR
BRHDL(/ — MNBHR)
BC 1 <16-16000>
N—=Z YA X(kbyte), 4kbyte L TORE L 2D, ([/ — MNEZH)
(IR E]
no traffic-shape rate
[AJIE— K]
A B =T z—AEF— R
B

— MIXLT, Y=—VE U7 2RETH,
o JERTET LIRS, R—F o =2—bE U VOREITENE D,
[/ — ]
Ka< REFITTDHITIE, QoS #AL TR Z &,
NT77 497 Lb—MINDALRREET DO, AMEICH U CEBOBERENELRD2BE1H D,

(WAL 3A

NR—2A b P A RT"MRU O KIE(E A > X — 7 =—AD MRU O Ty b K& 72fl)" D 10 5L B2 R ET 2 L,
RNR=RA M A APHEINCERE SN TOVRWVEA, Vo=V I RHRESNTZAR— b5 7 L—AREE S0,

[BE ]
LAN 7R— | #1 705 D515 % CIR:30016kbps, Be:1876000byte (2425,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NS T 4 v 72— T (Fa—HD)DORE

E&

traffic-shape queue gueue-id rate kbps CIR burst BC
no traffic-shape queue gueue-id rate
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[78T7 A —=F—]

queue-id . <0-7>
PfE % o —

CIR : <18-10000000>

N7 7 4w 7 L— R(kbps)s HDIAHZBIEAET D720 AJMEIT L CHEERO R HEN R
DHENH D[/ — NBHR)

BC 1 <16-16000>
A=A A Z(kbyte), 4kbyte AL TORE L 725, ([/— MBH)

(AR RE]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[ AJTE— K]
AV B =T 2—RAE— ]
B

A= ROEEF2—ITK LT, Y=—E U TERET D,

no B TIAT L7 A . BEF 2 —ICHTH = - VORETER L 725,

[/ — 1]

Ko<y REFEITT 5T, QS AL THLL Z &,

N7 7 4w 7 L— MINODIAHPTET D720, AJMEICKH U THREOEAMEN R 55505 5,
IN—=A hH A XII"MRU D KAE(HA 2 — 71~2@NRU@¢TW%ﬁ%&TWDMPML% RETH L,
W= b A APWUNCHE SN TWRWGEE, Vo= I RREINTA— MDD 7 L —ANEE I,
[ E B

LAN AR — | #1 O3 =2 — #0 7> 5 O%{F % CIR:10Mbps, Be:64000byte (2L 5 o

SWX232x (config) #interface portl.1l
SWX232x (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —ilfH

9.3.1 7 2 —#I#I(IEEE 802.3x PAUSE DEZ{Z)DRE AT H)

[EX]
flowcontrol fpe
no flowcontrol

[RF A—=F—]
type D 7 a il OBE

REME B

enable 7 u—flllE =BT D

disable 7 v —iilfl & T 5
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[FIHIRR 2]
flowcontrol disable
[AS1E— K]
rsa—R)ary 7 40— g F— R
B
VAT LARRO 7 v —HIfEI(IEEE 802.3x PAUSE 7 L — L6 (8) 2 A9 5,
no JEITIAT L2 GA. 7 v — il 2 iz 4 %,
[/ —h]
QoS HEENERN /L X, VAT LD 7 u—HllHlEBENITHZ LIXTE 2N,
7 —filillZ G LIce ., BRI T —/V Re y THRRITENIC 5, 72720, AZ v 7N ANC LIz
BIIARBIRIZEEY Ly,
A H—=T 2—AFOT7 a0 —flflliL, VAT LMEA =T == 2D T o —HIHREE TN ENAN Lz
HBOHEET S,
[ EH]
VAT LD T a—ili#E /T 5,
SWX232x (config) #flowcontrol enable

9.3.2 7 u —ffHI(IEEE 802.3x PAUSE D%EZE)DREAL v X —T = —R)
[EFX]

flowcontrol yype

no flowcontrol

[T A—F—]
type D7 e —HhilE OB E
B EE B
e Zu—flHloRER T T — g VAR
232
both Pause 7 L' — L DEE/ZEEZAEIT D
disable 7 v — il 2 BT D
(AR E
flowcontrol disable
[AJIE— F]
AP =Tz —AF— N
B

LAN/SFP 7"— k @ 7 v —#l##I(IEEE 802.3x PAUSE 7 L — A EZE) 2 A 0T 5,
no X THAT LI G ., 7 v —Hillz Hehicd 5,
[/—}]
A= RiE LAN/SFP 7R — M 2D HERE I HE,
VAT LD T a—HlHN N2 EEEL 2\,
PAUSE 7 L' — A DIEE & ZE XM G v N THRERORIE &L 72 5.
PR R AR L 28 2615 97D PAUSE 7 L — A D WG IE, OxFFFF(65535) & 95,
LR OfiIR & 5,
e SFP+EVa— N EHWLGE, 7e—fl#Elo a8 x Tz — g SRR — K,
o TROFMHFICHLYT H5E. BHEIR T = — 3 B Pause 7 L— AEEIIRY A — R, (Pause 7 L — A%
EDOHYHR— 1)
o« RZ v UREDAERN. o, 7 e —HlENEN G
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[ EH]
LAN R— K #1 © 7 u—#lH % BT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #flowcontrol both

LAN R— I #1 O 7 v —ilif 2 #ho+ 2,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #no flowcontrol

9.3.3 7 v —fHlH OBEERIREEDFR

[EFX]
show flowcontrol [inteface ifname]
[F—TU—F]
interface D BRTEA AT 2 —AERET D
[/NT A—F—]
ifname : LAN/SFP "— M4, BIERFIX A v F—T = — AR RET 5,
BT DAL H—T 2 —RA
[AS1E— ]
FFeHE EXEC & — N, %4 EXEC E— N
[RLBA]
7 v —HIENC B B IEHCE /R, PAUSE 7 L — A DEZER) 2 FrT 5,
[/— 1]

PAUSE 7 L — AEZEHIT. ZUFR— o7 a0 —HENER L o TWAIEADLEREIND,
PAUSE 7 L — AEZ{E80L. clear frame-counters =~ > NEfTHIZZ VT &b,

[B% &)
LAN B— k #1 O 7 o —§l#E# % £ R4 5,

SWX232x#show flowcontrol portl.l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0

2R— hDO7 v —HlHiFRERRTD
SWX232x#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.1l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A h— A

9.4.1 2 h—ALHIHHDOHRE

E&

storm-control tyype [type..] level level
no storm-control

[73T A—=HF—]
bpe o Ab—XHlEs A7



level

(AR E]

no storm-control

[AJ1E— F]

avr R 77 LA | T 7 4 v 7l 361

A h—AfilHlZ A 7

B

Tr—R¥y A MR N AHIEEFZHICT

broadcast z
multicas LT E A DA b= MHEE AT
unicast FEEAHD =% ¢ X 7 L— 2Ol %

BINZT %

<0.00-100.00>

Ml SIRiE D N\—t o 7 — U THET S
B/ NEUS LT 2 (L E TRETE D

A HE—=Tz—AE—F

(@]

LAN/SFP R— NIkt L7 r— K¥ ¥ A b A b —AHIfHl, ~LFF v 2 bR b—2AHI#HB IO, s8EfFHO2=% v
A N7 L—LORIEZEEIIZ L., ZEFHIRZ T 5,
MEZB2 TZELE7 L—AIEES N D, 7272 L, BED 100% D5 A 13ZEHIRIZ Ly, BETer L—2A
HFETHY . FEHNZITERETE 220,

[ EH]

LANFR—F#l OT7T B — RFF ¥ A MR =LA TFHy 2 b A F—LEEE2 BN UBIE 30% %% ET 5,

SWX232x (config) #interface portl.1l

SWX232x (config-if) #storm-control broadcast multicast level 30

9.4.2 A b — Affilil {5 EIRMEDFT

[EX]

show storm-control [ifname]

[/8T7 A —=F—]

ifname

[N E]

L

[ASTE— K]
FEHHE EXEC E— K,

[@iA]

LAN/SFP iR— h DA X —T = — R4,
TR T HA U H—T =z —R&

7 L — LD EIREEFR T D,
A =T 2= AZ B LT HAIE, B v X —T 2 —ANAB 5,

[EEH]

A U H =T 2= ADBRERELZTTRT D,

SWX232x#show storm-control

Port

portl.
portl.
portl.
portl.
portl.
portl.
portl.
portl.

QO Jo Ul WN

HibE EXEC E— K

BcastLevel McastLevel
30.00% 30.00%
20.00% 20.00%

100.00% 100.00%
100.00% 100.00%
50.00% 50.00%
100.00% 100.00%
100.00% 100.00%
100.00% 100.00%

30
30

UcastLevel
100.

20.
100.
100.
100.
100.

00%
00%
00%
00%
00%
00%
.00%
.00%
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10 =
TV Ir—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 2= — % L RADIUS H— N\ —SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A= —]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & 2)
(R E]
radius-server local disable
[AFTE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

= — 77 /L RADIUS % — "—#&Re D F 2/ 2 2 5 ET D,

F7o, WEEH UDP R— FESELETT LI LNTE D,

no JER Ca~ > REFATLGE IR EMIC RS,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 I21E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TLONEND D,

[BREH]

B —71/L RADIUS ¥ — —tKREZ AT 5,

SWX232x (config) #radius-server local enable

10127 78R VB —T =2 —ADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' Z— T = — R4,

(1A E]

L

[ASE— R

Ja—\ a4l r—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 7 A% T[4 5,



av R 77 LA | TFYr— 3363

SWX232x (config) #radius-server local interface vlanl
SWX232x (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[7XF A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

(18R E]

2L

[AJTE— K]

Ja—x\)aryz 4L —yg T — R

[FREA]

7747 v MNERAEEZBITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFETLyE1E, i€ Lio— FNEERZHIBRT 2,

[/—H]

N— FRBRER A AR L TV R WAL, = — /L RADIUS Y — N—FEREITAE FH T & 220,

BEIZ N — FREGER D AER SN TV ORI TR R R4 2R E L6, V— FMRERIL EEE S5,
N— FEGERZHIREIT EEETD L BITHELDOT T4 7 2 FEAFET TN TEY) L2 D,

Jb— REBFERAMFELE LT T 1 erypto pKi generate ca iX 232 & b— REBAER & LT TE 720y,
[BEH]

PFEfRA4 A "MYRADIUS" DLV — hiBiER % £ 5,

SWX232x (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E—F

[E=]

radius-server local-profile
[AFTE— K]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »rE— NIZBITT A,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX

authentication mode [mode...]

no authentication
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[RF A —5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #AlE =
eap-md5 EAP-MD5 7845 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

GILLE 9|

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE—F]

RADIUS =7 4 7V Lb—va U E— R

[@i ]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no WA Ta~y REET LGB ITMIREEICREY . T X TORIMLTADRGIE D,
[/—H]

PEAP, EAP-TTLS #8aE 5 DO WEFRRE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #EHAT 25613, BREHF U eap-mdS ZFRET DL ENH B,

[ EH]

i 3 % 5855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 F(NAS)DFRE

[EFX]

nas fost key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[73F A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui &
. _ . Ty hU—2~ A7 OFHIT 8~32 T IP 7
IPv4 v b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L RIEET KL
IPv6 7 K L A (A:B:C::D) A(:/128), T 7 AL hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RV T- 6 D
IPv6 1> b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]" 2?2 A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

B RBEREIE 100 TH D,

no B Ta~r FEETLEEEAIE. $8E L7ZRADIUS 7 74 7 > FOREZHIERET 5,
[/ —F]

Aa~ s RTERELZ RADIUS 7 7 A 7 M(NAS)E#t(iX. running-config, 3 KT}, startup-config (ZIFFRR I 4172
U,

Flo, BEOREI~VY FEFRRY, Ra~vr REFTLERRTRET —# & LTREFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H##IZ. show radius-server local nas =~ > K TR TX %,
A DA — FIRGEHERE Tr — /L RADIUS —_—Z 457 ET 25613, U TE2RET DLENH D,
SWX232x (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan : #AF v 7 VLAN IO VLAN Z3RET 5
mac DR AR ERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZHRFE L7 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIAT V PEEORASEA AT VA EBRET D
auth CORRES RS A T ERET D
expire U TIAT Y NEBEOH IR Z R ET D GEEREST X A 73 EAP-TLS Oi56 O B4 7%))
T A—F—
userid . a2—H%—1D

(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)

FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EI<>") ANR— < I

EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R

(32 LFLIN, N [1" 2 A=A 2B A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN IO VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &St SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—Y—4
(32 LFLUAN, "2 A= 2 &R AT - AT
mail-address A=A T RLZA
(256 SCFLIN, AL - @)
bpe =V
REME B
PAP §BiE X (== —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF )72 (=2 —
beap P—1ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(EMSEE 2037/12/31 L1 5)
(YYYY/MM/DD AT B £ 725 2037/12/31 £ C)
[FIHAER E]
L
[ASE— K]
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA]
RADIUS #— _—TFFET 52— — & BT 5,
B KRB ERELIE 2000 TH 5,
no B CTa~vy REFETLELAIE. € Lica—F—%2HIRT 5,
FBREH T EAP-TLS 87 L7284, certificate user 2~ R CZ 74 7 2 FEHEDRITHNMLE L 72D,
Flo, NARATU—=RRZ 747 MiEHEOAEIWIRAZET LIGE S, BESZ 747 2 MEHEORITHLE L 72

Do
7 74T v MEAEZRITHAO 22—V —2HIRT 556, BBICY 747 & MEAEO KDL ZAT 9,
[/— ]

ARKa<y RCHEE L2 ——1F#HIL. running-config, 33 LT, startup-config (ZITFR/R I 720,

T, BEOREa~Y REFRRY, Ra~vy REFATLERRATRET —¥ & LTRFESIND,

BRTE Lz — —15#IL, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=HA A S h
60

[ EH]

FRREL— W —Z X T D,
SWX232x (config) #radius-server local-profile

SWX232x (config-radius) #fuser yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FEFEREIFR O E
[ER]

reauth interval time

no reauth interval

[T A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ a9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & L THEH T 2 228522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FRRGEM I %2 604800 FHICRRET 5,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #reauth interval 604800

10.1.9 17— %)L RADIUS ¥ — X—~DFET— & Kk

[EFX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £— K
B

12—/ RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LG EI1X, LT ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHFIE H 4
ERH D,

[/—}]

ARawy REFATLIHA. 2— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho il L s etk
WZHBET S

(% E A1)
17— 71/ RADIUS $r—"—{Z, BEORELZ XM IE 5,

SWX232x#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FMEHFEOFAT L AR — =~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLL k32 SCFLAN, "DEFAULT" X8 EAS AT

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AF1E— ]
¥t EXEC E— I
[FHA]

EAP-TLS iBiF XA E L TWbHa—HF—D 7 T4 7 FEHEZHITT 5,

2—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELZ —FERITT 5,

s JIAT7 Y MNERAEE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

FRE % EAP-TLS ~A W L7z 2 —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMIZY T4 7 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDAA—LT RLA~NT T4 7T MEHELZEMT 5,
A=V DL EARINTHOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
A—LT RUARHEE SN TORWIGEIT A —LEE LR,

[/ — ]

7747 FEHFEIT 1 2= —IZOZ 2 BETHEITTE D, 2L EFITLIELHEITH WO L O BIEEIZ KL
ERCE

7T A4T v FEHFEO —ERATIIRFM R 00572/ Ny 7 75 R T TE Y | TP Th a~ 2 FETIIEE
Th D,

L, T a<y RIZOWTUIETTE RV E D IHIRZ 20 T D
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

 certificate user

+ certificate mail user

+ certificate revoke

 certificate export sd

* copy radius-server local

[ EHI]
7747 v MNiEHEE —ERITT 5.
SWX232x#certificate user

10.1.11 7 5 A 7 hFEBHED Tk

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FFEE certificate user 2~ RZFATT L2 LT T4 7 FaEHEDOHRITLHATE 2,
[E 5]

7 IAT v MNEHEO—FERITE P ST 5,

SWX232x#certificate abort
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10.1.12 7 A 7~ FEEAED LS
[EFR]

certificate revoke user userid

certificate revoke id certificate-id

[F—TU— k]
user D BELEa—Y =D 74T v FEEEZ R SED
id D HRELEZIAT U MAEAEID O T4 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CF-LL 1 32 SCFLIN, "DEFAULT" [ ZEEASAT)
BIEH R AJIFTRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 4 7> bEAELZ RSB,
747 v MNERENKRINTGE. T OEAEZ M S ZFRGEIT RIS 5,

[/—}]
7 7 A 7 > NREE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

Z—H—1ID"Taro" DV 74 7 FNiEAEEZ RS HE D,
SWX232x#certificate revoke user Taro

7 A7 > bEEBE ID "Taro-DF598EE9B44D22CC" D7 7 A 7 v hiEBEE KB S H 5,
SWX232x#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A4 7 v biEAEO T 7 2R — ~(SD = E'—)
EEN!

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— 5

user D HELEa—Y -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTERET D

/3T A—&—]

userid . a—%—1ID
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(3 3CF-LA | 32 SCFLAN, "DEFAULT" 145 E A7)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AF1E— ]
¥t EXEC E— I
[FHA]

7747 v hEEEZ, SD h— NlZ= 7 AKR— T 5,
T AR— MEE, SD 1 — RN®D /swx2320/certification/ F 72 1% /swx2322p/certification/ T 5,
compress ZF57E L2 1X. 7 747 > FREHEZE ZIP 7 7 A VITEM L T b7 AR — T 5,

= AR— b &
" TRTDT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
)=}

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 fl]

2—H— 1D Yamaha D7 7 A4 7 b E% SD 1 — K~ 7 AR — T 5,

SWX232x#certificate export sd user Yamaha

10.1.14 7 A 7~ FREBAE DT 7 2R — M(A —/ViE(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —LVEET D
user D HELEa—Y 27 T4 T NEAEEZ A —VEET D
compress © ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFPA L 32 SCFLAAN, "DEFAULT" (345 & A )
FRREH = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EAR S
\[1/:%|<>"2? AR_—R &R A
EAP-TL B
> PR
[AFTE— R
¥i#E EXEC £— K
[FAA]

74T v FEEHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 94070 FIFHEIR, Fa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW a2—F— 25 LTI, A—/LDEENMThILz,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
(B EH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWX232x#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

[EF
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-1> AT T #0-#1
sd SD 1 — FND=a 7 1 7
dst_config_num D av—onar T 4 rEkE
RIEME B
<0-1> a7 T HO-#1
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
B
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEBEER

o FITLT=V 747 2 FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Ta ™ —4 5 Z LN TX
éo

[/—F]

SD H— KB~ PENTWARVIREET, sd 2B EL-SEAIT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWX232x#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 > F(NAS)DFIR
[EF]

show radius-server local nas /ost
[’XF A—&—]
host S IPT7TRUVA, FHE,. IPRy hU—=Z T RFL A
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BEE A
0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
[Z3AYl N0

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUZADHREANBIZO0 L7225

A=F XY A RT RLADY B RIEET L
IPv6 7 K L Z(A:B:C::D) A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KU AC128) &RV =8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 % b U —27 7 KL A(A.B.C.D/M)

IPv6 % v kT —2 7 KL Z(A:B:C::D/M) TVT 47 ARIL 1~128

[AFTE— ]

¥iHE EXEC £— K

[FHA]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24"® RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWX232x#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 Bt — P —FHROFR

k={

[EX]
show radius-server local user [detail userid]
[F—U— K]
detail D RE Lo —F—OREMERE R T 5
[T A—F—]
userid : a—F—1ID
(3 CFLLE 32 SCFLIN, "DEFAULT" 8 E A 1)
RAEH R ATIAIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A= R %R AT EATL
dEI<>" ) ANR— e e TS
EAP-TLS \qy/#:ﬁt T ? A A% i< AR
[AJ1E— K]
HitE EXEC £— R
[RLBA]
a—F—FRERRT D,
[ERE B

A—PF—HFRO - HE2RRT D,

SWX232x#show radius-server local user

Total 1
userid name vlan mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = —H —{F i & £ 1" 5,

SWX232x#show radius-server local user detail 00a0de000001
Total 1
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userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 7 A4 7 ¥ FEEAZEORITIRER =

[EFX]

show radius-server local certificate status

[AJTE— K]

¥iHE EXEC £ — K
B
7 FAT v MEEMERITRBEOREEZ R TRT D,

FITIRRE N
done 54T v FREEDORITNTE T E I IERREIT
processing 7 74T v MEAEEZRITH
aborted certificate abort 2~ K72 BN K-> To 747 > MiE#A
FEORAT & W

Bt
7747 v MEAERBITRBEOREEZ R RT 5,

SWX232x#show radius-server local certificate status
certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U— 1]

detail DR -RERR TS

[T A—=HF—]

userid : 2—%—1ID
(3 XCFLA L 32 SCF LN, "DEFAULT" I8 EAS Al

A ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R PATEHT - AT
» P N

EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR

[AJ1E— K]

HHE EXEC £— R

[FHA]

FATH 2 TAT > NEBED ) A N2 RRT B,

userid 18 E LT A 1X. T2 —F —0OiEMiERAE T 5,
[BREBH]

RRE L — W —DRITIH S 74T v NEAEEERE2T 5,

SWX232x#show radius-server local certificate list detail Yamaha



37| a2~ RV T 7 LR | T TV r—vay

userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £ —
[REA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RN NE

revoked FENZ KD KR

expired A RIABREIAIC K D K%)

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWX232x#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 189
aaa authentication auth-web 190
aaa authentication dotlx 189
access-group (IPv4) 316
access-group (IPv6) 318
access-group (MAC) 321
access-list (IPv4) 314

access-list (IPv6) 317

access-list (MAC) 319

access-list description (IPv4) 316
access-list description (IPv6) 318
access-list description (MAC) 320
action 150

agent-watch down-count 129
agent-watch interval 129
aggregate-police 346

arp 273

arp-ageing-timeout 274
arp-ageing-timeout request 274
auth clear-state time (f > % — 7 = — X %&— R) 207
auth clear-state time (7' 2 —/N)L a7 4 7 L—3 g »F— K) 207
auth dynamic-vlan-creation 196
auth guest-vlan 197

auth host-mode 194

auth order 195

auth radius attribute nas-identifier 202
auth reauthentication 196

auth timeout quiet-period 197
auth timeout reauth-period 198
auth timeout server-timeout 198
auth timeout supp-timeout 199
auth-mac auth-user 192

auth-mac enable 192

auth-mac static 193

auth-web enable 194

auth-web redirect-url 206
authentication 363

auto-ip 270

B

backup system 159
banner motd 33
baudrate select 60
beep buzzer 154
boot auto-apply 40
boot prioritize sd 40
buzzer 152

buzzer trigger 153

C

cable-diagnostics tdr execute interface 48
certificate abort 368
certificate export mail 370
certificate export sd 369
certificate revoke 369
certificate user 367
channel-group mode 179
class 333

class-map 333

clear access-list counters 322
clear arp-cache 273

clear auth state 206

clear auth statistics 205
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clear boot list 39

clear cable-diagnostics tdr 48

clear counters 175

clear ip dhep snooping binding 265
clear ip dhep snooping statistics 265
clear ip igmp snooping 307

clear ipv6 dhcp client 285

clear ipv6 mld snooping 313

clear ipv6 neighbors 289

clear lacp counters 185

clear lldp counters 127

clear logging 66

clear mac-address-table dynamic 220
clear qos metering-counters 352
clear spanning-tree detected protocols 246
clear ssh host 105

clear ssh-server host key 102

clear system-diagnostics on-demand 48
clear test cable-diagnostics tdr 48
cli-command 151

clock set 49

clock summer-time date 51

clock summer-time recurring 50
clock timezone 49

cold start 156

config-auto-set enable 137

copy auth-web custom-file 208

copy radius-server local 371

copy running-config startup-config 34
copy startup-config 37

copy tech-support sd 46

crypto pki generate ca 363

D

description 162

description (schedule) 150
dns-client 292

dns-client domain-list 293
dns-client domain-name 293
dns-client name-server 292
dotlx control-direction 191
dot1x max-auth-req 191
dot1x port-control 190

E

eee 166

enable password 29

erase auth-web custom-file 208
erase startup-config 37
errdisable auto-recovery 212
event-watch disable 136
event-watch interval 137
exec-timeout 59

F

find switch start 159

find switch stop 159

firmware-update execute 141
firmware-update http-proxy 140
firmware-update reload-method 144
firmware-update reload-time 143
firmware-update revision-down enable 142
firmware-update sd execute 143
firmware-update timeout 141
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firmware-update url 139 12-mcast snooping tcn-query 297

flowcontrol (A ¥ % —7 =—AF— ) 359 12-unknown-mcast (f & ¥ — 7 = —ZFE— ) 295

flowcontrol (/' = —/ Va7 4 7 L —3 3 % — R) 358 12-unknown-mcast (7' 2—/ )L a7 4 J L—3 5 E— R) 295
12-unknown-mcast forward link-local 296

H 12ms configuration 127

12ms enable 128

12ms filter enable 131
12ms reset 132

12ms role 128

lacp multi-speed 183
lacp port-priority 188
lacp system-priority 182
lacp timeout 184
led-mode default 157

hostname 155

http-proxy 97

http-proxy timeout 98
http-server 94

http-server access 96
http-server interface 95
http-server language 96
http-server login-timeout 97

http-server secure 94 line con 58
line vty 58
lldp auto-setting 116

1 lldp interface enable 123
lldp run 114

instance 246
instance priority 247
instance vlan 247
interface reset 173
ip address 267

lldp system-description 114
lldp system-name 115
lldp-agent 115

logging backup sd 65

' logging event 64

ip address dhCP 268 R logging facility 62

ip dhep snooping (- & ¥ —7 = —AF— }) 258 logging format 62

ip dhep snooping (7 2 —/3b a7 o JL—3 3 E— F) 257 logging host 61

ip dhep snooping information option 259 logging stdout info 64
ip dhcp snooping information option allow-untrusted 260 logging trap debug 63
ip dhep snooping information option format remote-id 261 logging trap error 63

ip dhcp snooping information option format-type circuit-id 261 logging trap informational 63

@p dhep snoop%ng limit'rate 262 loop-detect (f > % —7 = — ZE— ) 254

P dhep shooping logglng 26? loop-detect (/' = — b2 7 ¢ 7 L—3 73— K) 253
ip dhcp snooping subscriber-id 262 loop-detect blocking 255

P dhep SNOOpINg tmgt 258 loop-detect blocking interval 256
ip dhep snooping verify mac-address 259 loop-detect reset 256

ip forwarding 275

ip igmp snooping 297
ip igmp snooping check ra 301 M
ip igmp snooping check tos 301

ip igmp snooping check ttl 300

ip igmp snooping fast-leave 298

ip igmp snooping mrouter interface 299

ip igmp snooping mrouter-port data-suppression 304
ip igmp snooping querier 299

ip igmp snooping query-interval 300

ip igmp snooping report-forward 303

ip igmp snooping report-suppression 303

ip igmp snooping version 302

mac-address-table ageing-time 219
mac-address-table learning 219
mac-address-table static 220

mail certificate expire-notify 111
mail notify trigger 107

mail send certificate 110

mail send certificate-notify 111
mail server smtp host 105

mail server smtp name 106

mail template 108

ip route 270

ipv6 277 management interface 61

ipv6 address 278 match access-list (QoS) 334
ipv6 address autoconfig 279 match access-list (VLAN) 323
ipv6 address dhep 280 match cos 335

ipv6 address pd 281 match @hertype 336

ipv6 dhep client nd-prefix 285 match }p-dscp 335

ipv6 dhep client pd 281 match ip-precedence 335

ipv6 forwarding 290 match vlan 337

ipv6 mld snooping 307 match vlan-range 337

mdix auto 165

mirror interface 168

mount sd 156

mru 165

mtu 275

multiple-vlan group name 234
multiple-vlan transfer ympi 234
mute buzzer 154

ipv6 mld snooping fast-leave 308

ipv6 mld snooping mrouter interface 308
ipv6 mld snooping querier 309

ipv6 mld snooping query-interval 309
ipv6 mld snooping report-suppression 311
ipv6 mld snooping version 310

ipv6 nd accept-ra-default-routes 283

ipv6 neighbor 288
ipv6 route 286
N
L nas 364

12-mcast flood 296 negotiation 163



ntpdate interval 53
ntpdate oneshot 53
ntpdate server 52

P

pass-through eap 209

password-encryption 29

ping 276

ping6 290

police single-rate (AR Y v —~< v 7"« 7 T Z2E— ) 342
police single-rate ((£597K U $-—F— R) 347

police twin-rate (R YV > —~ v 7" « 7 T ZE— ) 343
police twin-rate (]£FI A U #—F— ) 348
police-aggregate 350

policy-map 338

port-channel load-balance 185

port-security enable 210

port-security mac-address 210

port-security violation 211

power-inline (- & % —7 = —ZXE— ) 214
power-inline (/' 12—/ Va7 4 JL— 9 UE— R)213
power-inline continuous 215

power-inline description 214

power-inline guardband 216

power-inline priority 215

private-vlan 223

private-vlan association 224

proav profile-type 160

ptp (A ¥ #—7 = —AFE— K) 55

ptp(Fa— a7 4 JL—a E— R) 54
ptp mode 55

ptp transport protocol 56

Q

qos cos 326

qos cos-queue 330

qos dscp-queue 331

qos enable 325

qos port-priority-queue 331
qos queue sent-from-cpu 332
qos trust 327

qos wrr-weight 356

R

radius-server deadtime 202
radius-server host 200
radius-server key 202
radius-server local enable 362
radius-server local interface 362
radius-server local refresh 367
radius-server local-profile 363
radius-server retransmit 201
radius-server timeout 201
reauth interval 367

region 248

reload 156

remark-map (R J > —~< v 7« 7 T ZF— ) 345
remark-map (IR U $—F— ) 349
remote-login 147

restart 156

restore system 160

revision 248

rmon 76

rmon alarm 79

rmon clear counters 84

rmon event 78

rmon history 77

rmon statistics 77
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S

save 34

save logging 65

schedule 148

schedule template 151

script 152

send from 109

send notify wait-time 110
send server 108

send subject 109

send to 109

service terminal-length 60
service-policy 339

set cos 340

set cos-queue 352

set ip-dscp 341

set ip-dscp-queue 353

set ip-precedence 341

set lldp 116

set management-address-tlv 117
set msg-tx-hold 121

set timer msg-fast-tx 120

set timer msg-tx-interval 120
set timer reinit-delay 121

set too-many-neighbors limit 122
set tx-fast-init 122

sflow 84

sflow agent 85

sflow collector 85

sflow collector max-datagram-size 86
sflow max-header-size 87
sflow polling-interval 87
sflow sampling-rate 86
sfp-monitor rx-power 176
show access-group 323

show access-list 322

show aggregate-police 350
show arp 273

show auth statistics 204

show auth status 203

show auth supplicant 204
show boot 39

show boot prioritize sd 41
show buzzer 155

show cable-diagnostics tdr 49
show class-map 337

show clock 51

show config(show running-config) 35
show config(show startup-config) 36
show ddm status 175

show dhcp lease 269

show disk-usage 42

show dns-client 294

show eee capabilities interface 166
show eee status interface 167
show environment 41

show errdisable 212

show error port-led 158

show etherchannel 180

show etherchannel status 186
show fan history 46

show firmware-update 142
show flowcontrol 360

show frame-counter 173

show http-proxy 98

show http-server 95

show interface 169

show interface brief 172

show interface negotiation 164
show inventory 41

show ip dhcp snooping 263
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show ip dhcp snooping binding 264
show ip dhcp snooping interface 264
show ip dhcp snooping statistics 265
show ip forwarding 275

show ip igmp snooping groups 305
show ip igmp snooping interface 306
show ip igmp snooping mrouter 305
show ip interface 268

show ip route 271

show ip route database 272

show ip route summary 272

show ipv6 dhcp interface 284

show ipv6 forwarding 290

show ipv6 interface 283

show ipv6 mld snooping groups 312
show ipv6 mld snooping interface 312
show ipv6 mld snooping mrouter 311
show ipv6 neighbors 289

show ipv6 route 287

show ipv6 route database 288

show ipv6 route summary 288

show 12ms 132

show 12ms agent-config 133

show lacp sys-id 183

show lacp-counter 185

show led-mode 158

show lldp interface 123

show 1ldp neighbors 126

show logging 66

show loop-detect 256

show mac-address-table 221

show mac-address-table count 222
show mail information 112

show memory 43

show mirror 168

show ntpdate 54

show policy-map 353

show port-security status 211

show power-inline 217

show process 43

show ptp 57

show ptp interface 57

show qos 328

show qos interface 328

show qos map-status 355

show qos metering-counters 351
show qos queue-counters 329

show radius-server 205

show radius-server local certificate list 373
show radius-server local certificate revoke 374
show radius-server local certificate status 373
show radius-server local nas 371
show radius-server local user 372
show rmon 81

show rmon alarm 83

show rmon event 83

show rmon history 83

show rmon statistics 82

show running-config 35

show sflow 88

show sflow sampling 88

show snmp community 75

show snmp group 75

show snmp user 76

show snmp view 75

show spanning-tree 242

show spanning-tree mst 251

show spanning-tree mst config 251
show spanning-tree mst instance 252
show spanning-tree statistics 244
show ssh-server 99

show ssh-server host key 102

show stack 146

show startup-config 36

show static-channel-group 179
show storm-control 361

show system-diagnostics 46
show tech-support 43

show telnet-server 89

show test cable-diagnostics tdr 49
show tftp-server 93

show tx-queue-monitor 178

show users 32

show vlan 235

show vlan access-map 325

show vlan filter 325

show vlan multiple-vlan 236
show vlan private-vlan 235

show y-unos 113

shutdown 162

snapshot delete 139

snapshot enable 138

snapshot save 139

snapshot trap terminal 138
snmp-server access 73
snmp-server community 70
snmp-server contact 69
snmp-server enable trap 68
snmp-server group 72
snmp-server host 66

snmp-server location 70
snmp-server startup-trap-delay 68
snmp-server user 72

snmp-server view 71
spanning-tree 238

spanning-tree bpdu-filter 239
spanning-tree bpdu-guard 240
spanning-tree edgeport 242
spanning-tree forward-time 237
spanning-tree instance 249
spanning-tree instance path-cost 250
spanning-tree instance priority 249
spanning-tree link-type 239
spanning-tree max-age 237
spanning-tree mst configuration 246
spanning-tree path-cost 241

spanning-tree priority (f % —7 = — ZXE&— ) 241
spanning-tree priority (7 2 —/ 3V 3> 7 4 JL—3 3 E— R)

238

spanning-tree shutdown 236
speed-duplex 163

ssh 104

ssh-client 104

ssh-server 99

ssh-server access 100

ssh-server client alive 103
ssh-server host key generate 101
ssh-server interface 100

stack 144

stack renumber 145

stack subnet 147

startup-config description 38
startup-config select 38
static-channel-group 178
storm-control 360

switchport access vlan 226
switchport mode access 225
switchport mode private-vlan 229
switchport mode trunk 226
switchport multiple-vlan group 233

switchport private-vlan host-association 229

switchport private-vlan mapping 230
switchport trunk allowed vlan 227
switchport trunk native vlan 228
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switchport voice cos 232

switchport voice dscp 232

switchport voice vlan 231
system-diagnostics on-demand execute 47

T

telnet 91

telnet-client 92

telnet-server 89

telnet-server access 90

telnet-server interface 90

terminal length 59

terminal-watch enable 130

terminal-watch interval 130

test cable-diagnostics tdr interface 48

tftp-server 92

tftp-server interface 93

tlv-select basic-mgmt 118

tlv-select ieee-8021-org-specific 118

tlv-select ieee-8023-org-specific 119

tlv-select med 119

traceroute 277

traceroute6 291

traffic-shape queue rate 357

traffic-shape rate 357

tx-queue-monitor usage-rate (-f > ¥ —7 = —AE— K) 177

tx-queue-monitor usage-rate (7' 2 — 3V 327 4 JL—3 3 E—
R) 176

U

unmount sd 157
unmute buzzer 155
user 365

username 30
username privilege 31

\4

vlan 223

vlan access-map 323
vlan database 222
vlan filter 324

W

wireless-terminal-watch interval 136
write 34

Y

y-unos enable 112
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